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1 I OkHttpClient client = new OkHttpClient().newBuilder().proxy(Proxy.NO PROXY).build () ;

XFER T LUBIEEZVPNIRSS, EEERESMRIIMMETHE. SREEIKANIE, ftNSocksDroidEZERESAEMEIR, B
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[ZZERFUET] https://blog.ropnop.com/configuring-burp-suite-with-android-nougat/
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assTREgHiEHoOkK verify FREFEIREltrue, BBAUNEIEverifylREIE? THEISFIHELRIGE:

1. frida-trace

1 | frida-trace

2 -U \

3 -F \

4 --runtime=v8 \
5 -]

-U -F -3 "*lverify/1u’

int.verify: Auto-generated handler at “ster5fchen5emeocumentsfref__handlers__fokhtth.internal.byte.intfverify.js“

do.verify: Auto-generated handler at "/Users/chensem/Documents/re/__handlers__/com.realcloud.http.byte.do/verify.js"

s$1.verify: Auto-generated handler at "/Users/chensem/Documents/re/__handlers__/com.umeng.commonsdk.statistics.idtracking.s_1/verify.js"
Started tracing 3 functions. Press Ctrl+C to stop.

21234 ms do.ve »s. Lloocha.cn", "<instance: javax.net.ssl.SSLSession, $className: com.android.org.conscrypt.Java8ExtendedSSLSession>"

l 21235 ms int.verify("cps.loocha.cn", "<instance: javax.net.ssl.SSLSession, $className: com.android.org.conscrypt.Java8ExtendedSSLSes
sion=")

L1L35 ms

21237 ms <
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2. frida Java.enumerateMethods
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1 const groups = Java.enumerateMethods( )
2 // console.log(JSON.stringify(groups, null, 2));

3 var classes = null;

4 for(var i in groups){

5 var classes = groups[i][ 1

6

7 for(var i in classes){

8 Java.use(classes[i][ 1

9 .verify

10 .overload( s )
11 .implementation = function(){

12 console.log( )

13 return true

14 }

15 }

16 }
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https://raw.githubusercontent.com/WooyunDota/DroidSSLUnpinning/master/ObjectionUnpinningPlus/hooks.js
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Java.perform(function () {

var StringClass = Java.use( )

var KeyStore = Java.use( )

KeyStore.load.overload( ).implementation = function (arge) {
console.log( , arge);
this.load(argo);

}s

KeyStore.load.overload( B ).implementation = function (arg@, argl) {
send(argo)
console.log( , argo, argl ? StringClass.$new(argl) : null);
this.load(arg0, argl);
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private static KeyManager[] g(Context context) |

try {
InputStream openRawResource = context.getResources().openRawResource(2131558481);
if (openRawResource == null) {
return null;

1
J

BufferedReader bufferedReader = new BufferedReader(new InputStreamReader(openRawResource));
StringBuffer stringBuffer = new StringBuffer();

while (true) {

String readline = bufferedReader.readline();

if (readLine != null) {
stringBuffer.append(readline);

I else {

bufferedReader.close();
EytedrrayInputstream byteArrayInputStream = new BytedrrayInputStream(MutualSsSlWebviewClient.decryptToE
KeyStore instance = KeyStore.getInstance("PKCS12");
instance.load(byteArrayInputStream, a.n.toChardrray());
KeyManagerFactory instance2 = KeyManagerFactory.getInstance(KeyManagerFactory.getDefaultAlgorithm());
instance2.init(instance, a.n.toChardrray());
return instance2.getkeyManagers();
}
}
b catch (Exception e2) {
e2.printStackTrace();
return null;
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1 var ssl_write = Module.getExportByName(null, )

2 var ssl_read = Module.getExportByName(null, )5

3 Interceptor.attach(ssl_write,

4 {

5 onEnter: function (args)

6 {

7 send(,Memory.readByteArray(args[1], parseInt(args[2])));
8 bs

9 onLeave: function (retval){

10 | }

11 | Interceptor.attach(ssl read,

12 | {

13 onEnter: function (args)

14 {

15 send(,Memory.readByteArray(args[1], parseInt(args[2])));
16 ¥

17 onLeave: function (retval){

18| 3

https://sec.mrfan.xyz/2019/12/16/%E5%AE%89%E5%8D %93%E6%B5%8B%E8%AF %95%E4%B9%8BH00k%20SSL_read%E5%9
2%8CSSL_write/

https://github.com/fanxs-t/Android-SSL_read-write-Hook/blob/master/frida-hook.py

XA TWTEAIRAREINZARS, 2, BRIHR T

0x02 SSL key logger

XI5t = FPC _LizfTchromeiR ESSLLOGFILERNEZEICRSSLINERETE, fEandroid £, BUARIREFZEETHookH{TIRE

frida -U -f com.realcloud.loochadroid.college -l hook.js --no-pause -0 key
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1 function startTLSKeyLogger(SSL_CTX_new, SSL_CTX_set_keylog callback) {

2 function keyLogger(ssl, line) {

3 console.log(new NativePointer(line).readCString());

4 }

5 const keyLogCallback = new NativeCallback(keyLogger, s [ s 1
6

7 Interceptor.attach(SSL_CTX _new, {

8 onLeave: function(retval) {

9 const ssl = new NativePointer(retval);

10 const SSL_CTX_set_keylog callbackFn = new NativeFunction(SSL_CTX set keylog callback, > 0 ) s
11 SSL_CTX_set_keylog callbackFn(ssl, keyLogCallback);

12 }

13 })s

14 |}

15 | startTLSKeyLogger(

16 Module.findExportByName( s )

17 Module.findExportByName ( s )

18 | )

®, & [ =

ANA | — Nl ] | —— g LS =

g
|


https://www.kanxue.com/
https://bbs.pediy.com/
https://www.kanxue.com/course.htm
https://job.kanxue.com/

FERAE, EERspwangl{Eftcpdump dumpiiiE. FAfGwiresharkiZETLS LogfilefI( &
[ NaN

Wireshark - Preferences
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[Header Count: 9]
Header: :method: GET
@ ipath: fanony/codetl=Android_college_6.5.11&pubc=BEvy=60050115nm=MI%2B66sv=0_285imsi=nonekrl=1920+10808did=__43abd948d0d21cd__Eserver_did=4Bacedlc=51c5-49be-836b-edf9572c48albmobi Lle=1754B6645558type=0

Header:
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160.96.7.199
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Transport Layer Security

RSA keys list Edit...

TLS debug file

Browse...

| Reassemble TLS records spanning multiple TCP segments
| Reassemble TLS Application Data spanning multiple TLS records
| Message Authentication Code (MAC), ignore "mac failed"

Pre-Shared-Key

(Pre)-Master-Secret log filename

[Users/chensem/Documents/re/key Browse...
Cancel
184, 96.7.199 HTTFZ 245 HEADERS[5]: GET fancny/codeil=Android_college_6.%5.11&pubc=BEvyv=60050118mn=NI%2BG4s v=9_28&insi=nonesrl=1928+10804did=__ 4 3ab@d40ade—
10.2.26.92 HTTPZ 148 HEADERS([5]: 209 OK -
19.2.26.92 HTTFZ 94 DATAIS] -
106.11.249.162 TLSVL.2 223 Client Hello E
106.11. 249. 162 TLswl. 2 188 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

10.2.26.02 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message
186.11.249. 162 TLSv1.2 B57 Applicatien Data

19.2.26.92 TLSv1.2 278 Applicatien Data

106, 11. 248,162 TLSv1. 2 85 Encrypted Alert

rauthority: cps.loocha.cn: 967

accept: application/s—protobuf
content-type: application/x-protobuf
app-s5ign: 32a3T79er61823348ba936c2T5adb3ng
user-agent: ACloudViewer-Android/6.5.11
accept-enceding: gzip
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Frame (245 bytes) | Docrypted TLS 162 bytes) | Docompressad Haader (47 bytes)

@ ¥ Header (htp2.header), 145 byles

SEHEEE . https://codeshare.frida.re/@kOnserv/tis-keylogger/

0x03 CE{EMTF
XML ERARBINERANGE, BEHEXEFUWHTTP, ZOEEE HhttpiRIZ,
B4
REIHTTPSIRA AR EZMEZHE, THRMENESENNE
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