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$dst = @$_GET['KR'];
$res = @parse_url($dst);
$ip = @dns_get _record($res['host’'], DNS_A)[O0]['ip'];

$dev_ip = "54.87.54.87";
if($ip === $dev_ip) {
$content = file_get_contents($dst);

echo $content;

}

RBAE, BB 2EEFHA B ip /9 54.87.54.87, (BEXHHGHLRIAMANSE T, WRHK
12 AEATRY 1P B39 127.0.0.1, BBRTTEID. sip === sdev i , 3 NEHISFIA DNS
Rebinding


https://link.zhihu.com/?target=https%3A//mp.weixin.qq.com/s/ToORsrR_1fh1gnnO2cM_VQ

XE— M dns BESSEREAIRYL, FTLALE— M= BEHRISEER A IP

https://lock.cmpxchg8b.com/rebinder.html?tdsourcetag=s_pctim_aiomsg
WA RSB — T8

=> ~ host 7f000001.36573657.rbndr.us
7f000001.36573657.rbndr.us has address 127.0.0.1
= ~ host 7f000001.36573657.rbndr.us

7000001 .36573657.rbndr.us has address 127.0.0.1
= ~ host 7f000001.36573657.rbndr.us

7000001 .36573657.rbndr.us has address 54.87.54.87
=> ~ host 7f000001.36573657.rbndr.us
7000001.36573657.rbndr.us has address 54.87.54.87
- ~ host 7f000001.36573657.rbndr.us

7000001 .36573657.rbndr.us has address 54.87.54.87
= ~ host 7f000001.36573657.rbndr.us

7000001 .36573657.rbndr.us has address 54.87.54.87
=> ~ host 7f000001.36573657.rbndr.us
7000001.36573657.rbndr.us has address 127.0.0.1
- ~ host 7f000001.36573657.rbndr.us

7000001 .36573657.rbndr.us has address 127.0.0.1
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B EE: http://ocu.chal.seccon.jp:10000/index.php

<!-- src of this PHP script: /index.php?action=source -->

<!-- the flag is in /flag.php, which permits access only from internal network
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<!-- this service is running on php-fpm and nginx. see /docker-compose.yml -->
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<?php
if (isset($_GET['url'])){
$url = filter_input(INPUT_GET, ‘'url');
$parsed_url = parse_url($url);
if($parsed_url["scheme"] !== "http"){
// only http: should be allowed.
echo 'URL should start with http!';
} else if (gethostbyname(idn_to_ascii($parsed_url["host"], ©, INTL_IDNA_VARIANT_UTS46)) ===
gethostbyname("nginx")) {
// Llocal access to nginx from php-fpm should be blocked.
echo 'Oops, are you a robot or an attacker?';
} else {
// file_get contents needs idn_to_ascii(): https://stackoverflow.com/questions/40663425/
highlight_string(file_get_contents(idn_to_ascii($url, ©, INTL_IDNA_VARIANT_UTS46),
false,
stream_context_create(array(
"http' => array(
‘follow_location' => false,

"timeout' => 2
1))
?>
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