IFS A 28 7T PR B8 /o b G < ik

EREHZREN, &M 7T —Ta<iiTkE, EFEERERENENXR, FRBYRERESE

reboot i EBR, TREREZE T,

BT, FREEX

=

B

1]

ERERSFEN, N7 —1TaSTRE, EHEERRENHER, FABIRERERE reboot i<LER, TERELM

I

Lt nl b B
TN o

NEmERES, FEEES

Z2E ( www.anquanke.com )
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SMEERE, KIERNSHERGE NVRAM F, FHNRERSIEEHNT, TREM TIRENELIRS, FLXIMEED
RUABZ/ERN, X BEARH ., AL

2 —RE1C1Z

T reboot s FMEE) T B HZEN NVRAM BEE 1, BEEAZRMEH IRE AR NVRAM g trl17, EWEAHZR A
reset 25, 18" B —&AE, Ml 7 LOKKRN, XM FEMARK, BlEhRmmEd REEFTIRSEMER 28
RER.

%ﬁ,/\:*=$

M TREN, BiEF, RT7TAIMBESRO, BIBOFANRS shel, SEmIEEF95SH ., HE web IRFZEEEH =it
i, ®EZ 8, MR reboot,

=i =

nvram set name=""

WANTHRPRERE, RRFEN shell MER T . XTHERAT, WEHRAK

[ 25.363000] eth@: link down
admin|[ 25.696000] br@: port 1(eth@.4081) entered disabled state

U-Boot 1.1.4 (Sep 16 2015 - 13:55:27)

Z&E (www.anquanke.com )

B =—ZFRKE

HANBRPERER, BB NERFE, U-Boot &8 saveeny o5, (M setenv 8BS G T ERFE. X5
EMEET, WREEHFAEBFPER, oJIRESEHRITIE,

Environment size: 758/65532 bytes
ath> setenv bootargs init=/bin/sh

ath> saveenwv

Unknown command 'saveenv' - try "help'

ath> save
Unknown command 'save' - try "help’
ath> Z4= (www.anquanke.com )

2 I—RAFZER
SERREEEMTNRAE, REERFENS, RS U-Boot REERIS

1. I=RENE S
SEEANTE: Flash EREMMLHER S bdinfo BE, .

ath> bdinfo
boot_params = 0x87F77FBO
memstart = 0x80000000
memsize = 0x08000000
flashstart = Ox9FO00000
flashsize = 0x01000000
flashoffset = 0x0002BD20
ethaddr = 00:AA:BB:CC:DD:EE
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ip_addr =10.10.10.123
baudrate = 115200 bps

Flash B9f2ia ittt Ox9F000000, A/)\vA 0x01000000 (16M) . 16M = 16777216 Bit, 16777216/32 = 524288=0x80000,

B xshell 9 ARERINAE., BT NN, STAURER,

ath> md Ox9F000000 80000

9f000000: 100000ff 00000000 100000fd 00000000  ................
9f000010: 10000175 00000000 10000173 00000000 ...u....... S....
9f000020: 10000171 00000000 1000016f 00000000 ...qg....... 0....
9f000030: 1000016d 00000000 1000016b 00000000 ...m....... K....
9f000040: 10000169 00000000 10000167 00000000  ...i....... g....

RRIEREPRRNTEE N i,

import re

pre_index = 0
index =0
#I0E Hi PRI EE & B
with open(r"md_flash.log".encode(),encoding="utf-8") as log:
for line in log.readlines():
index = int(line.split(":")[0],16)
if pre_index == 0:
pre_index = index
continue
if index - pre_index != 0x10:
print(hex(pre_index)," to ",hex(index),"data absence")
break
else:
pre_index = index

with open(r'md_flash.log".encode(),encoding="utf-8") as log:
data = log.read()

HARBIN—TIRITHF, FEIEES—LIE

data = data+"\n"

# XIEFRT

data = re.sub(r"\s\s\s\s.*\n","",data)

# AFEinilt

data = re.sub(r"[0-9a-zA-7]{8,8}:\s","",data)
# K11

data = re.sub(r"\s","" data)

with open("flash.bin","ow") as f:
f.write(bytes.fromhex(data))

2. oM EE

binwalk 734X BRI 79 4T 25

i~# binwalk .bin

DECIMAL HEXADECIMAL DESCRIPTION

145488 : U-Boot version string, "U-Boot 1.1.4 (Sep 16 2015 - 13:55:27)"
145728 0x23940 CRC32 polynomial table, big endian
327680 0x50000 uImage header, he : 64 bytes, header CRC: OxFS5B38ECB, created: 2019-07-19 89:31:05,

1mage size: 896422

4 bytes, Data Address: 0x80060000, Entry Point: ©x8 3Bee, data CRC: ©x598FC926, 0S: Linux, CPU: MIPS, image type: 0S Kernel Image, compres

sion type: lzma, image name: "Linux Kernel Image"

327744 0x50040 LZMA compr e properties: ©x5D, dictionary size: 8388608 bytes, uncompressed size:
14483468 oxDDoBeC gzip compr : naximum co ession, (, Last modified: 2020-11-25 18:56:39
16384128 OxFADOBO 9

16646156 BxFEBBOC

S
ot
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it
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=
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11906908 bytes

( www.anquanke.com )
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| 9.460000] Creating ¥ M 1D parttions on 'spiU.0"
[ 9.519000] 0x000000fe0000-0x000000ffO000 : "Config"

/8 dd IFp EEER, FHEEPEES NVRAM BXAURIR,

root@kali#dd if=flash.bin of=config.bin bs=1 count=65535 skip=16646144
65535+0 records in

65535+0 records out

65535 bytes (66 kB, 64 KiB) copied, 1.46555 s, 44.7 kB/s

binwalk 47 H config FHIRBZET gzip 46/,

:~/all part# binwalk config.bin

DECIMAL HEXADECIMAL DESCRIPTION

gzip compressed data, maximum compression, from Unix, last modified: 2020-11-25 18:56:39
#2% ( www.anquanke.com )

binwalk 12BN LA E X4, BEEERXFHEENRELTE.

7:~/all part# binwalk -e config.bin
HEXADECIMAL DESCRIPTION
gzip compressed data, maximum compression, from Unix, last modified: 2626-11-25 18:56:39
:~/all part# cd _config.bin.extracted/
all part/_config.bin.extracted# cat C

F(Ttr@b'* _qos_Classif i I - .~ a C e s - . S e - C e . ) R
r@69 Wi & #Z2E ( www.anquanke.com )

EINES A=

auiol_BgX47 X

';irebootj

M ) -..{ we L-} e — @ < iqj ‘.\ o

BUrzia, HITE%E,
root@kali:~# gzip C -9 -c > config_m.bin
BEMEMEDKL, MEMTEREDK, & MEAEBRBRINEE ANE Flash F,
3. {24 Flash
1B 10T ZEMHTEBATRART L, BRAXNFLENITA—EERRBNNER, BTHERARNBEREETS, HEE X

Bd U-Boot RISEM, BFTRZEMINIRE T ADEE, EXREXENENOEENEEHZRNOADESE, U-Boot EHF
RIS AEEERE AT Flash H1, FEILIE NEIRUTIZIRIE,

HEEERREY y EBFlash 5  FFAFlashiBF MAEFEIEEFIFlash
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BiE A FTP. loady. loads F&EX#, SLEMERRIEERE—MEIR], REEMNEREN X, FUEKHZE,
1.1) {8 FTP H{&EE1H

printenv a2 BHRMMEEE ] AIFIRARSS2A0HELE 10.10.10.3,

ath> base

£&% ( www.anguanke.com )

H—IR N E ISR 22BN, ASABEAISEES IP #ilk 10.10.10.3, #1718 255.255.255.0, A5, Mit—TFZEEM. #F5
288 9 ping EBAN,

ath> ping 10.16.186.3
Trying eth@
enetd portd up

dup 1 speed 168
Using eth@® device .

.
rmy
L=

W . anlra Fm '
host 10.10.10.3 is alive == (Www.anquanke.com )

host 10.10.10.3 fZ5&ERBREREANIN., B, ™EEZ—D TFTP BB552:, NIFWBBR FileZlla, TNMTEUAEE DHCP IRSS2:,
B dhepsrv , REAIIAEE TFTPD EHiRWFH. HIAREER, BREHERE, FTP8&— KR, DHCP E&iZ& P
%; QD—FO

Tftpd64: Settings

GLOBAL| TFTP  DHCP | svsLoG | ons |
DHCP Pool definition
IP pool start address [10,10.10.10

Size of poal [0

Leasze [minutes) (2880

Boat File |

DHCF Options

Def. router (Opt 3] 10.10.10.10
Mask [Opt 1) | 255, 255.255.0

DMS Servers (OptB] |
WIMNS zerver [Opt 44]
MTP server [Opt 42)
SIP zerver [Opt 120]

Dromain Mame [15]

Addiional Option [0 |

DHCP Settingz
Iv Fing address before aszignation

v Persistant leases
[ Double answer if relay detected

[~ Eind DHCP to this address 10.10.10.3 =]

] | Drefault ! Help | Cancel

D N v/ iy il e w sy o el —— [ M Ay AN R FAO A TT AT E YL 7FA——TI\ &L =~ L4 e+ =J 4+ 1+ OO AAs LA <7 11—+
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\

=tftp O0x80060000 data.bin&&erase 0x9fff0000 +$filesize&&protect off all&&cp.b $fileaddr Ox9fffO000 $filesize

G EEHnERIHbiE 0x80060000,

ath> tftp @x80060080 config m all.bin
Trying eth@

eth® link down

FAIL

Trying ethl

enetl port2 up
dup 1 speed 1008
Using ethl device

TFTP from server 18.18.18.3; our IP address is 18.18.18.123

Filename 'config m _all.bin'.

Load address: BxBEBB68866

Loading: #i##

done N
Bytes transferred = 34381 ]

Z2E ( www.anquanke.com )

1.2) {1 loady H{EEH

I loady address , AfF1ER YMODEM &IXE R4,

Environment size: 746/6 N o
ath> loady Gx80060000 |eo o@D R RERION

## Ready for binary (ymd HZ(G) g XMODEM(X)

ccccll YMODEM(Y)
IMODEM(L)

serial.//:22 FANEP) Shift+Insert LR T

ath> loady ©x80060000

S VP E T HY 1d, AHPRVIMEX E T /B Pl AZTTS RY, AP AL YT T ST INAD Y N T S e

EYMODEMEIZ(S)...
EYMODEMIZHI(R)...

## Ready for binary (ymodem) download to ©x30060000 at 115200 bps...
CCCxyzModem - CRC mode, 269(SH)/@(STX)/0(CAN) packets, 4 retries

## Total Size = @xPepes5ftd = 34301 Bytes
ath> md @xE6B6H066 16
BB8B88629 1f8LBOE8AS

30060010: dB7cl760 82834308 9c5cc992 dcS676cd I Y oS W VAV

80060020: bS5bf42d1 6bb3@abcf c89014dl 11ad860e

iy

i [ . p—
80660030: 45506235 255bde2] 50082213 55804045 = ppNUWANGIANKS.

1.3) {£A loads EEEIH

BB T #HBIS RN S-Record XA,

H config m_all.bin - Hex-View

com )

File Edit View Flash Programming ?

Mew Ctrl+MN

Open... Ctrl+0 Dx35FC (Length: O0x35FD=34301) s
00 00 26 29 se oz oz

Merge 00 00 86 29 1F BB 08 08
SC LC Co 8z DC S6& 76 CD .. ..C..%N... V.

Compare C0 S0 14 D1 11 &4 86 OE ..B.

ALETTH
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Compare to onginal file U Uy =8 13 oo Lo Ugs Us RPJLs|L.CF.FLU

Save Stra+s 7B EF 45 47 T8 E1 8D 87 +...... {.EGx...
- g CO BE OF 40 56 8% 24 08 ....... o... . @V.*
Save as... E7T OE 2F D% BT 5F FD BC .L..|..... £ e
R 3E 64 5F 35 F9 30 D4 BT ..... m.k;d 5.0..

FO 97 53 75 AR 52 71 F9 wu..u{..>..5u.Rg.
Import » FB FC 31 BD 7C 5A AC 4F <..0]..... 1.12.0
Export H Export as 5-Record Alt+s [ G 0.
. .Gn. ..
Print.. Ctrl+P Export as Intel-Hex Alk+l L. ol .E
Bri - Export as HEX-ASCII Alt+A - -Er.
rint preview CH. . &
Printer Setup... Export CANape flash-kernel Alt+K . 1.am.
] :__1~;|
1 millearey vranfin moall bhin E){FICII"t C-Array Alt+C P ! e
FREIANEE, SHEIF,
REecord tupe

I:lutput |DKD_DKBEEG i+ SI_REGDI’d

Format example: Ox1000-0:x11FF or " 52-Record

" S3-FRecord

Max. bites 5

per record 3z {dee.

Filename C: 4 lsers’ Jesktopheonfiz_m_all. =19 Browse
cucn

S-Record XHFRRVEUEESZ A ASCI f3AIETUFAE, IE8F(E A Xshell ASCII FRHEMIZUEAE, a<HETVN  Lloads

address

ath> loads @x860cE060

## Ready for S-Record 12%i(T) g EEAASCIIS)...

=G 3

I H=(G) XMODEMX) 2
YMODEM(Y) ¥

serial-/s22 IMODEM(Z) >

ath> loads @x88060008
## Ready for S-Record download ...

First Load Addr Px30060000
Last Load Addr PxB80RE68S5FC

: Ciz AORAAZ5FD = 3A36; e
Tutal >ize Lﬂ&Kg&?vﬁHnanqﬁahEaEﬁ%y
Start Addr PxBBERFFFF

2) RISEREDKX
RIMECE DX, MERINFROETEFE ILZ] Flash o,

1. ¥k Config o X

ath> erase 9ffededd Sffeffff
Erasing flash...
First Bxfe last 8xfe sector

Erased 1 sectors
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a+h3 md SffebE88
fHH+ 6+ e e
Hffe@@l@: R e

Sffead?2e: fHffffff e A ef e
Sffe@d30: fHffffff e e ffffffff
offeapde -

ath> pr Q_E__:E
0. 7] flash /24P [ Eee e

3. M Momory #RE#lF| Flash /1,

ath> cp.b 80PceREE 9ffebPOB B5fd

Copy to Flash.. Lmrq;_:j--n addr: 9t{eb008

done ‘Z=F (www.anquanke.com )

4. BFESNREE

a+h3 md SffeB00600

1f8bLe8es
HFFEBBIB: d87c1760 92034300 9c5cc992 dc5676cd
SffePd28: b5bf42d1 6bb3Pacf cA9814d1l 11a4868e

9ffe@@30@: 45506a35 255bde2l 500802al3 55c80404 J5R[.IP.*FU.
9ffeB040: 202babl8 fcabfed2 7befa547 ?EﬂlEdﬁ? EGx.

9Ffe0050: fO17f81b beFSbd6f cObbETAD S68924BE T | WWW 3“““3“‘ e59m)

4. BF

W reset 22, BHZRLERIGT, BRI,
S A—IR(AE
27 U-Boot ISR 0] AE I IRIRME, (P FT232H &% SOPS 28 SPI Flash, A Flashrom BIAEE,

R 4e 2 emmELE XX,

root@kali:~# gzip C -9 -c > config_m.bin

EE D XK,

root@kali:~# dd if=../config.bin of=header.bin bs=1 count=12
12+0 records in

12+0 records out

12 bytes copied, 0.000132176 s, 90.8 kB/s

TEBEETMN oxFF RUAVN, R/ dd BIRIETEIR,

root@kali:~# Is -/ config_m.bin

-rw-r--r-- 1 root root 34289 Jan 31 23:08 config_m.bin

root@kali:~# Is -/ config.bin

-rwxrw-rw- 1 root root 65535 Jan 27 03:15 config.bin

root@kali:~# python3 -c "print(65535-12-34289)"

root@kali:~# dd if=/dev/zero bs=1 count=31234 | tr "|000" "|377" >ff.bin
31234+0 records in

31234+0 records out

31234 bytes (31 kB, 31 KiB) copied, 0.0801646 s, 390 kB/s

/o, RBRTA N KRR TN R,

root@kali:~# cat header.bin config_m.bin ff.bin > config_new.bin
root@kali:~# Is -/ config_new.bin
-rw-r--r-- 1 root root 65535 Jan 31 23:24 config_new.bin

A ERIF5eR 7 BFRVETTE, ARl LUER Flashrom 5 AFTEIH

SOP ¥ AFa, HEEFHE,
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SANERZLEER, FEREANT, AJRESEEMAR, EAKIMK,

all part# flashrom -p ft2 i:type=232H -w headerl.bin
flashrom v1.2 on Linux 5.3.8-kali2-amd64 (x86_64)
flashrom is free software, get the source code at https://flashrom.org

Using clock_gettime for delay loops lk_id: 1, resolution: 1ns).

Found Winbond flash chip "W25Q128. (16384 kB, SPI) on ft2232_spi.

Reading old flash chip contents... done.

Erasing and writing flash chip... FAILED at @xBoee9eea! ected=@xff, Found=8x82, failed byte count from ExBB0E9000-8x00009Fff: Bxfcf
ERASE FAILED!

Reading current flash chip contents... done. Looking for another erase function.
ftdi_read_data: -4, usb bulk read failed

get buf failed: 1

ftdi_write_data: -1, usb bulk write failed

send_buf failed at end: 1

RDSR failed!

ftdi_write_data: -1, usb bulk write failed

send_buf failed at end: 1

spi write_cmd failed during command execution at address @xbf@ee

ftdi write_data: -1, usb bulk write failed

send_buf failed before read: 1

ftdi_write_data: -1, usb bulk write failed

send_buf failed at end: 1

RDSR failed!

Reading current flash chip contents... ftdi_write_data: -1, usb bulk write failed
send_buf failed before read: 1

ftdi_write_data: -1, usb bulk write failed

send_buf failed at end: 1

Can't read anymore! Aborting.

FAILED!

Uh oh. Erase/write failed. Checking if anything has changed.

Reading current flash chip contents... ftdi_write_data: -1, usb bulk write failed
send_buf failed before read: 1

ftdi write_data: -1, usb bulk write failed

send_buf failed at end: 1

Can't even read anymore!

Your flash chip is in an unknown state.

Please report this on IRC at chat.freenode.net (channel #flashrom) or

mail flashrom@flashrom.org, thanks! ( www.anquanke

e, ERSAMhNRERSR, FR—T,
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e.com )

LERTS A RTD, (BRIUER,

root@ ~fall part# flashrom -p ft2232 spi:type=232H -w flash_new.bin
flashrom v1.2 on Linux 5.3.@-kali2-amd6d |
flashrom is free software, get the source code at https://flashrom.org

Using clock_gettime for delay loops (clk_id: 1, resolution: 1ns).
Found Winbond flash chip "W25Q128.V" (16384 kB, SPI) on ft2232_spi.
Reading old flash chip contents... done.

Erasing and writing flash chip... Erase/write done.

Verifying flash... FAILED at @x@80083f3! Expected=8x7d, Found=8x3d, failed byte count from @xB0000008-ExBOffffff: 8x216bl3
Your flash chip is in an unknown state.

Please report this on IRC at chat.freenode.net (channel #flashrom) or

-:b
s = ( www.anquanke.com )
mail flashrom@flashrom.org, thanks! == q

TAELE, ARFET, EFFRAEERE T, Web EIRIntEAE0) T, HEEII,

36.033000] pppoe server stop

37.370000]

387000 ]

37.393000]
|

login: l Zedezm (www.anquanke.com )

H75E

BRUALE b FaE, MBEEBREMEENGE BEE—DLEBNRE, YD TNER BT Flash, BRIELLR G 82 B 1EEE
EEIREM Flash #ENTHEANIREFEIA],

.4 4

1ICN=

JURE, E?‘E%Eﬁ’ﬁﬂ%éﬁ@%, RENE T, FOXRERESHEIEN, MUREERREMEL] RE, BREL] &
NBEERIREN, WIRERRER, XMAHEMAT T AEBRIFEN shell REAREESHEE, SREDIZHEHN shell,
REMER 7 REERE Web HE%F‘Q}HT%@E REANED) Web BREZREMATER, TENZL 7 — NHAANBHLK
I, A U-Boot HEEMNRMSHATERE: MARFZ= Eﬁf ERZTITARENREL R, TENEAHITRRD
i, HEIRARBERENRS, RISE T AENGE, #Bd U-Boot RS, RINHEEIRERIF Flash,

IR AL T A DESEIRY, BT SEE 78 7 NVRAM B99D3EFE 50, dEulT U-Boot REZMEHRIE A,

SZE
e U-—Boot Quick Reference

o IWERERENEREE
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