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Get-SQLInstanceBroadcast -Verbose

PS C:\> Get-SQLInstanceBroadcast -Verbose
VERBOSE: Attempting to identify SQL Server instances on the broadcast domain.

VERBOSE: 6 SQL Server instances were found.
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ComputerName Instance

MSSQLSRVO1 MSSQLSRVO1\SQLSERVER2012 .0.2100.60
MSSQLSRVO03 MSSQL SRVO3\SQLSERVER2008 .0.1600.22

MSSQLSRV04 MSSQLSRV04\SQL SERVER2014 .0.4100.1
MSSQLSRV04 MSSQLSRV04\SQLSERVER2016 .0.1601.5
MSSQLSRV04 MSSQLSRV04\BOSCHSQL .0.4100.1
MSSQLSRV04 MSSQLSRVO04\ SQLSERVER2017 .0.500.272
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Get-SQLInstanceBroadcast -Verbose | Get-SQLServerlLoginDefaultPw —Verbose

PS C:\> Get-SQLInstanceBroadcast -Verbose | Get-SQLServerLoginDefaultPw -Verbose
VERBOSE: Attempting to identify SQL Server instances on the broadcast domain.
VERBOSE: 6 SQL Server instances| were found.

VERBOSE : MSSQLSRVO1\SQLSERVER2012 : No instance match found.

VERBOSE : MSSQLSRVO3\SQLSERVER2008 : No instance match found.

VERBOSE : MSSQLSRV04\SQLSERVER2014 : No instance match found.

VERBOSE : MSSQLSRV04\SQLSERVER2016 : No instance match found.

VERBOSE: MSSQLSRV04\BOSCHSQL : Confirmed instance match.

VERBOSE : MSSQLSRV04\BOSCHSQL : confirmed default credentials - sa/RPSsq112345

VERBOSE: MSSQLSRV04\SQLSERVER2017 : No instance match found.

Computer : MSSQLSRV04

Instance : MSSQLSRV04\BOSCHSQL
Username : sa

Password : RPSsq112345
IsSysAdmin : Yes
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Get-SQLInstanceDomain -Verbose

PS C:\> Get-SQLInstanceDomain -Verbose

VERBOSE: Grabbing SPNs from the domain for sSQL Servers (MSSQL¥*)...
VERBOSE: Parsing SQL Server instances from SPNs...

VERBOSE: 10 instances were found.

ComputerName
Instance
DomainAccountsid
DomainAccount
DomainAccountCn
Service

Spn

LastLogon
Description

: mssql12014.demo. local
: mssql12014.demo. local, 1433

: 1500000521000193223596258743624724915217219189400
1 MSSQL2014%

: MSsSQL2014

. MSSQLSvC

: MSSQLSvc/mssql12014.demo. local:1433

: 9/16/2016 8:09 AM

FURE—"FFR, IRREEIE “Get-SQLIinstanceDomain” {£ixZE “Get-
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Get-SQLInstanceDomain -Verbose |Get-SQLServerLoginDefaultPw -Verbose



PS C:\> Get-SQLInstanceDomain -Verbose | Get-SQLServerLoginDefaultPw -Verbose
VERBOSE: Grabbing SPNs from the domain for SQL Servers (MSSQL¥*)...
VERBOSE: Parsing SQL Server instances from SPNs...

VERBOSE: 10 instances were found.

VERBOSE: mssq12014.demo. local,1433 : No named instance found.

VERBOSE: MSSQL2016.demo. Tocal\MSSQLSERVER2016 : No instance match found.
VERBOSE: mssqlsrv0l. demo. local\SQLSERVER2012 : No instance match found.
VERBOSE: mssqlsrv03. demo. local\SQLSERVER2008 : No instance match found.
VERBOSE: mssql2k5.demo. Tocal,1433 : No named instance found.

VERBOSE: MSSQLSRV04.demo.local,50939 : No named instance found.

VERBOSE: MSSQLSRVO04.demo. local\SQLSERVER2014 : No instance match found.

VERBOSE: MSSQLSRV04.demo.local,50948 : No named instance found.

VERBOSE: MSSQLSRVO04.demo. local\SQLSERVER2016 : No instance match found.
VERBOSE: MSSQLSRVO04\BOSCHSQL : cConfirmed instance match.

VERBOSE: MSSQLSRV04\BOSCHSQL : Confirmed default credentials - sa/RPSsqll12345

Computer : MSSQLSRV04

Instance : MSSQLSRV04\BOSCHSQL
Username : sa

Password : RPSsql112345
IsSysAdmin : Yes
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Function Name Description



Function Name

Rgﬁ?rﬁg%_ Server instances from a file. One per
Get-SQLlInstanceFile

line.
Returns SQL Server instances from the local

Get-SQLlInstancel.ocal .
system based on a registry search.

Returns a list of SQL Server instances discovered
by querying a domain controller for systems with
registered MSSQL service principal names. The

Get-SQLInstanceDomain function will default to the current user’s domain
and logon server, but an alternative domain
controller can be provided. UDP scanning of
management servers is optional.

Got—SALInstanceScanUDP Returns SQL Server instances from UDP scan
results.

Get- Returns SQL Server instances from UDP scan

SQLlInstanceScanUDPThreaded  results and supports threading.

Returns SQL Server instances on the local network
Get-SQLInstanceBroadcast by sending a UDP request to the broadcast

address of the subnet and parsing responses.



Function Name Description
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