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Key=Random()
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package com.encrypt;

import javax.crypto.Cipher;
import javax.crypto.spec.IlvParameterSpec;

import javax.crypto.spec.SecretKeySpec;

import sun.misc.BASE64Encoder;
import sun.misc.BASE64Decoder;

import org.apache.commons.codec.digest.DigestUtils;

import java.util.Arrays;

import java.util.List;

import java.util.Scanner;
import java.util.regex.Matcher;

import java.util.regex.Pattern;



class AesLbpl {

//IV
private static String InitV="XXXXXXXXXXXXXXXX";

private String D="";

/tt
* FUNCTION: ENCRYPT
* Q/
public String encrypt() throws Exception{
Cipher cipher=Cipher.getInstance("AES/CBC/PKCS5Padding”);
SecretKeySpec sks=new SecretKeySpec(getKey().getBytes(),"AES");
IvParameterSpec iv=new IvParameterSpec(InitV.getBytes());
cipher.init(Cipher.ENCRYPT MODE,sks,iv);
byte[] ctext=cipher.doFinal(getE().getBytes());
return new BASE64Encoder().encode(ctext);

/it
* FUNCTION: DECRYPT
* */
public String decrypt() throws Exception{
Cipher cipher=Cipher.getInstance("AES/CBC/PKCS5Padding”);
SecretKeySpec sks=new SecretKeySpec(getKey().getBytes(),"AES");
IvParameterSpec iv=new IvParameterSpec(InitV.getBytes());

cipher.init(Cipher.DECRYPT MODE,sks,iv);
byte[ ] ptext=cipher.doFinal(new BASE64Decoder().decodeBuffer(getD()));

return new String(ptext);

public static void main(String[]) args) throws Exception {
/1 FF8
System.out.println(" Strat~ ")

SYyStem.out . println( " *d st e st s dad ke d A A A ERRRRRARNIRRRRRA R R RN RN RN RR" ) o

AesCBC ac=new AesCBC():;
Scanner sc = new Scanner(System.in);

while(true){
System.out.print("Please Choice ModelD(ecrypt)/E(ncrpty)l: ");



String mode=sc.nextLine().toUpperCase().trim();

if (mode.equals("D")){
1/ ME
/ /58 Akey
System.out.println(" AESKey- ");
System.out.print(“Key: “);

String keyl=sc.nextLine().trim();
ac.setKey(keyl);

System.out.print("CipherText: ");

String D=sc.nextLine().trim();
ac.setD(D);
System.out.println("\n Decrypt~ )y

String ptext=ac.decrypt();
System.out.println(“Decrypt Result: “"+ptext);

System.out.println("\n Finished \n\n");
}else if(mode.equals("E")){

i hnes

/ Ixey HE{l

System.out.println("” AESKey- *);

String K=" (HqttsSdHpJHTwWkF7 , WUy7AghAGVmMCHcdC78jW+wTbCi2SvJ7n3Ig6Mmbi+Qdkn5TL7
9ISZ8XnIA03KRDhtZmP1ltbJSCQalIw8TbkkzY 7wK/SpUmK0+wzZV4 feYDf+4RIAHCQyA+bWXx1dvdJTO00toNyrQSCuORsCh2V
MusmJ6XhyI1MrYNDY3m+lpoNges=)";

System.out.println("HgttsSdHpJHTWkF7\n");

String str="";

//ENEEFESEN , HAESHE

Pattern pattern = Pattern.compile("(?<=\\()["\\)]1+");

Matcher matcher = pattern.matcher(K);

while(matcher.find()){

str=matcher.group();

}

List<String> keys = Arrays.asList(str.split(" , ")):
String keyl=keys.get(0);

String key2=keys.get(1l);

ac.setKey(keyl);

System.out.print("PlainText: ");

String E=sc.nextLine().trim();

ac.setE(E);

System.out.println("\n ---Encrypt ")

Qérina rtavi=ar ancruntl i
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String hashStr=ac.getKey()+ac.getE();
String hashedStr=DigestUtils.md5Hex(hashStr);
char sp=29;
System.out.println("BURP Result: "+ hashedStr+sp+ctext+sp+key2);
System.out.println(“\n ---Finished \n\n");
}else if(mode.equals(“0"))({

5ystem-°ut.print1n{ "\nti*titiitiiittttiiiiitttitiiiit*iiitttttltttttt",;

System.out.println("” -the End ");

System.exit(0);
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