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Basic Information

Subject DN | C=Earth, ST=Cyberspace, L=Somewhere, O=cobaltstrike, OU=AdvancedPenTesting, CN=Major
Cobalt Strike

Issuer DN C=Earth, ST=Cyberspace, L=Somewhere, O=cobaltstrike, OU=A ¢~ + c;e;?{-‘-;_:.'f[_léfyf“!.igiﬁfi':hj-ai’:,'r
Cobalt Strike B

HRIEMN E—EXERHEKTTE, BAIFEER keytool ZXUEBER, TiEMT

SIRBRSHIEHXM, BREES—

I F eSS E R E iR B Eh 4 "teamserver”

BOARSIEBEARIBEAMFE, FIa

O=cobaltstrike, OU=AdvancedPenTesting, CN=Major Cobalt Strike
BAIEZEXMEEERRMALULIIFS Cobalt Strike fRS3 =8
BEEXERIR T —NMAIRE, FEIRENNEAAES, SV CEHIRHRERE?

X/MIERE teamserver Fizim{EAINNIZIETR (EXAIwEA 50050)



u i~ % curl https://47.112.184.59:50050 -v -k
Trying 47.112.184.59...
TCP_NODELAY set
Connected to 47.112.184.59 (47.112.184.59) port 50850 (#@)
ALPN, offering h2
ALPN, offering http/1.1
successfully set certificate verify locations:
CAfile: /etc/ssl/cert.pem
CApath: none
TLSv1.2 (OUT), TLS handshake, Client hello (1):
TLSv1.2 (IN), TLS handshake, Server hello (2):
TLSv1.2 (IN), TLS handshake, Certificate (11):
TLSv1.2 (IN), TLS handshake, Server key exchange (12):
TLSv1.2 (IN), TLS handshake, Server finished (14):
TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
TLSv1.2 (OUT), TLS change cipher, Change cipher spec (1):
TLSv1.2 (OUT), TLS handshake, Finished (20):
TLSv1.2 (IN), TLS change cipher, Change cipher spec (1):
TLSv1.2 (IN), TLS handshake, Finished (2@):
SSL connection using TLSv1l.2 / ECDHE-RSA-AES256-GCM-SHA3B4

EE

ETFN, server did not agree to a Protocol
erver certificate:

subject: C=Earth; ST=Cyberspace; L=Somewhere; O=cobaltstrike; OU=AdvancedPenTesting; CN=Major Cobalt Strike
start date: Mar 20 16:88:29 2020 GMT

expire date: Jun 18 16:088:29 2828 GMT

issuer: C=Earth; ST=Cyberspace; L=Somewhere; O=cobaltstrike; OU=AdvancedPenTesting; CN=Major Cobalt Strike
SSL certificate verify result: self signed certificate (18), continuing anyway.

ET J UTTD/1 1

Host: 47.112.184.59:50050 e Do Bysmtde G
User-Agent: curl/7.64.1 = Desg -I—/-/ _VI’_IH/
Accept: *x/%

(SRR ERVARVEE 2= 35 BE B BE CRE R CEEUCEE B CEE CEE CNE CNE N N

IEEOXAMIEBLAS teamserver fRBE8FEITIRAMHIERIR T
ZEIE—E A hunting C2 BRSS 88 FRRYFLEX NN
fIan7E fofa.so &, FMBE—FHNNY

protocol=="cobaltstrike"



F @ F A ‘ protocol=="cobaltstrike"

2,214 £MCEER (2,214 £H3IIP), 34 ms, extended,

BR—ERAYIE, Rifal EEME.

47.112.184.59

m E

hE m 2020-08-16

! EE
PEFEEIT... ™
PfEE -

ISk » | —+ Certificate

112.124.20.162

11
.4
ASN

2020-08-16

fq DeadEye& £HIFA




=98, BAMBEILAGER
cert="Major Cobalt Strike"

BEEER

F@ FA " cert="Major Cobalt Strike"

i ohE
: %E
P REEEEAT.. -
P -

N =F N o |

XBEFEIE, £

cert="Major Cobalt Strike"

2,350 FILECLER (2,330 £MILIP), 78 ms, extended.

RER—FAEIE, /T al EEMSB.

47.112.184.59

2020-08-16

®

?Q Deatl Ey& £ PA

BRERINE—LEENFHIEWRIFES Cobalt Strike fRSS=5



cobaltstrike 2,203

https 141

e DeadEyeRLHA

(FERMNZ&
SN T CRIEEEERIRTRUE, Befi)TE fofa.so IEERRYRHMRERFIN L

after="2020-01-01"



cert="Major Cobalt Strike" && after="2020-01-01"

1,741 FILELER (1,727 £I417IP), 36 ms, extended,

47.112.184.59

: hEm 2020-08-16
Q@

| XE
P REFEERET...
P e .-

B4 m ?Q DeadEyeZi@&FIPA

HEPNSEIL! I FERN L
BZ! https E&MERRIES, A AR LOBANELRIA—, FEXMEBBEIAR..

WFBEEWNTE:



# Certificate ~ & PEM

Basic Information
Subject DN C=, ST=, L=, O=, OU=, CN=
Issuer DN C=, ST=, L=, O=, OU=, CN=

Serial Decimal: 146473198
Hex: 8x8bb060ee

- () DegdEyeZt 4B
Validity 2015-05-20 18:26:24 to 2025-05-17 18:26:24 (3650 ways, 0:00:0

ANEFABEERUXMIET, FEEH Malleable C2 profile
BEESN

https://www.cobaltstrike.com/help-malleable-c2



Self-signed Certificates with SSL Beacon

The HTTPS Beacon uses the HTTP Beacon's indicators i} its communication. Malleable C2 profiles may
also specify parameters for the Beacon C2 server's self-sijned SSL certificate. This is useful if you want to
replicate an actor with unique indicators in their SSL certificate:

https-certificate {

set CN "bobsmalware.com";
set O "Bob's Malware";
} \
The certificate parameters under your profile's control are:
Option Example Description
C us Country
CN beacon.cobaltstrike.com Common Name; Your callback domain
L Washington Locality Y
0 Strategic Cyber LLC Organization Name /
ou Certificate Department Organizational Unit quﬁe
ST DC State or Province /
validity 365 Number of days cgﬁiﬁcate is valid for

Valid SSL Certificates with SSL Beacon

You have the option to use a Valid SSL certificate with Beacon/Use a Malleable C2 profile to specify a Java
Keystore file and a password for the keystore. This keystdre mMust contain your certificate's private key, the
root certificate, any intermediate certificates, and the domain certificate provided by your SSL certificate
vendor. Cobalt Strike expects to find the Java Keystore file in the same folder as your Malleable C2 profile.

https-certificate {
set keystore "domain.store";
set password "mypassword";

Option Example Description
keystore domain.store Java Keystore file with certificate information
password mypassword The password to your Java Keystore » [

N =LY I e PRIRY sy e M-t m | I ¥
_/r.'-. ,__F__—' I B e =

L

Here are the steps to create a Valid SSL certificate for use with Cobalt Strike's Beacon:




Hrp Self-signed Certificates with SSL Beacon #01 Valid SSL Certificates with SSL Beacon
ERRIEM https F4ERARKEPRY, Self-signed Certificates with SSL Beacon tRiEZ &=

BiEE, MEECKRENBESRZIUESH, KBWNRFERT Valid SSL Certificates with SSL

Beacon, AiJEZRIEL keytool IwERNERHAILIBN E, (BEXEBEMNZLLE(VFERIEER
SCROMER, AEEMRAIEEIRN, A=<

Let's Hunt!
{8 fofa.so HZEXIEPREE
cert="73:6B:5E:DB:CF:C9:19:1D:5B:D@:1F:8C:E3:AB:56:38:18:9F:02:4F"

&& after="2020-01-01"

FA ‘ kert="73:6B:5E:DB:CF:C9:19:1D:5B:D0:1F:8C:E3:AB:56:38:18:9F:02:4F" && after="2020-01-01"

= :

2,069 FILECLER (1,007 FMIZLIP), 456 ms, extended.
hitps://78.128.114.113 =

FFMBEHER

I PEEBRFINT. ..
P Em

i OXEEE

P EE -

?Q DeadEye R £HIPA
P WEW

—+ Certificate




5 censys.io HRBXER

443 .https.tls.certificate.parsed.fingerprint_sha256:87f2085c32b6a2cc709b365f55873e207a9caalobffecf2f

d16d3cf9d94d390c

.’: Censys

Quick Filters

For all fields, see Data Definitions

Autonomous System:

34
30

23
19
1

o

® More

Protocol:

406
232
197
42
26

-

AMAZON-02
CNNIC-ALIBABA-CN-
NET-AP Hangzhou
Alibaba Advertising
Co.Ltd.

AS-CHOOPA
AMAZON-AES
CNNIC-TENCENT-NET-
AP Shenzhen Tencent
Computer Systems
Company Limited

443/https
22/ssh
80/http
53/dns
8080/http

Q, IPv4 Hosts 443 https.tls.certificate.parsed.fingerprint_sha256:87f2085¢32bba2cc709b365f55873e207a9caal0bffecf2i  Expand |

i= Results @ Map i Metadata [&l Report &

IPv4 Hosts
Page: 1/17 Resulis: 406 Time: 173ms Query Plan: expanded

0 135.181.49.39 (static.39.49.181.135.clients.your-server.de)
HETZNER-AS (24940) Germany
Ubuntu 22/ssh, 443/https
443 https.tis.certificate parsed.fingerprint_sha256: 87f2085c32bba2cc789b365f55873e287a9¢caal8bffecf2fd16d3cfodo

£ 18.216.51.155
AMAZON-02 (16509)
443/https
443 https.tls.certificate.parsed.fingerprint_sha256: B7f2085c32b6a2cc789b365F55873e287a%caal@bffect2fd16d3cf9d9

Columbus, Ohio, United States

0 45.32.122.152 (45.32.122.152.vultr.com)
AS-CHOOPA (20473) Singapore, Singapore
Ubuntu 22/ssh, 443/https, 80/http
443 https.tls.certificate.parsed.fingerprint_sha256: 87f2085c32b6a2cc709b365f55873e287a%¢caalBbffecf2fd16d3cfade

A 156.255.2.36
ANCHGLOBAL-AS-AP Anchnet Asia Limited (137443)
Ubuntu 22/ssh, 443/https Lo NV i .
443 https.tls.certificate.parsed.fingerprint_sha256: 87f2635::32b6a2cc?89b365f55E?aeze?agcaalBbffecfzfd16d3cf9d9

Central, Central and ' " -2 "‘s[ ci

XEBEA LA —EEBaIIsR, 1§J§lﬂﬁ¢bﬂ|§£ﬁ§lﬁ’] 50050 it F T, teamserver %

AP HRSCBRIZN T,

Famd)

XA EERRSE— FEFEI MRS

(VXZ I ip MEERZIFTBILRIE? 88, HIEFELmES, EEHME https BA—7E

FHE 443 s

Ok

fiE, EAR=RIRERIEN



BEAITHE, T2 AEE C2 IRSBRUAEAERRIR, tLIER =B C2 iRSBes, A=A
slb/elb #E&iE5K, A~=(FEH security group 1=§liAA, Aa{FER—LSEERIRE C2 NG,

FHE}=KEAY Domain fronting, CDN k4. SEERSZEFEFEASER, MELERIE—IE
Jfl..... ERYRLS ISR R I — 54K

FF, iXpicrm?

NN RE

INRXEAS B ENE N T A Tz EATIBB?

SCfR EIR R A TTEEGNRY

FAIEILAIS# https://github.com/salesforce/ja3 XAMNTHE
BERE—T JA3

JA3 75iZR TSR Client Hello RGFRIATFRITHETIFTE: IRA. AIHEZRIENE. 1
FRHIER. WEHEEZEMMEMEEEEI. RS, SRBXYEESRERE—R, £8 " XI.
BT, B, R " EKORSIFRPIISNME.



v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 224
v Handshake Protocol: Client Hello
Handshake Type: Client[Hello (1) |
Length: 220
Version: TLS 1.2 (0x03p3) «¢—
» Random
Session ID Length: @
Cipher Suites Length: B8
» Cipher Suites (19 suitts) -«
Compression Methods Lepgth: 1
» Compression Methods (1] method)
Extensions Length: 141} «€—
Extension: server_name
Extension: elliptic_cu
Extension: ec_point_fofmats «—
Extension: signature_ajlgorithms
Extension: next_protoc i
Extension: Application Layer Protocol Negotiation
Extension: status_request
Extension: signed_certificate_timestamp
Extension: Extended Master Secret
0060 1a el 15 00 90 26 00 ff c@ 2c c@ 2b c@ 24 cO 23 .....& . .,.+.5.#
0070 c@ 0a cO® 09 c@ 30 cO 2f @ 28 c@® 27 c@® 14 c® 13 .....0./ .(.'....
0080 ©0 9d 00 9c 00 3d 00 3c 900 35 00 2f 01 00 90 8d .....=.< .5./....
0090 00 00 00 18 00 16 00 0 13 63 6C 69 65 6e 74 73  ........ .clients
00al 31 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 00 Qa 00 08 1.google .com....

0ob? 00 06 00 17 00 18 00 19 00 Ob 00 02 01 90 00 @d .......: cevesess
00ct 00 12 00 10 04 01 02 01 ©5 01 06 01 04 03 02 03 ..vvvvss sessnnns

o r

DezdEyaZ 2 Hl)

vyVvyVvyVvyYVYVYYVYYY

Example Client Hello packet as viewed in Wireshark



XERSTIEFN TLS T RER, #ilsEkaF—MHMERR (RTEFimAEs, £
BXRTIRSS=5A9 JA3S)

XHESLE—MEgETE, FREBMNAIERELDFE. £ IDS KEBTFT JA3/IA3S f85tE
gl

EARBXEETERITIE Cobalt Strike BUAIEBRIEE, FTLIEXEHATEZNE JA3/IA3S
BXRIERT

|OCs:

2[.156.212.165
3[.]106.130.137
3[.]11.62.87
3[]121.32.171
3[.]128.154.6
3[.]129.110.164
3[.]129.19.175
3[.]130.5.32

3[.]130.75.203



3[.]135.199.11

3[.]16.137.85

3[.]218.141.232

3[.]22.141.197

3[.]22.195.74

3[.1234.252.217

3[.]234.255.7

3[.]236.183.143

3[.]25.149.16

3[.]25.162.235

3[.]125.177.162

3[.]25.180.21

3[.]80.164.184

3[.]95.136.233

3[.]95.159.27

5[.]149.253.199



5[.]180.99.65

5[.]188.206.219

5[.]39.216.203

5[139.217.115

5[.]39.221.60

5[.]45.64.36

5[.]8.18.50

8[.]210.152.83

8[.]210.52.10

13[.]124.92.145

13[.]1211.161.113

13[.]211.170.37

13[.]211.180.107

13[.]229.222.207

13[.]236.208.125

13[.]54.198.47



13[.]59.192.233

13[.]91.4.128

18[.]130.144.147

18[.]130.155.157

18[.]163.206.98

18[.]163.46.190

18[.]166.31.113

18[.]215.167.27

18[.]216.51.155

18[.]217.19.176

18[.]217.54.127

18[.]224.234.85

23[.]101.204.40

23[.]106.215.179

23[.]248.162.142

23[.]254.202.217



23[.]254.228.89

23[.]254.229.35

23[.]1254.230.60

23[.]82.185.91

23[.]82.185.96

23[.]83.248.105

27[.]102.118.181

27[.]102.118.187

27[.]102.118.190

31[.]14.40.230

31[.]210.91.217

31[.]220.43.160

31[.]44.184.125

31[.]44.184.131

31[.]44.184.48

31[.]44.184.49



31[.]44.184.50

31[.]44.184.51

31[.]44.184.53

31[.]44.184.55

34[.]204.3.10

34[.]209.40.26

34[.]212.83.227

34[.]221.2.201

34[.]224.157.70

34[.]230.68.206

34[.]238.192.43

34[.]67.180.214

34[.]80.144.150

34[.]84.39.173

34[.]87.76.219

34[.]92.237.246



34[.]92.57.181

34[.]94.33.19

34[.]96.129.197

34[.]96.245.66

34[.]97.55.204

35[.]164.172.115

35[.]176.207.20

35[.]201.164.132

35[.]203.173.196

35[.]225.244.45

35[.]234.156.244

35[.]235.89.222

35[.]241.125.159

36[.]133.35.7

39[.]100.119.37

39[.]100.233.99



39[.]100.65.99

39[.]100.72.108

39[.]101.174.86

39[.]101.207.137

39[.]101.207.158

39[.]102.37.102

39[.]102.40.225

39[.]102.52.75

39[.]104.162.182

39[.]105.106.14

39[.]105.202.243

39[.]105.229.27

39[.]105.23.21

39[.]105.24.37

39[.]105.55.133

39[.]105.59.107



39[.]105.69.107

39[.]106.107.82

39[.]106.144.55

39[.]106.205.34

39[.]106.21.92

39[.]106.219.95

39[.]106.223.146

39[.]106.81.105

39[.]106.85.139

39[.]106.9.248

39[.]107.101.223

39[.]107.111.157

39[.]107.221.136

39[.]107.231.0

39[.]107.59.30

39[.]107.99.0



39[.]108.181.99

39[.]108.185.207

39[.]108.195.174

39[.]108.236.227

39[.]108.5.55

39[.]108.95.18

39[.]96.1.24

39[.]96.10.181

39[.]96.12.238

39[.]96.13.114

39[.]96.63.97

39[.]97.126.8

39[.]97.187.94

39[.]97.188.94

39[.]97.232.51

39[.]98.157.103



39[.]98.171.162

39[.]98.203.19

40[.]122.106.213

40[.]127.129.199

40[.]70.64.23

40[.]73.6.221

42[.]159.86.108

43[.]224.35.134

43[.]1225.30.90

43[.]226.148.151

43[.]226.153.250

43[.]226.26.242

43[.]240.15.68

43[.]1242.201.199

43[.]246.208.208

43[.]246.208.225



43[.]246.208.240

43[.]1248.124.189

45[.]10.20.166

45[.]11.180.108

45[.]11.180.220

45[.]11.79.20

45[.]1113.2.107

45[.]114.10.17

45[.]124.64.53

45[.]134.168.146

45[.]137.10.116

45[.]138.172.81

45[.]138.209.75

45[.]142.124.196

45[.]145.185.68

45[.]153.241.16



45[.]192.118.162

45[.]192.118.163

45[.]192.118.164

45[.]192.118.165

45[.]192.118.166

45[.]1248.85.20

45[.]132.116.138

45[.]132.122.112

45[.]32.122.152

45[.]132.32.186

45[.]132.62.198

45[.]32.78.66

45[.161.136.32

45[.161.136.46

45[.]66.250.14

45[.]76.106.22



45[.]76.158.91

45[.]76.183.78

45[.]76.208.172

45[.]76.25.185

45[.]77.13.57

45[.]77.143.131

45[.]77.172.168

45[.]177.174.46

45[.]77.18.248

45[.]77.249.181

45[.]177.91.11

45[.]78.67.211

45[.]78.9.49

45[.182.79.211

45[.183.140.231

45[.183.237.19



46[.]166.128.234

46[.]166.129.169

46[.]166.129.170

46[.]166.176.140

46[.]17.98.192

46[.]21.147.5

46[.]255.211.20

46[.]4.157.54

47[.]100.136.26

47[.]100.46.70

47[.]100.48.156

47[.]100.55.126

47[.]100.77.190

47[.]100.89.120

47[.]101.11.214

47[.]101.130.253



47[.]101.149.183

47[.]101.177.45

47[.]101.208.219

47[.]1101.35.67

47[.]101.62.0

47[.]102.110.39

47[.]102.86.216

47[.]103.207.83

47[.]103.220.119

47[.]103.220.165

47[.]103.29.187

47[.]103.62.94

47[.]104.108.112

47[.]104.11.169

47[.]104.193.7

47[.]104.238.128



47[.]104.77.93

47[.]104.82.12

47[.]105.146.99

47[.]105.180.183

47[.]105.99.5

47[.]106.70.58

47[.]107.102.61

47[.]107.108.38

47[.]107.136.247

47[.]108.113.23

47[.]108.153.115

47[.]1108.60.37

47[.]110.145.60

47[.]110.228.171

47[.]112.184.59

47[.]113.103.131



47[.]113.126.57

47[.]113.94.95

47[.]114.45.227

47[.]114.93.159

47[.]114.93.194

47[.]115.125.106

47[.]115.38.42

47[.]240.43.238

47[.]240.54.247

47[.]1244.0.247

47[.]1244.13.36

47[.1244.14.7

47[.]244.218.224

47[.]245.12.138

47[.]245.31.124

47[.]52.161.9



47[.]56.151.214

47[.]56.169.92

47[.]56.253.186

47[.]57.186.166

47[.]75.42.43

47[.]75.55.181

47[.]75.86.225

47[.]91.221.115

47[.]91.242.27

47[.]92.155.231

47[.]92.219.198

47[.]92.239.244

47[.]92.255.176

47[.]93.116.160

47[.]93.12.191

47[.]93.229.0



47[.]94.102.248

47[.]94.136.27

47[.]94.14.145

47[.]194.154.108

47[.]94.228.41

47[.]94.96.209

47[.]95.115.1

47[.]95.119.10

47[.]95.194.251

47[.]95.205.52

47[.]97.98.237

47[.]98.131.192

47[.]98.156.92

47[.]98.162.206

47[.]98.166.253

47[.]98.239.204



47[.]98.244.206

47[.]98.247.45

47[.]99.48.241

47[.]99.72.130

49[.]1232.20.75

49[.1232.239.196

49[.]232.27.213

49[.]1232.39.67

49[.]1233.132.10

49[.]1233.137.7

49[.]1233.155.141

49[.]233.73.185

49[.]233.78.149

49[.]1233.85.7

49[.]1233.89.89

49[.1234.105.212



49[.]234.155.24

49[.1234.239.23

49[.]1234.5.74

49[.]1234.64.118

49[.]1234.93.171

49[.]1234.94.85

49[.1235.119.2

49[.]1235.144.34

49[.]1235.158.131

49[.]1235.166.224

49[.]235.199.136

49[.]1235.200.123

49[.]235.204.16

49[.]235.212.74

49[.]1235.217.243

49[.]235.22.75



49[.]235.223.77

49[.1235.23.207

49[.1235.23.236

49[.]235.244.235

49[.]1235.40.131

49[.]1235.42.77

49[.]235.50.54

49[.]1235.60.144

49[.]235.90.230

50[.]112.70.12

51[.]15.136.48

51[.]210.87.117

51[.]83.200.186

51[.]91.79.126

52[.]14.171.234

52[.]14.65.166



52[.]147.4.139

52[.]1166.232.140

52[.]175.218.135

52[.]22.35.45

52[.]229.22.93

52[.187.210.1

52[.]90.135.23
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